PHP Sessions Introduction
http://www.phpfreaks.com/tutorials/41/0.php
Introduction:

Whenever you want to create a website that allows you to store and display information about a user, determine which user groups a person belongs to, utilize permissions on your website or you just want to do something cool on your site, PHP's Sessions are vital to each of these features. 

You may be thinking right now, well that's nice, but I can do this with Cookies! This may come to you as a surprise, but Cookies are about 30% unreliable right now and it's getting worse every day. More and more web browsers are starting to come with security and privacy settings and people browsing the net these days are starting to frown upon Cookies because they store information on their local computer that they do not want stored there. PHP has a great set of functions that can achieve the same results of Cookies and more without storing information on the user's computer. PHP Sessions store the information on the web server in a location that you chose in special files. These files are connected to the user's web browser via the server and a special ID called a "Session ID". This is nearly 99% flawless in operation and it is virtually invisible to the user.

Sessions can be used for a wide variety of purposes. On PHP Freaks.com we use them to identify a user, aide in the input of form information and determine user rights on the website. Based upon the information that is extracted about a user during the signup and login process we can do many cool things. If you are logged in as a Member right now, take a look on the left side where it says "Logged in as xxxxx". That's your first name and it's being read directly from your Session. Pretty cool eh? Well, enough babbling, let's show you how to do all of this cool stuff!

This entire tutorial has a complete set of source code scripts you can download on the last page. These source code scripts will have all of the code in this tutorial and will also have an index for you to follow and test out each of the features we have discussed.

--------------------------------------------------------------------------------

Friendly Advice: Avoiding Errors

The first thing I need to tell you about Sessions is that you MUST call the session_start() function before anything is output to your web browser. This is absoultey important because you will get some ugly errors by PHP that will say something like this:

Look at this nasty error below:

Warning: Cannot send session cookie - headers already sent by (output started at session_header_error/session_error.php:2) in session_header_error/session_error.php on line 3

Warning: Cannot send session cache limiter - headers already sent (output started at session_header_error/session_error.php:2) in session_header_error/session_error.php on line 3

The above error was generated by this code:

<?php 

echo "Look at this nasty error below:<br />"; 

session_start(); 

?> 

As you can see, that is one unattractive error to be displayed on your website. Why did it happen? It happened because I called the echo "Look at this nasty error below: <br />"; before I called the session_start(); function. If I were swapped the lines around I would not have recieved this error. The correct way to start a session is like this:

<?php 

session_start(); 

echo "Look at this nasty error below:"; 

?> 

The output of this would have simply been: Look at this nasty error below: and no errors would have been generated.

Microsoft Internet Explorer Sessions Fix

There is one other little tricky issue I must tell you about. Since we all know even though Microsoft makes every attempt to dominate the world, their software still has issues. Let's take IE 6 for example. There's a problem with IE6 that when you are using sessions and you post to a form, when you click your back button to make changes in the form, you have to click the REFRESH button on that page to get the information that you posted back into the form. This only works about 50% of the time, the other 50% the users information is lost and they have to type it over again. Not a good thing if you are trying to get the person to enter their billing information to process an order. They might just get irritated and leave. So, here's a solution for that. Enter this right below the session_start() of each script (yes it still must be before anything is output to the browser). 

header("Cache-control: private"); 

Now your users can hit the back button and change information all they want! Whew... no need to sweat any more.

So, now that we have all of that out of the way, I hope you'll remember those important pieces of information while we go through this tutorial and learn about sessions. Let's move on to starting sessions, registering session variables and assigning values to those variables in the next section.

--------------------------------------------------------------------------------

Starting Your Session And Assigning Variables

The first thing we need to do as you probably figured out above is to start your session. This is almost the same as starting your engines in a race! This is as simple as typing the following at the top of your scripts:

<?php 

session_start(); 

header("Cache-control: private"); // IE 6 Fix. 

?> 

Now we have told PHP to start a session and begin storing information we tell PHP to about the user. So, let's say that we had an input form from a page that asks the user their name. This form will post to a PHP script that will get the post information and register it as a session variable that we can use throughout our website until the user leaves the site or until we unregister that variable. Here's the form:

<FORM METHOD="POST" ACTION="page2.php"> 

Enter your Name: <input type="text" name="name"> 

<input type="SUBMIT" value="Submit"> 

</FORM> 

As you can see there is absolutely nothing cosmic about that form. It is only an HTML form and it will post to a script called "page2.php" and we'll look at that now.

<?php 

// start the session 

session_start(); 

header("Cache-control: private"); //IE 6 Fix 

echo "<strong>Step 2 - Register Session </strong><br />"; 

// Get the user's input from the form 

   $name = $_POST['name']; 

// Register session key with the value 

   $_SESSION['name'] = $name; 

// Display the sssion information: 

?> 

Welcome to my website <strong><? echo $_SESSION['name']; ?></strong>!<br /> 

Let's see what happens on the <a href="page3.php">next page.</a><br /><br /> 

Ok, now that looks like some PHP action going! Let's talk about what this script does. First, we've started the session and used the header cache control like I mentioned on the second page of this tutorial. We've already got that part down (I hope), so we'll talk about the first couple of parts of importance. Here's the code chunk from the script above that we're going to talk about now:

// Get the user's input from the form 

$name = $_POST['name']; 

// Register session key with the value 

$_SESSION['name'] = $name; 

The first part "$name = $_POST['name'];" is just something of my personal flavor. I like to turn those superglobals back into simple variables. Keep in mind that all of my tutorials reflect the register_globals setting turned OFF for security. This happens to be the same setting as the default PHP installation after PHP version 4.1 series. 

Next, we will assign the value of $name to a newly created session key identified as 'name'. Take a look at this code:

// Register the input with the value 

$_SESSION['name'] = $name; 

Keep in mind what I just said above. I turned $_POST['name'] into a simple variable called "$name". You could alternatively do this instead:

// Register the input with the value 

$_SESSION['name'] = $_POST['name']; 

The next code block we will look at is where I test the session variable that I have just registered and assigned a value to.

// Display the sssion information: 

?> 

Welcome to my website <strong><? echo $_SESSION['name']; ?></strong>!<br /> 

Let's see what happens on the <a href="page3.php">next page.</a><br /><br /> 

The important elements in the above code-block are $_SESSION['name'] and that's about it. The rest is just standard HTML and PHP. If everything worked properly and you typed "Bob" in the form on the first page, you'll see:

"Welcome to my website Bob!

Let's see what happens on the next page."

Wow.. we've accomplished the tasks of starting a session, posting a form to a PHP script, registering a session variable with a value and displaying that session value to the web browser! That wasn't hard was it?

Let's talk about carrying your session information from one page to another in the next section of this tutorial.

--------------------------------------------------------------------------------

Utilizing Sessions On Multiple Pages

Does your head hurt yet? It shouldn't. Sessions aren't really that difficult. The fun is only beginning. 

This part of the tutorial is where we realize the importance of sessions. The reason we register sessions is to avoid reading cookies and querying databases for information about the user on each page we need that information on. So, let's see how that is done.

The first thing you **MUST** do on each page you want to access a session variable is to start the session. That may not sound right to you because you may be thinking "We already started the session on the last page." That's true, but we need to keep the "connection" going between our session because they do not have persistent connections like MySQL does. So, as I explained in the beginning, start your session on each page.

Here's the next script called "page3.php". You may have noticed it in the code examples on the last page.

<?php 

// start the session 

session_start(); 

header("Cache-control: private"); //IE 6 Fix 

?> 

<strong>Step 3 - Test Session Part II </strong><br /> 

Hey <strong><? echo $_SESSION['name']; ?></strong> Everything is still working!<br /><br /> 

<strong>Pick an option:</strong><br /> 

Let's delete this session value now. <a href="page4.php">Click Here.</a><br /> 

Let's destroy this session. <a href="page5.php">Click Here.</a><br /><br /> 

The first few chunks are pretty self explanatory by now if you have been following this tutorial closely. We started the session, called the session variable and echoed "Hey Bob Everything is still working!" in the user's browser. Now you can see how the session variables can follow be used on multiple pages. 

You may also notice on this script that there's a couple of hyperlinks to two more scripts. The first one "Let's delete this session value now" will do just that. I'll show you how to do this on the next page. 

--------------------------------------------------------------------------------

Un-registering Session Variables

PHP is really well designed. I don't think anyone will deny that. With PHP Sessions, we have the ability to simply remove a single session variable without dumping our entire session and rebuilding it. We can simply do this by assigning a blank value or a 'false' Boolean to the session key we want to get rid of. Here's how we unregister a single session variables and leave the rest in tact.

<?php 

// start the session 

session_start(); 

header("Cache-control: private"); //IE 6 Fix 

$_SESSION['name'] = FALSE; 

// or $_SESSION['name'] = ''; 

echo "<strong>Step 4 - Unregister Session </strong><br />"; 

if($_SESSION['name']){ 

    echo "The session is still registered.<br /><br />"; 

} else { 

    echo "Ok, the session is no longer registered! <br />"; 

    echo "<a href=\"page1.php\"><< Go Back Step 1</a><br /><br />"; 

} 

?> 

I hope by now that you have figured out any time we deal with sessions, we have to run the session_start() function first. As you see in this code, I have done just that. Let's talk about the next code chunk in this example which removes a session value.

$_SESSION['name'] = FALSE; 

Wow! pretty easy huh? We just cleared out that session variable called "name" and it is no longer available to us until we set it again.

To ensure that everything worked and for learning purposes, I added a couple of error checks into this script. In this code, we simply use an IF statement to determine if the value of $_SESSION['name'] is set, true or not false. If it is, we will display "The session is still registered." to the browser. Here it is:

if($_SESSION['name']){ 

       echo "The session is still registered.<br /><br />"; 

} else { 

       echo "Ok, the session is no longer registered! <br />"; 

       echo "<a href=\"page1.php\"><< Go Back Step 1</a><br /><br />"; 

} 

Let me verbalise this for you. "If the session is registered "name" then tell the user 'The session is still registered' otherwise tell the user 'Ok, the session is no longer registered' and give them a hyperlink back to Step 1." 

In our case, we should only see "Ok, the session is no longer registered..." and a hyperlink back to step 1. The reason I put the hyperlink back to step 1 is because I want you to go back to the form, type your name and click through these scripts again util you find the hyperlink that says "Let's destroy this session." because that's what we're going to do next, completely destroy a session.

--------------------------------------------------------------------------------

Destroying a Session

You may be wondering why it is necessary to destroy a session when the session will get destroyed when the user closes their browser. Well, imagine that you had a session registered called "access_granted" and you were using that to determine if the user was logged into your site based upon a username and password. Anytime you have a login feature, to make the users feel better, you should have a logout feature as well. That's where this cool function called session_destroy() comes in handy. session_destroy() will completely demolish your session (no, the computer won't blow up or self destruct) but it just deletes the session files and clears any trace of that session.

NOTE: If you are using the $_SESSION superglobal array like we are in this tutorial, you must clear the array values first, then run session_destroy.

Here's how we use session_destroy():

<?php 

// start the session 

session_start(); 

header("Cache-control: private"); //IE 6 Fix 

$_SESSION = array(); 

session_destroy(); 

echo "<strong>Step 5 - Destroy This Session </strong><br />"; 

if($_SESSION['name']){ 

    echo "The session is still active"; 

} else { 

    echo "Ok, the session is no longer active! <br />"; 

    echo "<a href=\"page1.php\"><< Go Back Step 1</a>"; 

} 

?> 

The only unique thing in this code block that I haven't covered in previous codes is the session_destroy() function. Yes, you must still run the session_start() function so that PHP knows which session to destroy. To destroy a session, just call:

<? 

session_start(); 

$_SESSION = array(); 

session_destroy(); 

?> 

And you have done it. You've dumped the entire session. Of course in my code example, I put some error checking for this tutorial and for your learning purposes to ensure that the session was destroyed. 

Now that we've covered the basics of sessions such as start a session, register a variable, assign a value to the variable, unregister a session and destroy a session, let's go ahead and use this practically with a session hit counter to display how many pages the user has clicked on during their visit to our site. 

--------------------------------------------------------------------------------

Practical Use of Sessions : Page Hit Counter

What we're about to do is start your session, register a variable called "count" and assign a value of 1 to it on the first page. Then, we're going to increment the counter as we go through the website. Here's the code for the first script.

<? 

// start the session 

session_start(); 

header("Cache-control: private"); //IE 6 Fix 

if(!$_SESSION['count']){ 

    $_SESSION['count'] = 1; 

} else { 

    $_SESSION['count']++; 

} 

?> 

You have visited <? echo $_SESSION['count']; ?> pages so far!<br /><br /> 

<a href="page1.php">Increment Your Counter!</a><br /> 

<a href="page2.php">Reset Your Counter!</a><br /><br /> 

Once again, nothing cosmetic about the first few code chunks because we've already covered them. You should be pretty proficient at those by now. We've started our session, registered "count" as a variable and then did some checking on our count variable before we assigned any values to it. The reason I did this is because let's say that this was included on our index page. I didn't want my users counter to reset to 1 when browse 10 pages deep into my website and when they come back to the index page to start digging in a different section. Let me verbalize the check that I performed below:

"If the session variable count has no value or is equal to 0, set it to a value of 1, otherwise increment it each time this code is called."

Using the $_SESSION['count']++; we are simply saying "Add 1 to the current value of "count". ++ is a bitwise operator and is explained more in detail in the PHP Manual.

Next, we've given the user a page to go and reset their counter. This is nearly the same code except we aren't doing the error checking above because we want to reset their counter to 1 when they access that page, thus resetting their counter.

Here's the code:

<? 

// start the session 

session_start(); 

header("Cache-control: private"); //IE 6 Fix 

$_SESSION['count'] = 1; 

?> 

You have visited <? echo $_SESSION['count']; ?> pages so far!<br /><br /> 

<a href="page1.php">Increment Your Counter!</a><br /> 

<a href="page2.php">Reset Your Counter!</a><br /><br /> 

Pretty easy eh? Thought so :)

In this section we've covered a simple practical use of PHP Sessions. We could combine these two scripts easily by just echoing the appropriate values we assigned in the other script if the user actually entered his/her name in the text box of the form. I don't think I need to bore you with describing how to do that, but you should know that you can gather and set variables and assign values on multiple scripts throughout your website to the same session.

Let's talk about a couple of more things about sessions on the next page and then I'm going to wrap this tutorial up so you can go play with your sessions!

--------------------------------------------------------------------------------

Viewing Your Session Variables and Values

In the source files of this tutorial, I have included a couple of scripts that allow you to view the assigned variables and values of your session. I utilize this script when I am developing a script using sessions so that I can view which information is actually being stored. Here's the script below:

<?php 

session_start(); 

header("Cache-control: private"); //IE 6 Fix 

echo "Sessions: <pre>"; 

print_r($_SESSION); 

echo "</pre>"; 

?> 

This script is pretty straight forward and will give you all the information you need to know about what's in your session's scope.

Viewing Your Session ID

I remember saying something about a unique Session ID that each session has. A session ID looks like a little kid was has been pecking away at the keyboard in your important word document that you need to take to the office the next day and present to your boss. There's a function in PHP called session_id() that allows you to display the current session ID or utilize it however you need. Here is the demo script in the source file:

<? 

session_start(); 

echo "Your session ID is <strong>". session_id() ."</strong>"; 

?> 

This will simply display something like:

Your session ID is bd315d2ed59dfa1c2d0fb0b0339c758d

Let's wrap up on the next page.

--------------------------------------------------------------------------------

Well, you should be on your way to enhancing your website with PHP's Sessions. I can't tell you how important this is especially to a member based site where you like to greet your users on each page or even a shopping cart system where you want to add multiple items to a user's shopping cart and etc. I'll probably write a follow on tutorial about using Sessions and Arrays to help you build a shopping cart.

I hope you have found this tutorial useful and I hope that you share the wealth and help other people with sessions.

Until next time!

- phpfreak

--------------------------------------------------------------------------------
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