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Task 1: Utilising ARP & Routing Tables
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L

cle Bin

BR Select Administrator: ChiVindowshsystem32cmd. exe

[o] Select Administrator: .. % 40 T de 2:02 [

The ARP -A command is run, as you can see, a list of NICs are displayed, each with
the interfaces connected to the device.

Task 2: Deploying core services (FTP Server)
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= Server Manager - *

P

Server Manager * Dashboard -@ | P Manage  Toos

WELCOME TO SERVER MANAGER

B Local Server
ii All Servers . .
_ _ o Configure this local server
WE File and Storage Services b ~
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW o )
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 Server groups: 1 | Servers total: 1

== File and St
i lle ana Storage Local Server

Services

]
®

@ Manageability Manageability

Events Events
Services Services

Performance Performance

BPA results BPA results

== % Server Manager

Server 2 is booted, and the Server Manager is launched.

View
Fﬁ'. Add Roles and Features Wizard

IT f - b - DESTINATION SERVER
= Before You begin WIN-2BMBTOGSINT
i Lo

ii All This wizard helps you install roles, role services, or features. You determine which roles, role services, or
- ) features to install based on the computing needs of your organization, such as sharing documents, or
WE File Installation Type hosting a website.

Server Sglaction

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,

complete the steps, and then run the wizard again. Hide

To continue, click Next.

[ Skip this page by default

Ser\fices

Performance

Services

Performance

BPA results

BPA results

|2y Server Manager % Add Roles and Featur...




The ‘Add Roles and Features’ link is clicked, and the ‘Add Roles and Features’ wizard
appears.

[ Server Manager — *

Fﬁ Add Roles and Features Wizard

n | HER DESTINATION SERVER
L Select destination server ocz-nwT
i Lo
ii All Before You Begin Select a server or a virtual hard disk on which to install roles and features.
g Filg Installation Type (®) Select a server from the server pool
Server Selaction () Select a virtual hard disk
Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

DC2-NWT  192.168.1.101,192.168.101.1 Microsoft Windows Server 2019 Essentials

Hide

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Cffline servers and
newly-added servers from which data cellection is still incomplete are not shown.

| < Previous | | Next > Install
Services

Performance

Services

Performance

BPA results BPA results

am [ Server Manager [ Add Roles and Featur... A B Ty dg 1902 [ ]

From this screen, confirmation that the correct server is being used can be achieved.
The selected server is ‘DC2-NWT’ which is the second server.



m DESTINATION SERVER
Select server role DCauT

[z Add Roles and Features Wizard *

]
-
o
A

X
- Add features that are required for Web Server (lIS)?
g File ption

The following tools are required to manage this feature, but do not Lrver (II5) provides a reliable,

have to be installed on the same server.

4 Web Server (IIS) tion infrastructure.
4 Management Tools
[Tools] IS Management Console

Hide

Include management tools (if applicable)

‘ Add Features ‘ ‘ Cancel ‘

< Previous Next > nsta Cancel

Services Services
Performance Performance
BPA results BPA results

% Add Roles and Featur... % Add Roles and Featur... ~ B Tl de 1907

1

View
Fﬁ'. Add Roles and Features Wizard

DESTINATIOM SERVER

Select server roles P

All Before You Begin Select one or more roles to install on the selected server.

-

Filg Installation Type Roles Description

Web Server (lIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

[] Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[C] DHCP Server

[C] DNS Server

Confirmation [] Fax Server

[m] File and Storage Services (4 of 11 installed)

[1 Hyper-v

[1 Metwork Policy and Access Services Hide
[ Print and Document Services

[] Remate Access

[] Remote Desktop Services

[] Volume Activation Services

[1 Windows Deployment Services
[ Windows Server Update Services

Role Services

| < Previous | | Next > nsta
Services

Performance

Services

Performance

BPA results

BPA results

== = Server Manager % Add Roles and Featur...



Evidence of the feature being added.

View
Fﬁ'. Add Roles and Features Wizard

DESTINATIOM SERVER

Select role services oezawT
i Lo
ii All Before You Begin Select the role services to install for Web Server (IIS)
g Fils Installation T Role services Description
Server Selection 4 || Security FTP Server enables the transfer of
Server Re Request Filtering files between a client and server by
[ Basic Authentication using the FTP protocol. Users can
[] Centralized 55L Certificate Support establish an FTP connection and
[ Client Certificate Mapping Authentication transfer files by using an FTP client
[ Digest Authentication or FTP-enabled Web browser.
ient Certificate Mapping Authenticatic
[1 15 Client Certifi Mapping Authenticati
Confirmation [1 IP and Domain Restrictions
[] URL Autharization
] Windows Authentication
I [] Application Development Hide
4 iiﬁ

FTP Service
[] FTP Extensibility
4 Management Tools
115 Management Conscle
v [] 15 6 Management Compatibility
[1 115 Management Scripts and Tools
[] Management Service

| < Previous | | Next > nsta

Services

Performance

Services

Performance

BPA results

BPA results

= Server Manager % Add Roles and Featur...

View
Fﬁ'. Add Roles and Features Wizard

DESTINATIOM SERVER

i Installation progress b2 T
i Lo
ii All View installation progress
ii Filg o Starting installation

Web Server (I15)
FTP Server
FTP Service
Management Tools
115 Management Console
Web Server
Common HTTP Features Hide
Default Document

Directory Browsing
HTTP Errors
Static Content

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > nsta Cance
Services Services

Performance Performance

BPA results BPA results

== [B Server Manager % Add Roles and Featur...




The installation process begins.

A Computer Management - O *
File Action View Help
== H

A FomputerManagement(Local Mame Actions
v [f} System Tools

P i System Tools Computer Management (L... 4
(£) Task Scheduler &Storage
2] Event Viewer
| Shared Folders

~ #¥ Local Users and Groups

More Actions »

g Services and Applications

| Users

| Groups
(%) Performance
% Device Manager
w25 Storage
@ Windows Server Backug
w= Disk Management

4 Services and Applications

% Server Manager % Add Roles and Featur... 8 Computer Managem...

The computer management control panel is opened.



vlanagement - O
File Action View Help
=% | = HE

A Computer Management (Local | Mame Actions
b
M [r S)rstem Tools '[?é System Tools Computer Management (L. &
l\:-,l Task Scheduler &&
. @ Event Viewer = orage More Actions »
[ | - o Services and Applications
1 | Shared Folders - New U ” %
[ ~ #¥ Local Users and Groups e :
i | Users
“ Groups User name: |HDU39F |
=) PerF.UrmancE e |F|'P ser |
% Device Manager
v 2 Storage Description: |acc0unt that can access File Transfer Protocol Services|
@ Windows Server Backug
= Disk Management
:2-, SENICES and Applications Password: |"""" |
Confirm password: |"""" |
|
[] User cannot change password
[] Password never expires
[ Account is disabled
Help Create Close
£ >

£8 Computer Managem...

% Add Roles and Featur...

% Server Manager

A new user by the name ‘ftpuser’ with the Pessw0rd passphrase set as their
password. The ‘User must change password at next logon’ checkbox is unchecked.



] - x
— O *
File Action View Help
e 2E XE= HE .
E ;«2;' ;omputer Management (Local|| Name Full Mame Description Actions
v [k System Tools &JAdministrator Built-in account for administering... Users -
@ Task Scheduler EjDef 1A
o 2] Event Viewer 3+ UETBUILACCO... ftpuser Properties ? X More Actions 4
[ | - ﬁ&puser FTP User
1 | Shared Folders , i .
i v l’k" Local Users and Groups &J:GUESt Remote control Remote Desktop Services Profile Dialin (o=
i = (=25 # WDAGUility.. General Member Cf Profile Environment Sessions Mare Actions »
| Groups ,
@ Performance &-‘ ftpuser

% Device Manager
v 2 Storage

U Windows Server Backug Full name: |F|'P User |

w= Disk Management

Description: An accourt that can access File Transfer Protocol

Services

T4 Services and Applications

[ User must change password at next logon
[ User cannot change password

[[] Password never expires

[ Account is disabled

Account is locked out

Cancel Aoy Help

Add Roles and Featur...

omputer Managem...

The account is created successfully.

W5 Internet Information Services (IIS) Manager - *
« > W5 » StartPage o @
File View Help

Q B2 |8 Internet Informatio

Application 2t flanager

Name Server Connect to localhost 115 Mews and Information
Connect to a server... 115 Downloads
%DCZ_NWT locathos’ Connect to a site... 115 Forums
Connect to an application... TechMet
MSDMN
ASP.NET Mews

HT_:] Start Page
-85 DC2-NWT (DC2-NWT\Administrator)

Microsoft Web Platform

\ 7\ 7\ J

IS News Enable IIS News

115 Mews is disabled, click the Enable IIS News link to get the most recent online news.

Ready

erver Manager

mputer Managem... g Intemet Information ...




The Internet Information Services (IIS) Manager is opened.

E} Internet Information Services (115) Manager
C 5 93, DCNWT » “| 5 | @

File View Help

Connections -
e @) DC2-NWT Home
L~ &
hjil Start Page Filter: - Go g Show All | Group by:  Area - B~ Manage Server
v 83 DC2-NWT (DC2-NWT\Administrator) PO
i[5} Application Pools e ) i B - T
o5 s 2 o = "L = C ;
4@ AddWebsite.. G e SGi3 G Fi) 8 Stop
FTP FTP FTP Directory FTP Firewall FTPIP FTP Logging FTP Logon FTP
i3 Refresh Authentic.. Authorizat..  Browsing Suppert  Addressa. Attempt R.. Messages
[@  AddFTP site.. | @ n k
hGE] )
[z Switchto Content View FTP Request  FTPSSL  FTP User
Filtering Settings Isolation
115 ~
e J— —
2 . @ & S|
_"ﬁ'_) \j;_i' (/] ﬂ <.':_1 S
Authentic.., Compression  Default Directory  Error Pages Handler HTTP Logging
Document  Browsing Mappings Respon...
- - - - -
= M & s 3
jE = ; & = # ey
MIME Types  Modules Output Request Server Worker
Caching Filtering Certificates  Processes
Management -
D =
Configurat... Feature Shared
Editor Delegation Configurat..
Ready

%5
1 Ty dg 2w0s  []

% Server Manager ymputer Managem... g Internet Information ...

A new FTP site will be created using the ‘Add FTP Site...” function.

-
€« > €3 DC2-NWT » 1) -
File View Help
Connections Actions
— E&m e AT LA
e’"_ ) Add FTP Site ? X
H\j Start Page
~ 83 DCZ-NWT (DC2-NWT\Administrater) | & Site Information — s
i Application Pools - )
. a Sites
D Default Web Site
FTP site name:
Content Directory
Physical path:
| .
~
Cancel

[restres view] = Contentiew

Ready

%5
3 T de 2005 [ ]

ver Manager ymputer Managem... ™ Internet Information ...

The ‘Add FTP Site’ wizard appears.
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- > €3 DC2-NWT »

54)
File View Help
Connections C :
Em neo AT e
@- & Add FTP Site roox
.. &5 Start Page
v 85 DC2-NWT (DC2-NWT\Administrator) | "8 Site Information o
-} Application Pools - )
~ -8 Sites S
& Default Web Site =
FTP site name:
[1sTFTRSITE
Content Directory
Physical path:
|C:\inetpub\ftpmoﬂ -~
~

Server Manager

puter Managem...

Internet Information ...

The website information is entered accordingly.
%
« > €3 DC2-NWT »

51
File View Help

Connections

€ 5.

&5 Start Page

= B 5 "y
v j D§2 NWT (DC2-NWT\Administrator) X Binding and SSL Settings
i--[=} Application Pools

[ .?; Sites
& Default Web Site

EEm neo AT Uama
Add FTP Site

Binding
IP Address:
|AII Unassigned

[] Enable Virtual Host Names:

Start FTP site automatically

SsL
@ NoSsL

O Allow S5L
() Require 551
5L Certificate:

Mot Selected

Previous Cancel

Ready

4
rer Manager puter Managem... = g Internet Information ...

W1 7y de 2019 B

The ‘No SSL’ option is selected.



)

> €3 DC2-NWT » & e -

File View Help

w [ Ry M NLY Va sl HPN
“-'_ 8 Add FTP Site ? hd
.. &5 Start Page
W -ﬁa DC2-NWT (DC2-NWTVAdministrator) 'Y P . - and Authorizati Infor . e
2} Application Pools @
v -[@] Sites

+ @ Default Web Site
Authentication
O Anonymous
Basic

Authorization ~

Allow access to:

Specified users v

|f'tpu5er

Permissions

Read
Write

Previous Cancel

Ready Gj

% Server Manager £B Computer Managem... g Internet Information ...

S 95, DoNWT 7] @ -

)

File View Help

) :

A EEm N AT Lo SETE

@- ) Add FTP Site ? X Open Feature
H\ﬁ Start Page

= ) : . w4 |
v j DC2-NWT (DC2-NWT\Administrator) ‘ r Aol ication and Authorization Infor - - >

Application Pools

v .[@ Sites
4 Default Web Site B Stop
Authentication §

O Aneonymous
Basic

.;@.
HII

Authorization ~

Allow access to:

Specified users v

[pca-MwTftpuser

Permissions

Read
Write

Previous Cancel

Ready ﬁj

% Server Manager £B Computer Managem... ™8 Internet Information ... Administratc Administrato

The Authentication is set to ‘Basic’ and the Authorisation is given to a specific user
with the username ‘ftpuser’ using the ‘DC2-NWT’ hostname.



E Internet Information Services (115) Manager
—
s

@ b DC2-NWT » Sites » 1STFTPSITE »

&
File View Help

Connections Actions
CEEIEI @ FTP Messages

.. &5 Start Page
w83 DC2-NWT (DC2-NWT\Administrator)
-} Application Pools
@ Sites
+ @ Default Web Site
© D 1STFTPSITE

Message Behavior
[J Suppress default banner
[] Support user variables in messages

Show detailed messages for local requests

Message Text

Banner:

Welcome to the DC2-NWT FTP server. Have a geod day]|

Welcome:

Exit:

Maximum Cennections:

7] Features View | = Content View

Configuration: ‘applicationHost.config

er Manager mputer Managem...

Internet Information ...

The banner has been set to welcome the user to the FTP server.

=
<~ & » DC2-NWT » Sites » 1STFTPSITE » 51
File View Help
Connections | || =
€ - L.} Home  Share  View
&5 Start Page
.93 DC2-NWT (DC2-NWT\Admirl &« v » ThisPC » Local Disk (C:) » inetpub v O Search inetpub
P N ~
. Application Pocls Name Date modified Type Size
v (8] Sites s Quick access
& Default Web Site I Deskt custerr 26/04/2021 18:14 File folder
: eskto
.4 1STFTPSITE P ftproot 26/04/202 File folder
4 Downloads history
| Documents logs =
&=/ Pictures temp Gen .
t Ob
[ This PC wered Securty
Gnl
¥ Network Select Users or Groups
Select this object type: !
‘Llsers, Groups, or Built-n security principals ‘ Ohbject Types...
From this location:
[pc2nwT | Locations...
Enter the object names to select (examples):
DCZ2-MW T ftpuser Check Names
Advanced.. Cancel
: Read & execute O O
cﬂ List folder contents O O
Read | [
Gitems 1 item selected =
- Content e e
Ready ‘j
Manager

. inetpub

M ftproot Properties

DC2-NWT\ftpuser is added to the security tab for the ftproot folder.
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= @ b DC2-NWT » Sites » 1STFTPSITE »

File View Help

| < | ftproot

3 - Home  Share  View

-’ Start Page _ [ e
v -85 DC2-NWT (DC2-NWT\Admin ct Move to Delete a v Open ~ | [ sefectan
% Application Pools =] Copy path ST Edit Select none
. PFin to Quick Copy ste Copy to Rename New Properties
8| Sites access | Paste shortcut . folder - DD Invert selection
? 4 Default Web Site Clipboard Organize New Open Select
L..€h 1STFTPSITE View Applications
« v » ThisPC » Local Disk (C:) » inetpub » ftproot » v & Search ftproot P 1
~
st Quick access
[ Desktop . toad
tpuploads
4 Downloads 5
= Documents A
&= Pictures He
3 This PC
¥ Network
1 itemn E =
Ready L=

ﬂ Windows Defender Firewall

+ ﬁ < System and Security » Windows Defender Firewall v O Search Control Panel

Contral Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your
Allow an app or feature PC through the Internet or a network,
through Windows Defender

Firewall Undt i | cetti
pdate your Firewall settings
®) Change notification settings
®) Turn Windows Defender
Firewall on er off

G Restore defaults

Windows Defender Firewall is not using the GUse recommended settings
recommended settings to protect your
computer.

What are the recommended settings?

G Advanced settings

Troubleshoot my network . g Private networks Not connected

. g Guest or public networks Connected

Networks in public places such as airports or coffee shops

Windows Defender Firewall state: Off

Incoming connections: Block all connections to apps that are not on the
list of allowed apps

Active public networks: Unidentified network

Notification state: Do not notify me when Windows Defender
Firewall blocks a new app
Security and Maintenance

MNetwark and Sharing Center

* Windows Defender Fi...

W0 T de 2040 B

The brief instructs to confirm that no firewalls are installed on the server.



ﬁ Custemize Settings

« v ﬁ\« Windows Defender Firewall » Customize Settings

Customize settings for each type of network
“fou can medify the firewall settings for each type of network that you use,

Private network settings
° (O Turn an Windows Defender Firewall

Block all incoming cennectiens, including those in the list of allowed apps
Motify me when Windows Defender Firewall blocks a new app
g (@) Turn off Windows Defender Firewall (not recommended)
Public network settings
v (C) Turn en Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Motify me when Windows Defender Firewall blocks a new app

@ @) Turn off Windows Defender Firewall (not recommended)

# Customize Settings
Further confirmation.

// On Client 2 //
< Settings

Home

Accounts

Your info

Email & accounts
Sign-in options
Access work or school

Family & other users
Windows is better when your settings and files automatically sync. Use a

) ) Microsoft account to access all your stuff on all your devices easily.
Sync your settings

Create your picture

@ Camera

¥ Settings 4 €3 ) 2055 ER

An admin account is logged into to access the command prompt as a policy is set to
disallow access to the command prompt for non-admin users.



¥

Recycle Bin

] El’

File Home Share “Wiew Drrive Tools

« v A = 3 This PC Lacal Disk {C:)

MNarme

l Perflogs
l Prograrm Files

l Prograrm Files (x86)
B Documents l Users

B Pictures l Windows
Music B FTFFiles
£ Videos

Quick access
B Desktop

Downloads

Onelrive
BB This PC

gﬂ Metwrark

6items |

o

Recycle Bin

BRI ER-|Frries

File Home Share e

= v l This PC Local Disk (C:)

Marne

Quick access
. ftpfile2upload bt
B Desktop

Dowenloads
E Documents
B Pictures

Music
& Videos

OneDrive

B This PC

é‘ MNetwork

1item | 1item selected 14 bytes |

B ftpfile2upload.xt - N...

A new file ‘ftpfile2upload.txt’ is created inside the FTPFiles folder.

Lacal Disk (C:)

Date modified Type

0712/2019 0914
12/02/2021 15:25
18/11,/202023:31
02/03,/2021 04:25
12/02/202115:18
26/04/2021 2057

File folder
File folder
File folder
File folder
File folder
File folder

FTPFiles

Date modified Type

26/ 0472027 20:59 Text Document

- Motepad
File Edit Fa t Help
Helle World :)

~ 4o €8 Q) 2057 B

~ 0 €3 q) 0509 B
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Recycle Bin

] Cvindowshsystern32iemd.exe - fip 192,168,101.1

Microsoft Windows [Wersion 18.8.19842.631]
(c) 2828 Microsoft Corporation. ALL rights reserved.

CivUsershAdmin: ftp 192.168.161.1

Connected to 192.168.1681.1.

2268-Microsoft FTP Service

2268 wWelcome to the DCZ-NWT FTP server. Have a good daw!
288 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.181.1:(none)):

Ex] C:\Windows\system3... A~ g ) 2ror B

Success! Using CMD to connect to the FTP server, the banner appears correctly. An
attempt to log in using the login details provided by the brief will be attempted.

Recycle Bin

ea] CoMVindawishsystern32hemd.exe - fip 192.168,101.1

Microsoft Windows [Yersion 18.8.19842.631]
{c) 2828 Microsoft Corporation. All rights reserved.

CihUsershAdmin: ftp 102.168.1681.1

Connected to 192.168.181.1.

228-Microsoft FTP Service

228 Welcome to the DC2Z-MNWT FTP server. Have a good day!
288 OPTS UTF8 command successful - UTFS encoding now OM.
User (192.168.181.1:{none)): DCZ-NWTsftpuser

331 Password required

Password:

238 User logged in.

ftp»

iR [ C\Windows\system3... A £ g 20 B

Another success. The server delivers a 230 and the user is successfully logged in.




Recycle Bin

o] CoMVindowshaystem3@emd.exe - ftp 192.168.101.1

Microsoft Windows [Yersion 18.8.19842.5631]
{cy 2828 Microsoft Corporation. All rights reserved.

C:iyUsershAdmine ftp 192.168.1681.1

Connected to 192.168.181.1.

228-microsoft FTP Service

228 Welcome to the DCZ-MWT FTP server. Have a good day!
288 OPTS UTF2 command successful - UTFS encoding now OM.
User (192.168.181.1:{none)): DCZ-NWTsftpuser

331 Password required

Password:

238 User logged in.

ftpry lcd C:VFTPFiles

Local directory now C:%FTPFiles.

ftpr o

~ o a2z B

E Bl Coindowshsystern32hemd.exe - ftp 1921681011

Resyricrosoft Windows [Wersion 18.8.19842.631]
{c)y 2828 Microsoft Corporation. ALl rights reserved.

CiilUsersyAdmine ftp 192.168.161.1

Connected to 192.168.181.1.

228-Microsoft FTP Service

228 Welcome to the DC2Z-NWT FTP server. Have a good day!
268 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.181.1:{none)): DCZ-NWTs\ftpuser

331 Password required

Password:

238 User logged in.

ftpy lcd CiNFTPFiles

Local directory now C:WFTPFiles.

ftp» dir

288 PORT command successful.

125 Data connection already open; Transfer starting.
84-26-21 05:48PM <DIR> Ftpuploads

226 Transfer complete.

ftp: 54 bytes received in 8.885econds 54888.68Kbytes/sec.
ftpy -

iR ) C\Windows\system3... A~ &) 2re B

The directory is explored using the dir command.




nnected to 1

server. Have a good d
ul - UTFE encoding n
NWT v ftpuser

command
connection a
f complete.

Profile 1 -...

According to the ftp prompt, the file was transferred successfully.

// On Server 2 //

[ = | ftproot
Home Share View
4y Cut
J . Move to

i Copy path
Pin to Quick Copy Paste apy te New
access |7| Paste shortcut Copy to Rename folder

Clipboard

¥ Delete ~

QOrganize New
v » ThisPC » Local Disk (C:) » inetpub » ftproot »

~

A
st Quick access

[ Desktop
* Downloads

Ftpuploads
|j ftpfile2upload .t

|j Documents

&= Pictures

3 This PC
§ 3D Objects
[ Desktop
|j Documents
* Downloads
Js Music
&= Pictures
B videos
‘i, Local Disk (C:)
CD Drive (D) Vir v

2items

. ftproot

The ‘ftpfile2upload.txt’ appears successfully.

Name Date modified

L_] HH setect an

Select none
Properties
- DD\nvertselectmn

Open Select
v O Search ftproot
Type

File folder

Text Document

w &3 o




~

Recycle Bin

Home Share View
f, Cut - 5 Hopen- Select all
& « Moveto = X Delete = - o | open EE Cecha

_J _| w.] Copy path ._l Edit Select none

sick Copy Paste - = New Properties
'| Paste shortcut & Copy to _ERanama folder - D‘:‘mvertselectmn
Clipboard Ornaniza Blawy Onan Select

ftpfile2upload.bd Properties

= v 4 » This PC » Local Disk ()

A Name General Securty Details Previous Versions
st Quick access
[ Desktop
4 Downloads

Ftpuploads Froperty Value
=| ftpfile2upload.bt File
Mame ftpfile2upload txt
= Documents Type Text Document
& Pictures Folderpath  C:hinetpub‘ftproot
Size 14 bytes
3 This PC Date created  26/04/2021 21:36
J 3D Objects Date modfied 26/04/2021 21:36

[ Desktop

Owner DC2-NW T ftpuser
= Documents Computer DC2-MWT fthis PC)
J Downloads

J.' Music

&= Pictures

B videos

‘i, Local Disk (C:)

8% CD Drive (D:) Vir v

2itemns  1item selected 14 bytes

Remove Properties and Personal Information

Cancel

= B ftproot B fipfile2upload.tit Pro... ~ T dg 2146 B

Attached to the meta data, the owner of the file (DC2-NWT\ftpuser) provides
evidence that this file was sent by a separate user on another machine.

Task 3: Installing and configuring the Routing and
Remote Access Service

// On Server1//


af://n72

ey Add Rales and Features Wizard

Before you begin

Before You Begin

Installation T

B Server Manager i Add Roles and Featur...

DESTINATION SERVER
DC1-NWT.nwirader: fr

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organizaticn, such as sharing decuments, or

hosting a website.

To remove roles, rele services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured

* The maost current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,

complete the steps, and then run the wizard again,

To continue, click Next.

[ Skip this page by default

F Add Roles and Features Wizard

Select server roles

Befors

Installation T,

i Server Manager i Add Roles and Featur...

Select one or more roles to install on the selected server,
Roles

[[] Active Directory Certificate Services
| Active Directory Domain Services {Installed)
y Federation Services
¢ Lightweight Directory Services
Active Directory Rights Management Services
DHCP Server
DMS Server (Installed)
Fax Server
File and Storage Services (4 of 11 installed)
Hyper-V
Netwaork Policy and Access Services
Print and Document Services
Remote Desktop Services
Volume Activation Services
{ls)
[ Windows Deployment Services
[ Windows Server Update Services

ODOROO0mO=IN0

O
p
5
o
g
i

‘Remote Access’ was selected as a Server Role.

DESTINATION SERVER
DC1-NWT.nwtraders.msft

Description

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experience,
RAS provides traditional VPN
services, including site-to-site
{branch-office or cloud-based)
connectivity. Web Application Proxy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corparate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options, RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.
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Confirmation

Select the role services to install for Remote Access
Role services
DirectAccess and VPN (RAS)

Routing
[[] Web Application Proxy

Manage Tools.

DESTIMATION SERVER
DC1-MWT.nwrraders.msft

Description

Routing provides support for NAT

Routers, LAN Routers running BGP,
RIP, and multicast capable routers

{IGMP Proxy).

Hide

Performance Performance

BPA results BPA results

Performance

BPA results

Fﬁ'] Add Roles and Features Wizard

Confirm installation selections

DESTINATION SERVER
DC1-NWT.nwtraders.msft

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

RAS Connection Manager Administration Kit {CMAK)

Remote Access
Directfccess and VPN (RAS)

Remote Server Administration Tools
Role Administration Toals

Confirmation Remote Access Management Tools

Remote Access GUI and Command-Line Toals

Web Server (IIS)
Management Tools
115 Management Conscle

Export configuration settings
Specify an alternate source path

< Previous

erver Manager % Add Roles and Featur...

% 4o T de 214 [

The confirmation screen appeared and the changes were confirmed.



2y Configure Remote Arcess

f | Configure Remote Access
Getting Started \Wizard

Welcome to Remote Access
Lge the options on this page to configure Directdccess and VPN,

—> Deploy both DirectAccess and VPN (recommended)
Configure DirectA and VPN on the server, and enable Dire lient computers. Allow
remote client computers not supported for Direct

Deploy DirectAccess only
Configure Direc s on the server, and enable Direc s client computers.

Deploy VPN only

Configure VPN using the Reuting and Remote Access console. Remote client computers can
connect over VPN, and multiple sites can be connected using VPN site-to-site connections. VPN
can be used by clients not supported for Direc 55

% 4o 7 de 218 [

bar).

& Configure Remote Access

f | Configure Remote Access
Getting Started \Wizard

“Welcome to Remote Access
Use the options on this page to configure Directdccess and VPN,

—> Deploy both DirectAccess and VPN (recommended)
Configure Direc ce and VPN on the server, and enable Direc lient computers. Allow
remote client computers not supported for Direct |

Deploy DirectAccess only
Configure DirectAccess on the server, and enable DirectAccess client computers.

Deploy VPN only

Configure VPN using the Routing and Remote Access console. Remote client computers can
connect over VPN, and multiple sites can be connected using VPN site-to-site connections, VPN
can be used by clients not supported for DirectAccess,

‘Deploy VPN only’ was selected.



E Routing and Remote Access

File  Action View Help

&= B

B Routing and Remote Access Routing and Remote Access
% Server Status
) DCT-NWT (local) Welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to
private netwarks.

Use Routing and remote access to configure the following:
» A secure connection between two private networks.

* A Virtual Private Network (VPN) gateway.

* & Dial-up remote access server.

* Metwork address translation (NAT).

* LAN routing.

* A basic firewall.

To add a Routing and Remote Access server, on the Action menu,
click Add Server.

Routing and Remote ...

E Routing and Remote Access
File  Action  View Help
&= = |

B Routing and Rernote Access Routing and Remote Access
) Server Status I—
) DC1-NWT fineat . e e .

5 5 te Access
Configure and Enable Routing and Remote Access

. . ure remote access to
Disable Routing and Remote Access
A1l Tasks ure the following:
te networks.
Delete

Reftesh

Iy,

Properties

Help

To add a Routing and Remaote Access server, on the Action menu,
click Add server.

Configures Routing and Remote &ccess for the selected server

Routing and Remote ... © o Tl dg 2

A context menu is opened above the server, and the ‘Configure and Enable Routing
and Remote Access’ option is selected.



Routing and Remote ...

Routing and Rerote Access Server Setup Wizard

Configuration
“¥ou can enable any of the following combinations of services, or you can
custornize this server.

" Remote access [diakup or YPN)

Allow remate clients to connect to this server through either a dial-up connection or a
secure virbual private netwaork [YPH] Intermet connection.

" Metwork address translation [NAT)
Allow internal clients to connect ta the Intemet using one public IP address.

" Wirtual private network [¥PN) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
conhect to the Intemet Lsing a single public IP addiess

" Secure connection bebween bwo private networks
Connect this network to a remote network, such as a branch office.

(¥ Custom configuration
Select any combination of the features available in Routing and Remote Access.

< Back Cancel

The ‘Custom configuration’ option is selected.

Routing and Remote ...

‘LAN routing’ is checked.

Routing and Rernote Access Server Setup Wizard

Custom Configuration
When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

Select the services that you want ta enable on this server.
I~ WPM access

[ Dialup access
™ Demand-dial connections [ used for branch office rauting |
[~ NAT

v L&N routing

< Back Cancel

:\h’ Sy Tl dx

“.T: L'n) ﬁ %




Completing the Routing and Remote Access
Server Setup Wizard

T'ou have successhully completed the Fouting and Remote
Access Sernver Setup wizard

Routing and Remote Access

Start the service

The Routing and Remote Access service is ready to use

Cancel

inthe Routing and Remote Access conzole

Ervices

To close this wizard, olick Finish.

Firigh Cancel

Routing and Remote ... ® W Tl dx

E Routing and Remote Access

File  Action Wiew Help
&= |F HT

E Routing and Remote Access Routing and Remote Access
% Server Status -
v [ DC1-NWT (localy Welcome to Routing and Remote Access

£ Metwork Interfaces Routing and Remote Access provides secure remote access to
{3 Remnote Access Logging || private networks.

g 1Pd Use Routing and remote access to configure the following:
v B |Pvb
B General
E Static Routes

* A secure connection between two private netwoarks.
* A Virtual Private Network (VPN) gateway.

* A Dial-up remote access server.

» Network address translation (NAT).

* LAN routing.

* A basic firewall.

To add a Routing and Remote Access server, on the Action menu,
click Add Server.

Routing and Remote ... ® W T s

The service has started (indicated by the green up arrow on the server name)



E Routing and Remote Access

File  Action  View Help
e nmE =B

E Routing and Remote Access
% Server Status
v [y DC1-MWT (Jocal)
E MNetwork Interfaces
3 Rernote Access Logging
w E 1Pl Mew Routing Protocol...

% gte’t‘_”;\' . Show TCR/IP Information..
ATIC hOUTES

H 1hve Showe Multicast Foraarding Table,.,

MNew Interface...

Show Multicast Statistics...
Refresh
Properties

Help

<

Add a new routing protocal

2 Routing and Remote ...

% Sy Tl dg 2

=2
File  Action  Vie

o= 5
| — | Click the routing protocol that you want ta add, then click OF

B Routing and R
erver Status
DHCP Relay Agent
v [ DCI-NWT (od | ¥ Ag
@E Networi\ T IGMP Router and Prosy
WNAT
@ Remotz A4 |yl ! Routing and
v B IPw anges to the
E General g tree, and then
B Static A
B Ipve

Mew Routing Pratacol

~

ote access to
rience based on
er. Using
lessly connect
= on this server,
zelecting the

on the right or

Server Manager 3 Routing and Remote ... © o T ds 2

‘RIP Version 2 for IP’ is selected as instructed by the brief.



E Routing and Remote Access

File  Action  View Help

= HEXECE|HE

[ Server Status () (] CINC] ]
v @251-N\'W(‘0C3|) % Mew Interface..,
S Metwork Interfaces General  Static Routes f
3 Rernote Access Logging m Show Neighbors...
v B (P
B General
= A Refresh
B} Static Routes
_E_ RIP Properties
= IPve

Delete

Help

<
Add a new RIP Interface

== B Server Manager 2 Routing and Remote ... % o Tl dx

The RIP object is right clicked, and the ‘New Interface...” option on the context menu
that appears is selected.

2

File  Action  Vie
= &5l

B Routing and Rern
% Server Status -
- @ DCT-HWT (lo EEPIW.?teNeH
E Metwork | E.‘?PuhllcNet
4 Remote A
v B P
E General
B Static A
= RIP
B Ipve

Mewr Interface for RIP Wersion 2 for Internet Protocol

This rauting protocal runs on the interface that you select below,

Interfaces:

i Server Manager = Routing and Remote ... ® o ﬁ s

The two interfaces are listed successfully.

// On Server 2 //



F Add Roles and Features Wizard

iy

allation progress

View installation progress

o Feature installation

[m]

DESTINATION S
DC2-N

RAS Connection Manager Administration Kit (CMAK)
Remote Access
DirectAccess and VPN (RAS)
Routing
Remote Server Administration Tools
Role Administration Tools
Remote Access Management Toels

Web Server (lIS)
Management Tools

1S Mananement Scrints and Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

configurat

Remote Access GUI and Cammand-Line Tools

ROLES AND SERVER GROUPS

i Server Manager i Add Roles and Featur...

File Action View Help
= |F HE

B Routing and Remote Access

Servers

Routing and Remote Access

% Server Status
) DC2-NWT (local) Welcome to Routing and Remo

Routing and Remote Access provides secyl
private networks.

Use Routing and remote access to configu:
* A secure connection between two privats
* A Virtual Private Network (VPN) gatewa
* A Dial-up remote access server.

* Network address translation (NAT).

* LAN routing.

+ A basic firewall.

To add a Routing and Remote Access serv|
click Add Server.

LEARN MORE

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services, or you can
customize this server.

% Remote access (dial-up or VPN)
Allow remote clients to connect to this server through either a dial-up connection or a
secure vitual private network (VPN) Intemet connection

" Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address

" Virtual private network (VPN) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remate network, such as a branch office

" Custom configuration
Select any combination of the features available in Routing and Remote Access.

< Back

Cancel

ROLES AND SERVER GROUPS

i Server Manager S Routing and Remote .

The DC2-NWT was enabled as a Remote Access Service as instructed by the brief

ers total: 1

(with a custom configuration, configured the same way as Server 1).



File Action View| New Routing Protacol
4= | 7[5 [

E Routing and Rem

@ Server Status
- @ DC2-NWT (o ™ DHCP Relay Agent

i ™ IGMP Router and Proxy - X _
B Network In S NAT Tools  View Help

3 Remote &

v B Pvd
E Generg|

T StaticH

~ B IPve
T Genera

& Static A

Click the routing protocol that you want to add, then click OK.

Routing protocols:

LEARN MORE

ROLES AND SERVER GROUPS

Roles: 3 Servergroups: 1 | Servers total: 1

% Server Manager 2 Routing and Remote ...

RIP Version 2 for Internet Protocol was selected as a new Routing Protocol.

Recycle Bin B Routing and Remote Access

File Action View Help
e« 2FHEG=H

B Routing and Remote Access

% Server Status
v [ DC2-NWT (local)
B Network Interfaces Publichlet  Privatehlet? View Help
{23 Remote Access Logging
v B Ipv4
E General
B Static Routes
ERP
~ B Ipvé
E General
B Static Routes

LEARN MORE

ROLES AND SERVER GROUPS

[ Server Manager 2 Routing and Remote ... ~ 40 T dg 0x0s B

Both interfaces were added to the RIP stack.

// On Server1//



—~

Recycle Bin

Microsoft Windows [Wersion 18.8.17763.1697)
(c) 2818 microsoft Corporation. All rights reserved.

C:\lUsershadministrator>ping 192.168.1. 181

Pinging 192.168.1.181 with 32 bytes of data:

Reply from 192.168.1.181: bytes=32 time<ims TTL=128
Reply from 192.168.1.181: bytes=32 time<ims TTL=128
Reply from 192.168.1.181: bytes=32 time<ims TTL=128
Reply from 192.168.1.181: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.181:

Packets: Sent = 4, Received = 4, Lost = & (&% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 8ms, Awverage = &ms

Ci\Usersvadministrators g

iR [ Administrator: CAWi. $ %0 T de 194 [

A successful connection was established when attempting to ping Server 2 from
Server 1.

// On Client1//

Ci\UsershAdministratoryping 192.168.181.2

Pinging 192.168.181.2 with 32 bytes of data:

Reply from 192.168.181.2: bytes=32 time=ims TTL=126
Reply from 192.168.181.2: bytes=32 time=2ms TTL=126
Reply from 192.168.181.2: bytes=32 time=ims TTL=12&6
Reply from 192.168.181.2: bytes=32 time=ims TTL=12&6

Ping statistics for 192.168.101.2:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ims

C:hUsershAdministrator:

2= = Administrator: CAW... A~ @) 05 B

A successful Ping from Client 1 to Client 2 was established.



af://n128

Observation: How Routers reference which networks they are able to
connect to

Task 4: IP Packet Filtering

Filter 1

E Routing and Remote Access

File  Action ‘Wiew Help
&= 5= = HEE

E Routing and Remnote Access
% Server Status
v [ DCT-NWT focal) ._
B MNetwork Interfaces %General
4 Remote Access Logging %Static Routes
B v B RP
v B Mg
E General
E Static Routes

Marme

== Server Manager = Routing and Remote ... % m T de 223 D

The ‘Routing and Remote Access’ control panel was opened on Server 1.


af://n128
af://n132
af://n175

=2
File Action ‘Wiew Help

o HEXKE Q= HE

% Server Status

v @ DC1-MWT flocal)y t'LE EVLE e IP Interface

b Metwork Interfaces ) PublicMet  PrivateMet]  Loopback Internal
@ Remote Access Logging ¥ Enable IP router manager
v & P

PrivateMet] Properties

E General [ Enable router discovery advertisements
E Static Routes
H RIP

v B IPuE
E General
E Static Routes

Inbound Filters.. Outbound Filters. ..

[ Enable fragmentation checking

Cancel

Routing and Remo % b= T Ox 22

Inbound Filters

These filters contral which packets are forwarded or processed by this netwark.
Filter action:
=

r ulticast Boundaries  Multicast Heartbeat

Filters:

Souce Address | Source Metwork Mask | Destination Address | Destination Mask | P Pl

IP router manager

router discoveny advertisements

Inbound Filters.. | Outbound Filters. ..

™ Enable fragmentation checking

Cancel

ESEW'EF Manager 3 Routing and Remo © = Tl de 22

The inbound filter was opened.



L

cle Bin

=2
File Action

s F

Yiew  Help
X E g

EEl

H =

E Routing and Remote Access
% Server Status
v [ DC1-MAVT (local)
E Metwork Interfaces

23 Remote Access Logging

v B P
B General
E Static Routes
H RIP
v B IPuE
E General
E Static Routes

PublicMet  PrivateMetl  Loopback

General

E These |

Interng

Edit IP Filter

I~ Saource network

Gileda IF address:

—
-

@ Re
Subnet mask:
" Droj
Filers: | ¥ Destination netwark

Sourg

e IP address:

192 168100, 1
255255 . 255 . 255

EE
—
—

Subret magk:

Protocal:
IChP type:

ICHP code:

B Server Manager

Routing and Remo

Cancel

% ® 7 de 256 [

A new inbound IP filter was added, set as a destination network, with the IP address
192.168.100.1 as directed by the brief. The subnet mask was set to

255.255.255.255 and the protocol was set to ‘ICMP’.

2
File Action ‘Wiew Help
e | HEXE Q=
E Routing and Remote Access
% Server Status
~ [ DC1-MAVT (ocal)
B Network Interfaces
9 Remote Access Logging
v B g
H General
E Static Routes
B RIP
v B PG
E General
B Static Routes

H =

5
L L
:

PublicMet  PrivateMet]  Loopback Intern

rer Manager Routing and Res

Inbound Filters

These filters control which packets are fonwarded or processed by this network.
Filter action:

* Receive all packets except those that meet the criteria below

" Drop all packets except thoze that mest the criteria below

Filters:

Source Metwork Mask | Destination Address

Source Address D estination Mazk

>

Edit. Delete |

Cancel

Cancel

% im T dy 2



‘Receive all packets except those that meet the criteria below’ was checked by
default.

// On Client1//

o

Recycle Bin

Microsoft windows [verslon 18.8.19842.631]
(c) 2828 Microsoft Corporation. ALl rights reserwved.

C:i\UsershAdminlstrator>ping 192.168.168.1

Pinging 192.168.188.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.108.1:
Packets: Sent = 4, Recelved = 8, Lost = 4 (188% loss),

C:hUsersi\administrators

~ w3 347 B

Recycle Bin

Carnmand Prompt

Microsoft Windows [Werslon 18.8.19842.631]
(cy 2828 Microsoft Corporation. ALL rights reserwved.

C:yUsershAdministratorsping 192.168.168.1

Pinging 192.168.1868.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.188.1:
Packets: Sent = 4, Recelved = &, Lost = 4 (188% loss),

CivUsershAdministrator>plng 192.168.181.1

Pinging 192.168.181.1 with 32 bytes of data:

Reply from 192.168.181.1: bytes=32 timec<ims TTL=126
Reply from 192.168.181.1: bytes=32 time<ims TTL=126
Reply from 192.168.181.1: bytes=32 time=1ms TTL=126
Reply from 192.168.181.1: bytes=32 time<ims TTL=126

Ping statistics for 192.168.181.1:

Packets: Sent = 4, Recelved = 4, Lost = @ (&% loss),
Approximate round trip times in milli-secends:

Minimum = @ms, Maximum = 1ms, Average = @ms

CiyUsershadministrator:

&+ Administrator: Com... A~ tm @3 Q) 253 B




Pinging another host (this time Client 2) is successful. Which showcases the
connection is denying the ping access to Server 1 exclusively.

Filter 2
143

= Routing and Rermnote Access — O *

File Action View Help
e HnE E G- HE

E Routing and Remate Access General

% Server Status
v [y DC1-MWT (lacal) t'.g t'.g ﬁ,& !i,LE
2 Metwork Interfaces PublicMet  PrivateMetl  Loopback Internal
23 Rernote Access Logging & Policies
v B P
B General
B Static Rautes *
EL
e

The ‘Routing and Remote access’ control panel is opened.

File  Action  Wiew Help
e @ XE G HE

% Server Status
v [y DC1-RVT (local) !i‘.: !i‘.g ﬁ,‘:

8 Metwork Interfaces PublicMet  PrivateMet]  Loophack Internal
23 Rerrote Access Logging & Policies

v B P
B General PublicMet Properties

B Static Routes
B RIP General | Multicast Boundaries  Multicast Heartbeat

= IPaa
T IP Interface

o

¥ Enable IP iouter manager

[™ Enable router discovery advertisements

Inbound Filters... Outbound Filters...

[™ Enable ragmentation checking

Cancel

'= = Routing and Remote ... © = T dx 0C:15 L_,_‘



af://n177

The properties window for ‘PublicNet’ is opened.

Qutbound Filters

These filters control which packets are received by this network.

Filter actior:
i

-

Filters:

Source Address | Source MNetwork Mask | Destination Address | Destination Mask rcast Boundaries  Multicast Heartheat

nterface

1outer manager

ter discavery advertisements

Inbound Filters... | Outbound Filkers...

[ Enable ragmentation checking

Routing and Remote ...

© 4@ T dg 0015

Edit IP Filter

These f| [~ Source netwark

Gileda IF address: . . .

® Tra

Subnet mask: . . .
" Dig

Fiters: | ¥ Destination netwark
Soure

IP address: 132 168, 1 101 nast Boundaries  Multicast Heartbeat
Any )

Subnet mask: 255 . 255 . 255 . 255 nterface

Protocal: |TCF‘

'7 rauter manager
S uter discovery advertisements
D estination port: 21

Inbound Filters... | Outbound Filkers...

[” Enable fragmentation checking

Cancel

Routing and Remote ...

% wm T dg 017 [



A new destination network with an IP address of 192.168.1.101 is added with a

subnet mask of 255.255.255.255 with the TCP protocol and a destination port of 21.
As instructed by the brief.

Qutbound Filters

These filters contral which packets are received by this network.
Filter action:

* Transmit all packets except those that meet the criteria below
" Diop all packets except those that mest the criteria below

Filters:

Souwce Address | Source Metwork Mask | Destination Address | Destination Mask cast Boundaries  Multicast Heartbeat
255,266,256, 266

nterface

1ouker manager

ter discovery advertisements

Mew... | Edit... Delete |
oK Cancel

Inbound Filters... Outbound Filkers...

[™ Enable ragmentation checking

& Routing and Remote ... % = Tl dg 00:18 L_,_‘

‘Transmit all packets except those that meet the criteria below’ is checked
automatically by default.

// On Client1//



Administrator: C:A\Wi...

Unfortunately, Client 1 was able to access the FTP server using the FTP command.

// On Server1//

2nd attempt: To add a new outbound filter using port 20, as FTP can run on 2 bounding

ports.

File  Action  View Help

= XEBE2 HE

H Routing and Remate Access
% Server Status
v [y DC1-MT (local)
E Metwork Interfaces
23 Rerrote Access Logging & Policies
v B P
B General
B Static Routes
B RIP
e

encodi
tpuser

General

PublicMet  PrivateMet?

Loophack

£

Internal

These i
Filter ac:
* Tra
" Droj

Filters:
Sour
Any

outing and Remote ...

Add IP Filter

™ Source network:
|P address
Subhet mask:

[V Destination netwark
IP address:

Subnet maszk;

Frotocol:
Source part

Destination port;

——

1592168 . 1

256 . 285 285 . 258

S

[Tce

—
e

Cancel

% = Tl dg 0022



A new filter was added, using port 20 as opposed to port 21. The other filter isn’t
removed.

File  Action  Wiew Help
s 2@ XEEE HE

B Routing and Remate Access

% Server Status
I bt 8 B3 83 83

PublicMet  PrivateMet]  Loopback Internal

E Metwork Interfaces
4 Rerrote Access Logging & Palicies
v B I
E General
E Static Routes

E%:IP Outbound Filters
!

These filters control which packets are received by this netwark.
Filter action:

% Transmit all packets except those that meet the criteria below
" Drop all packets except those that meet the criteria below

Filters:

Source Address | Source Metwork Magk | Destination Address | Destination Mask
1.101 5
192.168.1.101 255.255.255.255

>

Delete |

0K Cancel

Cancel

Routing and Remote ... T 4m Tyl de 00:22 D

Outbound filters now contain two filters, one for port 21, and the other for port 20.

// On Client1//

we a good day!
encoding no

- Administrator: C:AWi...



Despite the new filter, a connection was still established to the FTP server.

3rd attempt: Add an inbound filter to the server where the FTP server itself is hosted

instead.

// On Server 2 //

File Action ‘iew Help
a2 rEXELERE HE

B Routing and Remote Access
@ Server Status
v [ DCE-NWT (ocaly
B Metwork Intetfaces
{23 Remote Access Logging
v B P
= General
B Static Routes

o i These f

Publichet  PrivateMet?  Loopback| Filter a

&
(@)

Add IP Filter

[ Source network.

IP address:

—
—

Subnet mask:

[V Destination network

ECrRP
v B IMe
E General
B Static Routes

IP address:

182 168,100, 1
255 255 255 255

|Amy

Subret magk:

Protocal

Cancel

% Server Manager 2 Routing and Remote ...

~ m T dg 0032 B

Adding the literal IP address of the PrivateNet1 interface to the inbound filters on
Server 2 should prevent access to the FTP server on Server 2.



ft FTP
Welcome to the rwver ve a good
UTFE encoding no

&) Administrator: C:\Wi...

Despite adding 192.168.100.1 & 192.168.100.2 to the inbound filter list, with both the
protocol set as ‘any’ and ‘TCP’ and the port set as both 21 and 20 for both of them,
the ability to restrict Client 1 from connecting to Server 2 was unsuccessful; and the
author is uncertain as to why.

Filter 3

2
File Action View Help
e nEXEC= HE

E Routing and Remote Access

i [ i
Inbound Filters ? E& General  Multicast Boundaries  Multicast Heartbeat

PublicMet  PrivateNet?
IF Intertace

L

These filters control which packets are forwarded or processed by this network,
Filter action:

' Receive all packets except those that mest the criteria below v Enable IP router manager

" Drop all packets except those that meet the criteria below [” Enable router discovery advertisements

Filters:

Source Addriess | Source Network Mask | Destination Address | Destination Mask. | P
Ary Any 192.168.100.2 250.205.295.250 T

Inbound Filters Outhound Filters:

[ Enable fragmentation checking

Cancel
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// On Server1//

These are the inbound packets currently set on server 1, the filter itself is currently
set to ‘Receive all packets except those that meet the criteria below’. As we cant to
restrict all traffic to any device except for Client 1, we switch the toggle to ‘Drop all
packets except those that meet the criteria below’ and add Client 1 as a source
address.

e Server Manager #

Server Manager * Dashboard - @ | P oamage oo
— PublicMet Properties ? x

— B Routing and Rernote Access — m] 2

I8 Dashboard

i Locals File  Action  View Help | nbouny Add IP Filter ? X >

ocal Server | I

- e 2E XE -

H& All Servers These f| [ 5ource network

WE File and Storage Services B server Status iter a IP addiess: 152 188 100 1 e

- (o] fatic Fi..  Admini.,  Operatior)

@IS v EJ_D_C?'NWT(‘DEHD Subnet mask: 255 255, 255. 255 | g
B Metwork Interfaces | © jsabled  Up Operatior

=l Remote Access isabled  Up Operatinr

{3 Remote Access Lol Fiters: | [ Destination network
v E 1P F—— isabled Up Operatior

— Soure) Kk [P |

enera 2 isable nkniown  Man-oper
N | IP address; bled  Unki il B
B Static Routes P - -

ERP
E P
e Protocal
Hide
< >
Caneel cel
< - — | >
— Services (1.9 Cancel Apply
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Services Services
Performance Performance Performance
BPA results BPA results BPA results
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The source network is set to Client 1. Client 1’s IP address according to the brief is
192.168.100.1

// On Client1//



o

Recycle Bin

2] Command Prompt - ftp 192.168.101.1

Microsoft Windows [Yersion 18.8.19842.631]
{c) 2828 Microsoft Corporation. All rights reserved.

CihUsershAdmin: ftp 102.168.1681.1

Connected to 192.168.181.1.

228-Microsoft FTP Service

228 Welcome to the DC2Z-MNWT FTP server. Have a good day!
288 OPTS UTF8 command successful - UTFS encoding now OM.
User (192.168.181.1:{none)): o

iR [ Command Prompt - f... A~ wm €8 ) 2118 ER
Client 1 was able to connect using FTP to 192.168.101 .1 successfully.

// On Client 2 //

Recycle Bin

e Select Administrator CAWindows'systern32emd.exe - fip 192,168.101.1
Microsoft wWindows [Werslon 18.8.19842.631]
(c) 2828 Microsoft Corporation. ALl rights reserved.

CihvUsersiAadministrator»ftp 192.168.181.1
» ftp: connect :Connectlon timed out
ftp»

R = Select Administrator: ... ~ @ @) 221 B

Client 2 was unable to connect, instead sending a ‘connection timed out’ response.




Packets have 2 major elements on their header: a source IP and a destination IP that
can be read like an address on an envelope. A filter reads the header of the packet and
filters connections based on the header, a lot like a firewall. The configuration we’re
using is set to deny access to any connection that doesn’t have its source IP address
set to Client 1.

An issue with rule sets like these is that packets can be edited and source addresses
can be changed. These inbound/outbound filters are best used for managing
networks such as these.

Task 5: Failover Clustering for high availability
systems/services

Concept 1: Understanding the difference between a hot, warm or cold
server

A cold server

A cold server is a server that sits in a network and is usually almost always in a shut
down state. A cold server is only used in the event of a disaster, as a backup server for
operation when the main server is either busy, interrupted or has failed. Many
organisations prefer a cold server, as they are cost effective due to their nature of
being mostly unused and therefore, consume less electricity. - However, as they sit
in a shut down state, they take a lot of processing power when turning on, and are
often susceptible to mandatory software and firmware updates before they can be
used, so the time it takes for a cold server to start up is much longer than any other
failover server type. [1]

A warm server

Awarm server is a server that is periodically booted to receive updates and is the
middleman between a cold server and a hot server. It still remains off most of the
time, much like a cold server, but is periodically booted to install software and
firmware updates. Microsoft doesn’t offer a free license for disaster recovery for
warm or hot servers, so this type of server isn’t as cost effective as a cold server [2]

A hot server

A hot server is a more costly failover server type that remains on at all times as a
backup server, ready to take over for when the main server is down or busy. A hot
server is on at all times, which means it is constantly using electricity, and will need
to be maintained regularly, as its computational components are always in use. This
is the most effective disaster recovery method, and is often the preferred method of
backup by large organisations [3]


af://n284
af://n285
af://n305
af://n310
af://n323

We’d have to make a decision based on our financial position. A hot server is the
most reliable form of failover, best for business where every second of server
downtime can financially impact a company. For a small organisation or institute,
such as a university, a warm server would be the best option. The software itself isn’t
free but the cost of running a warm server is minimised compared to a hot server. As
hot servers are booted every once in a while, they receive adequate updates.

Concept 2: Prerequisites

According to Microsoft docs; verification of various prerequisites must be confirmed
before setting up failover clustering. One major prerequisite is that all the nodes
must run the exact same version of Windows Server (and they must run Windows
Server in the first place). [4] This may be an issue, especially considering:

o Windows Server Edition costs

Although it may not cost a terrific amount, it still costs a company or
organisation to run Windows Server Edition.

¢ You cannot use a node running other operating systems
If your organisation has a node running Linux for example, they won’t be able
to utilise Microsoft’s failover cluster features if the main server goes down, as
they run a different infrastructure with a different feature set.

Other prerequisites to take into consideration may include:

» You’ll need to ensure all servers are connected to the same active directory
domain

* You'll need to ensure that the account the cluster is created on has
administrative rights on all servers that are going to be added as a cluster node

[6]

Task 6: Observational Tasks

Architecture

¢ Section 1-A: The use (including installation) of a personally owned network
interface, including but not limited to: switches, routers, WAP and servers is
strictly prohibited at all times.
This policy would need to be enforced to ensure the best security and
performance. This policy also ensures that the security is dependent on the
company itself, access is guaranteed for the company, complete transparency
of how all devices are being used, decisions that impact the performance of the
device being 100% company dependent and complete ownership and access of
the device not being dependent on the employee but rather administrated by
the company itself (or whoever leases the network interface). [7]

e Section 1-B: One DHCP server is required to assign IP addresses, it cannot be
done manually or automatically by the Operating System
Section 1-B is enforced to ensure complications that arise when IP addresses
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are either assigned automatically or manually by the administrator never occur
and that IP addresses are always assigned by one single DHCP server to
minimise complications and errors. Without this policy, a lazy administrator is
bound to manually set IP addresses or forget to set an IP, in this case, the
Operating System will assign the IP address automatically and issues will occur.

(8]

Topology

It’s extremely important that we choose the best network topology for the best
performance and to ensure we reach the 99% uptime threshold. There are several
different types of network topology, each with their own set of advantages and
disadvantages; these usually fall into a convention of ‘the better the performance,
the higher the price’. The best topology is one that can offer the best reliability and
performance without being too costly.

e Section 2-A: The main network must operate on a hybrid topology at all
times, such as a tree topology.

Although a tree topology is expensive, according to the brief, we are an
enterprise network who operate in multiple locations worldwide, so an
assumption that said enterprise should be able to cover the higher costs, as they
are not a small business, and should rely on better networking performance and
infrastructure as an essential element of their IT infrastructure.

e Section 2-B: The inner topologies of the main network must use the best and
most efficient topology for that particular sub-network. The topology must
be as efficient as possible, but a less efficient topology can be used if the
added efficiency of a better topology isn’t necessary, and the cost can be cut.

This policy ensures that network engineers evaluate each sub-network in the
hybrid tree topology to ensure it suits the network’s uses efficiently, but also
ensures that network engineers take cost into consideration. For example, if a
sub-network of 7 devices (5 PCs and 2 printers) is used at the reception of the
facility, a mesh topology, for example, would be unnecessarily expensive. [9]
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