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Routing protocols are imperative in networking to enable routes to communicate and exchange routing information efficiently and effectively.

Routing Table – Routing protocols maintain a table that store information about destinations around the network and the best path to get there.

Routing Metrics – These metrics are used to calculate the best path to the destination. These metrics include number of hops, bandwidth, reliability, delay, and cost.

Routing algorithms – These algorithms are mathematical in nature and are another way routing protocols determine the best path to the destination using the previously mentioned metrics as inputs. Some common algorithms are distance vector, link state and path vector.

Routing Information Protocol aka. RIP – RIP is a very old routing protocol and is a distance vector protocol that uses hop count as its primary metric. [1] RIP currently has three versions, RIPv1, RIPv2 and RIPng. RIPv2 supports CIDR, VLSMs and classless routing and also is able to send routing updates through multicast channels. [2]

Link-State Routing – OSPF and IS-IS are both Link-State protocols that use bandwidth and delay to give the best path. They do this by outputting information across the network about their link states and in-turn this allows each router to create their own copy of the network topology. [2] [3] [4]

Border Gateway Protocol – Border Gateway Protocol or BGP is a path vector routing protocol primarily used by the Internet’s vast number of autonomous systems, (ASes). BGP can be somewhat be interpreted as the Royal Mail of the Internet and each ASes can be seen as local Post Office branches, I say somewhat because not all autonomous systems belong to the same organisation, so when trying to calculate the best route, the BGP protocol also considers what organisation the autonomous system that is being passed through as some may charge to allow traffic through its network. [5]

Convergence – Routing convergence is when routers in a network share the same network topology information meaning that every router in the network knows what the best route is for any packet to any destination in the network. This works by having all the routers in the network share their routing information with all the other routers in the network. [6]

Types of Routing Protocol Types – There are two types of routing protocols, Interior Gateway Protocols (IGPs) and Exterior Gateway Protocols (EGPs). IGPs operate within autonomous systems and these are protocols such as Enhanced Interior Gateway Routing Protocol (EIGRP), OSPF and IS-IS. EGPs work externally from the ASes and work to route the network traffic between each individual AS, an example of an EGP is the previously mentioned BGP. [7]

Routing Updates – Periodically, routing protocols exchange updates to ensure each router in the network has the most up-to-date information about the topology to ensure convergence across the network and to inform of any potential faults on said network.
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Static routing is also known as non-adaptive routing, this is because the routing table does not change unless the network administrator modifies them manually. Static routing uses simpler routing algorithms and also provides a superior level of security over dynamic routing. Static routing also is generally implemented in smaller networks where all the routes are user-defined. On the other hand, a drawback of static routing is as every route is manually defined, if any of the links in the network fail, the route has to be changed as static routes do not have the ability to automatically reroute. [8] An example of a static routing use case would be for a business that have predictable schedules or businesses that may be under financial hard times due to the cheaper nature of the software and its supporting infrastructure.
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On the other hand, dynamic routing is adaptive and automated. In dynamic routing, the routing table is updated according to the topology by sending messages around the network to ensure the best route can be calculated from the response. Dynamic routing uses complex routing algorithms which in turn are hinder the security of this type of routing and this type of routing occurs generally on wider networks. Due to the automation, dynamic routing also is a lot more resource and bandwidth intensive compared to static routing which makes them more costly to set up. Adaptive routing also has the ability to adjust routing based on network traffic amongst other things, whereas due to static routes being fixed unless manually changed, is unable to adjust said routes.  However, as dynamic routing is adaptive, if a link in the network fails, the adaptive nature of the algorithms allows it to work around the issue to find another route to the destination. Dynamic routing is also significantly easier to configure as opposed to static as specific routes, users and such do not need to be manually configured for the routing to occur.  [9] Dynamic routing systems are more catered toward unpredictable, busier business or large-scale network requirements. [10]
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