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1 Network Security Model
1.1 PDR security model
PDR stands for Protection, Detection and Response.[1]Protection means that all possible measures are taken to protect the security of networks, systems and information. It usually uses technologies and methods such as encryption, authentication, access control, firewalls and anti-virus. Detection indicates that the security status of networks and systems can be understood and assessed, and it provides the basis for security protection and security response. It is commonly used to detect techniques such as intrusion detection, vulnerability detection and network scanning. Response plays a central role in the security model and provides the greatest solution to security problems. Solving security issues is all about solving urgent response and exceptional handling problems, so it is vital for networks and systems to have an emergency response mechanism in place to develop the ability to respond quickly and securely. The most basic principle of the PDR model is that every information security-related activity, whether it is an attack, a protection, a detection or a corresponding action, is time consuming. Furthermore, no protection is permanent and it is only a matter of time before it can be breached. Time can therefore be used to measure the security and safety capabilities of a system.
The PDR model is based on a benchmark testing model for both opposing sides of information security, which allows security requirements to be expressed in terms of . In this formula  denotes the protection time provided by the security system,  denotes the time the system is monitored,  denotes the response time of the system and  denotes the exposure time. In the case of security targets to be protected, if  is satisfied, which means that the protection time is greater than the detection time plus the response time. In other words, the system is secure if this intrusion can be detected and dealt with in a timely manner before an intruder can make a breach of the security target. If , then .
1.2 P2DR security model
The P2DR model of network security was developed with the Internet and is the original model of active defence network security. The primary task of the P2DR model is to ensure the security and reliability of the network and the authenticity, integrity, confidentiality, availability and controllability of transmitted data by applying a series of active defence technologies such as computer science theory, Internet Internet technology, electronic communication technology, password authentication technology and information security defence technology, under the premise of formulating network security policies and access control, using network security protection tools, supplemented by information detection tools for information network security protection.
The P2DR model consists of four main components: Policy, Protection, Detection and Response. Among them, Protection, Detection and Response form a so-called "complete and dynamic" security loop, which ensures the information system's security as a whole guided by the security policy.[2] 


Figure 1 P2DR model
[bookmark: _GoBack]Security Policy: defines the surveillance cycle of the network, establishes system recovery mechanisms, develops network access control policies and defines the overarching security plan and philosophy of the system. Protection: This is usually achieved by using some traditional static security techniques and methods, mainly firewalls, encryption, authentication and other methods. Protection techniques typically include digital encryption, identification, access control, authorisation and VPN technology, firewalls and data backup. Detection: Detects new threats and vulnerabilities by constantly testing and monitoring networks and systems, and responds promptly and effectively through cyclic feedback. Response: The correct response must be made in a timely manner after a security breach or security incident has been detected, so that the system can be brought back to a secure state. Response includes emergency response and recovery, which includes system recovery and information system recovery. The P2DR model is a combination of protection tools under the control and guidance of an overall security policy, while using detection tools to understand the security status of the system and adjust the system to the most secure and lowest risk state through appropriate reflection. The P2DR model assumes that all activities related to information security, including attack behaviour, protection behaviour, detection behaviour and response behaviour, consume time. Time can therefore be used to measure the security and security capability of a system.
The P2DR model builds a systematic security system and implements risk prevention and control mechanisms in daily operations from the physical environment, systems, personnel, management, technical means and other aspects, and reduces the probability of risk occurrence effectively by using proactive risk detection methods and rapid response mechanisms to curb risks in advance.[3]
2 Information Technology Infrastructure Library
The Information Technology Infrastructure Library (ITIL) is a set of standards for managing services for the information technology industry which has been developed by the UK's National Computer and Telecommunications Agency (now part of the UK Department of Commerce, OGC) since the middle of the 1980s.[4] ITIL is the 'de facto' standard for widespread IT operations and maintenance management and is a series of practical standards and best practice guidelines for IT service management that are now widely used in the industry.
Information Technology Service Management (ITSM) is the core of the ITIL framework, which is a set of collaborative processes. It also assures the quality of IT services through Service Level Agreements (SLAs). ITSM helps organisations manage risk, strengthen customer relationships, establish cost-effective practices and build a stable IT environment to enable growth, scale and change. ITSM is divided into two main parts: service support and service delivery. ITSIL categorises ITSM activities into one management function and ten core processes, with service support and service delivery each comprising five processes. 
The core framework of ITIL is shown in Figure 2. 


Figure 2 Framework of Service Lifecycle
It illustrates IT services as a cyclical and progressive effort based on the service lifecycle, where the policy strategy is the axis of the lifecycle; service design, service transformation and service operations are the keys to performance; and service improvement is used to improve the positioning of services and to optimise related processes and projects based on strategic objectives.[5]
The core framework of ITIL presents a strategic, tactical and operational approach to service management in response to changes in a company's business and IT. It organically integrates the specific operations of IT service management into a virtuous circle through a complete logical system.
3 ISO 27000 series standards
The ISO 27000 family of standards is currently the most widely used international standard and optimum practice for managing information security.[6] The ISO 27000 series of standards provide criteria for the certification of Information Security Management Systems (ISMS).[7] 
The process underlying the construction of an information security management system under the ISO 27000 series of standards, which is based on ISO 27001, consists of the following seven main steps.
(1) Collect background information, information system status and characteristics of the organization. Establish the members of the information security management system composition team and define the schedule for building the information security management system.
(2) Develop a risk assessment plan. Surveys and interviews are implemented according to the plan to gather information on assets and conduct risk identification.
(3) Detailed analysis of the results of the risk assessment and determination of the scope of the information security management system controls.
(4) According to the scope of control of information security management system, establish the framework of information security management system under ISO27001 standard. Moreover, the new information security management process is analysed and designed. Finally, improvements should be made to the deficiencies in the information security management process.
(5) Internal audits are conducted by internal auditors and relevant senior staff to assess and correct any deficiencies found in a timely manner.
(6) Assessment and certification of the organisation's information security management system by external assessors.
(7) Repeat the above process on a regular or irregular basis to improve on new information security management issues during the information security management system and retrograde.
The information security management system standard process of ISO27000 shows that an information security management system is a cyclical process that conforms to the Deming loop, as shown in Figure 3.


Figure 3 ISO 27001:2005 Deming Circle
4 CoffeeBlend
4.1 Current status of CoffeeBlend
CoffeeBlend's popularity as a seller of the world's most popular Jamaican coffee has brought in a large number of employees and customers. However, as there was no established policy covering the company's security needs, the volume of access was such that the cloud services used at this stage were unable to meet the current level of employee and customer data security. The security of the company's intellectual property information also needed to be upgraded.
Combining the P2DR security model and the ISO27000 series of standards, the company's information system security approach is designed in terms of the legal and ethical requirements for the company's network security, the company's network security strategic planning, the company's network security policy, the risk management system and the information security management system.
4.2 Legal and ethical requirements for corporate network security
CoffeeBlend has a large number of users using the company's cloud services, which is a web-based information system that is easy to use and fast to disseminate, but in a state of lack of management can greatly increase the potential for network information security. Therefore, such networked information systems need to be protected by law. For example, legal norms that can prevent intrusion into computer systems, norms that can combat the creation and dissemination of computer viruses and malware, norms that can protect the information network infrastructure and so on.
At the same time, the company needs to focus on the security of employees' and customers' personal information and ensure that legal and ethical obligations are met by establishing strict systems for accessing, using and protecting employees' and customers' privacy. Strengthen the security of information on the network and check the information protection of CoffeeBlend's employees and customers to ensure that relevant policies or systems for information protection are in place.
4.3 Corporate network security strategic planning
To address CoffeeBlend's current network security issues, security governance and strategic planning based on the P2DR model was used. Also with a defense-in-depth mindset, the architecture design for its network security is shown in the diagram.


Figure 4 Network Security Protection System Architecture
The dynamic cycle of protection, detection and response is achieved from all angles through specific technical, management, engineering and personnel measures to continuously improve CoffeeBlend's network security protection.
4.4 Corporate Network Security Policies
With nearly 95% of CoffeeBlend's wireless network services, the company's network security system needed to have a level of protection against attacks. With a large number of employees and customers, the company needed to ensure the confidentiality of system data in transit and the security of the system platform at the system level. The company uses cloud services to provide information technology services to the company's employees and customers. Therefore, malicious attacks on the network or systems need to be detected in time and can be stopped.
4.4.1 Access Control Policies
The purpose of access control is to prevent illegal access and to achieve user identification and security control of important networks and servers. Measures such as the use of firewalls to control IP addresses, port numbers and so on, as well as the setting of application security proxies, enable the isolation of the internal protected network from the external network.[8]
Security rules are set according to the direction of information transmission in CoffeeBlend's cloud services, and also in the security rules, such as allow and deny operations. As CoffeeBlend allows employees and customers to access the company's network resources using their personal devices, it is necessary to set up access control according to the day of the week or specific times of the day. Access control focuses on ensuring that the company's network resources are not used illegally or accessed in an unlawful manner. Access policies are used to control which users can log on to the server and gain access to CoffeeBlend's network resources, and to control the amount of access time granted to users.If a hacker attempts to gain access to the network, the company's web server records how many attempts are made to access the network and if unauthorised access reaches a certain number of set values, then the account would be auto-locked.
4.4.2 Intranet Interconnection Security Policy
Due to CoffeeBlend's multi-billion dollar portfolio of intellectual property, a robust security regime was required to protect intellectual property information and deter harmful attacks on intellectual property.
To ensure the security of CoffeeBlend's intellectual property information, firewall technology can be used. Firewall technology is used to prevent illegal and unauthorised access to intellectual property information, as well as to detect various intrusions, attacks and abnormal events and to inform the relevant company personnel in a responsive manner. Managers can use the alarm information to modify the corresponding security policies in a timely manner. The use of intrusion detection technology enables CoffeeBlend's system administrators to be aware of the network system at all times, providing a basis for the development of network security policies.
4.5 Risk management systems
ISO 27005 is the professional risk management guide in the ISO 27000 series. CoffeeBlend can therefore use an information security management process based on ISO 27005.


Figure 5 Information security network risk management process
CoffeeBlend is exposed to the following risks: (1) public server security risk; (2) database service security risk; (3) virus attack security risk and so on.
As CoffeeBlend allows access to company resources using personal devices, this could lead to a security risk for the public servers. It is therefore necessary for the company to segregate the public server, the internal network and the external network to protect the grid structure from information leaks. It is also necessary to filter requests for services on the external network so that packets for normal communication are only allowed to reach the respective hosts and other service requests should be rejected before reaching the hosts.
The security risks to the database server include access by unauthorised users, gaining system administrator privileges through password guessing, vulnerability to attacks on the database server itself, and irrecoverability of data in the database due to accidents (hardware problems or software crashes). CoffeeBlend's database also contains valuable intellectual property information, so in order to prevent this information from being stolen from the database system, user authentication and access rights need to be set up.
The dangers of virus programs are not to be taken lightly. Once a host on the network is infected with a virus, it is entirely possible for the virus to spread rapidly to all hosts on the network within a very short period of time, potentially causing information leakage, file loss, machine crashes and other insecurity factors. For this reason, servers and clients need to install security patches for operating systems and major application software in a timely manner to reduce the possibility of viruses and trojans exploiting system vulnerabilities. Use higher versions of operating systems, newer versions of operating systems have a relatively higher threshold of attack, and strengthen staff awareness of network security protection and other protective measures.
Due to the presence of a large number of Internet users at CoffeeBlend, for individual users an encrypted disk software can be set up to open a separate area in the computer's hard drive to ensure file security through a variety of high-strength encryption technologies. Users can access the encrypted disk as easily as they would a normal partition with a password, encrypting private files such as personal photos, videos, internet logs, chat logs and so on, completely eliminating the risk of personal privacy leaks.
4.6 Information Security Management System
In order to manage the information security of CoffeeBlend, an ISMS can be established through ISO27001 to achieve effective long-term management of security risks and to export the security risks or security requirements that exist as manageable security risks through the PDCA (Plan-Do-Check-Act) model applied to the ISMS.


Figure 6 DCA model applied to the ISMS process
The problems that CoffeeBlend currently has with information security can be solved in four stages.
(1) Planning to establish ISMS:Establishing the information security management system, which includes building its security management organization, establishing the overall security strategy. Moreover, according to the present problems of information security, security solutions are proposed.
(2) Implementing and operating the ISMS: Implementing security solutions based on current information security issues and properly handling the security of such information.
(3) Checking monitoring and reviewing ISMS: Checking whether information security issues are being managed effectively through professional security assessment.
(4) Maintain and improve the ISMS: Revise the security management policy and make adjustments to the coverage of information security management based on learning from security incident handling and the results of security risk assessments.
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Engineering safety
Protection:
Information system construction security project, computer room construction security project, application system construction security project (security runs through the whole life cycle of the project)



Testing:
Regular inspection and strengthened supervision



Response：
Timely repair the detected problems
Personnel safety
Protection:
Safe operation and maintenance of users, safety of full-time safety personnel, safety of outsiders, etc


Testing:
Regular review (political review, conversation, etc.)



Response：
Training and improvement, strengthening management, paying more attention to personnel with potential safety hazards or timely changing from key positions, etc

Protection
T
e
s
t
i
n
g
R
e
s
p
o
n
s
e
Strategy system
Physical environment security：
Perimeter and personnel control, computer room security control and other strategies
Communication and transmission security：
Boundary protection, security domain, security boundary, electromagnetic leakage prevention, intrusion detection/protection and other strategies
Equipment safety：
Security related policies for terminal computers, servers, storage, automation equipment, security products and other equipment
Application system security：
Relevant strategic requirements for model selection, construction, operation, protection and abolishment
Operational safety：
Operational security policies such as identity authentication, access control, reliable access source, security audit, virus and malicious code killing, scanning, etc
Data and database security：
Use requirements, information domain division, storage requirements, database server and other security policies
Develop and maintain security：
Requirements for system development strategy and maintenance strategy, such as requirements for institutions, personnel, risk assessment and other related strategies
Backup and recovery security：
Backup strategy recovery
Relevant strategies such as personnel, operation and operation audit
Other：
······

Technical Measures
Protection:
Intrusion prevention system, virus detection software, deployment of firewall access control, LAN, security domain division, secure network architecture, identity authentication (password, certificate physiological characteristics, etc.), encrypted transmission, encrypted storage, security monitoring, security audit optical fiber transmission, disaster recovery technology, etc
Testing:
Vulnerability scanning, intrusion detection system, database audit, etc
Response: 
Backup and recovery patch upgrade and adjustment related strategies

Management measures
Protection:
Risk management, formulating various rules and regulations (such as perimeter requirements, personnel management, machine room management, equipment use management, application system operation management, reward and punishment management, etc.), laws and regulations, industry standards, training and upgrading skills, organizational guarantee, safety culture, management supervision, etc
Testing:

Regular risk assessment, regular log audit, etc
Response: 
Update management of vulnerable points or risk points



image5.emf
Engineering safety

Protection:

Information system construction 

security project, computer room 

construction security project, 

application system construction 

security project (security runs 

through the whole life cycle of 

the project)

Testing:

Regular inspection and 

strengthened supervision

Response：

Timely repair the detected 

problems

Personnel safety

Protection:

Safe operation and maintenance 

of users, safety of full-time 

safety personnel, safety of 

outsiders, etc

Testing:

Regular review (political 

review, conversation, etc.)

Response：

Training and improvement, 

strengthening management, 

paying more attention to 

personnel with potential safety 

hazards or timely changing from 

key positions, etc

Protection

T

e

s

t

i

n

g

R

e

s

p

o

n

s

e

Strategy system

Physical environment 

security：

Perimeter and personnel 

control, computer room 

security control and other 

strategies

Communication and transmission 

security：

Boundary protection, security 

domain, security boundary, 

electromagnetic leakage 

prevention, intrusion detection/

protection and other strategies

Equipment safety：

Security related policies for 

terminal computers, servers, 

storage, automation equipment, 

security products and other 

equipment

Application system security：

Relevant strategic requirements 

for model selection, 

construction, operation, 

protection and abolishment

Operational safety：

Operational security policies 

such as identity 

authentication, access 

control, reliable access 

source, security audit, virus 

and malicious code killing, 

scanning, etc

Data and database security：

Use requirements, information 

domain division, storage 

requirements, database server and 

other security policies

Develop and maintain 

security：

Requirements for system 

development strategy and 

maintenance strategy, such as 

requirements for institutions, 

personnel, risk assessment and 

other related strategies

Backup and recovery security：

Backup strategy recovery

Relevant strategies such as 

personnel, operation and 

operation audit

Other：

······

Technical Measures

Protection:

Intrusion prevention system, virus detection software, deployment of 

firewall access control, LAN, security domain division, secure network 

architecture, identity authentication (password, certificate physiological 

characteristics, etc.), encrypted transmission, encrypted storage, security 

monitoring, security audit optical fiber transmission, disaster recovery 

technology, etc

Testing:

Vulnerability scanning, intrusion 

detection system, database audit, 

etc

Response: 

Backup and recovery patch 

upgrade and adjustment 

related strategies

Management measures

Protection:

Risk management, formulating various rules and regulations (such as 

perimeter requirements, personnel management, machine room management, 

equipment use management, application system operation management, reward 

and punishment management, etc.), laws and regulations, industry standards, 

training and upgrading skills, organizational guarantee, safety culture, 

management supervision, etc

Testing:

Regular risk assessment, regular 

log audit, etc

Response: 

Update management of 

vulnerable points or risk 

points


Context Establishment
R
I
S
K
S


C
O
M
M
U
N
I
C
A
T
I
O
N
Risk Indentification
Risk Estimation
Risk Evaluation
Risk Treatment
Risk Acceptance


R
I
S
K
S


M
O
N
I
T
O
R
I
N
G

R
E
V
I
E
W
Risk Analysis
Risk Assessment
Risk Decision Point 1 
Assessment Satisfactory
Risk Decision Point 2 
Treatment Satisfactory
No
No
Yes
Yes



image6.emf
Context Establishment

R

I

S

K

S

C

O

M

M

U

N

I

C

A

T

I

O

N

Risk Indentification

Risk Estimation

Risk Evaluation

Risk Treatment

Risk Acceptance

R

I

S

K

S

M

O

N

I

T

O

R

I

N

G

R

E

V

I

E

W

Risk Analysis

Risk Assessment

Risk Decision Point 1 

Assessment Satisfactory 

Risk Decision Point 2 

Treatment Satisfactory 

No

No

Yes

Yes



Related parties







Information security requirements & expect

Related parties







Managed information security
Establish
ISMS
Implementation & function 
ISMS
Monitor & Review
ISMS
Keep & improvement
ISMS
Plan
improvement
inspect
implementation



image7.emf
Related 

parties

Information 

security 

requirements & 

expect

Related 

parties

Managed 

information 

security

Establish

ISMS

Implementation 

& function 

ISMS

Monitor & 

Review

ISMS

Keep & 

improvement

ISMS

Plan

improvement

inspect

implementation


image1.png
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David




Policy
Protection
Response
Detection



image2.emf
Policy

Protection

Response Detection


Treatment methods
Standard adjustments
Case
 Studies
Templates
Measurability
Fast
Track
Qualifications
Research support
Perform 
import
Specialist themes
Knowledge & Technology
Continuous Service Improvement
Continuous Service Improvement
Continuous Service Improvement
Service design
Service transition
Service Operations
Service Strategy
ITIL



image3.emf
Treatment 

methods

Templates

Qualifications

Continuous Service 

Improvement

Service design

Service Strategy

ITIL


Plan
Auditing
Implement
Correcting



