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Abstract
Intrusion Detection Systems (IDS) play a critical role in safeguarding networks against a wide range of cyberattacks. Machine learning has become a key technique for improving IDS performance, particularly through ensemble models that can capture complex traffic patterns. This study evaluates the effectiveness of two ensemble classifiers Random Forest and Gradient Boosting using the NSLKDD dataset, a widely used benchmark for intrusion detection research. Data preprocessing included label encoding, feature scaling, and splitting into training and testing sets. Baseline and tuned versions of both models were assessed using accuracy, weighted F1score, confusion matrices, and multiclass ROCAUC. The tuned Random Forest achieved the highest accuracy (91.39%) and the best microaveraged AUC (0.9649), while Gradient Boosting performed slightly lower and required significantly longer training time. Both models performed well on majority classes but struggled to detect minority attack types due to severe class imbalance. Feature importance analysis showed that attributes related to traffic volume and server behaviour were most influential. Overall, the results highlight both the potential and limitations of ensemble learning for intrusion detection.
Introduction
The rise of modern cyberattacks has placed significant pressure on organisations to strengthen their network security. Intrusion Detection Systems (IDS) are a key defensive mechanism, responsible for identifying suspicious or malicious network behaviour. However, traditional IDS approaches particularly signaturebased systems struggle to detect new, evolving, or previously unseen attack types because they rely on predefined rules and known attack signatures. As cyber threats grow more complex, more adaptable detection techniques are required[1].
Machine learning has emerged as a valuable tool for enhancing IDS performance due to its ability to learn patterns automatically and classify large volumes of network traffic. Ensemble learning methods, such as Random Forest (RF) and Gradient Boosting (GB), are especially promising because they combine multiple decision trees to improve prediction accuracy and reduce overfitting. These models can capture nonlinear relationships in data and are wellsuited to highdimensional network datasets.
This study applies RF and GB classifiers to the NSLKDD dataset, an improved version of the original KDD Cup ’99 intrusion detection dataset. The dataset contains various normal and attack traffic categories and is frequently used in IDS research due to its structured format and reduced redundancy. The main objective of this research is to compare baseline and tuned versions of RF and GB, evaluate their classification performance, analyse feature importance, and determine their suitability for intrusion detection scenarios[2].

Problem Statement
Cyberattacks have become more sophisticated and frequent, placing increasing pressure on Intrusion Detection Systems (IDS) to detect both known and unknown threats accurately. Traditional IDS solutions often rely on fixed signatures or rulebased detection, making them ineffective against new or modified attacks [3]. To overcome these limitations, machine learningbased IDS approaches have been widely explored because of their ability to learn behavioural patterns directly from network traffic data.
However, machine learningbased IDS models face several challenges. The first challenge is class imbalance, where common attack types dominate the dataset while critical but rare attacks (  U2R, R2L) appear only a few times. This imbalance leads to poor recall for minority classes, as seen in this study where both models achieved zero recall for multiple rare categories. The second challenge is highdimensional feature space, which may include redundant or noisy attributes that affect model performance. Finally, IDS models must be able to generalise well to unseen traffic, as their usefulness depends on detecting attack variants not present in the training data.
The NSLKDD dataset, used widely in intrusion detection research, partly addresses issues found in the KDD Cup ’99 dataset by removing duplicate entries and improving distribution [4]. Even so, it retains significant class imbalance, making it an appropriate dataset for testing the robustness of machine learning models.

Related Work
Intrusion Detection Systems (IDS) have been widely studied for over two decades, with machine learning playing an increasingly important role in improving their detection capabilities. Early IDS solutions primarily relied on rulebased or signaturebased detection. While effective for known threats, these systems struggle to detect zeroday attacks or subtle variations of existing attacks [5]. This limitation motivated researchers to explore datadriven approaches capable of learning complex behaviours from network traffic.
The NSLKDD dataset is one of the most frequently used benchmarks in IDS research. [6] improved the original KDD’99 dataset by removing redundant samples and balancing the distribution, making it more suitable for machinelearning experiments. Numerous studies have since evaluated classifiers on NSLKDD, including decision trees, SVMs, neural networks, and ensemble models.
Treebased ensemble models, such as Random Forest (RF), have demonstrated strong performance due to their robustness and ability to model nonlinear relationships. RF achieves high detection accuracy on NSLKDD, particularly for majority classes like Normal and DoS. Gradient Boosting (GB) techniques have also been successful, with some studies reporting improved precision and F1scores by reducing bias through iterative learning .
However, prior research consistently highlights a major limitation: poor performance on minority attack classes such as U2R and R2L. [7] emphasise that these classes remain challenging for most machine learning models due to extremely low sample counts and subtle attack patterns. This issue is reflected in the present study, where both RF and GB achieved perfect performance on majority classes but struggled significantly on rare ones.
More recent studies explore advanced ensemble techniques such as XGBoost, LightGBM, and stacking approaches, which show improved generalisation and handling of imbalanced data. However, classical RF and GB models remain widely used due to their interpretability, simplicity, and strong baseline performance.
Overall, the literature suggests that ensemble models are effective for intrusion detection but require additional strategies such as resampling, costsensitive learning, or hybrid systems to handle minority attack types effectively. The findings of this study align closely with these observations[8].





Methodology
This study followed a structured machinelearning pipeline designed to evaluate the performance of two ensemble classifiers Random Forest and Gradient Boosting on the NSLKDD intrusion detection dataset. The methodology consists of four key stages: data preprocessing, model development, hyperparameter tuning, and performance evaluation.
1. Data Preprocessing
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The NSLKDD training and testing datasets were first loaded and inspected to understand their structure and verify consistency. Three categorical features (protocol_type, service, flag) were identified and converted into numerical form using label encoding. The target column representing attack categories was also labelencoded to ensure stable and consistent class mappings across both datasets.
All remaining numeric features were standardised using StandardScaler. Although treebased models do not strictly require scaling, standardisation was applied to maintain consistency and to support potential comparisons with other algorithms.
2. Model Development
Two ensemble models were chosen due to their strong track record in intrusion detection research:
· Random Forest (RF)   combines multiple decision trees using bagging to reduce variance.
· Gradient Boosting (GB)   builds trees sequentially, with each tree correcting errors made by previous ones.
Baseline models were first trained using simple configurations to establish initial performance benchmarks. These results provided insight into how each model behaved before optimisation.
3. Hyperparameter Tuning
To enhance performance, both models were tuned using GridSearchCV with a twofold crossvalidation strategy and weighted F1score as the optimisation metric. The tuning space was intentionally kept small to reduce computation time, given the dataset size.
The optimised configurations were:
· RF: 100 estimators, unlimited depth, max_features='sqrt'
· GB: 30 estimators, learning rate = 0.1, max depth = 2
The tuned models were then retrained using the entire training dataset.
4. Performance Evaluation
Model performance was evaluated on the test dataset using multiple metrics:
· Accuracy
· Weighted precision, recall, and F1score
· Confusion matrices
· Microaveraged ROCAUC
· Feature importance rankings
MacroAUC was also attempted but could not be computed due to several classes having no positive samples in the onevsrest evaluation, which is expected given the severe class imbalance in NSLKDD.
This methodological design ensured that both baseline and tuned models were evaluated consistently and fairly across all relevant performance indicators.

Experiments
A series of controlled experiments were conducted to analyse how both baseline and tuned ensemble models perform on the NSLKDD dataset. The experiments were designed to assess model accuracy, computational efficiency, classwise behaviour, and their ability to distinguish normal and malicious traffic.
Experiment 1: Baseline Model Training
The first experiment involved training the baseline versions of Random Forest and Gradient Boosting using the preprocessed training dataset. These baseline models provided an initial understanding of performance without optimisation.
· The baseline Random Forest used 100 trees with default parameters.
· The baseline Gradient Boosting model was configured to be lightweight, using fewer estimators and shallow trees to reduce training time.
Metrics including accuracy, weighted precision, recall, F1score, and confusion matrices were recorded for both models.
Experiment 2: Hyperparameter Tuning
The second experiment focused on improving model performance through grid search optimisation. GridSearchCV was used to test combinations of key hyperparameters for both models. Weighted F1score was chosen as the scoring metric because of the dataset’s high class imbalance.
The bestperforming configurations were:
· Random Forest:
· max_depth = None
· n_estimators = 100
· max_features = 'sqrt'
· Gradient Boosting:
· n_estimators = 30
· learning_rate = 0.1
· max_depth = 2
These tuned models were then retrained on the full training dataset.
Experiment 3: ProbabilityBased Evaluation (ROCAUC)
The third experiment evaluated how well each model separates the multiple attack classes from each other using the ROCAUC metric. Due to the onevsrest format and the extreme rarity of several classes, macroAUC was undefined for both models. However, microAUC scores were calculated, showing:
· Random Forest microAUC: 0.9649
· Gradient Boosting microAUC: 0.9458
These results highlight how well each model performs overall across all classes.
Experiment 4: Feature Importance Analysis
The final experiment analysed feature contributions for both models. Feature importance scores were extracted to identify which network attributes most influenced model decisions.
Both models consistently ranked features such as src_bytes, same_srv_rate, and dst_host_same_srv_rate as highly influential. This provides useful insight into which traffic patterns are most relevant for intrusion detection.















Results
This section presents the performance outcomes of both the baseline and tuned ensemble models. The results include accuracy, weighted precision, recall, F1score, ROCAUC values, and classlevel behaviour.
7.1 Baseline Model Results
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The baseline Random Forest achieved strong overall performance with:
· Accuracy: 0.9139
· Weighted Precision: 0.8703
· Weighted Recall: 0.9139
· Weighted F1score: 0.8766
· Training Time: 14.25s
· Prediction Time: 0.30s
The model performed extremely well on majority classes such as class 14 (DoS) and 16 (Normal), achieving nearperfect precision and recall. However, performance dropped drastically for minority classes, with several categories (  0, 5, 10, 11, 24, 26) receiving zero precision and recall, indicating the model was unable to detect rare attack types.


[image: A graph with different colored dots]Gradient Boosting – Baseline

The baseline Gradient Boosting classifier achieved:
· Accuracy: 0.9065
· Weighted Precision: 0.8619
· Weighted Recall: 0.9065
· Weighted F1score: 0.8756
· Training Time: 24.04s
· Prediction Time: 0.04s
Similar to Random Forest, Gradient Boosting performed well on frequent classes (  14, 16) but struggled heavily with rare ones, with many classes showing zero recall. Although the accuracy was close to that of RF, requiring twice the training time makes GB less efficient at baseline.


7.2 Hyperparameter Tuning Results
Random Forest – Tuned
Grid search identified the best parameters as:
· max_depth = None
· n_estimators = 100
· max_features = 'sqrt'
Despite an excellent CV weighted F1score of 0.9980, the tuned model produced the same testset performance as the baseline:
· Accuracy: 0.9139
· Weighted F1score: 0.8766
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This indicates that the baseline configuration was already close to optimal for the dataset.


Gradient Boosting – Tuned
The optimal parameters were:
· n_estimators = 30
· learning_rate = 0.1
· max_depth = 2
The tuned model achieved:
· Accuracy: 0.9076
· Weighted F1score: 0.8725
· [image: A graph of a number of different colored dots
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The tuned GB model improved slightly compared to the baseline but still underperformed relative to tuned Random Forest. Training time increased dramatically due to sequential boosting.



7.3 ROCAUC Evaluation
Because the dataset contains many extremely rare classes (some with only 1–4 instances), onevsrest ROC curves could not be computed for all classes, resulting in NaN macroAUC for both models.

However, microAUC scores (which aggregate all classes) were:
· [image: A graph of a line
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Random Forest again outperformed Gradient Boosting, showing stronger overall discrimination ability.

7.4 Final Comparison Between Models

	Metric
	Random Forest (Tuned)
	Gradient Boosting (Tuned)

	Accuracy
	0.9139
	0.9076

	Weighted Precision
	0.8703
	0.8607

	Weighted Recall
	0.9139
	0.9076

	Weighted F1
	0.8766
	0.8725

	Train Time
	8.55s
	122.62s

	Test Time
	0.12s
	0.11s

	Micro AUC
	0.9649
	0.9458

	Macro AUC
	NaN
	NaN



Random Forest was the clear winner, offering higher accuracy, faster training, and better AUC compared to Gradient Boosting.














Discussion
The results of this study show that ensemble learning methods can perform effectively for intrusion detection tasks, but they also highlight important limitations, particularly when dealing with imbalanced datasets like NSLKDD.
1. Model Performance on Majority vs Minority Classes
Both Random Forest and Gradient Boosting performed extremely well on highfrequency classes such as:
· Class 14 (DoS attacks)
· Class 16 (Normal traffic)
These classes have thousands of samples in the dataset, giving both models enough data to learn strong patterns[9]. This explains the nearperfect recall and F1scores for those categories.
However, both models performed poorly on minority attack classes (  classes 0, 5, 10, 11, 24, 26). Many of these had:
· Zero predicted samples
· Zero precision, recall, and F1score
This confirms findings in previous literature that minority classes like U2R and R2L are inherently difficult to detect due to their extremely low representation. The models tend to ignore these classes in favour of optimising performance on majority classes, leading to biased predictions[10].
2. Effectiveness of Hyperparameter Tuning
Although tuning significantly improved crossvalidation scores especially for Random Forest (F1 = 0.9980) the improvement did not transfer to the test data. The tuned Random Forest achieved the same results as the baseline model.
This suggests:
· The baseline hyperparameters were already nearoptimal.
· The dataset may not allow further performance gains because class imbalance dominates behaviour.
· Model performance is limited more by data distribution than by hyperparameter choices.
Gradient Boosting showed a similar pattern but suffered from much longer training times, making it less computationally efficient.
3. ROCAUC Behaviour
Both models achieved strong microaveraged AUC scores:
· Random Forest: 0.9649
· Gradient Boosting: 0.9458
These values show that both models are generally good at separating classes when all predictions are considered together.
However, macroAUC values were NaN due to the absence of positive samples in several onevsrest ROC calculations. This reinforces the earlier conclusion: the dataset’s imbalance directly harms multiclass ROC performance[11].
4. Feature Importance Insights
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This aligns with known characteristics of DoS and probe attacks, which often involve abnormal volume or repetitive traffic. The consistency in feature ranking across both models increases confidence in these findings.


5. Comparison of Ensemble Models
Random Forest consistently outperformed Gradient Boosting in:
· Accuracy
· Weighted F1score
· ROCAUC
· Training speed
Gradient Boosting required significantly more time (122s vs 8.5s) yet delivered slightly lower overall performance. Although GB showed minor improvements for a few minority classes, these were too small to outweigh its computational cost.
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Conclusion
This study evaluated the performance of two ensemble learning methods Random Forest and Gradient Boosting on the NSLKDD intrusion detection dataset. Both baseline and tuned models were analysed using a range of performance metrics, including accuracy, weighted F1score, ROCAUC, confusion matrices, and feature importance scores[13].
Overall, the results show that Random Forest consistently outperformed Gradient Boosting across most evaluation measures. Random Forest achieved the highest accuracy (91.39%), the strongest weighted F1score (0.8766), and the best microaveraged ROCAUC (0.9649). Gradient Boosting performed slightly lower and required significantly longer training time, making it less efficient for practical deployment in a realtime IDS environment.
However, both models demonstrated the same major limitation: poor detection of minority attack classes. Several classes received zero recall, indicating the models were unable to identify these rare events. This issue is directly linked to the severe imbalance within the NSLKDD dataset and mirrors findings in existing literature.
Feature importance analysis showed that both models relied heavily on features related to traffic volume and servicebased behaviour, suggesting these attributes play a key role in distinguishing normal from malicious network traffic[13].
In conclusion, ensemble learning methods particularly Random Forest are effective for detecting frequent attack types and general intrusion patterns. However, they are not sufficient for comprehensive intrusion detection without additional techniques to handle data imbalance and minority classes. The study highlights the need for complementary methods to improve coverage of rare but critical intrusion types[14].


Recommendations
Based on the findings and limitations identified throughout this study, several recommendations are proposed to improve the performance of intrusion detection models, particularly for minority attack classes. Both models struggled with rare attack categories. Techniques such as SMOTE, ADASYN, or undersampling majority classes should be applied to balance the dataset. These methods could help the models learn meaningful patterns for minority attacks rather than defaulting to predicting majority classes.
2. Explore CostSensitive Learning
Instead of treating all misclassifications equally, costsensitive approaches assign higher penalties to errors on rare classes. This forces the model to pay more attention to minority categories during training, potentially improving recall for critical but underrepresented attacks.
3. Experiment with More Advanced Boosting Algorithms
Although Gradient Boosting showed reasonable performance, modern boosting variants such as XGBoost, LightGBM, or CatBoost generally outperform traditional GB on structured datasets. These models offer faster training, builtin regularisation, and better handling of imbalanced data.
4. Apply Feature Engineering or Dimensionality Reduction
Both RF and GB relied heavily on a small set of features. Additional techniques such as PCA, mutual information, or feature grouping could help remove noise and highlight patterns that improve generalisation, especially for rare attack types.
5. Combine Machine Learning with SignatureBased IDS
A hybrid IDS that integrates machine learning detection with traditional signaturematching could offer more complete coverage. Machine learning can detect unknown threats, while signaturebased systems cover predictable attack types.
6. Use More Recent and Realistic Datasets
NSLKDD is widely used for research but is outdated compared to modern network environments. Future work should incorporate datasets such as UNSWNB15, CICIDS2017, or CSECICIDS2018 to evaluate model performance under realistic traffic patterns.
7. Deploy Ensemble Stacking or Hybrid Models
Combining RF and GB or integrating them with neural networks may lead to improved overall performance by leveraging the strengths of each model.
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FINAL MODEL COMPARISON

Model Train Time Test Time Accuracy Precision Recall F1 Score Macro AUC Micro AUC
o Random Forest — Tuned 8.550394 0.119224 0913946 0870336 0913946 0876550 NaN  0.964888

1 Gradient Boosting — Tuned 122 619329 0.114385 0907603 0.860736 0907603 0.872502 NaN  0.945806
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