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Introduction 
     Cybercrime is one of the most complex challenges facing modern policing. Unlike traditional offences, cybercrimes are borderless, technologically sophisticated and often anonymous or state linked. The WannaCry ransomware attack in 2017, which has severely disrupted the UK’s National Health Service (NHS), is a perfect fit example to demonstrate this complexity.  
     On 12th May 2017, a massive global ransomware attack, “WannaCry”, infected more than 200,000 computers around 150 countries and severely disrupting organisations including National Health Service (NHS) in the UK. (Collier, 2017).   
     Attack hit more than 600 NHS organisations, 34 hospitals directly, caused preventing access IT systems to reach the patient records or using equipment such as MRI scans. 13,500 outpatients' appointments were cancelled, and ambulances had to diverted from A&E services. Attack cost £92 million, based on 1% of all NHS services. NHS has not been directly targeted, major organisations and institutions were the victim such as the Bank of China, Russian Railways, Nissan, Telefonica, FedEx etc. This is raising great concern about what would be the potential consequences if the target was NHS or it is in the future (Alford, 2019).   
     According to BBC (2017), the malware spread rapidly using a worm which exploited Windows vulnerability, called Eternal Blue, developed by National Security Agency (NSA) in the USA. But the worm leaked to the public by the hacking group called Shadow Brokers. Victims were asked to pay $300 in Bitcoin to get the access again to their files which were encrypted by the worm. The worm particularly affected the users who have older systems like XP and also did not have the updates, that left them vulnerable the attack however, before the leakage, Microsoft had released the security patches in March 2017, the updates were available for the ones who were effected. Experts warned for immediate system updates even the “kill switch” were activated by UK based cyber-security researcher on the same day. 
     This report critically examines the investigative challenges associated specifically with this kind of ransomware cyber-attacks by state linked groups based on WannaCry attack as an example and evaluates police responses designed to combat them. Also, report is addressing relevant UK legislations for this type of online crimes, assessing the personal but mostly organisational risks associated with digital devices usage, and pointing the importance of information and intelligence in operational and digital policing with relevant legislation/guidance for handling it. 
Types of Online Crime and Applicable Legislation 
     According to Crown Prosecution Service (2026), cybercrime is a broad term that covers two related but different types of criminal activities. These are: 
Cyber-dependent crimes; offences that can only be carried out using Information and Communications Technology (ICT) devices. In these crimes, the technology is the tool of committing the offence and the target of the attack. It includes creating and spreading malware for financial gain or hacking into systems to steal, alter, damage, or destroy data and networks. 
Cyber-enabled crimes; traditional forms of crime that are expanded or made easier with using of computers, networks, or other ICT technologies. These offences already existed but can be committed in a larger scale online, such as fraud conducted over the internet or the theft of personal data. 
     WannaCry attack is falling under cyber dependent crime as a form of malicious software that encrypts files and demands payment for decryption. In the UK main legislation for that kind of offences is Computer Misuse Act 1990. Section 1 defines unauthorised access to computer material as a crime, while section 3 defines unauthorised acts impairing operation of a computer. Also, in section 3ZA, acts like causing serious damage to human welfare, the economy or national security are criminalised, so potentially applicable to WannaCry’s impacts on NHS.  
     It can be also defined as cyber-enabled crimes because of WannaCry attack involved extortion, victims were required to ransom in Bitcoin which falls blackmail under Section 21 the Theft Act 1968. Additionally, section 47C(5B) the Proceeds of Crime Act 2002 allows the confiscation of criminal assets, including cryptocurrency.    
     According to Office of Financial Sanctions Implementation (2026), the UK government is committed to taking serious action against ransomware attackers, including applying financial sanctions under the Sanctions and Anti-Money Laundering Act 2018. These sanctions prevent anyone from providing money or economic resources to individuals or organisations that are subject to an asset freeze, which also includes making ransomware payments. Actions against financial sanctions are considered a serious criminal offence and may result in imprisonment, a financial penalty, or both. 
     According to Foreign & Commonwealth Office (2017), press release indicates that the Lazarus Group, North Korean actor. Section 44, 45, 46 Serious Crime Act 2007 criminalised the intentionally encouraging or assisting crime, encouraging or assisting an offence believing it will be committed or encouraging or assisting offences one will be committed. Also, section 52 states that someone can be prosecuted for encouraging or helping a crime that happens in England or Wales even if they are in another country, provided they knew or expected the crime to happen there. So, writing malware for others, selling or publishing tools for exploit for criminalisation and providing infrastructure knowingly can be used for attacks can be prosecuted under this section even they are abroad, but this is limited in practice by geopolitical realities. 
    The WannaCry attack affected many UK organisations, including the NHS, by locking access to files with personal data. According to Gov.UK under UK GDPR and the Data Protection Act 2018, organisations must take appropriate technical and organisational measures, like patching software and securing networks, to protect data. Failing to do so, which leads to unauthorised access, loss, or encryption of personal data, can be a breach of the law. The attack showed the serious consequences of weak cybersecurity, including potential regulatory action and fines. 

Investigative Challenges 
    Cyber-attack attribution is a complex process which involves with both technology and politics, not just a technical task. Attribution is an “art”, because it requires skilled analysts, experience, teamwork, and technical tools rather than fully automated systems. It is also multi-layered which involves with investigation, management, and decision-making. Governments usually invest more effort in attribution when an attack causes serious damage or has major political consequences. The idea that attackers can always stay anonymous or that cyber attackers always have the advantage can be challenged because states still have strong advantages because they have more resources and intelligence capabilities, and attackers can be identified if they make mistakes. However, attribution still has limitations because its accuracy depends on available resources, time, and how sophisticated the attacker is. New technologies and international cooperation may make attribution easier in some cases. But improved attacker techniques, encryption, and better operational security may also make it harder, meaning attribution will remain a challenging but important part of responding to cyber-attacks (Rid and Buchanan, 2015). 
[bookmark: _Int_qyTl9SC9]    Eichensehr (2017) discusses that the U.S. government publicly accused North Korea of carrying out the WannaCry ransomware attack, with allies such as the UK and Australia to support the attribution. However, the evidence presented publicly was limited. Officials stated that some of the technical and intelligence information could not be shared, raising questions about transparency and evidential standards in cyber attribution. The Criminal Procedure and Investigations Act 1996 (CPIA) governs criminal investigations and evidence disclosure in England and Wales. According to act, investigators must fallow certain rules, such as pursue all reasonable lines of enquiry which can point to the guilt or innocence with disclosure obligation which assist the case and prevent undermining the prosecution. Also, according to Crown Prosecution Service (2018), police investigation must meet the Crown Prosecution Service’s Full Code Test, which requires two steps and case must pass both steps: the evidential stage and followed by the public interest stage. However, much of the WannaCry attribution evidence is classified intelligence, which governments may not disclose because doing so would reveal sources and methods. 
    According to European Union Agency for Law Enforcement Cooperation [thereafter Europol] (2017), cybercrime has a dimension which transcends national borders, WannaCry spread globally within hours. UK police therefore depend on international cooperation mechanisms such as the Budapest Convention. According to Council of Europe (2026) Budapest Convention is an international agreement that helps countries fight cybercrime with encouraging them to work together, make their laws more similar, and improve their ability to investigate crimes. It also allows investigators from different countries to share knowledge, build professional connections, and work together quickly on cross-border cases and urgent situations. 
    Cybercrime affects many countries, so it is important to have strong and coordinated international cooperation. While progress has been made through the Budapest Convention and UN initiatives, problems remain because countries have different laws, slow processes, and uneven resources. To improve, the world needs more countries to join treaties, faster cooperation methods, and protection of human rights. Best practices include making cybercrime laws more similar, having 24/7 connection for quick response, building trust between governments, the private sector, and civil society. Also, investing in training and technical skills globally, and including human rights safeguards in international cooperation would be helpful to deal with the threats (Smith at al. 2021). 
    Department for Science, Innovation and Technology (2026) around 143,000 people were employed in cyber security roles in the UK, which is a 5% increase from the previous year. The cyber security workforce gap remained stable at about 3,800 professionals, similar to the previous year and much lower than 11,100 reported in 2023. However, many organisations still face skills shortages: about 49% of UK businesses reported a lack of basic cyber security skills, while 30% reported shortages in advanced technical skills and 28% of cyber security companies said their current employees lack some technical skills. The number of core cyber security job postings was 32,370, which is a 33% decrease compared to the previous year. 
    WannaCry attack exposed organisational risks and weaknesses in update patch management within the NHS (National Audit Office, 2017). Similar vulnerabilities within the police forces could have severe consequences, including exposure of intelligence databases. According to BBC (2017), EternalBlue malware developed by National Security Agency (NSA) to exploit Windows system. In this case, NSA’s intention was USA’s national security however it turned into a global cyber-attack with success of Shadows Broker’s infiltration attempt to NSA and publishing the tools which enable the attack.  
    According to College of Policing (2024), in the guidance for ethical and professional behaviour in policing, clearly states actions needs to be compatible for public trust and interest, should demonstrate care, attention and diligence, and respect human rights and confidentiality. So, gathering the information and intelligence and keeping them and disclosure them must carry out with this professionalism.  

Conclusion 
    The WannaCry ransomware attack shows the serious challenges that cybercrime creates for modern policing. Unlike traditional crimes, cyber offences can cross borders. They are technically complex, and may involve state-linked groups, which makes investigation, attribution, and prosecution more difficult. The UK has several laws to deal with these crimes however, enforcing these laws can be difficult because some evidence is classified intelligence, there are strict evidence disclosure rules, and there may be political or international barriers when suspects are in other countries.  
    The WannaCry attack also showed how important effective cybersecurity practices are for organisations. Weaknesses such as poor software updates and can leave important systems and personal data vulnerable to attacks. If similar weaknesses existed in police systems or other public institutions, it could affect operational systems, intelligence databases, so the public trust. Responding effectively to cybercrime also depends on international cooperation and information sharing, supported by agreements such as the Budapest Convention, which helps countries work together in cybercrime investigations. However, cooperation can still be slow because countries have different laws, procedures, and technical resources. 
    Tackling cybercrime requires compatible laws to international laws, skilled cyber professionals, more effective organisational cybersecurity, and international cooperation. As cyber threats continue to grow and change, policing must adapt by developing technical skills, improving intelligence capabilities, and following ethical and legal standards, while also protecting human rights and maintaining public trust.
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