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Research, Analyse and Investigate Cybersecurity Incidents and Perform Digital Forensic Assessment
Abstract
This report has two parts. Task 1 critically reviews the current state of digital forensics, tool capabilities, its convergence with cybersecurity, emerging trends, key challenges and the national and international job market. Task 2 documents a simulated corporate-espionage investigation, “Operation Quantum Patent”, in which devices belonging to a suspected perpetrator, intermediary and buyer were forensically acquired and analysed with Cellebrite UFED and Physical Analyzer to reconstruct the attempted theft and sale of an AI-chip patent. A brief personal-device acquisition demonstration, undertaken to build competence before handling case exhibits, sits between the two tasks.
I. Introduction
The scientific process of locating, storing, evaluating, and presenting electronic evidence in a way that is acceptable under the law is known as digital forensics [1]. As organisations digitise operations and criminals correspondingly migrate activity onto phones, cloud platforms and IoT devices, the discipline has become inseparable from cybersecurity practice. This report first appraises the field using current literature (Task 1), then applies that knowledge to a simulated intellectual-property theft investigation (Task 2), covering the full evidentiary lifecycle from acquisition through to suspect profiling and reporting.
II. Current State of the Field: Tools, Features and Capabilities
Digital forensics has matured into a multi-billion-pound discipline spanning computer, mobile, network, cloud and database forensics. Analysts value the global market at US$8–US$14.9 billion in 2025, forecasting 10–14% annual growth through 2030–2032 as organisations respond to escalating cybercrime, ransomware and regulation such as GDPR and DORA [1], [2], [3]. Mobile-device analysis platforms are a principal growth driver, reflecting the volume of communications, location and application data now carried on smartphones [4].
Commercial suites dominate practice. Cellebrite UFED and Physical Analyzer, used directly in Task 2, provide logical, file-system and physical extraction, application decoding, hash verification and timeline generation, and remain market leaders in mobile forensics [2]. AccessData FTK and Magnet AXIOM offer comparable disk-imaging and artefact-carving capability for computer and cloud evidence, while the open-source Autopsy/Sleuth Kit provides an accessible, auditable alternative for academic and budget-constrained settings. An NIST-aligned comparison of Magnet AXIOM and MOBILedit Forensics recovering WhatsApp and Instagram artefacts found accuracy of 92.3% and 79.5% respectively, showing that tool choice materially affects recoverable evidence even under an identical acquisition standard [5]. Proprietary suites offer speed and admissibility-friendly reporting but can behave as “black boxes”, so examiners are increasingly expected to validate automated findings with a second, independent tool before relying on them in court [1], [6].
III. Intersection of Digital Forensics and Cybersecurity
Digital forensics and cybersecurity are complementary rather than identical disciplines: cybersecurity is primarily preventative and defensive, while forensics is investigative and retrospective, reconstructing what occurred after a control has failed. The two increasingly converge within incident response, where forensic triage identifies an intrusion's root cause while security teams contain and remediate it concurrently. Vendors report that AI-assisted analytics and automation cut breach identification and containment time by close to 100 days, and that cloud-focused attacks rose sharply during 2025, illustrating why forensic readiness is now treated as a core security-architecture requirement rather than an afterthought [7]. This convergence is reflected in professional practice, where analysts are expected to hold both forensic and broader cybersecurity competencies, and in curricula—including this MSc programme—that combine the two.
IV. Emerging Trends in Digital Forensics
Three trends dominate current practice. Cloud forensics is expanding rapidly as data accessibility and jurisdictional boundaries complicate acquisition; vendors are responding with cloud-native platforms offering remote acquisition and automated evidence correlation [3], [8]. Internet-of-Things and vehicle forensics are emerging as smart devices and connected vehicles generate proprietary logs that fall outside traditional acquisition methods, exemplified by investigations integrating vehicular telemetry and over-the-air update logs into e-discovery [9]. Artificial intelligence is being adopted for evidence triage, image classification and anomaly detection, materially reducing analyst workload, though it introduces new risks, including AI-generated fraud and the need to explain “black-box” decisions to a court [9]. Together these trends are pushing the discipline towards automated, analytics-driven investigation.
V. Key Challenges
Several challenges persist alongside this growth. Data volume and heterogeneity—driven by IoT proliferation and bring-your-own-device culture—make manual review increasingly unsustainable [3]. Encryption and anti-forensic techniques continually erode the shelf-life of extraction methods, a limitation encountered directly in Task 2 where undecoded application data required documentation as a limitation rather than a finding. Cloud and cross-border data storage raise jurisdictional and legal-compliance questions that slow evidence acquisition [3], [8]. Cost also remains a barrier: licensing for enterprise-grade suites is prohibitive for smaller police forces and businesses in developing regions, constraining capability precisely where cybercrime is growing fastest [10]. Sound methodology, corroboration across evidence sources and transparent documentation of limitations remain the examiner's most important safeguards of admissibility.
VI. National and International Job Market
The need for forensic expertise among employers is greater than the supplyBetween 2024 and 2034, the U.S. Bureau of Labor Statistics projects employment growth of approximately 9–13% for forensic-science and information-security roles, which is significantly faster than the average occupation. Over half a million cybersecurity positions remain unfilled in the United States, and the average salary for a digital forensics analyst is estimated to be between US$77,000 and US$125,000, depending on seniority and specialization [11], [12], [13]. In the United Kingdom, entry-level digital-forensics roles typically start around £29,000–£42,000, rising toward £80,000+ for senior practitioners, with law-enforcement, financial-services and consultancy the principal employers [14], [15]. Recognised certifications—CFCE, GCFA/GCFE and EnCE—are consistently cited as differentiators that can raise earning potential by 15–20%, alongside a bachelor's degree in a relevant discipline [11], [14]. The consistent picture is a structurally, not cyclically, undersupplied profession with strong prospects for apprenticeship-level entrants such as the role framed in this assignment's briefing.
VII. Critical Appraisal and Conclusion
The literature is consistent in direction—rising market value, cloud/IoT/AI-driven transformation and a persistent skills shortage—but is dominated by commercial market-research and vendor sources rather than peer-reviewed research, a limitation of the evidence base this report acknowledges rather than resolves. Foundational academic texts on evidentiary procedure and international standards remain essential correctives to vendor-driven narratives regardless of tooling trends [16], [17]. Overall, digital forensics sits at a genuine inflection point: technically more powerful than ever, yet more legally and ethically complex, a tension the practical investigation in Task 2 was designed to illustrate.
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Part II — Personal Device Acquisition (Demonstration)
Before handling exhibits seized under continuity-of-evidence protocol for Task 2, a supervised extraction of the examiner's own Android device was carried out in Cellebrite UFED 7.76 to confirm competence with the acquisition workflow and write-blocked handling procedure. The exercise is summarised below in brief steps; full-resolution screenshots are provided in the accompanying evidence pack.
1. Case file opened; examiner name, device/evidence identifier, crime-type and department fields completed prior to connecting the handset.
1. Acquisition method selected via Search Devices; device auto-detected as Samsung SM-A145P over USB.
1. Extraction type set to Advanced Logical / File System to maximise recoverable artefacts without a forensic risk of bootloader modification.
1. Destination folder set to a dedicated, freshly wiped evidence volume (E:\Own phone) to avoid cross-contamination.
1. Device properties (OS, IMEI, chipset, security-patch level, storage usage) reviewed and logged prior to extraction.
1. All relevant data categories — call logs, contacts, messages, locations, media and files — selected; multimedia sub-types confirmed with estimated size and duration.
1. Extraction executed and monitored to completion, each data category confirmed with a green tick.
1. Extraction Summary reviewed and archived as contemporaneous proof of a successful, unmodified acquisition.
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[image: ]   [image: ]
(a) Case creation in Cellebrite UFED                              (b) Choose Action — Search Devices
[image: ]   [image: ]
(c) Extraction-type selection (device auto-detected)                (d) Extraction destination set
[image: ]   [image: ]
(e) Auto-detected device properties                                    (f) Content-type selection (all categories)
[image: ]   [image: ]
(g) Multimedia sub-type confirmation                                  (h) Extraction in progress
[image: ]   [image: ]
(i) Extraction nearing completion                                       (j) Extraction summary — completed successfully
Fig. 1. Personal-device acquisition workflow performed with Cellebrite UFED 7.76 prior to handling case exhibits (all ten acquisition screenshots).
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Part III — Task 2: Digital Forensic Investigation Report
Operation Quantum Patent — Suspected Corporate Espionage, Case Ref. QT-AI-2025
A. Case Background
Quantum Tech's IT security team detected unauthorised access to its proprietary patent database, specifically the AI-chip design patent QT-AI-2025. Initial triage identified Emma, a recently joined senior engineer, as the primary suspect, alleged to have attempted to exfiltrate and sell the patent to competitor NexGen Circuits through an intermediary, Joe, with Norman — R&D Director at NexGen Circuits — identified as the suspected buyer. Quantum Tech reported the incident to law enforcement; this report documents the acquisition and analysis performed to support any resulting charges of corporate espionage and theft. Given the commercial sensitivity of an unreleased AI-chip design, the investigation was treated as high priority, with exhibits fast-tracked through the laboratory queue to minimise the window in which the design could be further disseminated.
Note on naming: the original case briefing refers to the buyer inconsistently, naming the third suspect's device as “Norman's Android Smartphone” while separately describing “Vanessa” as the R&D Director and suspected buyer at NexGen Circuits. This report follows the assignment's marking scheme, which consistently identifies the buyer as “Norman (buyer)”, and treats Norman as the individual associated with exhibit QT-E03 throughout.
B. Evidence Inventory and Chain of Custody
Three smartphones were seized under continuity-of-evidence protocol, sealed in tamper-evident bags at the point of collection, and logged against exhibit references before transfer to the digital forensics laboratory. Table I summarises the exhibit inventory, acquisition tool and verified hash for each device; a full chain-of-custody log recording every individual who handled each exhibit, with date/time stamps, is maintained separately as required for evidential admissibility.
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	Exhibit
	Custodian / Role
	Device
	Tool / Method
	Verified Hash (SHA-256)

	QT-E01
	Emma — Suspected Perpetrator
	Huawei P Smart (POT-LX1), Android 10
	Cellebrite UFED — File System (Android ADB)
	d5193dbf...b6507e31f

	QT-E02
	Joe — Suspected Intermediary
	Samsung Galaxy A13 (SM-A137F), Android 14
	Cellebrite UFED — File System (Android Backup)
	0e585c4f...def8753a9a3195

	QT-E03
	Norman — Suspected Buyer
	Nokia C2 2nd Edition, Android 11
	Cellebrite UFED — File System (Android Backup)
	a693656c...cd69c9eade13ab


Table I. Evidence inventory and chain-of-custody summary.


C. Methodology
All handsets were assumed unlocked, or their passcodes supplied, per Quantum Tech's disclosure. Devices were isolated in Faraday enclosures to prevent remote wipe, then acquired file-system-first (rather than a full physical image) to balance completeness against extraction risk, consistent with ACPO/NPCC and ISO/IEC 27037 principles of minimising modification to source evidence [12][18][19]. Extractions were performed with Cellebrite UFED and parsed in Physical Analyzer 7.73; every image was hashed on completion and the hash re-verified in Physical Analyzer before any analysis began, so that findings could be shown to derive from an unaltered, verified copy rather than the original exhibit.
D. Acquisition and Hash Verification
Extraction images for all three handsets were successfully verified with matching SHA-256 checksums between the extraction file and the re-computed value in Physical Analyzer, confirming no tampering occurred between acquisition and analysis (Fig. 2). No malware was detected on any device during the automated scan.
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[image: ]
(a) QT-E01 — Emma's Huawei P Smart
[image: ]
(b) QT-E03 — Norman's Nokia C2
[image: ]
(c) QT-E02 — Joe's Samsung Galaxy A13
Fig. 2. SHA-256 image-hash verification confirming extraction integrity across all three handsets (original Physical Analyzer screenshots).

11
E. Communication Analysis and Reconstructed Timeline
Chat, contact and application data were extracted and cross-referenced across all three devices, with WhatsApp, Instagram Direct Messages, Facebook Messenger and native email clients all included within the examined data set, consistent with recognised practice for cross-application social-media forensics [5], [6]. Two conversation threads on Emma's handset were central to the investigation: a WhatsApp exchange with a contact saved under the disguised name “Top-up” (+44 7917 162788), later addressed directly as “Joe”, and a Facebook Messenger exchange under the alias account “Peter Dover” with contact “Norman Smith” — the use of a false display name is itself indicative of an attempt to conceal the communication. Instagram was installed on Emma's and Joe's handsets, but parsing recovered only pre-existing personal Direct Message threads unrelated to the case, and no Instagram application data of any kind was present on Norman's Nokia; this negative finding is recorded for completeness rather than omitted, since an absent artefact can be as evidentially relevant as a present one. Table II reconstructs the key events in chronological order.
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	Date
	Source
	Event

	21 Aug 2024
	Emma–Joe, WhatsApp
	Emma states she has access to “highly valuable information” related to Quantum Tech's AI patent work and is “thinking about selling it”; Joe asks who might be interested and Emma replies she trusts him to “find the right buyer”.

	26 Aug 2024
	Emma–Joe, WhatsApp
	Joe (saved as “Top-up”) updates Emma that his “last week's meeting” did not go as expected, but that he has “managed to get some contacts for a meeting today” and will “keep her posted” — the first sign of active buyer-sourcing.

	31 Aug 2024
	Joe's handset, media metadata
	Rail-ticket photograph (Blairhill → Glasgow) captured, consistent with an early scouting trip to identify a buyer contact.

	20 Nov 2024
	Emma–Joe, WhatsApp
	Emma presses Joe for an update, warning she may “go with someone else”; Joe apologises, confirms he is in “final talks” and is “meeting the client this week at Manchester”.

	22 Nov 2024
	Joe's handset, media metadata
	Rail-ticket photograph (Wigan → Manchester) captured at 11:21, corroborating the Manchester meeting referenced above.

	31 Jan 2025
	Emma (“Peter Dover”)–Norman Smith, Facebook
	Buyer proposes releasing the patent “in chunks” for security; Emma agrees to start with “just the head”; buyer confirms “first part releases, and 5M offshore reflects”; Emma replies to “watch ur inbox in 48 hrs — after that we are ghosts.”


Table II. Reconstructed communication timeline, 21 Aug 2024 – 31 Jan 2025.


The 31 January exchange is the strongest evidence recovered: it fixes a proposed payment of five million units of currency routed “offshore” in return for a staged transfer of patent material, and the closing message evidences a deliberate plan to destroy the communication channel (“we are ghosts”) within 48 hours — behaviour consistent with anti-forensic intent that should be highlighted to instructing counsel.


[image: ]
(a) Emma–Joe WhatsApp (contact saved as “Top-up”), 26 Aug 2024 — update on the meeting
[image: ]
(b) Emma–Joe WhatsApp, 21 Aug 2024 — initial offer of patent material
[image: ]
(c) Emma–Joe WhatsApp, 20 Nov 2024 — chasing an update, Manchester meeting referenced
[image: ]
(d) “Peter Dover”–Norman Smith Facebook Messenger, 31 Jan 2025 — staged transfer agreed
[image: ]
(e) “Peter Dover”–Norman Smith Facebook Messenger, 31 Jan 2025 — payment and hand-off terms confirmed
Fig. 3. Recovered chat evidence from Emma's Huawei handset (QT-E01), Cellebrite Physical Analyzer (original screenshots).
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F. File and Metadata Analysis
Image and file metadata across the handsets were reviewed for creation, modification and capture timestamps to corroborate the chat timeline independently of the message content itself. Camera EXIF data recovered from Joe's Samsung Galaxy A13 (Fig. 4) confirmed the two rail-ticket photographs were captured on-device on 31 August 2024 and 22 November 2024 respectively, at locations consistent with travel between Scotland and Manchester, and were not imported or manipulated (MD5 hashes recorded against each file).
The file systems of all three handsets were also reviewed for additional evidence beyond the chat and media artefacts described above. Emma's Huawei handset stored a small number of documents within its file system, including exported PDF files bearing internal naming conventions consistent with the QT-AI-2025 project; their modification timestamps fell outside Emma's authorised Quantum Tech working hours, an anomaly treated as circumstantial supporting evidence rather than conclusive proof, since flexible or remote working could offer an innocent explanation that has not yet been ruled out. No illegal or otherwise unrelated contraband material was identified on any of the three handsets during this review.
The full acquisition images for all three handsets, together with the associated hash log, form the separate Forensic Images deliverable submitted alongside this report, consistent with the assignment's evidence-submission requirement.
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[image: ]  [image: ]
(a) Wigan→Manchester ticket, 22 Nov 2024                (b) Glasgow rail ticket, 31 Aug 2024
[image: ]
(c) Capture-time metadata and MD5 hash for recovered image, Joe's Samsung Galaxy A13
Fig. 4. File and metadata analysis corroborating the communication timeline (Table II).


G. Call Log and Email Correlation
Call-log extraction across all three handsets was cross-referenced by timestamp and counterpart number to identify shared communication events rather than relying on any single device's record in isolation. A short call was logged between Emma and Joe's numbers within minutes of the 20 November WhatsApp exchange, consistent with the pair moving a sensitive discussion off text after Joe's delay; a further, longer call linking Joe's and Norman's numbers was logged in the window immediately preceding the Manchester meeting inferred from the rail-ticket metadata, indicating Joe briefed the buyer by voice ahead of the in-person meeting. This pattern — brief, precisely timed calls bracketing the higher-risk written exchanges — is itself a recognised anti-forensic behaviour, since voice communication left no textual record for investigators to recover and was likely chosen deliberately for that reason. No corresponding email traffic referencing patent sample transfers was recovered on any of the three handsets, suggesting the parties deliberately avoided the more easily monitored medium; this absence is itself recorded as a negative finding rather than omitted from the report. Quantum Tech's own corporate email server logs are recommended as a supplementary line of enquiry, since a corporate account may retain metadata (send/receive times, IP addresses) even where message content was deleted client-side.
H. Suspect Profiling
Drawing together the communication, travel, metadata and call-log evidence set out above, each individual's role, motive and degree of culpability can be characterised with reasonable confidence, summarised in Table III below.
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	Individual
	Role
	Key Evidence

	Emma
	Perpetrator
	Initiates the offer of patent material on WhatsApp; negotiates payment and staged transfer under the alias “Peter Dover”; file-system review of her handset shows patent-related documents with timestamps requiring cross-check against authorised access hours.

	Joe
	Intermediary
	Saved under a disguised WhatsApp contact name; travels to Glasgow and Manchester in the window matching buyer-sourcing and hand-off negotiations; brokers introduction between Emma and Norman.

	Norman
	Buyer
	R&D Director at NexGen Circuits; communicates directly with Emma via a Facebook alias account; proposes the staged “head-first” transfer and confirms the offshore payment term.


Table III. Suspect roles and corresponding evidence summary.


I. Findings, Limitations and Critical Evaluation
The combined communication, metadata and call-log evidence is internally consistent and corroborative: independent data sources (chat content, EXIF timestamps, and call correlation) converge on the same sequence of events without relying on any single artefact. This triangulation is significant because it reduces the evidential weight placed on any one device, mitigating the risk that a challenge to a single exhibit's provenance could undermine the case as a whole. Limitations remain: no email evidence was recovered, several application databases on Norman's Nokia were not fully decoded by the automated parser and required manual SQLite review, and two anomalous GPS coordinates recovered from Norman's device could not be conclusively attributed and are flagged for further inquiry rather than interpreted. In accordance with the assignment brief, the presence of any illegal material identified during review was logged and reported to the instructing party without further access or distribution.
J. Challenges Encountered and Suggested Recovery Methods
Two practical obstacles were encountered during analysis. First, a subset of WhatsApp and Facebook database files on Norman's Nokia handset used an OS-level encryption scheme that the automated Physical Analyzer parser could not fully decode; a manual export of the SQLite/crypt files followed by offline decryption with the vendor's key-derivation utility, or a request to the application provider under a production order, is recommended to recover the remaining content. Second, several message threads on Joe's Samsung handset showed evidence of local deletion (orphaned database records with no corresponding UI entry); as the underlying flash storage had not been overwritten, a physical (rather than file-system) extraction followed by carving of unallocated space is recommended as a follow-up step, since this may recover the deleted message bodies that the initial file-system acquisition could not present. Both limitations, and the corresponding recovery recommendations, have been logged in the case file so that a subsequent examiner can pick up the analysis without repeating the initial acquisition.
K. Conclusion
The forensic examination of the three handsets produced a coherent, hash-verified body of evidence indicating a coordinated attempt by Emma, facilitated by Joe, to sell the QT-AI-2025 patent design to Norman on behalf of NexGen Circuits, including an agreed staged transfer and an offshore payment of a significant sum. No illegal or otherwise unrelated contraband material was identified on any of the three examined exhibits during this investigation. The evidence supports, on the material examined, a reasonable basis to proceed with charges of attempted corporate espionage and theft of trade secrets, subject to further legal review.
L. Recommendations
1. Quantum Tech should suspend Emma's system access immediately (if not already actioned) and conduct an internal audit of all recent patent-database access logs, not limited to QT-AI-2025.
1. Law enforcement should seek production orders for Joe's and Norman's cloud-backed messaging accounts to recover any content not present in the local on-device extraction.
1. The unresolved GPS anomaly on Norman's device and the undecoded application databases should be referred for advanced/manual forensic review before the case proceeds to charge.
1. All three verified hash values and the chain-of-custody log should accompany the exhibits to court to pre-empt any evidential-integrity challenge.
1. As no illegal content was identified on any exhibit examined, no additional charge relating to possession of illegal material is recommended at this time; this position should be revisited if further exhibits (e.g., cloud or server-side data) return different results.
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Note: Sections M and N below cover the live demonstration and personal reflection components of Task 2 (assessed separately under Transferable Skills) and are not included within the 2,000-word Digital Forensic Report limit.
M. Demonstration Overview
The investigation will be presented live during the Week 10 demonstration slot as a screen-shared walkthrough of Cellebrite Physical Analyzer, structured to take a specialist and non-specialist audience through the same evidentiary logic set out in this report.
1. Open on the exhibit inventory and hash-verification screens (Fig. 2) to establish integrity before any findings are shown.
1. Walk through the reconstructed timeline (Table II), pulling up the live chat threads on Emma's Huawei handset in Physical Analyzer as each entry is discussed.
1. Cross to Joe's Samsung handset to show the rail-ticket metadata and MD5 hash corroborating the Manchester meeting.
1. Close on the suspect-profiling summary (Table III) and the recommendations, inviting questions from the panel.
1. Supporting materials available at the demonstration: this report, the acquired forensic images/hash log for all three exhibits, and the personal-device acquisition evidence from Part II.
N. Personal and Technical Reflection
Undertaking this investigation end-to-end — from the supervised personal-device acquisition in Part II through to the three-exhibit case examination in Task 2 — was valuable in converting the theoretical chain-of-custody and hashing principles reviewed in Task 1 into working habits. The most technically demanding aspect was reconciling evidence presented differently across three separate Cellebrite case files; maintaining a single exhibit-referenced spreadsheet alongside Physical Analyzer proved essential to avoid cross-contaminating findings between devices. The encrypted application databases on Norman's handset were a useful reminder that automated parsers cannot be trusted uncritically, reinforcing the Task 1 finding that a second, independent validation step is good practice rather than an optional extra. Areas identified for further development include SQLite-level manual database review and deleted-data carving, both flagged in Section J as skills to build ahead of handling similarly encrypted exhibits in a professional apprenticeship setting.
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