Extraction Report - Cellebrite Reports

i.* Cellebrite

woanw_cellebrite.com

Summary

Cellebrite Physical Analyzer version

7.70.0.5

Report creation time

24/03/2025 15:16:10 +00:00

Time zone settings (UTC) Original UTC value
Examiner name Flore Paviot-Adet
Location 1Q Building Swansea
Department SOAC

Organization UWTSD

Source Extraction

Advanced Logical

Extraction start date/time

04/03/2025 12:02:48

Extraction end date/time

04/03/2025 12:06:08

Unit identifier 2001539118
UFED version 7.72.0.45

Internal version 7.72.0.45
Selected manufacturer Nokia GSM
Selected device name TA-1460_DS C02
Machine name SC-1Q205-29
Connection type Cable No. 100

Extraction type

Advanced Logical [ Android Backup ]

Extraction ID

643254fa-1e65-4741-9e14-5255d6ea75a4

Extraction (UFD) file data integrity

Intact

Report type

Phone

File System

Extraction start date/time

04/03/2025 12:09:18

Extraction end date/time

04/03/2025 12:11:16

Unit identifier 2001539118
UFED version 7.72.0.45

Internal version 7.72.0.45
Selected manufacturer Nokia GSM
Selected device name TA-1460_DS C02
Machine name SC-1Q205-29
Connection type Cable No. 100

Extraction type

File System [ Android Backup ]

Extraction ID

643254fa-1€65-4741-9e14-5255d6ea75a4

Extraction (UFD) file data integrity

Intact




Device Information

File System
Android ID 2a01d97caa8c1336 Taken from UFD extraction file:
Chipset mt6739 Taken from UFD extraction file:
IMEI1 353766763818217 Taken from UFD extraction file:
IMEI2 353766763818209 Taken from UFD extraction file:
Model Nokia C2 2nd Edition Taken from UFD extraction file:
oS 11 Taken from UFD extraction file:
Security Patch Level 2024-07-01 Taken from UFD extraction file:
Vendor HMD Global Taken from UFD extraction file:

Advanced Logical
Android ID aa01d97caa8c1336 Taken from UFD extraction file:
Chipset mt6739 Taken from UFD extraction file:
Model Nokia C2 2nd Edition Taken from UFD extraction file:
oS 11 Taken from UFD extraction file:
Security Patch Level 2024-07-01 Taken from UFD extraction file:
Vendor HMD Global Taken from UFD extraction file:
Detected manufacturer Nokia Taken from XML extraction file:

Detected model

Nokia C2 2nd Edition

Taken from XML extraction file:

Phone revision

11 RP1A.200720.011 00WW_1_40C

Taken from XML extraction file:

IMEI

353766763818217

Taken from XML extraction file:

Advertising ID

7e47ba3c-17c2-4eda-abc8-de1436b331f5

Taken from XML extraction file:

Phone date/time

04/03/2025 12:03:07

Taken from XML extraction file:

Client Used for Extraction

Yes

Taken from XML extraction file:

Extra User Data

Case Identifier

Technical project team A

Taken from XML extraction file:

Examiner Name

Maximilien Laurent

Taken from XML extraction file:

Device Name / Evidence Number 03 Taken from XML extraction file:
Crime Type Other Taken from XML extraction file:
Department SOAC Taken from XML extraction file:
Location 1Q Taken from XML extraction file:

Image Hash Details (3)

1 Backup Path Nokia GSM_TA-1460_DS C02.zip
@ verified Size (bytes) 26584377
SHA256 06d04b02fb365b1f0d55b196b0323906d86a96fbc20b5b3fc264 1fd7a8f48ed3
SHA256 06D04B02FB365B1F0D55B196B0323906D86A96FBC20B5B3FC2641FD7AS
F48ED3
2 Backup Path Nokia GSM_TA-1460_DS C02.zip
@ verified Size (bytes) 98598289
SHA256 0648b48f6ee7aa569f6a87692ab8ce1a681c9d8d0f17bb40d0795e9b00a16549
3 |XmL Path Nokia GSM_TA-1460_DS C02.zip
Size (bytes) 134401
SHA256 06d04b02fb365b1f0d55b196b0323906d86a96fbc20b5b3fc264 1fd7a8f48ed3




Plugins

1 PreProject Cellebrite 2.0
2 ProjectProcessorFinisher Cellebrite 2.0
3 PostProject Cellebrite 2.0

Contents

ﬂ Instant Messages

L. Data Files

ﬂ Archives

E Images

F Uncategorized

E) Tags

Malware scanner

Malware scan performed

True

Scan date/time

24/03/2025 15:09:42

Definitions database updated

24/03/2025 15:09:18

Scan results

Malware scanning complete.

Malware found

0

Instant Messages (1)

1 +447947493460

+447823971192

Timestamp:
19/11/2024

17:00:50(UTC+0)

Direction:

Incoming

Body:

Hello, this is Collins from CareerBuilder UK! I'm Chloe from
CareerBuilder UK.

We are excited to offer you remote work opportunities with
flexible hours and pay between £70-100 per hour. You can
work from home, choose your ideal schedule (part-time or
full-time), and earn an income while you train, all from a
location that suits you best.

If you would like more details or would like to apply, please
contact Leah via RCS, 07585798946

Don't miss out on this flexible and lucrative opportunity!

Participants:

Participant Delivered Read Opened
+447823971192

Source Extraction: Advanced Logical
Service ldentifier:

Status: Unread

Message Type:

MMS

Folder:
Inbox
Priority:
Low




Data Files (3)

Archives (1)

Name: Open.7z Size (bytes): 20033 o

Path: Nokia GSM_TA-1460_DS Modified: 31/01/2025 10:33:34(UTC+0)
C02.zip/sdcard/Android/media/com.what f ) .
sapp?\ll\ehsatgi’a-\rpp/l\?e&?é/VWt?at?A%%m What | source Extraction File System, Advanced Logical
Documents/Open.7z Source file Nokia GSM_TA-1460_DS

. C02.zip/sdcard/Android/media/com.what

MD5: d0232de04bf501132db512419757051a sapp/WhatsApp/Media/WhatsApp

Duplicates(1) Documents/Open.7z : 0x0 (Size: 20033

Type: 0 i)

Images (1)

1 Name: 1724183036100.jpg Size (bytes): 811810 me;g; 32%223%" o
Path: Nokia GSM_TA-1460_DS Modified: 20/08/2024 19:44:17(UTC+0) 1724183036100.jpg
ggg%g./jsé%cardlﬁctures/ e Source Extraction File System, Advanced Logical
. Source file Nokia GSM_TA-1460_DS
HES gd8e3ec080dobeerdsf7iabse980 C02.zip/sdcard/Pictures/1724183
036100.jpg : 0x0 (Size: 811810
Duplicates(1) bytes)
Meta Data:
Camera Make: HMD Global
Camera Model: Nokia C2 2nd Edition
Capture Time: 20/08/2024 20:44:14

Uncategorized (1)

1 Name: AccountData.pb Size (bytes): 190 E)
Path: Nokia GSM_TA-1460_DS Modified: 20/08/2024 19:49:07(UTC+0)

C02.zip/apps/com.google.android.apps.

assistant/f/AccountData.pb Source Extraction File System, Advanced Logical
. Source file Nokia GSM_TA-1460_DS
MD5: 60b9d7eabb1cc407bb01d135a92bd206 C02.zip/apps/com.google android.apps.
Duplicates(2) assistant/f/AccountData.pb : 0x0 (Size:
190 bytes)

Tags (4)

Instant Nokia's phone number is |Hello, this is Collins from |Important 24/03/2025 24/03/2025

Messages +447823971182 CareerBuilder UK! I'm 14:58:07 14:58:07
Chloe from
CareerBuilder UK.

We are excited to offer
you remote work
opportunities with flexible
hours and pay between
£70-100 per hour. You
can work from home,
choose your ideal
schedule (part-time or
full-ime), and eam an
income while you train,
all from a location that
suits you best.

If you would like more
details or would like to
apply, please contact
Leah via RCS,
07585798946

Don't miss out on this
flexible and lucrative
opportunity!



files\Archives\Open.7z
files\Image\1724183036100.jpg
files\Image\1724183036100.jpg
files\Uncategorized\AccountData.pb

+447947493460 Timestamp: Direction:
+447823071192 | (SSETD P ooon

17:00:50(UTC+0) | Body:
Hello, this is Collins from CareerBuilder UK! I'm Chloe from CareerBuilder
UK.

We are excited to offer you remote work opportunities with flexible hours
and pay between £70-100 per hour. You can work from home, choose
your ideal schedule (part-time or full-time), and earn an income while you
train, all from a location that suits you best.

If you would like more details or would like to apply, please contact Leah
via RCS, 07585798946

Don't miss out on this flexible and lucrative opportunity!

Participants:

Participant Delivered Read Opened
+447823971192

Source Extraction: Advanced Logical

Service Identifier:
Status: Unread

Message Type:
MMS
Folder:
Inbox
Priority:
Low
2 Archives The zipped directory Open.7z Evidence 24/03/2025 24/03/2025
contains a docx file. The 15:00:34 15:02:41 -

same file were found on
the Samsung phone

Name: Open.7z Size (bytes): 20033

Path: Nokia GSM_TA-1460_DS Modified: 31/01/2025 10:33:34(UTC+0)
C02.zip/sdcard/Android/media/com.whatsap f ) .
p/WhatsApp/Media/WhatsApp Source Extraction File -System, Advanced Logical
Documents/Open.7z Source file Nokia GSM_TA-1460_DS

MDS: d0232de04bf501132db512419757051a ‘,fﬁﬁhﬂ?s’i‘\%‘;?ﬁéﬁ&d&%'ﬁé?;i‘ﬁ?’ com.whatsap

Duplicates(1) Documents/Open.7z : 0x0 (Size: 20033

Type: 0 97559

3 Uncategorized Name of nokia's owner : | AccountData.pb 24/03/2025 24/03/2025

15:08:01 15:08:01

Name: AccountData.pb Size (bytes): 190

Path: Nokia GSM_TA-1460_DS ] | Modified: 20/08/2024 19:49:07(UTC+0)
ggﬁérégggﬁiggg%%ogle.andr0|d.apps.as3|s Source Extraction File System, Advanced Logical
Source file Nokia GSM_TA-1460_DS

MD5: 60b9d7eabb1cc407bb01d135292bd206
Duplicates(2)

C02.zip/apps/com.google.android.apps.assis
tant/f/AccountData.pb : 0x0 (Size: 190 bytes)

4 Images Picture with an ICCID 1724183036100.jpg Important 24/03/2025 24/03/2025
and a phone number 15:12:57 15:12:57 &

ICCID :
89441000304622365894
Phone number :
07823971192

The phone number
match with the one found
in the messages. This
phone number is the

Nokia's
Name: 1724183036100.jpg Size (bytes): 811810 migri (tjglgr;%nail
Path: Nokia GSM_TA-1460_DS Modified: 20/08/2024 19:44:17(UTC+0) 1724183036100.jpg
OC(()) fbélp/sdcard/ AT TR Source Extraction File System, Advanced Logical
. Source file Nokia GSM_TA-1460_DS
MD5: cd8e3ec080d6bcc7d5f7fab8698075dd C02 zip/sdcard/Pictures/17241830361
Duplicates(1) 00.jpg : 0x0 (Size: 811810 bytes)
Meta Data:
Camera Make: HMD Global
Camera Model: Nokia C2 2nd Edition
Capture Time: 20/08/2024 20:44:14



files\Archives\Open.7z
files\Uncategorized\AccountData.pb
files\Image\1724183036100.jpg
files\Image\1724183036100.jpg

&)

Extraction Report - Cellebrite Reports

i.* Cellebrite

woanw_cellebrite.com

Summary

Cellebrite Physical Analyzer version

7.70.0.5

Report creation time

29/03/2025 11:29:43 +00:00

Time zone settings (UTC) (UTC+00:00) Abidjan (Africa)
Examiner name Flore Paviot-Adet

Location 1Q Building, Swansea
Department SOAC

Organization UWTSD

Source Extraction

Advanced Logical

Extraction start date/time

04/03/2025 14:07:31

Extraction end date/time

04/03/2025 14:24:54

Unit identifier 2001539118
UFED version 7.71.0.1881
Internal version 7.71.0.1881
Selected manufacturer Huawei

Selected device name POT-LX1 P Smart
Machine name SC-1Q205-27
Connection type Cable No. 100

Extraction type

Advanced Logical

Extraction ID

786483a4-0e51-4b01-84a2-eebce95c7d54

Extraction (UFD) file data integrity Intact

Report type Phone

Time zone settings (ID) _Africa/Abidjan
ChatCapture

Extraction start date/time

12/03/2025 10:38:44

Extraction end date/time

12/03/2025 10:42:17

Unit identifier 2001539118
UFED version 7.71.0.1881
Internal version 1.0.0.0

Selected manufacturer Huawei

Selected device name POT-LX1 P Smart
Machine name SC-1Q205-26
Connection type Cable No. 100
Extraction type Chat capture

Chat application name

com.android.settings

Extraction ID

ffc22849-028e-4857-bfed-65e7f984cbaf

Extraction (UFD) file data integrity

Intact

ChatCapture

Extraction start date/time

12/03/2025 10:43:03

Extraction end date/time

12/03/2025 10:52:26

Unit identifier 2001539118
UFED version 7.71.0.1881
Internal version 1.0.0.0

Selected manufacturer Huawei

Selected device name POT-LX1 P Smart
Machine name SC-1Q205-26
Connection type Cable No. 100
Extraction type Chat capture

Chat application name

com.instagram.android/com.instagram.modal.ModalActivity

Extraction ID

cladaae1-fce0-4246-b23b-9de3f2756eda

Extraction (UFD) file data integrity

Intact




Plugins

1 PreProject Cellebrite 2.0

2 UFED Logical Report Reader Cellebrite 2.0
Reads the report generated by the UFED

3 Physical Analyzer Report Reader Cellebrite 2.0
Reads report generated by the Physical Analyzer

4 ProjectProcessorFinisher Cellebrite 2.0

5 PostProject Cellebrite 2.0

Contents

9 Contacts 2 2
ﬂ Instant Messages 1 1
B Data Files 5 5

B Images 5 5
E) Tags 8 8

Contacts (2)

[ 1 [Name:.SANo. |  [phone: [ [ [ T e

Source: Phone Mobile
Source Extraction: +447917162891
Advanced Logical

2 Name: Marsh Joe Phone:
Source: Phone Mobile 00 44 7476
Source Extraction: %%Sb?gﬁ
Ad d Logical

vancedtogica 00447476538686

Instant Messages (1)

Timestamp:
28/10/2024

15:08:31(UTC+0)

Direction:

Incoming

Body:

D.F.T UK Pay the penalty immediately.
scjswt.com?gKo=bVoWFWP21U

1 +447400657582 +447917162788

Participants:

Participant Delivered

Read Opened

+447917162788

Source Extraction: Advanced Logical

Service ldentifier:
Status: Unread
Message Type:
MMS

Folder:
Inbox
Priority:
Low




Data Files (5)

Classification data will appear in blue indicating this is enriched data from Cellebrite and didn't come from the device

Images (5)

Name: Chat1_Screeni.png Size (bytes): 161232 e
Path: ChatCapture.zip/Generic/Chats/1 | Modified: 12/03/2025 10:52:26(UTC+0) r

(ChatiZScresni-png Textual metadata: peterdover2 -
MD5: 4b09a1adca48bc80a04a7cf6173 Back

7ef23 New message
SHA256: f19b27ce54d597b9dd1b4b343d5 | Source Extraction ChatCapture

2cedb : i nae

d7a67fa08bd2a7a8d 1eb2a69545 | Classifications: ® Screenshots (100%)

1
39a3 B Invoices (63%)
Source file ChatCapture.zip/Generic/Chats/1
/Chat1_Screen1.png : 0x0 (Size:
161232 bytes)
2 Name: Chat1_Screen2.png Size (bytes): 95149 —

Path: ChatCapture.zip/Generic/Chats/1 | Modified: 12/03/2025 10:52:26(UTC+0)

/Chat1_Screen2.png Textual metadata: peterdover2 -
MD5: 46a28b051c9eda46dfb6f201932f Ask Meta Al or search =

a889 Note... -
SHA256: 96977c4b4aB56d89dcccoB5794f Noelied -

e26a0 Requests

b4dd283ac8b1c955a2f93d5e2db Joe

88cb6

Source Extraction
Classifications:

Source file

| found someone in NSI compa.
He is interested. He needs to
know the level of information,
you would be willing to share.
Could you provide any
information on that? -

26w

Norman Smith

Tap to chat

Suggestions

normansmith1987

Back

New message

Meta Al

Add note

Profile photo

Joe, | found someone in NSI
compa. He is interested. He
needs to know the level of
information, you would be willing
to share. Could you provide any
information on that? -, 9
September 2024

9 September 2024

Norman Smith, Tap to chat

ChatCapture

® Screenshots (99%)
"‘E‘ Documents (79%)
ChatCapture.zip/Generic/Chats/1

/Chat1_Screen2.png : 0x0 (Size:
95149 bytes)



files\Image\Chat1_Screen1.png
files\Image\Chat1_Screen1.png
files\Image\Chat1_Screen2.png
files\Image\Chat1_Screen2.png

Name:
Path:

MD5:

SHA256:

Chat1_Screen2.png
ChatCapture.zip/Generic/Chats/1
/Chat1_Screen2.png

6d472fe0caf98d3e3e0f04cd1432
7482

€62e0100f114a2ad73a2f8de3b7
033ab
f06ed7a327ca9b867a177808c9a
9e965

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

185904
12/03/2025 10:42:17(UTC+0)

Flight mode on

Norman Smith

You aren't friends on Facebook
1 mutual friend: Joe Marsh

Start Audio Call

Start video call

Chat profile

Norman, Joe told me u r ready to
proceed. Lets keep this clean and
quick

Profile picture

Almost.We need the. Blueprint in
chunks Too risky in one go.
Forward

That wasn't the deal. Everything
at once or no deal

Security reasons . Let's start with
just the "head". You know what |
mean.

Open camera.

Open photo gallery.

Open audio recorder.

Type a message

Open sticker, emoji and GIF
keyboard.

Send a Like

ChatCapture

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen2.png : 0x0 (Size:
185904 bytes)

Name:
Path:

MDS5:

SHA256:

Chat1_Screen3.png

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen3.png

63bdddfa16dbc508cc635177fcac
0d22

4dfd8e7c3c0e54804617f6f861d7
83e6
cec3b97d8a233a32cf60a3fe56f1
be39

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

222867
12/03/2025 10:42:17(UTC+0)

Flight mode on

Message

Back

Start Audio Call

Start video call

Norman, Joe told me u r ready to
proceed. Lets keep this clean and
quick

Profile picture

Almost.We need the. Blueprint in
chunks Too risky in one go.
Forward

That wasn't the deal. Everything
at once or no deal

Security reasons . Let's start with
just the "head". You know what |
mean.

| do. But once we start there is no
backtracking

Agreed.First part releases, and
5M offshore reflects. Simple
Fine. Watch ur inbox in 48 hrs.
After that we are ghosts

Open camera.

Open photo gallery.

Open audio recorder.

Type a message

Open sticker, emoji and GIF
keyboard.

Send a Like

ChatCapture

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen3.png : 0x0 (Size:
222867 bytes)

I
Illl.I: I



files\Image\Chat1_Screen2_1.png
files\Image\Chat1_Screen2_1.png
files\Image\Chat1_Screen3.png
files\Image\Chat1_Screen3.png

5 Name: IMG 20240908 211134.jpg Size (bytes): 2222817 o

Path: Media/Internal Created: 08/09/2024 21:11:36
ggaorgggﬁ%l\il./jggmerallMG_2024 Sourc.e Ex.traction Advanced Logical

MDS5: 9dd00d973d1fd0ae4 1267693792 | Classifications: ) Documents (100%)
ef705

0 Smartphones (84%

SHA256: 8d56cabfbd1cf2af582fe58f8ea29 g ° (84%) )
d63 +#% Barcodes and QR codes (82%
0715d60818d5040ba9353e47e3 B invoices (79%)
37balb

® Hand hold object (74%)
= Cigarettes (70%)
«7 Handwriting (53%)
Source file Media/Internal
storage/DCIM/Camera/IMG_2024
0908 _211134.jpg : 0x0 (Size:
2222817 bytes)
Meta Data:
Camera Make: HUAWEI
Camera Model: POT-LX1
Capture Time: 08/09/2024 21:11:35
Pixel resolution: 3120x4160
Resolution: 72x72 (Unit: Inch)
Orientation: 0
Lat/Lon: 51.612056 / -3.970655
Tags (8)

Contacts No correspondence with 25/03/2025 26/03/2025
other contact. The 12:32:28 08:21:02
beginning of the phone
number is the sane than
Emma Blake
(07917162). They may
work for the same

Phone:

Name: . SA No. ;
Mobile +447917162891

Source: Phone
Source Extraction:
Advanced Logical

2 Samsung's phone 26/03/2025
number. Emma Blake is 08:21:49
in contact with Joe Marsh

26/03/2025
08:21:49

Name: Marsh Joe Phone:
Source: Phone Mobile 00 44 7476 538686
Source Extraction: Mobile 00447476538686

Advanced Logical

3 Phone number of the D.F.T UK Pay the penalty | Important 26/03/2025 26/03/2025
Huawei is : immediately. 08:22:58 08:22:58 o
+447917162788 scjswt.com?qKo=bVoWF
WP21U

+447400657582 Timestamp: Direction:
06575 +447917162788 | ISR Incoming

15:08:31(UTC+0) | Body:
D.F.T UK Pay the penalty immediately. scjswt.com?gKo=bVoWFWP21U

Participants:

Participant Delivered Read Opened
+447917162788

Source Extraction: Advanced Logical
Service Identifier:

Status: Unread

Message Type:

MMS

Folder:
Inbox
Priority:
Low



files\Image\IMG_20240908_211134.jpg
files\Image\IMG_20240908_211134.jpg

Images

Messages from
Instagram (09/09/2024)
between Emma Blake
and Joe Marsh.

Joe Marsh's account is
"hamster.184397".

Joe Marsh said someone
was interested for the
offer and is asking Emma

the level of information
that would be shared.

Chat1_Screen1.png

Evidence, Important

26/03/2025
08:25:23

29/03/2025
11:13:29

Name:
Path:

MD5:
SHA256:

Chat1_Screen2.png

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen2.png

46a28b051c9eda46dfb6f201932fa889
9e977c4b4a856d89dcccc85794fe26a

0
b4dd283ac8b1c955a2f93d5e2db88c
b6

pseudonym
"peterdover2". She is in
contact with Joe Marsh
and Norman Smith

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Classifications:

Source file

95149
12/03/2025 10:52:26(UTC+0)

peterdover2

Ask Meta Al or search

Note...

Your note

Messages

Requests

Joe

| found someone in NSI compa. He is
interested. He needs to know the
level of information, you would be
willing to share. Could you provide
any information on that? -

26w

Norman Smith

Tap to chat

Suggestions

normansmith1987

Back

New message

Meta Al

Add note

Profile photo

Joe, | found someone in NSI compa.
He is interested. He needs to know
the level of information, you would be
willing to share. Could you provide
any information on that? -, 9
September 2024

9 September 2024

Norman Smith, Tap to chat

ChatCapture

& Screenshots (99%)
'B Documents (79%)
ChatCapture.zip/Generic/Chats/1

/Chat1_Screen2.png : 0x0 (Size:
95149 bytes)

Name: Chat1_Screeni.png Size (bytes): 161232 :
Path: ChatCapture.zip/Generic/Chats/1 Modified: 12/03/2025 10:52:26(UTC+0) =
HETE S RTEEpTE) Textual metadata: peterdover2 o
MD5: 4b09a1adca48bc80a04a7cf61737ef2 Back
3 New message
SHA256: f19b27ce54d597b9dd1b4b343d52ce | Source Extraction ChatCapture
db e
d7a67fa08bd2a7a8d1eb2a6954530 | Classffications: @ Screenshots (100%)
31
B Invoices (63%)
Source file ChatCapture.zip/Generic/Chats/1
/Chat1_Screen1.png : 0x0 (Size:
161232 bytes)
5 Images Instagram account of Chat1_Screen2.png Important 26/03/2025 26/03/2025
Emma Blake with the 08:27:31 08:27:31

Messages from

Messenger (31/01/2025)
between Emma Blake
and Norman Smith.
Emma Blake contact
Norman to proceed the
deal.

Chat1_Screen2.png

Evidence, Important

26/03/2025
08:28:31

29/03/2025
11:21:04



files\Image\Chat1_Screen1.png
files\Image\Chat1_Screen1.png
files\Image\Chat1_Screen2.png
files\Image\Chat1_Screen2.png

Name:
Path:

MD5:
SHA256:

Chat1_Screen2.png

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen2.png

6d472fe0caf98d3e3e0f04cd 14327482
€62e0100f114a2ad73a2f8de3b7033a
b

f06ed7a327ca9b867a177808c9a9e9
65

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

185904
12/03/2025 10:42:17(UTC+0)

Flight mode on

Norman Smith

You aren't friends on Facebook
1 mutual friend: Joe Marsh

Start Audio Call

Start video call

Chat profile

Norman, Joe told me u r ready to
proceed. Lets keep this clean and
quick

Profile picture

Almost.We need the. Blueprint in
chunks Too risky in one go.
Forward

That wasn't the deal. Everything at
once or no deal

Security reasons . Let's start with just
the "head". You know what | mean.
Open camera.

Open photo gallery.

Open audio recorder.

Type a message

Open sticker, emoji and GIF
keyboard.

Send a Like

ChatCapture

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen2.png : 0x0 (Size:
185904 bytes)

7 Images

Messages from

and Norman Smith.

the first part of the

of 5 millions in an
account offshore.

Messenger (31/01/2025)
between Emma Blake

Emma Blake will send

information in 2 days in
exchange of a payment

Chat1_Screen3.png

Evidence, Important 26/03/2025
08:28:41

29/03/2025
11:26:41

File Info

Additional file info

Thumbnail

Deleted

Name:
Path:

MDS5:
SHA256:

Chat1_Screen3.png

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen3.png

63bdddfa16dbc508cc635177fc4c0d22
4dfd8e7c3c0e54804617f6f861d783e
6

cec3b97d8a233a32cf60a3fe56f1be3
9

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

222867
12/03/2025 10:42:17(UTC+0)

Flight mode on
Message

Back

Start Audio Call

TP W
|‘|'|’||

Start video call

Norman, Joe told me u r ready to
proceed. Lets keep this clean and
quick

Profile picture

Almost.We need the. Blueprint in
chunks Too risky in one go.
Forward

That wasn't the deal. Everything at
once or no deal

Security reasons . Let's start with just
the "head". You know what | mean.
| do. But once we start there is no
backtracking

Agreed.First part releases, and 5M
offshore reflects. Simple

Fine. Watch ur inbox in 48 hrs. After
that we are ghosts

Open camera.

Open photo gallery.

Open audio recorder.

Type a message

Open sticker, emoji and GIF
keyboard.

Send a Like

ChatCapture

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen3.png : 0x0 (Size:
222867 bytes)

8 Images

QR code of the
Instagram account
"HAMSTER.184397"
This account is Joe

Marsh's

Pg

IMG_20240908_211134.j | Important, Pending, 26/03/2025

Verified 08:31:35

26/03/2025
08:31:35

File Info

Additional file info

Thumbnail

Deleted
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files\Image\Chat1_Screen2_1.png
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Name:
Path:

MD5:

SHA256:

IMG_20240908 211134.jpg

Media/Internal
storage/DCIM/Camera/IMG_2024090
8_211134.jpg

9dd00d973d1fd0ae41a67693792ef70
5

8d56cabfbd1cf2af582fe58f8ea29d63
0715d60818d5040ba9353e47e337ba
Ob

Size (bytes): 2222817

Created: 08/09/2024 21:11:36
Source Extraction Advanced Logical
Classifications:

TI‘___IJ‘ Documents (100%)

0 Smartphones (84%)

# Barcodes and QR codes (82%)
B Invoices (79%)

¥ Hand hold object (74%)

o=t Cigarettes (70%)

«7 Handwriting (53%)

Source file Media/Internal
storage/DCIM/Camera/IMG_2024090
8_211134.jpg : 0x0 (Size: 2222817

bytes)
Meta Data:
Camera Make: HUAWEI
Camera Model: POT-LX1
Capture Time: 08/09/2024 21:11:35
Pixel resolution: 3120x4160
Resolution: 72x72 (Unit: Inch)
Orientation: 0

Lat/Lon: 51.612056 / -3.970655
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Extraction Report - Cellebrite Reports

Cellebrite

woanw_cellebrite.com

Summary

Cellebrite Physical Analyzer version

7.70.0.5

Report creation time

29/03/2025 11:05:20 +00:00

Time zone settings (UTC) (UTC+00:00) Abidjan (Africa)
Examiner name Flore Paviot-Adet

Location 1Q Building, Swansea
Department SOAC

Organization UWTSD

Source Extraction

Advanced Logical

Extraction start date/time

04/03/2025 12:09:50

Extraction end date/time

04/03/2025 12:21:44

Unit identifier 2001539118
UFED version 7.72.0.45
Internal version 7.72.0.45

Selected manufacturer

Samsung GSM

Selected device name

SM-A137F Galaxy A13

Machine name

SC-1Q205-23

Connection type

Cable No. 170 or Original Cable

Extraction type

Advanced Logical [ Android Backup ]

Extraction ID

329f62¢3-4436-4895-b77b-4€678938e6f2

Extraction (UFD) file data integrity Intact

Report type Phone

Time zone settings (ID) _Africa/Abidjan
ChatCapture

Extraction start date/time

14/03/2025 15:18:02

Extraction end date/time

14/03/2025 15:18:15

Unit identifier 2001539118
UFED version 7.72.0.45
Internal version 1.0.0.0

Selected manufacturer

Samsung GSM

Selected device name

SM-A137F Galaxy A13

Machine name SC-1Q205-19
Connection type Cable No. 170 or Original Cable
Extraction type Chat capture

Chat application name

com.whatsapp/com.whatsapp.Conversation

Extraction ID

28f12ee6-2c83-4045-b55d-€959606c698e

Extraction (UFD) file data integrity

Intact

ChatCapture

Extraction start date/time

14/03/2025 15:18:38

Extraction end date/time

14/03/2025 15:18:46

Unit identifier 2001539118
UFED version 7.72.0.45
Internal version 1.0.0.0

Selected manufacturer

Samsung GSM

Selected device name

SM-A137F Galaxy A13

Machine name SC-1Q205-19
Connection type Cable No. 170 or Original Cable
Extraction type Chat capture

Chat application name

com.whatsapp/com.whatsapp.Conversation

Extraction ID

28f12ee6-2c83-4045-b55d-€959606¢c698e

Extraction (UFD) file data integrity

Intact

ChatCapture

Extraction start date/time

14/03/2025 15:18:54

Extraction end date/time

14/03/2025 15:19:14

Unit identifier

2001539118

UFED version

7.72.0.45




Internal version

1.0.0.0

Selected manufacturer

Samsung GSM

Selected device name

SM-A137F Galaxy A13

Machine name SC-1Q205-19
Connection type Cable No. 170 or Original Cable
Extraction type Chat capture

Chat application name

com.whatsapp/com.whatsapp.Conversation

Extraction ID

28f12ee6-2c83-4045-b55d-€959606c698e

Extraction (UFD) file data integrity

Intact

ChatCapture

Extraction start date/time

14/03/2025 15:21:00

Extraction end date/time

14/03/2025 15:31:50

Unit identifier 2001539118
UFED version 7.72.0.45
Internal version 1.0.0.0

Selected manufacturer

Samsung GSM

Selected device name

SM-A137F Galaxy A13

Machine name SC-1Q205-19
Connection type Cable No. 170 or Original Cable
Extraction type Chat capture

Chat application name

com.whatsapp/com.whatsapp.Conversation

Extraction ID

28f12ee6-2c83-4045-b55d-€959606c698e

Extraction (UFD) file data integrity

Intact

ChatCapture

Extraction start date/time

14/03/2025 15:31:58

Extraction end date/time

14/03/2025 15:37:42

Unit identifier 2001539118
UFED version 7.72.0.45
Internal version 1.0.0.0

Selected manufacturer

Samsung GSM

Selected device name

SM-A137F Galaxy A13

Machine name SC-1Q205-19
Connection type Cable No. 170 or Original Cable
Extraction type Chat capture

Chat application name

com.whatsapp/com.whatsapp.Conversation

Extraction ID

28f12ee6-2c83-4045-b55d-€959606c698e

Extraction (UFD) file data integrity

Intact

ChatCapture

Extraction start date/time

14/03/2025 15:39:36

Extraction end date/time

14/03/2025 15:41:14

Unit identifier 2001539118
UFED version 7.72.0.45
Internal version 1.0.0.0

Selected manufacturer

Samsung GSM

Selected device name

SM-A137F Galaxy A13

Machine name SC-1Q205-19
Connection type Cable No. 170 or Original Cable
Extraction type Chat capture

Chat application name

com.whatsapp.w4b/com.whatsapp.Conversation

Extraction ID

edffb95e-b4ce-4ef6-b4db-6¢c38bf2a79a8

Extraction (UFD) file data integrity

Intact

ChatCapture

Extraction start date/time

14/03/2025 15:41:51

Extraction end date/time

14/03/2025 15:42:52

Unit identifier 2001539118
UFED version 7.72.0.45
Internal version 1.0.0.0

Selected manufacturer

Samsung GSM

Selected device name

SM-A137F Galaxy A13

Machine name SC-1Q205-19
Connection type Cable No. 170 or Original Cable
Extraction type Chat capture

Chat application name

com.whatsapp.w4b/com.whatsapp.Conversation

Extraction ID

edffb95e-b4ce-4ef6-b4db-6c38bf2a79a8

Extraction (UFD) file data integrity

Intact

File System

Extraction start date/time

04/03/2025 12:25:12

Extraction end date/time

04/03/2025 12:32:56

Unit identifier

2001539118

UFED version

7.72.0.45

Internal version

7.72.0.45




Selected manufacturer

Samsung GSM

Selected device name

SM-A137F Galaxy A13

Machine name

SC-1Q205-23

Connection type

Cable No. 170 or Original Cable

Extraction type

File System [ Android Backup ]

Extraction ID

329f62c3-4436-4895-b77b-4e678938e62

Extraction (UFD) file data integrity

Intact

Plugins

1 PreProject Cellebrite 2.0

2 UFED Logical Report Reader Cellebrite 2.0
Reads the report generated by the UFED

3 Physical Analyzer Report Reader Cellebrite 2.0
Reads report generated by the Physical Analyzer

4 ProjectProcessorFinisher Cellebrite 2.0

5 PostProject Cellebrite 2.0
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|§ Data Files 18 18
E Archives 1 1
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P videos 4 4
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Contacts (3)

1 Name: Smith Phone:
Norman Mobile
Source: Phone +4407823971192
Source Extraction:
Advanced Logical
2 Name: Test Phone:
Source: Phone Mobile 7867927693
Source Extraction:
Advanced Logical
3 Name: SE Emma Phone:
Blake Mobile
Source: Phone +447917162788
Source Extraction: Mobile
Advanced Logical +447917162788




Instant Messages (1)

1 Phone Timestamp: Direction:

From Three 27/07/2023 Incoming Q‘
09:45:54(UTC+0) | Body:

Welcome to Three!

Here's your number:
07383368785

For a summary and important information about your plan
click here 3.uk/payginfo. Please review these documents
and keep copies. By continuing to use the Three Service
you are accepting the contents of these documents.

Everything’s easier with the Three Pay As You Go app.
We've given you some free data to download it (act fast, it
only lasts for 24 hours): http://3.uk/GetTheApp

Or head here to top up: 3.uk/topup

And you can check out your terms, price guide and returns
info any time: 3.uk/PAYGterms

Source Extraction: Advanced Logical
Service Identifier:

Status: Read

Message Type:

SMS

SMSC:
+447782001808
Folder:

Inbox

Data Files (18)

Archives (1)

Name: Open.7z Size (bytes): 20033
Path: Archives/Open.7z Source Extraction Advanced Logical
MDS5: d0232de04bf501132db512419757051a | Source file Archives/Open.7z : 0x0 (Size: 20033

SHA256: 55a30168e388¢7711416bbfa1018f353 bytes)

45ac9741557e24f061c57aeede96073b
Type: 0

Images (13)
1 Name: 1000000542.jpg Size (bytes): 22765 o )
Path: gamsung GSM_SM-A137F Modified: 28/07/2023 19:46:25(UTC+0) o
alaxy : ; =
A13.zip/sdcard/Pictures/.thumbna Source Extraction File System = =
ils/1000000542.jpg Source file Samsung GSM_SM-A137F =
MD5: 882e7bb3346dcd2083971f2c334f 213'3*‘;% /sdcard/Pictures/ thumbna | —
785e ils/1000000542.jpg : 0x0 (Size:
SHA256: 976014b4e5bc9a63c68dc1e82a 22765 bytes)
96528a
c55b3ffc13b91ab3df84ch7badae
2685
2 Name: 1000001041.jpg Size (bytes): 22305 E}
Path: Samsung GSM_SM-A137F Modified: 17/08/2024 12:10:32(UTC+0)
Galaxy . )
A13 zip/sdcard/Pictures/.thumbna | Source Extraction File System
ils/1000001041.jpg Source file Samsung GSM_SM-A137F
MDS5: 91bfdc6bfef510733169eaec7ect 213'33;?;)/5 deard/Pictures) thumbna
6bb3 ils/1000001041.jpg : 0x0 (Size:
SHA256: de5a1dcOce19b9abe0ab5eb3ee 22305 bytes)
€2750f
d393f6563f8ddd0ce420973338e
b7160



files\Archives\Open.7z
files\Image\1000000542.jpg
files\Image\1000000542.jpg
files\Image\1000001041.jpg
files\Image\1000001041.jpg

Name: data.unity3d_embedded 123.jpg | Size (bytes): 48086 3]
Path: Samsung GSM_SM-A137F Source Extraction File System
Galaxy
A13.zip/sdcard/Android/obblcom. | Source file Camung GSM_SM-A137F
e A13.zip/sdcard/Android/obb/com.
m.CarXTech.highWay.obb/assets CarXTech.highWav/main.212 co
/bin/Data/data.unity3d/data.unity3 CarxTex hgh' hv¥l BEaae
d_embedded_123.jpg m.CarXTech.highWay.obb/assets
- - /bin/Data/data.unity3d :
MD5: de5bdfcabfc804b953de66a18ca2 0x107F9D1 (Size: 596792672
0fc8 bytes)
SHA256: 558620d998ff387f22a387f0c847
afee
ca91e0a75e583b4613c56d107f8
b9bc7
Name: Chat1_Screen1.png Size (bytes): 980594 )
Path: ChatCapture.zip/Generic/Chats/1 | Modified: 14/03/2025 15:18:15(UTC+0) =
/Chat1_Screent.png Textual metadata:  +91 87782 44595 -y
MD5: 33b9036b16998b3a6764ed9e6ed 1 August 2023 -
271b0 Messages and calls are end-to- .
SHA256: al144efbb6dd7d7b8a309d895e1 end encrypted. No one outside of

ab1bb
042d00df5862cbcd003265a2cbd
d5984

Source Extraction
Source file

this chat, not even WhatsApp,
can read or listen to them. Tap to
learn more.

...
13:05

No names please

Just to share my location
Annamalai International Hotel
Puducherry

479 Kamaraj Salai Saram,
Puducherry, Union Territory of
Puducherry

foursquare.com

13:06

Okay my nick name is
Danger....Will be collecting stuff
to be delivered at the Airport soon
14:25

5 August 2023

10:28

Message

Navigate up

Video call

Voice call

More options

Location

Google Map

Forward to...

Read

reaction

Seen

Emoji, GIFs and stickers

Attach

Camera, button. Double tap to
send a photo or video. Double tap
and hold to record a video note.
Slide left to cancel recording,
swipe up to lock video recording
on. Release to send.

Voice message, Button. Double
tap and hold to record, slide left to
cancel recording, slide up to lock
recording on. Release to send.

ChatCapture

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen1.png : 0x0 (Size:
980594 bytes)



files\Image\data.unity3d_embedded_123.jpg
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Name:
Path:

MD5:

SHA256:

Chat1_Screeni.png
ChatCapture_1.zip/Generic/Chats
/4 /Chat1_Screen1.png

84345859f353f0739f43d26fffdas
44

4c0eab860e8acaf2f4e201213e4
74873
¢8013285ece9e33f901823c73af
53095

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

185111
01/01/1980 00:00:00(UTC+0)

hamster.184397

Ask Meta Al or search

What's new?

Your note

Messages

Requests

Norman Smith

Seen

Peter Dover

Sent

SOACDF1 ACCA

Suggestions

Science

science_explaination

Scott Disick

letthelordbewithyou

riya prajapati 777

riyaprajapati__ 777

instituteofchildpsych
ack

New message

Meta Al

Add note

Profile picture

Norman Smith, Seen
Camera

Peter Dover, Sent
SOACDF1 ACCA, Sent

ChatCapture

ChatCapture_1.zip/Generic/Chats
/4 /Chat1_Screen1.png : 0x0
(Size: 185111 bytes)

@

Name:
Path:

MDS5:

SHA256:

Chat1_Screen1.png

ChatCapture_1.zip/Generic/Chats
/5 /Chat1_Screen1.png

ac4c3a8c8a03625bb11e8d2faec9
1bba

bcd34d58ad2231fb3dd1f2a8411
75411
1637d2bbbd7ad0ef97ec7031deb
942e5

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

238861
01/01/1980 00:00:00(UTC+0)

No Internet Connection

You're friends on Facebook

31 AUG 2024 AT 11:45

Joe, Remember me? ... we were
closing a deal coiple of years ago.
Joe, Got something that might be
interest to you.

Joe, Let's just say it's exclusive
Intel from a certain Al project you
have been competing with

31 AUG 2024 AT 20:27

2 SEPT 2024 AT 16:47

2 SEPT 2024 AT 20:36

Message

Back

Norman Smith, Thread Details
Audio call

Video call

Thread Details

View Profile

Show more options.

Open camera.

Open photo gallery.

Open audio recorder.

Type a message

Open sticker, emoji and GIF
keyboard.

Send a Like

ChatCapture

ChatCapture_1.zip/Generic/Chats
/5 /Chat1_Screen1.png : 0x0
(Size: 238861 bytes)

HL
I.I



files\Image\Chat1_Screen1_1.png
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Name:
Path:

MD5:

SHA256:

Chat1_Screeni.png
ChatCapture.zip/Generic/Chats/1
/Chat1_Screen1.png

ba1e6e096b93b73536996fcc4a3
67a31

643433a0c4048632174baaed21
ab8e41
384a451ec9d08c558cbf507a850
6792e

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

678662
14/03/2025 15:41:14(UTC+0)

Norman Smith
4 September 2024

Messages and calls are end-to-
end encrypted. No one outside of
this chat, not even WhatsApp,
can read or listen to them. Tap to
learn more.
Hi Norman , Free to take the call?
17:08
As briefed you earlier, one of the
lead engineers wants to sell some
inside information on their latest
Neuro products.
17:10
It could hive NeuroSync
Innovations a major edge
Hi Joe...Yes | can take a call
17:16
You
That's tempting.What's the price?
And how reliable is the source?
17:19
Voice call
No answer
17:31
Ha. Not now. Call me after 8pm
today, let's continue to discuss in
WhatsApp
17:37

| will call you today after 8pm
18:16

Fine you can call around 9pm ,
going to gym now
18:24

14 October 2024

Hi Norman

19:58

Message

Navigate up

Video call

More options

Read

reaction

Go to most recent message
Emoji, GIFs and stickers

Attach

Camera, button. Double tap to
send a photo or video. Double tap
and hold to record a video note.
Slide left to cancel recording,
swipe up to lock video recording
on. Release to send.

Voice message, Button. Double
tap and hold to record, slide left to
cancel recording, slide up to lock
recording on. Release to send.

ChatCapture

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen1.png : 0x0 (Size:
678662 bytes)
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Name:
Path:

MD5:

SHA256:

Chat1_Screeni.png

ChatCapture_1.zip/Generic/Chats
/2 /Chat1_Screen1.png

81ace895962d89a3fbc2daef78e8
a2ac

ecab02fc4c6779c76052b2ce5b2
1d1f6
2b68472f361a3cce99cf2a4a81a
18e2b

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

616266
01/01/1980 00:00:00(UTC+0)

Emma Blake SE
20 August 2024

Messages and calls are end-to-
end encrypted. No one outside of
this chat, not even WhatsApp,
can read or listen to them. Tap to
learn more.
Hi Emma, This is Joe Marsh. Met
you in a business meeting earlier
this month. Just saying hello
08:50
21 August 2024
Hey Joe
Hope you are well
Please let me know when you are
available for a chat
06:03
Yes | am available. What's going
on?
09:14
Hey Joe
| need your help with something
sensitive.
Do you have time to talk?
09:57
| have access to some highly
valuable information from ABC
technologies. It's related to our
new Al based Neuro product. I'm
thinking about selling it to
someone interested.
10:58
That's serious stuff Emma. Do
you know how might be
interested?
11:06
Not exactly Joe, but | trust you
can find the right buyer. The
competition must be eager to get
their hands on this tech.
11:10
| will see what | can do...I am
meeting few clients today at a
Meeting Room in a Hotel. Will
discuss about your offer.
12:13
Perfect. Let's keep this under
wraps. This could be huge for
both of us.
12:47
Absolutely. | will update you once
| have got some responses. Stay
safe
Message
Navigate up
Video call
Voice call
More options
Read
Go to most recent message
Emoji, GIFs and stickers
Attach
Camera, button. Double tap to
send a photo or video. Double tap
and hold to record a video note.
Slide left to cancel recording,
swipe up to lock video recording
on. Release to send.
Voice message, Button. Double
tap and hold to record, slide left to
cancel recording, slide up to lock
recording on. Release to send.

ChatCapture

ChatCapture_1.zip/Generic/Chats
/2 /Chat1_Screen1.png : 0x0
(Size: 616266 bytes)
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Name:
Path:

MD5:

SHA256:

Chat1_Screen2.png

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen2.png

1f97412403b7634ee411515b9b8
16¢65

6fa2a30c450581ab41edb5fef33a
731d
d1507566414367210438735e04
28b8al

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

710168
14/03/2025 15:41:14(UTC+0)

Norman Smith

Fine you can call around 9pm ,
going to gym now

18:24

14 October 2024

Hi Norman

19:58

Hi Joe..are you okay?
122

| am good.

20:49

Just checking on you. Will talk to
you later this week to update on
our deal

20:51

16 October 2024

Ok sure

10:09

31 January 2025

Open.7z

20 kB

7Z

10:33

37.7749° N, 122.4194° W

10:38

Relax, Joe. I've got this. By the
way, | noticed there’s a hidden
layer with coordinates. What's
that about?

10:39

Ignore that for now. It's just a
backup plan. Focus on the
payment.

Alright. But | want full
transparency once the deal is
done.

10:40

You'll get it. Just stick to the plan.
Message

Navigate up

Video call

Voice call

More options

reaction

Read

Forward to...

Seen

122.4194

Emoji, GIFs and stickers

Attach

Camera, button. Double tap to
send a photo or video. Double tap
and hold to record a video note.
Slide left to cancel recording,
swipe up to lock video recording
on. Release to send.

Voice message, Button. Double
tap and hold to record, slide left to
cancel recording, slide up to lock
recording on. Release to send.

ChatCapture

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen2.png : 0x0 (Size:
710168 bytes)
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10

Name:
Path:

MD5:

SHA256:

Chat1_Screen2.png
ChatCapture_1.zip/Generic/Chats
/2 /Chat1_Screen2.png

5dc986¢b93c3da360f441700c54a
1edd

3c4333f9eae93400c428ade774a
e403a
d1ece3dac50e22b9365ba349cfd
d8951

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

692448
01/01/1980 00:00:00(UTC+0)

Emma Blake SE

| will see what | can do...I am
meeting few clients today at a
Meeting Room in a Hotel. Will
discuss about your offer.

12:13

Perfect. Let's keep this under
wraps. This could be huge for
both of us.

12:47

Absolutely. | will update you once
| have got some responses. Stay
safe

15:05

22 August 2024

See my real-time location on
Google Maps!

Visit Google Maps to check out
my real-time location. With the
Google Maps App you can share
your location with friends and
family too.

maps.app.goo.gl

See my real-time location on
Maps:
https://maps.app.goo.gl/CVYgvxT
QGbuBTqBh8
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26 August 2024

Hi Emma, Nothing went as
expected during my last weeks
meeting. | have managed to get
some contacts for a meeting
today. | will keep you posted.
08:04

29 August 2024

Hi there, just nearing to some
wonderful offers. | am flying to
Glasgow to meet a contact over
there for a meeting. Will keep
you posted

15:07

31 August 2024

OK thank you

15:58

14 October 2024

Hi there, travelling back to
France this time Paris to get
some good deals. Will update
you once a deal is nearer
Message
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More options
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Forward to...
https://maps.app.goo.gl/CVYgvxT
QGbuBTqgBh8

Go to most recent message
Emoji, GIFs and stickers

Attach

Camera, button. Double tap to
send a photo or video. Double tap
and hold to record a video note.
Slide left to cancel recording,
swipe up to lock video recording
on. Release to send.

Voice message, Button. Double
tap and hold to record, slide left to
cancel recording, slide up to lock
recording on. Release to send.
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= Modified: 10/09/2024 21:45:21(UTC+0)
Path: gzgil;,ng Sl Rt Source Extraction File System
A13.zip/sdcard/Movies/Instagram/ | Source file Samsung GSM_SM-A137F
VID_255730528_064917_242.mp Galaxy
4 A13.zip/sdcard/Movies/Instagram/
. VID_255730528_064917_242.mp
MD5: 3‘1123474565770144eﬁ262f0184c 4 0%0 (Size: 2735473 byfes)
SHA256: 4cbdc4cd41c3899ac3f5d274b23
ad88e
cf2962a30a7a98de607b135b716
a0db4
2 Name: VID 68721222 044953 452.mp4 | Size (bytes): 5493418
Path: Samsung GSM_SM-A137F Modified: 26/08/2024 17:49:12(UTC+0)
Galax . )
A13.zip/sdcard/Movies/Instagram/ Source Extraction File System
VID_68721222_044953_452.mp4 | Source file Samsung GSM_SM-A137F
. Galaxy
MD5: 28330 bf1fff440d50a01c2c603a0a A13.zip/sdcard/Movies/Instagram/
VID_68721222_044953_452.mp4
SHA256: 70a306ae99db6b6ba75e733590 : 0x0 (Size: 5493418 bytes)
49ef5d
f7015ed07e0d70b85b12a9097b0
1254f
3 Name: welcome_screen_video4.mp4 Size (bytes): 36901
Path: Samsung GSM_SM-A137F Modified: 28/07/2023 13:44:49(UTC+0)
Galaxy . .
A13 zip/sdcard/Android/data/com. | Source Extraction  File System
zhiliaoapp.musically/cache/welco | Source file Samsung GSM_SM-A137F
me_screen_video4.mp4 Galaxy
. A13.zip/sdcard/Android/data/com.
LilekE %g?gf5004f7ee702049e8328392a zhiliaoapp.musically/cache/welco
me_screen_video4.mp4 : 0x0
SHA256: 19cf1e34dad70708d05eeae7741 (Size: 36901 bytes)
e6f8b
50795b2ec38e01bb68f91695dbc
d5376
4 Name: 20240819 _161919.mp4 Size (bytes): 16129751
Path: Samsung GSM_SM-A137F Modified: 19/08/2024 14:19:27(UTC+0)
Galaxy . .
A13.zip/sdcard/DCIM/Camera/20 Source Extraction File System
240819_161919.mp4 Source file Samsung GSM_SM-A137F
MDS5: e13e2b47f14a5a0111f6acad1237 /C\;%a;i{;/ cdeard/DCIM/Camera/20
bSet 240819_161919.mp4 : 0x0 (Size:
SHA256: d518a52886a3aebadc86f31bc48 16129751 bytes)
4c0c2
780e35e983a1ddae 1909981287
c061e6



files\Video\VID_255730528_064917_242.mp4
files\Video\VID_255730528_064917_242.mp4
files\Video\VID_255730528_064917_242.mp4
files\Video\VID_68721222_044953_452.mp4
files\Video\VID_68721222_044953_452.mp4
files\Video\welcome_screen_video4.mp4
files\Video\welcome_screen_video4.mp4
files\Video\20240819_161919.mp4
files\Video\20240819_161919.mp4

VID 255730528 064917 242.mp4

Samsung GSM_SM-A137F Galaxy
A13.zip/sdcard/Movies/Instagram/VID
_ 255730528 _064917_242.mp4

61aa474565770144eff262f0184c8438
4cbdc4cd41c3899ac3f5d274b23ad88

e
cf2962a30a7298de607b135b716a0d
b4

Source Extraction

2735473
10/09/2024 21:45:21(UTC+0)
File System

Samsung GSM_SM-A137F Galaxy
A13.zip/sdcard/Movies/Instagram/VID
255730528_064917_242.mp4 : 0x0

(Size: 2735473 bytes)

Corrupted video

VID_68721222 044953 452.mp4

Samsung GSM_SM-A137F Galaxy
A13.zip/sdcard/Movies/Instagram/VID
_68721222_044953_452.mp4

ec630bf1fff440d50a01c2c603a0aab4
70a306ae99db6b6ba75e73359049ef
5d

f7015ed07e0d70b85b12a9097b0125
4f

721222 044953_ |Pending
4

Source Extraction

5493418
26/08/2024 17:49:12(UTC+0)
File System

Samsung GSM_SM-A137F Galaxy
A13.zip/sdcard/Movies/Instagram/VID
_68721222_044953_452.mp4 : 0x0
(Size: 5493418 bytes)

Corrupted video

welcome_screen_video4. | Pending
4

Phone:

Mobile +4407823971192

Name: welcome screen video4.mp4 36901

Path: Samsung GSM_SM-A137F Galaxy 28/07/2023 13:44:49(UTC+0)
A13.zip/sdcard/Android/data/com.zhili . .
aoapp.musically/cache/welcome_scre | Source Extraction File System
en_video4.mp4 Samsung GSM_SM-A137F Galaxy

. A13.zip/sdcard/Android/data/com.zhili
MD5: (2)341f5004t7 ee7c2049e8a28392a757 aoapp.musically/cache/welcome._scre
en_video4.mp4 : 0x0 (Size: 36901

SHA256: 19cf1e34dad70708d05eeae7741e6f8 bytes)
b
50795b2ec38e01bb68f91695dbcd53
76

4 Contacts Nokia's owner Important 24/03/2025

15:27:00

:32:10

Name: Smith
Norman
Source: Phone
Source Extraction:
Advanced Logical

5 Contacts

number

Phon

©:
Mobile 7867927693

One of its own phone

Important 24/03/2025

15:27:19 0
Name: Test
Source: Phone

Source Extraction:
Advanced Logical

24/03/2025

14:49:03

24/03/2025
14:52:07



files\Video\VID_255730528_064917_242.mp4
files\Video\VID_255730528_064917_242.mp4
files\Video\VID_68721222_044953_452.mp4
files\Video\VID_68721222_044953_452.mp4
files\Video\welcome_screen_video4.mp4
files\Video\welcome_screen_video4.mp4

Instant
Messages

Samsung's phone
number

Welcome to Three!
Here's your number:
07383368785

For a summary and
important information
about your plan click
here 3.uk/payginfo.
Please review these
documents and keep
copies. By continuing to
use the Three Service
you are accepting the
contents of these
documents.

Everything’s easier with
the Three Pay As You
Go app. We've given you
some free data to
download it (act fast, it
only lasts for 24 hours):
http://3.uk/GetTheApp

Or head here to top up:
3.uk/topup

And you can check out
your terms, price guide
and returns info any time:
3.uk/PAYGterms

Important

24/03/2025
15:29:04

25/03/2025
11:32:10

Source

From

To All timestamps

Content

Deleted

Phone

From Three

Timestamp:
27/07/2023

Direction:
Incoming

09:45:54(UTC+0)

Body:

Welcome to Three!

Here's your number:

07383368785

these documents.

3.uk/PAYGterms

Or head here to top up: 3.uk/topup

For a summary and important information about your plan click here
3.uk/payginfo. Please review these documents and keep copies. By
continuing to use the Three Service you are accepting the contents of

Everything’s easier with the Three Pay As You Go app. We've given you
some free data to download it (act fast, it only lasts for 24 hours):
http://3.uk/GetTheApp

And you can check out your terms, price guide and returns info any time:

Service Identifier:
Status: Read
Message Type:
SMS

SMSC:
+447782001808
Folder:

Inbox

Source Extraction: Advanced Logical

Archives

Same zipped directory
that we found on the
Nokia. Both hashes
match.

Open.7z

Evidence

24/03/2025
15:31:31

25/03/2025
11:32:10

File Info

Additional file info

Deleted

Name:
Path:
MD5:
SHA256:

Type:

Open.7z
Archives/Open.7z

d0232de04bf501132db512419757051a

55a30168e388c7711416bbfa1018f353
45ac9741557e24f061c57aeede96073b

0

Size (bytes):
Source Extraction
Source file

20033

Advanced Logical
Archives/Open.7z : 0x0 (Size: 20033 bytes)

8

Videos

The video shows a way
to insert an SD card in a
tablet. We can't assume
that it is the suspect's
tablet.

20240819_161919.mp4

Important, Pending

24/03/2025
15:55:15

25/03/2025
11:32:10

File Info

Additional file info

Thumbnail

Deleted

Name:
Path:

MD5:

SHA256:

20240819 161919.mp4

Samsung GSM_SM-A137F Galaxy
A13.zip/sdcard/DCIM/Camera/202408
19_161919.mp4

e13e2b47f14a5a0111f6aca41237b5c
1

d518a52886a3aebadc86f31bc484c0c
2

780e35e983a1ddae1909981287c061
e6

Size (bytes):
Modified:

Source Extraction
Source file

16129751
19/08/2024 14:19:27(UTC+0)
File System

Samsung GSM_SM-A137F Galaxy
A13.zip/sdcard/DCIM/Camera/202408

19_161919.mp4 : 0x0 (Size:
16129751 bytes)
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files\Archives\Open.7z
files\Video\20240819_161919.mp4
files\Video\20240819_161919.mp4

9 Images Screenshot of the 1000000542.jpg Important 24/03/2025 25/03/2025
general information 15:56:51 11:32:10 o
about the phone. The
phone number is
+447383368785

Name 1000000542.jpg Size (bytes): 22765

Path: Samsung GSM_SM-A137F Galaxy Modified: 28/07/2023 19:46:25(UTC+0) —.' (.
éggdzdggsfzc.?gglﬂctures/ thumbnails/1 | g5 rce Extraction File System =

. Source file Samsung GSM_SM-A137F Galaxy s

MD5: 882e7bb3346dcd208397ff2c334f785e A13 zip/sdcard/Pictures/.thumbnails/1 E

SHA256; 976014b4e5bc9ab3c68dc1e82a9652 g&00?0542-1pg : 0x0 (Size: 22765 —
8a es
c55b3ffc13b91ab3df84cb7ba9ae268
5

10 Picture of a form witha [1000001041.jpg Important 24/03/2025 25/03/2025

birth date "10/09/1978"

15:57:52
and the gender "Male"

11:32:10

Name: 1000001041.jpg Size (bytes): 22305

Path: Samsung GSM_SM-A137F Galaxy Modified: 17/08/2024 12:10:32(UTC+0)
éggbzolqgfﬁ?gglﬂctures/.thumbna|Is/ 1 Source Extraction File System

. Source file Samsung GSM_SM-A137F Galaxy

MD5: 91bfdc6bfef510733169eaec7ec66bb3 A13 zip/sdcard/Pictures/.thumbnails/1

SHA256: de5a1dcOce19b9abelab5eb3eee275 2&00(;1041 Jjpg : 0x0 (Size: 22305
of es
d393f6563f8ddd0ce420973338eb716
0

11 Samsung's owner is in

25/03/2025

25/03/2025
contact with Emma Blake 11:33:49 k

11:33:49

Phone:
Mobile +447917162788
Mobile +447917162788

Name: SE Emma
Blake

Source: Phone
Source Extraction:
Advanced Logical

12 25/03/2025 25/03/2025

One of multiple corrupted |data.unity3d_embedded_ | Pending, Completed
J 11:38:01 11:38:01 =

pictures. Data might be 123
embedded ?

Verification : Pictures
coming from an android
video game

Name: data.unity3d_embedded_123.jpg Size (bytes): 48086
Path: Samsung GSM_SM-A137F Galaxy Source Extraction File System
T o s | Source fil Samsung GSM_SM-A137F Galaxy

ch.highWay.obb/assets/bin/Data/data.
unity3d/data.unity3d_embedded_123,j
P9

A13.zip/sdcard/Android/obb/com.CarX
Tech.highWay/main.212.com.CarXTe

ch.highWay.obb/assets/bin/Data/data.

unity3d : 0x107F9D1 (Size:

MD5: de5bdfcabfc804b953de66a18ca20fc8 596792672 bytes)
SHA256: 558620d998ff387f22a387f0c847afee
ca91e0a75e583b4613c56d107f8b9b
c7
13 Images Messages from Chat1_Screen1.png Important, Pending 25/03/2025 29/03/2025
Whatsapp (01/08/2023; 11:43:56 11:03:28 o
05/08/2023) between
Unknown and Joe
Marsh.

Conversation to an
unknown indian number
(Not in contacts) about
the collection and
delivery of something.
Suspicious behaviour
(use of nickname, shared
locations). For now, no
correspondance between
the sales of ABC
technology data and

those messages.
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files\Image\1000000542.jpg
files\Image\1000000542.jpg
files\Image\1000001041.jpg
files\Image\1000001041.jpg
files\Image\data.unity3d_embedded_123.jpg
files\Image\data.unity3d_embedded_123.jpg

Name:
Path:

MD5:

SHA256:

Chat1_Screeni.png

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen1.png

33b9036b16998b3a6764ed9ebed271
b0

a144efb6b6dd7d7b8a309d895e1ab1
bb
042d00df5862cbcd003265a2cbdd59
84

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

980594

14/03/2025 15:18:15(UTC+0)

+91 87782 44595
1 August 2023

Messages and calls are end-to-end
encrypted. No one outside of this
chat, not even WhatsApp, can read or
listen to them. Tap to learn more.

Hi....
13:05
No names please

Just to share my location
Annamalai International Hotel

Puducherry

479 Kamaraj Salai Saram,
Puducherry, Union Territory of

Puducherry
foursquare.com
13:06

Okay my nick name is Danger....Will
be collecting stuff to be delivered at

the Airport soon
14:25

5 August 2023
10:28
Message
Navigate up
Video call
Voice call
More options
Location
Google Map
Forward to...
Read
reaction
Seen

Emoji, GIFs and stickers

Attach

Camera, button. Double tap to send a
photo or video. Double tap and hold to
record a video note. Slide left to
cancel recording, swipe up to lock
video recording on. Release to send.
Voice message, Button. Double tap
and hold to record, slide left to cancel
recording, slide up to lock recording

on. Release to send.
ChatCapture

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen1.png : 0x0 (Size:

980594 bytes)

-t

14 Images

Instagram account of
Samsung's owner. He

Dover.

has been in contact with
Norman Smith and Peter

With further investigation
on the Huawei phone, we
can estrablish that "Peter
Dover" is the Instagram
account of Emma Blake.

Chat1_Screen1.png

Verified

Important, Pending,

25/03/2025
11:52:21

29/03/2025
11:00:43

File Info

Additional file info

Thumbnail

Deleted

Name:
Path:

MD5:
SHA256:

Chat1_Screen1.png

ChatCapture_1.zip/Generic/Chats/4
/Chat1_Screen1.png

8434585e9f353f0739f43d26fffda844
4c0eab860e8acaf2f4e201213e47487
3

¢8013285ece9e33f901823¢c73af5309
5

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

185111

01/01/1980 00:00:00(UTC+0)

hamster.184397

Ask Meta Al or search

What's new?

Your note
Messages
Requests

Norman Smith
Seen

Peter Dover

Sent

SOACDF1 ACCA
Suggestions
Science
science_explaination
Scott Disick
letthelordbewithyou
riya prajapati 777
riyaprajapati__ 777
instituteofchildpsych
Back

New message

Meta Al

Add note

Profile picture
Norman Smith, Seen
Camera

Peter Dover, Sent

SOACDF1 ACCA, Sent

ChatCapture

ChatCapture_1.zip/Generic/Chats/4
/Chat1_Screen1.png : 0x0 (Size:

185117 bytes)



files\Image\Chat1_Screen1.png
files\Image\Chat1_Screen1.png
files\Image\Chat1_Screen1_1.png
files\Image\Chat1_Screen1_1.png

15 Images Messages from Chat1_Screen1.png Evidence, Important 25/03/2025 29/03/2025
Messenger (31/08/2024; 11:54:09 10:58:50 o
02/09/2024) between
Norman Smith and Joe
Marsh.

Joe Marsh get back in
touch with Norman
Smith, someone he used
to work with. Joe Marsh
make a brief presentation
of the offer ans ask
Norman his phone
number (07823971192)
which correspond to the
Nokia.
File Info Additional file info Thumbnail Deleted
Name: Chat1_Screen1.png Size (bytes): 238861 o
Path: ChatCapture_1.zip/Generic/Chats/5 Modified: 01/01/1980 00:00:00(UTC+0)
e Textual metadata: No Internet Connection .
MD5: ac4c3a8c8a03625bb11e8d2faec91bb You're friends on Facebook
a 31 AUG 2024 AT 11:45 =
2 .
SHA256: bcd34d58ad2231fb3dd1f2a84117541 (J;ﬁ%ir%e? 32;5%2?;?9 ofiyears ago
1637d2bbbd7ad0ef97ec7031deb942 ﬁn‘;g;ei?{g‘;g"f‘h'”g that might be
e5 Joe, Let's just say it's exclusive Intel
from a certain Al project you have
been competing with
31 AUG 2024 AT 20:27
2 SEPT 2024 AT 16:47
2 SEPT 2024 AT 20:36
Message
Back
Norman Smith, Thread Details
Audio call
Video call
Thread Details
View Profile
Show more options.
Open camera.
Open photo gallery.
Open audio recorder.
Type a message
Open sticker, emoji and GIF
keyboard.
Send a Like
Source Extraction ChatCapture
Source file ChatCapture_1.zip/Generic/Chats/5
/Chat1_Screen1.png : 0x0 (Size:
238861 bytes)

16 Images Messages from Chat1_Screen1.png Evidence, Important 25/03/2025 29/03/2025
WhatsApp (04/09/2024) 11:55:38 10:46:49 o
between Norman Smith
and Joe Marsh.

Joe Marsh informs
Norman Smith about the
offer concerning selling
informations about the
new ABC technologies'
project. We leamn that
Norman Smith is working
for a concurrent
company : NeuroSync.
He is interested but he is
asking for more
information. Joe Marsh
tried to call him.

File Info Additional file info Thumbnail Deleted
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files\Image\Chat1_Screen1_2.png
files\Image\Chat1_Screen1_2.png

Name:
Path:

MD5:

SHA256:

Chat1_Screeni.png

ChatCapture.zip/Generic/Chats/1
/Chat1_Screen1.png

ba1e6e096b93b73536996fcc4a367a3
1
643433a0c4048632174baae421a58e
41

384a451ec9d08c558cbf507a850679
2e

Size (bytes):
Modified:
Textual metadata:

Source Extraction
Source file

678662
14/03/2025 15:41:14(UTC+0)

Norman Smith
4 September 2024

Messages and calls are end-to-end
encrypted. No one outside of this
chat, not even WhatsApp, can read or
listen to them. Tap to learn more.
Hi Norman , Free to take the call?
17:08
As briefed you earlier, one of the lead
engineers wants to sell some inside
information on their latest Neuro
products.
17:10
It could hive NeuroSync Innovations a
major edge
Hi Joe...Yes | can take a call
17:16
You
That's tempting.What's the price?
And how reliable is the source?
17:19
Voice call
No answer
17:31
Ha. Not now. Call me after 8pm today,
let's continue to discuss in WhatsApp

7:37

I will call you today after 8pm

18:16

Fine you can call around 9pm , going
to gym now

18:24

14 October 2024

Hi Norman

19:58

Message

Navigate up

Video call

More options

Read

reaction

Go to most recent message
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Deleted
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