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Findings of research
1. Data poisoning is of high impact, low-cost, and structurally hard to detect. It survives at very low rates and passes the standard validation that certifies clean models. 
2. Of all the regulatory tools governing AI in financial services, only the AI Act reaches data integrity of the training set, and its enforcement has been deferred to December 2027, so the one law that addresses the threat cannot yet be relied upon.
3. Therefore, controls must be derived from risk and designed into the ML lifecycle, with compliance treated as evidence produced along the way.
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Workstream 1
[bookmark: _Toc236094692]Aegis FinTech Information Security Structure
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This is the information security structure I have designed for Aegis Fintech, it is designed so every risk has a defined owner. Following the risks and gaps that I found in Task 1’s research this structure covers the GDPR [1] and DORA [2] and NIST AI RMF [3] and ISO 42001 [4] by including an AI Security Specialist.
I believe that the CISO (Chief Information Security Officer) should report directly to the board not to technical chief as this fosters an independence from the teams that build the financial services as their function is to ensure the shipping of the product is quickly and efficiently, because those priorities conflict, this is requirement I found of DORA’s article 5 [5], concerning management accountability. 
Additionally, I integrated an Data Protection Officer is mandatory under GDPR article 37 [6] for an entity doing automated decision making on individuals at scale. The independence means it advises the Board, not reports through the CISO. 
I have added an AI Security Specialist, this is necessary because poisoning attacks to the pipeline and no off the shelf control catches it, someone must own ML-pipeline integrity specifically. This role wouldn’t be present for a company that doesn’t deal in AI and does create an additional strain on budgeting but is justified by the risk. I have decided that the design leans on Managed Detection & Response programme and clear accountability which will be brought in externally, rather than that a staffed SOC due to staffing budget.
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This policy exists to adhere to the requirements of the upcoming AI Act [7] and ISO 42001, which I believe to be important to the structure of Aegis if we want to integrate AI into our decision making process. The pipeline is an attack surface no mandatory regulation requires us to enforce until 2 December next year however if we are ready now then this allows us to be ahead of the legislature when it is enforced, this policy is the control that fills that gap.
It will be designed to include the scrutiny and visibility over training/validation/test data, third-party datasets, fine-tuning inputs, the retraining loop and model registry.
The key controls I would implement would be data provenance & signing, training-set validation before ingestion, anomaly screening of live retraining data, model approval gate before deployment and a Machine Learning Bill of Materials.
This will be owned and overseen by our AI Security Specialist and accountable to myself the CISO.
[bookmark: _Toc236094695]Acceptable Use & Access Control Policy
I have designed this policy with the purpose of least privilege access being Aegis’s default posture, it assume no user or device is trusted by location in accordance with ISO/IEC 27001 A.5 [8] & A.8 [9] and DORA article 9 [10], this aligns with the Zero Trust model that is described in workstream 4 in this report.
The scope I believe to be implemented for this policy will apply to all staff, contractors, devices, and service accounts touching Aegis systems and data.
The key controls I will look to implement will be Multi Factor Authentication (MFA) everywhere, role-based access, joiner/mover/leaver process, privileged access review and device compliance before access.
This will be owned by the Security Engineer and then they will be accountable to the CISO, myself.
[bookmark: _Toc236094696]Incident Response & Breach Notification Policy
I have designed this policy to be in accordance with GDPR Art. 33[11], and DORA incident reporting regulations [12]. The purpose of the policy is to ensure incidents are detected, contained, and reported within the regulatory clock. These deadlines are legal requirements, not internal decisions.
The scope I believe to be implemented for this policy will apply to all security incidents and defines what counts as a reportable personal-data breach vs a major ICT incident.
The key controls I will look to implement will be Severity classification, 72-hour GDPR [13] notification playbook to ICO, DORA major-incident reporting, defined roles and post-incident review and remediation.
I will be responsible for this as CISO, the DPO will advise me on the breach notification threshold and when incidents are escalated.
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	Compliance Roadmap — Aegis FinTech
	
	
	
	

	
	
	

	
	
	
	
	
	
	

	Regime / workstream
	H2 2025
	H1 2026
	H2 2026
	H1 2027
	H2 2027
	2028+

	GDPR
In force · immediate
	GDPR Data Compliance
	 
	Breach-notification readiness · maintain
	 
	 
	 

	DORA
In force since Jan 2025
	ICT risk framework · 3rd-party register
	 
	Incident reporting · maintain
	 
	 
	 

	EU AI Act
High-risk deferred to Dec 2027
	 
	Track harmonised standards
	 
	 
	Art. 10 / 15 readiness
	 

	Pipeline controls
Built now, on risk, not deadlines
	WS4 pipeline-integrity controls
	 
	 
	Feeds AI Act evidence →
	 
	 



Following on from the finding in Task 1 I have implemented a Gantt chart to plot and manage progress for Aegis to be compliant with GDPR and DORA which is already in place and to comply and with the standards of the AI Act which will become mandatory in the second half of 2027.
AI Act has it’s high risk obligations deferred to 2 Dec 2027, so this is scheduled, not immediate. My recommended action would be to treat Article 10 [14] & 15 [15] readiness as a 2026–27 workstream, track the standards as they're published to not build controls against a moving deadline. The controls Aegis needs (pipeline integrity, WS4) are being built now because the risk demands it, and AI Act compliance will come from the evidence of this.
However, I am aware that compliance isn’t a one off procedure and it will be kept up to date by a Governance, Risk and Compliance Analyst, which Aegis has already in its compliance team, they will maintain evidence of the compliance within Aegis. The Governance Committee (Workstream 7) will review conduct reviews quarterly along side ISO audits conducted annually to ensure Aegis adheres to the standards set in the Gantt chart.
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I want to implement a Zero Trust architecture for Aegis, a model that which is can be described as never trust, always verify. Zero Trust removes the assumption that anything inside the network is safe, every request it has to be authenticated and authorised regardless of origin.
The design follows NIST SP 800-207 [16], the reference architecture for Zero Trust. Every request is authenticated, authorised, and evaluated at a policy enforcement point. The ML pipeline is treated as a protected resource.
Identity is the primary control plane in a Zero Trust model. The Controls to be put in place are phishing-resistant MFA (FIDO2/passkeys). Another alternative is text message based one time passcodes but these are not as effective, because they are defeated by SIM-swap attacks.
Access is based on device posture, not network location. The Controls to be put in place are managed device compliance checks before a session is granted. Another alternative is the traditional VPN model, where connecting to the network implied trust, but this is the exact kind of assumption Zero Trust is designed to remove.
The network is micro segmented protected resources so that a compromise in one area cannot move laterally. The policy is designed to broker every request (Policy Decision Point /Policy Enforcement Point in the diagram). This is the main proposal of NIST SP 800-207, it ensures that lateral movement is prevented, so a breach of perimeter isn’t a wholesale breach of Aegis’ data.
Access to applications and data follows the principle of least privilege. This means users, programs, and systems get only the minimum access needed to do their work. These controls are put in place by enforcing data encryption at rest and in transit, data classification and authorisation per session. This is important to ensure that data is kept secure in line with GDPR.
The distinguishing feature of this architecture is that the ML pipeline is treated as a protected resource under the same Zero Trust ideas. As established in Task 1 finding 1, the training pipeline is an attack surface that conventional controls cannot reach. So the same 'never trust, always verify' principle applied to users is applied to data.
The four controls are:
Data sources
Training data is untrusted by default, ownership and history is verified and signed before ingestion.
Ingestion
Anomaly screening on both the initial training set and the live retraining stream, this is where Finding 1’s continuous poisoning risk is caught.
Model Registry
This is access-gated, versioned and integrity-checked.
Approval Gate
No model reaches production without passing pipeline integrity validation. This provides assurance that standard benchmark testing cannot, so the gate checks integrity, not just performance. This does not eliminate clean-label poisoning however, Task 1 established that no control fully does. What it does is place detection points where none previously existed, and a higher cost to the attacker.
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Risk Register
	Risk Register — Aegis FinTech
	
	
	
	
	

	Scored on likelihood over  impact (1-5 each, inherent = before controls, residual = after). Method: ISO/IEC 27005. Data poisoning leads the register (Task 1, Finding 1).

	
	
	
	
	
	
	
	

	ID
	Risk
	Likelihood
	Impact
	Inherent risk
	Primary control (WS)
	Residual
	Owner

	R1
	Data poisoning of the fraud model (clean-label / retraining loop)
	4
	5
	20
	Pipeline-integrity controls & model-approval gate (WS4); AI/ML governance policy (WS2)
	12
	AI Security Specialist

	R2
	Third-party / foundation-model supply-chain compromise
	3
	5
	15
	Provenance verification, ML-BOM, vendor due diligence (WS2/WS4)
	8
	AI Security Specialist

	R3
	Ransomware / data encryption incident
	3
	5
	15
	MDR, immutable backups, IR playbook (WS6)
	8
	CISO

	R4
	Credential compromise / account takeover
	4
	4
	16
	Phishing-resistant MFA, least privilege, Zero Trust (WS4)
	6
	Security Engineer

	R5
	Personal-data breach (GDPR)
	3
	4
	12
	Encryption, access control, 72h notification process (WS2/WS6)
	6
	DPO / CISO

	R6
	Regulatory non-compliance (DORA / AI Act timing)
	3
	3
	9
	Compliance roadmap, framework mapping (WS3)
	4
	GRC Analyst

	R7
	Cloud misconfiguration
	3
	4
	12
	IaC baselines, config monitoring (WS4)
	4
	Security Engineer

	R8
	Insider threat / privilege misuse
	2
	4
	8
	Least privilege, access review, logging (WS4)
	6
	CISO

	
	
	
	
	
	
	
	

	Score key (Likelihood x Impact, out of 25):
	
	
	
	
	
	

	17-25  Critical
	10-16  High
	5-9  Medium
	1-4  Low

	
	
	
	
	
	
	
	


In this risk register, I have scored each risk category by multiplying the likelihood over the impact to have a quantifiable inherent risk score as well as a scale that is coloured coded to be easy to understand to those who are not familiar with risk management. Data poisoning of the fraud model sits at or near the top, because that's Finding 1’s critical point and this is specific to Aegis’ case. A generic register leads with maybe ransomware and phishing, but for Aegis it leads with the ML pipeline.
The table is scannable and places data poisoning at the top at the biggest risk, its inherent score is high as it’s hard to detect and you can't rely on catching it after the fact. The WS4 (Zero Trust ML skew) pipeline monitoring is stated, showing the control that combats the risk. However, residual risk stays high because clean-label poisoning isn't fully solvable.
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	Ransomware Incident Response Playbook — Aegis FinTech
	
	

	NIST SP 800-61 phases across the top. The regulatory clock (DPO row) runs in with containment. GDPR Art. 33 gives 72h from awareness, not from recovery.

	
	
	
	
	

	Actor \ Phase
	1 · Detection & Analysis
	2 · Containment
	3 · Eradication & Recovery
	4 · Post-Incident

	MDR / SOC
(outsourced)
	Detect & alert: unusual encryption / mass file change flagged, alert raised to CISO
	Isolate: quarantine affected hosts, cut lateral paths, preserve forensic image
	Eradicate: remove persistence, confirm clean before restore
	 

	CISO
	Declare & classify: declare incident, set severity, invoke playbook, notify Board
	Command: coordinate response, decide containment scope, own comms
	Authorise recovery: approve restore from immutable backup.
No ransom paid
	Review: lessons learned, control gaps, update playbook

	Security
Engineer
	 
	Support isolation: revoke credentials, rotate keys, block indicators
	Restore: rebuild from immutable backup, validate integrity, bring fraud model online (or rules-based fallback)
	 

	DPO ·
REG. CLOCK
	Clock starts at detection. DPO assesses whether personal data is affected
	Assess as it happens, do not wait for recovery. Reportable breach (GDPR) / major ICT incident (DORA)?
	Notify <72h to ICO if reportable.
DORA incident report within its window
	Confirm notifications logged & closed



Ransomware incident response (IR) follows the NIST SP 800-61[17] lifecycle, the regulatory clock starts when issue is detected, not resolved, so the workstream is built to hit GDPR's 72 hours and DORA's risk window.
Preparation, detection and analysis, containment, eradication/recovery and post-incident review. So how I would propose this is implemented is in this order;
MDR detects and alerts > CISO declares and classifies severity > containment (MDR isolates, Engineer stops credentials used) > DPO then assesses how reportable the breach is at the same time as containing it not after recovery, because the 72-hour clock is already running > recovery comes from immutable backups so no ransom is paid because restoration removes the need for it > then post-incident review. 
The fraud service has a Recovery Time Objective (RTO) of 4 hours and a Recovery Point Objective (RPO) of 15 minutes. With offline/immutable backups are what making "no ransom" a real option rather than a hope. With this structure IR fixes the incident and then continuity allows Aegis to continue operating with out any major downtime. Running two processes at the same time allows restoration and isolation to happen quicker.
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RACI Matrix
	Security Governance RACI Matrix
	
	
	
	
	
	

	R = Responsible (does the work) A = Accountable (owns the outcome, one per row) C = Consulted 
I = Informed. 

CISO is Accountable across the security function (DORA Art. 5);
DPO is Consulted, not Accountable, on breach decisions (independence).

	
	
	
	
	
	
	
	

	Activity
	Board
	CISO
	DPO
	AI Security
Specialist
	Security
Engineer
	GRC
Analyst
	MDR
(external)

	Set risk appetite / accept residual risk
	A
	R
	C
	I
	I
	C
	I

	Maintain risk register
	I
	A
	C
	C
	C
	R
	I

	ML pipeline integrity & model-approval gate
	I
	A
	I
	R
	C
	I
	I

	Incident response (technical)
	I
	A
	I
	C
	R
	I
	R

	Breach notification decision
	I
	A
	C
	I
	I
	C
	I

	Policy review & approval
	I
	A
	C
	C
	C
	R
	I

	Compliance evidence & audits
	I
	A
	C
	I
	I
	R
	I

	Board / regulator reporting
	A
	R
	C
	I
	I
	C
	I

	24/7 monitoring & detection
	I
	A
	I
	I
	C
	I
	R


 
The RACI matrix makes accountability explicit, for each major activity. It contains risk register maintenance, incident response, policy review, model-approval gate, compliance evidence and board reporting. The CISO is Accountable for everything security (single point of accountability, DORA Art. 5 [18]), and the DPO is consulted, not accountable, on breach decisions.
This is linked to NIST CSF 2.0 [19], an operating framework, this also ties directly with DORA article 5’s regulation on management accountability. I have previously discussed this with the Security Governance Committee, it is chaired by the CISO, DPO, a board representative and GRC Analyst, it will meet quarterly and will decide risk acceptance, policy approval, roadmap review. This is where the risk register will be discussed and evaluated.

12-Month Security Roadmap
	12-Month Security Roadmap Aegis FinTech
	

	Sequenced by risk, not by ease Highest-risk items (R1 pipeline poisoning) are delivered first. Each phase carries a measurable KPI.

	
	
	
	

	Phase
	Focus (work-streams)
	Key deliverables
	Target KPI

	Q1

	WS4 ML pipeline · WS1 org · WS5 register
	Stand up AI Security Specialist; data provenance & signing live; model-approval gate operational; risk register baselined
	100% training sources with verified provenance; model-approval gate on 100% of deployments

	Q2

	WS4 Zero Trust · WS2 access policy
	Phishing-resistant MFA rolled out; micro-segmentation; least-privilege access; device compliance
	100% privileged accounts on FIDO2 MFA; MTTD < 1 hour via MDR

	Q3

	WS6 IR/BC · WS3 DORA evidence
	IR playbook tested (tabletop); immutable backups verified; DORA third-party register complete
	IR tabletop passed; RTO 4h / RPO 15min proven in test; 100% critical vendors in register

	Q4

	WS3 ISO 27001 · WS7 AI Act tracking
	ISO 27001 readiness assessment; AI Act Art.10/15 gap analysis; harmonised-standards tracking
	ISO 27001 Stage 1 readiness achieved; residual risk score trend down across register



I have devised a phased plan in the form of a 12 month roadmap, divided into quarters or months, sequencing the workstreams into defined and measurable deliverables. It focuses on the riskiest parts first not the easiest. Every phase carries a measurable Key Performance Indicator (KPI) with a number and unit. Each phase needs KPIs which are measurable, not just aspirational. This is what makes it a managed programme rather than a wish list.
This programme operationalises and realises the three Task 1 findings. The roadmap sequences by risk (Finding 3), the pipeline controls address the poisoning threat (Finding 1), and the AI Act tracking treats compliance as forward evidence, not a current fight to tick boxes (finding 2).
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