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Objectives 
Part 1: Attack 
  Task 1: Do a detailed search on high profile cyberattacks in the recent 5 years. Task 2: Based on your search, write an analysis of a cyberattack. 
 
Part 2: Defense 
 
Part 1: Background / Scenario 
Governments, businesses, and individual users are increasingly the targets of cyberattacks and experts predict that these attacks are likely to increase in the future. Cybersecurity education is a top international priority as high-profile cyber-security related incidents raise the fear that attacks could threaten the global economy. The Center for Strategic and International Studies estimates that the cost of cybercrime to the global economy is more than $600 billion annually. In this lab, you will study four high profile cyberattacks and be prepared to discuss the who, what, why and how of each attack. 
Required Resources 
• PC or mobile device with internet access Instructions Part 1:  
Task 1 Conduct search of high profile cyberattacks. 
a. Using your favorite search engine conduct a search for each of the cyberattacks listed below. Your search will likely turn up multiple results ranging from news articles to technical articles. 
(Not limited to the following listed) 
· The Stuxnet Virus o 	Marriott data breach o 	United Nations data breach 
· Microsoft customer support database breach 
· Lifelabs data breach 
Note: You can use the web browser in virtual machine installed to research the hack. By using the virtual machine, you may prevent malware from being installed on your computer. 
b. Also, conduct a search for Internet of Things (IoT) vulnerabilities. During your search, find an example of an IoT vulnerability for each of the IoT verticals: industry, energy systems, healthcare, and government.  
c. Read the articles found from your search and share your thoughts (You shall select any one attack)  
 
Task 2 Analysis of a cyberattack. 
Write an analysis of the attack you have selected and try to answer the questions below. (Brief each answers within 20 to 50 words) 
 	Who were the victims of the attacks? 
 143 Million Equifax consumers whose data was potentially breached by the attack and employees and share holders were victims as the share prices declined as soon as the attack was publicly announced.
 
 
What technologies and tools were used in the attack? 
 Attackers sent malicious HTTP requests with malicious code inside the content-type header that Apache Struts would then go on to execute. It is not known what tools the attackers used but Burp Suite would be one such example of a tool able to perform these requests.
 
 
When did the attack happen within the network? 
 Equifax first knew about the breach on the 29th July 2017, Forensics analysed and estimate the initial breach date to be 10th March 2017. The attackers active within Equifax’s networks for 76days undiscovered.
 
 
What systems were targeted? 
 Attackers targeting a  consumer complaint web portal which gave them access to a compromised server. They were then able to access multiple Equifax databases containing information on millions of people. 	
 
 
What was the motivation of the attackers in this case? What did they hope to achieve?  
 It is thought to have been Chinese state sponsored hackers who sought to find confidential information of American officials or spies who were in financial hardship in order to target them for bribes or blackmail them into giving state secrets.
 
 
What was the outcome of the attack? (stolen data, ransom, system damage, etc.) 
 The outcome of the attack was stolen data that consisted of names, addresses, dates of birth, social security numbers and driving Licences. 200,000 of the potential 143 million customers also had their credit card details stolen.
 
 
What is the vulnerability and who might exploit it? Explain. 
 The vulnerability is known as CVE-2017-5638 was discovered in Apache Struts. Any person made aware of this CVE could mass scan for out date unpatched versions being run.
 
 
Why does the vulnerability exist? 
 When the Apache Software foundation where made aware of the CVE they released a patch and Equifax administrators were told to to apply the patch.
 
 
What could be done to limit the vulnerability? 
 Equifax It department did a series of scans to look for unpatched systems but the scans seemed to have not worked. The attacks would have been severely limited had the patch been applied.
 
 
 
 
 
 
Part 2: Background / Scenario 
Based on the lecture session, to defend any network, what is the available system? In other words. As individuals, in this field people perform a wide variety of jobs including, but not limited to, consultation, investigation, and program management services
 to mitigate risks from both internal and external sources. Those individuals, known as cybersecurity professionals, are required to evaluate, design and implement security plans, conduct in-depth fraud investigation, perform security research and risk assessment, and propose solutions to potential security breaches. 
Individuals with good security skills have a great earning potential. To be considered for one of these high paying jobs, it is very important to have the proper qualifications. Because of this, it is important to consider the industry certifications available for this career path. There are many certifications to choose from. Selecting the right certification(s) for you requires careful consideration. 
Required Resources 
	• 	PC or mobile device with internet access 
Instructions 
Conduct search of Certifications. 
1. Use your favourite search engine to conduct a search for the most popular cybersecurity-related certifications. List them below with the organization that provides the certification. 
Certified Ethical Hacker (CEH): EC Council
Certified Hacking Forensics Investigator (CHFI): EC Council
Offensive Security Certified Professional (OSCP): Offensive Security
Offensive Security Web Expert (OSCE): Offensive Security
Security+: CompTIA
Cyber Security Analyst (CySA+): CompTIA
PenTest+: CompTIA
Certified Information Systems Security Professional (CISSP): (ISC)2
Cisco Certified Network Associate Security (CCNA): Cisco
Cisco Certified Network Professional Security (CCNP): Cisco
 
  
2. Pick three certifications from the list above and provide more detail about the certification requirements and knowledge gained i.e.: vendor specific or neutral, number of exams to gain certification, exam requirements, topics covered etc. 
CEH is a vendor neutral exam that can be completed after taking the relevant training. The exam consists of 125 questions broken down into seven domains which are: Background, Analysis/assesment,Security,Tools,systems,programmes,procedures/methodology, Regulation/policy and Ethics. There is no set passing score as the difficulty may vary between versions of the exam, but it is thought a passing score to be in-between 55-85%.
CompTIA Security plus is a 90 minute exam of no more than 90 questions with a passing score being 750 on a scale of 100-900. The CompTIA Security+ exam will certify the successful candidate has the knowledge and skills required to install and configure systems to secure applications, networks, and devices; perform threat analysis and respond with appropriate mitigation techniques; participate in risk mitigation activities; and operate with an awareness of applicable policies, laws, and regulations. The successful candidate will perform these tasks to support the principles of confidentiality, integrity, and availability.
 
 
 
Investigate positions available within cybersecurity 
Glassdoor is one of the largest job sites worldwide. Using your browser of choice, access glassdoor.com and search to find cybersecurity jobs available that were posted within the last two weeks. Adjust the search as you would like. You can search for jobs in your area or an area that you would like to live and work in. You could also use other job sites. 
Questions  
3. How many new job listings were posted within the last two weeks? 
 15
 
 
 
4. What is the salary range for the top 10 listings? 
£25k starting salary for cyber security analysts to equal to or greater than  £70k for higher level manger and leadership roles.
  
 
5. What are the most common qualifications required by employers? 
Bachelor’s degree in Computer Science, Computer Networks, Information Security or any other technical discipline PgDIP or MSc of relevance.
  
6. What industry certifications are required by these employers? 
CISSP, CCSP, CISM, CISA, security +, SANS, GIAC, OSCP, ISC2
 
 
 
7. Investigate online resources that allow you to legally test your hacking skills. These tools allow a novice with limited cyber security experience to sharpen their penetration testing skills. One such site is Google Gruyere (Web Application Exploits and Defences). What kinds of challenges can you find? 

hackthebox.eu Hackthebox allows you to SSH using a VPN to connect to vulnerable virtual machines to compete in capture the flag style leader boards. There is a free option and paid option.

Tryhackme.com TryHackMe provides guides and challenges as well as byte sized gamified lessons to hack on realistic networks and web applications. There is a free option and paid option.

Cyberseclabs.co.uk provide real words penetration testing labs that include active directory. There are free and paid options.

Pentesterlab.com is a paid service to learn web hacking and offers courses as well as labs on different subjects to earn badges for example such as Code review, Unix, Serialize badges etc.

Vulnhub.com Vulnhub provides compromised virtual machines in which to practice ethical hacking that are added by the community and is a free site.





	2 	n.kaliyamurthy@uwtsd.ac.uk                                                                                                           
 
	2 	n.kaliyamurthy@uwtsd.ac.uk                                                                                                           
 
image1.jpg
PRIFYSGOL CYMRU
Y Drindod Dewi Sant
UNIVERSITY OF WALES

Trinity Saint David

SWANSEA - ABERTAWE




image2.png
Cisco | Networking Academy®
Mind Wide Open”




