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Abstract

This study looks at whether AWS Rekognition can reliably verify identity by comparing
driving licence photos, specifically for the DVLA's Ten-Year-Renewal process. Currently,
DVLA caseworkers manually review thousands of photos daily, a time-consuming task prone
to human error and causing delay on application outcome as it sometimes takes weeks to
manually review photos depending on queue, particularly when comparing images taken a

decade apart as people age.

To experiment facial recognition in DVLA context a serverless application is used for
biometric matching and checking photo standards. The tests included 359 genuine pairs and 30
impostor pairs from AgeDB, MORPH, CACD, and FGNET datasets. Combining photos from
these datasets allowed a good spread of demographics and age gaps, some stretching up to 23

years between photos.

The CompareFaces API performed well it averaged 99.92% similarity with 99% confidence
and correctly rejected all impostor pair. Even with photos taken 10 years apart the exact
scenario DVLA faces with licence renewals it still managed 99.80% average similarity, which
shows it handles natural aging reasonably well. That said, the demographic breakdown wasn't
quite as uniform. Mixed Race males in their 40s saw accuracy decline to 98.66%, while East
Asian males aged 50-60 declined to 99.23% both the lowest scores recorded. Female subjects
showed much more consistent results variance of just 0.08% compared to males 0.12%

variance.

Photo standards validation revealed significant limitations. While the APIs performed well at
detecting multiple faces, glasses, headwear, and pose violations, it performed poorly with smile
detection with a 40% FAR rate, occlusion detection with 50% FAR rate, and eyes detection
12.5% FAR rate. With error rates this high, there's no way DVLA could rely on automated

photo standards checking without caseworkers reviewing the standards manually.

Based on the findings, Rekognition is better suited as a support tool for caseworkers rather than
deciding on its own. A hybrid setup makes more sense let the algorithm do what it's good at
consistent pattern analysis while keeping caseworkers in the loop for tricky cases and those
demographic groups where performance wasn't quite as stable. As for photo standards
checking, that really needs to stay manual for now. The only alternative would be building

custom models trained specifically on DVLA's requirements, but that requires lots of resources.
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CHAPTER 1 - INTRODUCTION
1.1 Research background

Everyday the internal caseworkers at the Driver and Vehicle Licencing Agency reviews and
verify thousands of identify photos as part of driving licence applications for example new
licences, applications for updating photo on licence and updating a mandatory photo as part of
Ten-Year-Renewal driving licence applications. Photo verification is an important part of this
process. Each submitted photo is reviewed manually by a caseworker the verification processes
is time-consuming, require a lot of work, and there were lots of cases where caseworkers falsely
accepted photos as true likeness and rejected photos that are valid , especially when comparing
Ten Year Renewal application photos where photos are often taken ten years apart as people
naturally age and their facial features change over time making this process more difficult for

hum reviewers.

Experiments have demonstrated significant differences in facial recognition abilities among
people. It classified people into specific categories of facial recognition abilities, ranging from
super recognisers who have exceptional ability in identifying faces under various conditions to
individuals who find basic face recognition challenging [1]. Super recognisers represent a tiny
portion of the population and majority of people including caseworkers poses low to moderate

facial recognition abilities that declines in challenging conditions such as age progression [2]

[3].

In recent years the use of facial recognition has become a game changing way for automating
the verification of identity. Facial recognitions have evolved over time going from a basic
geometric feature matching to a more advanced deep learning architectures that can deal with
complicated situations in real-world setting [4]. AWS Rekognition and other available cloud-
based facial recognition solutions are good options for applications that need to process a lot

of biometric data quickly and affordably. [5].

As DVLA currently employs serverless designs across its application integrating facial
recognition software opens new ways to make identity verification application that is fast and
can scale with the needs of the business. Serverless frameworks allow for seamless scaling,
lower operating expenses, and pay-per-use rates model that fit within DVLA budget limits
while still meeting high performance and reliability standards [5] There are issues when it

comes to making sure that accuracy, fairness, and compliance are maintained across different



demographic groups and at different times. Age progression effects, demographic bias, and
compliance with international photo standards are essential elements that require thorough

assessment to ascertain the feasibility of automated facial recognition for DVLA applications.



10

1.2 Research Statement

The DVLA present way of verifying photos depend heavily on caseworkers checking
photos manually for matches against existing photos stored in the system for Ten-Year-
Renewal applications which slows down the processing of applications and causing delays
while a comparison is in a queue for review. Particularly the Ten-Year-Renewal makes these
problems worse because it becomes harder to verify customers identity when their appearance
changes a lot as they get older. Cloud based facial recognition providers show lots of potential
and may be used to automate this process that can improve applications processing time, but
we still don't know how well they work for the DVLA specific needs. One of the gaps is in our
understanding of how AWS Rekognition service works when it comes to things like age
progression, fairness across demographics, and checking if photos meet international photo

standards.

1.3 Research Aim

This experimental research aims to evaluate the effectiveness of AWS Rekognition for DVLA
photo verification by developing and testing a serverless facial comparison application, and
measuring its appropriateness, accuracy reliability, fairness, and compliance with DVLA photo
standards and under various condition like age progression, fairness across different

demographics groups.

1.4 Research Objectives
Objl — To critically analyse the current literature on the use facial recognition technology,
identity verification, age progression, fairness, and ISO/ICAO photo standards to identify

research gaps and future work.

Obj2 — To identify a suitable research methodology defining photo datasets, ethical

consideration, experimental designs and evaluation metrics.

Obj3 — To design and develop a serverless facial comparison application using serverless

framework, AWS Rekognition, API Gateway, Lambda, S3, DynamoDB.

Obj4 — To evaluate the performance of the developed application by measuring identify

verification accuracy, fairness across various age groups, and diverse demographic groups.

Obj5 — To assess scalability of the developed application by analysing speed and usability in

DVLA identity verification providing recommendations and improvements.
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CHAPTER 2 - LITERATURE REVIEW

2.1 Introduction

Face recognition has gained popularity over the last 30 years because it simplifies analysis of
images and pattern detection. At least two factors explain this such as trend in the wide range
of commercial and legal needs, andthe availability of relevant tools like smart
phones, cameras. Even while machine learning solutions have advanced, the way they perform
is limited to real-world settings. Identifying face images in an uncontrolled setting

such lighting, posture, facial expression, occlusion, disguises etc. remains difficult [6].

Probably the face is the most common biometric feature. Since photography emerged,
government agencies and commercial companies are keeping facial photos. As referential
databases, these collections have matched and compared offender, eyewitness, and victim

facial photos in criminal investigations.

Face recognition has an extensive history; it involves computer scientists and many more. The
face of an individual is not a perfect method in relation to other biometric features; it generally
demonstrates lower accuracy than methods like iris or fingerprint recognition and may be
affected by cosmetics, disguises, and lighting conditions. Nevertheless, the face possesses
advantages that position it as one of the most preferred biometric features for identity

verification [6] [7].

The face is a realistic biometric feature used by people for recognition, making it the most used
biometric features for verification and authentication [7]. Facial images may be taken swiftly
without physical touch, making them more comfortable than fingerprint or iris images. Also, a

facial recognition device may gather data in a nice, accepted way [7].

2.2 Historical Development of Facial Recognition Technology

2.2.1 Early Development 1960s-1980s

FRT is quite important for identity verification, and it started in the mid-sixties
where US researchers team studied facial recognition computer programming. They came up
with a semi-automatic approach, in which operators enter twenty computer-generated
measurements, like the dimensions of the mouth or eyes. This approach was further enhanced

in the late seventies by the addition of twenty-one extra indicators like lip width, hair colour

etc. [4].
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The late eighties saw the introduction of Al to programmers which was introduced to
develop previously utilised theoretical tools, which exhibited numerous limitations.
Mathematics specifically, linear algebra was employed to analyse images from alternative
perspectives and to develop methods for their simplification and manipulation without reliance

on human markers [4].

2.2.2 Breakthrough (1990s-2000s)
in the early nineties researchers from the Massachusetts Institute of Technology introduced the
initial effective implementation of facial recognition technology, Eigenfaces, which employs

the statistical Principal Component Analysis technique [4].

Towards the end of the decade more progress was made within industry and academia on this
subject, the Defence Advanced Research Projects Agency established the Face Recognition
Technology program, which supplied the global community with a substantial and challenging

database consisting of 2,400 images representing 850 individuals [4].

In 2005: The Face Recognition Grand Challenge competition was initiated to promote the
advancement of face recognition technology aimed at supporting existing facial recognition

initiatives [4].

2.2.3 Deep Learning Revolution (2010s)
At the end of the decade saw progress speeds significantly with the arrival of deep learning, a
machine learning approach founded on artificial neural networks [9]. The computer chooses

the points to be compared and it learning is enhanced when extra images are supplied [4].

CNN Architectures and Breakthroughs

In 2012 Alex Net a deep CNN was introduced which won the ImageNet Large Scale Visual
Recognition Challenge achieving higher accuracy than others. This marked the start of CNN
revolution in computer vision. It showed that deep learning architectures could learn
hierarchical feature representations on their own, without the need for manual feature

engineering. This changed the way facial recognition works in a big way [8].

CNN Processing Pipeline

CNN analyse facial images using several layers which automatically extract features using
numerical operations. Process is done layer-by-Layer starting with the initial input Layer which
takes facial image with RGB colour channels and pixels. Then this is passed to a convolutional

layer which use learnable filters and kernels to find things like edges, textures, and patterns by
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running convolution  operations. Activation  Functions adds  non-linearity, = which
enables identifying complex patterns. Pooling Layers keeps key characteristics while reducing
the size of the space. Dropout Layers used during training, randomly turning off neurons stops
overfitting. Fully Connected Layers Put together the features that were taken out to finish
classifying or verifying a face [4].

Fully

Convolution Connected

Pooling
Input

\ I

Feature Extraction Classification

Figure TCNN

VGG networks made facial recognition better by adding a few important new features such
as ore complex feature learning is possible with deeper architecture, which has 16 to 19
layers. Smaller filters only about 3x3 convolutions capture more detailed facial features and
adding more nonlinearity. Also, the network has the same 3x3

filter sizes and stride 1 everywhere and it has multiple convolutions using more than one 3x3
filter makes the receptive fields bigger like 5x5 or 7x7. VGG demonstrated that network dept

h was more important than filter size for facial feature extraction [10].

The introduction of ResNet in 2015 mitigated the vanishing gradient problem that made deeper
networks training challenging. This made it possible to train networks with more than 100
layers [59]. ResNet's skip connections let gradients flow directly through the network. This
made it possible to build much deeper architectures without losing performance. This
breakthrough was especially important for facial recognition because deeper networks could
learn more complicated representations of facial features. This made the accuracy of facial
recognition systems much better on challenging datasets like LFW and 1JB-A [59]. Many of

the best face recognition systems are built on ResNet architectures.
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2.2.4 Modern Commercial Applications
The advancement in the field saw the introduction of many commercial applications.
Facebook's DeepFace, developed in 2014, achieved over 97.35% accuracy on the Labelled

Faces in the Wild (LFW) dataset, which is almost as good as human performance [4].

The year 2015 saw further enhancement when Google's introduced its
groundbreaking FaceNet, which changed facial recognition industry through directly from face
images to a compact Euclidean space in which distances showed how similar the faces were
[4]. Also, the approach performed higher compared to previous techniques achieving excellent
scores on LFW and YouTube Faces DB, showing how powerful deep learning metric

techniques can be [4].

ArcFace was created which implemented additive angular margin loss, that improved the
ability of facial features to tell the difference between people by increasing boundaries of
decision in the angular space. This method got the best results on several benchmarks and
became the most popular choice for commercial facial recognition software because it was

more accurate and reliable [4].

2.2.5 Modern Advances

2.2.5.1 Transformer-Based Architectures

Vision Transformers (ViTs) have improved the filed by achieving excellent results when
compared with traditional CNNs in challenging situations like pose variations. The Face
Transformer architecture incorporated self-attention mechanisms which is effective
in capturing long-range dependencies in facial features, improving performance on age
progression face verification. Hybrid CNN-Transformer models integrate local feature
extraction with global context comprehension, which is effective in the temporal variations

related to cross age verification [11].

2.2.5.2 Bias Mitigation and Fairness

Recent Advancement made it more important to handle demographic bias in facial recognition
systems. Calling for more dataset with balanced demographic representation in terms of age,
gender, and ethnicity, which made model training fairer [12]. Also, Adversarial debiasing
methods today effectively reduce differences in performance among demographic categories
throughout training. Algorithmic auditing frameworks offer standard approaches for
identifying and quantifying bias in operational systems, fulfilling the compliance mandates

highlighted in facial recognition shortcomings [13].
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2.2.5.3 Explainable Al in Face Recognition

For applications that require algorithmic transparency its essential to use explainable Al
techniques. Grad-CAM visualization techniques show which parts of the face affect
recognition decisions to know biased decision patterns. Heatmaps are used to give reasons for
matches and unmatched, which helps meet the algorithmic accountability standards set by new
Al governance frameworks [14]. These tools for explaining decision making can help in
handling bias challenges and ensuring that different applications are transparent and follow

guidelines [15].

2.2.5.4 Detection of Liveness and Anti-Spoofing

Advanced presentation attack detection techniques can stop advanced spoofing like deepfakes.
Multi-modal uses RGB analysis, infrared thermal imaging, and depth sensing to tell if a real
human is present. Physiological detection checks for liveness in real time by checking for micro
movements patterns, and eye movements [16]. Recent advances in adversarial training make
it less vulnerable to new attack methods, which helps keep security effective as spoofing

techniques get better.

Today, today FRT reached major technical advances in neural network architectures,
optimization algorithms, and deployment strategies which reached human-level performance
allowing it to be used in both commercial and government applications. Advancement in areas
like deep learning models, edge computing solutions for real-time processing, and anti-
spoofing mechanisms. Allowing it to deploy in filed such as passport control, healthcare, law
enforcement, retail etc. These advancements led to social issues like privacy, algorithms
fairness, abiding laws, and balance between security and civil liberties. These introduced new

policies and ethical Al frameworks.
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2.3 Facial Recognition Methods and Process

2.3.1 Core processing Steps

Face detection and normalization, feature extraction, and classification are the three main steps
in automated face recognition. Face detection finds faces in an image and tells if there are any.
Feature extraction makes a signature vector that uniquely identifies each face by its unique
features. Classification either verifies matches one face to another to control access or identifies
compares a face to several stored faces. There can be some overlap between these steps. For

example, facial features used for extraction are often used for detection at the same time [4].

Other Applications

Verification / Identification
- Local Texture Descriptors.

- Face tracking.
Input: Image/ Video - Pose estimation.
~====p] -Compression.
1 i - HMI Systems.
% == Faces detection @ | ---- 5 \_/—
§ E 1 Other Applications
% E - Tracking of facial features.
g e Features Extraction f--------- - -Recognition of the emotional state.
- Gazes estimation.
4 - HMI Systems.
Classification | ---- : — ——/__
I
: Approaches
v I
E - Geometrics.
I
I

- Deep Learning.
- Etc.

—

Figure 2 Core Steps
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2.4 Performance and Evaluation Methods

2.4.1 Standards Accuracy Measurements

The examination of facial recognition technology demands standard measurements and
procedures to provide accurate performance measurement under numerous conditions and
demographic groupings. For government purposes, it is especially crucial that things are
accurate, fair across different groups, and consistent, since these things have a big impact on

government services and following the law.

Facial recognition system efficiency is typically tested using the False Acceptance Rate (FAR)
and False Rejection Rate (FRR), that estimate the risk of incorrectly approving an impostor or
disapproving a valid match, respectively [17] [18]. However, using these metrics may mask
demographic disparities for example, Rekognition may achieve 1% overall FAR while having

10% FAR for a certain ethnic group which end up giving unfair results that are not revealed.

The Equal Error Rate (EER), which is the same as the False Acceptance Rate (FAR) and the
False Rejection Rate (FRR), is a single value that may be used to compare the performance of
different solutions at different points of operation. To balance user experience and security,

identity verification requires low FAR and FRR [17] [18].

Receiver Operating Characteristic graphs indicate the compromise among FAR and FRR at
various decision thresholds, allowing system operators to determine the appropriate operation
points depending on unique needs. The Area Under the Curve is used as a performance metric
that doesn’t rely on the threshold value. For critical applications uses, high values reflect

excellent performance [17] [18].

In general, solutions need one-to-one verification, like comparing a saved image to a provided
image, rather than one-to-many identification, like searching a database. The verification

reliability is measured by computing True Accept Rate (TAR) at FAR levels [17] [18].

When systems give confidence scores or more than one candidate match, rank-based metrics
become relevant. Rank-1 accuracy gives you how many times the proper match comes up as
the top result, and Cumulative Match Characteristic (CMC) curves show how many times a

match is identified at different levels [18].

2.4.2 Evaluation of Demographics Fairness
Demographic parity requires consistent system performance across diverse demographic

groups, evaluated by comparing the False Acceptance Rate (FAR) and False Rejection Rate
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(FRR) among gender, age, and ethnicity categories. The Demographic Differential indicator

measures performance gap between demographic groups. [16].

Equalised odds evaluation makes sure that both the false acceptance rate (FAR) and the false
rejection rate (FRR) are the same for all demographic groups. Individual fairness measures, on
the other hand, make sure that people with similar backgrounds get the same treatment, no
matter what their demographic traits are. Recent studies have developed benchmark datasets
that precisely represent the demographics of the community under examination for these
evaluations [17]. But there is no common ground on which fairness metric should be the most
important for government identity verification, so decisions about how to use them are not

clear.

2.4.3 Procedure and Benchmarks Datasets

Established assessment procedures ensure producing a more consistent and accurate
results throughout various investigations. The various facial recognition test procedure points
out to the best ways to test facial recognition solutions. These procedures lay out the steps for
preparing images, matching them, and reporting results so that evaluations are always the same

[20].

LFW is one of the key benchmark datasets for verifying faces without any restrictions. CFP is
a key benchmark dataset for testing how well a system can recognise faces in different poses.
AgeDB is a key benchmark dataset for testing how well a system can recognise faces at

different ages [19].

These widely used datasets suffer from demographic bias LFW contains predominantly white
male subjects, while AgeDB lacks sufficient representation of diverse ethnic groups and elderly
individuals over 70 this pattern is often associated with freely available datasets. Furthermore,
dataset demographics often don't match real-world populations MORPH is mostly Black.
While the UK population is diverse this may require more than one dataset to achieve

objectives set in this study.

2.4.4 Performance Metrics

In addition to accuracy measures, serverless facial recognition applications require testing
things like latency and resource utilisation. mostly, requests and response time must be
efficient. [5]. Also testing the system scalability under different load, from having one user to

many imitating online traffic. Load testing mirror usage scenarios during operation hours [5].
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2.5 Challenges in Facial Recognition

2.5.1 Age Progression

Face recognition solutions frequently correctly recognise people, but they have difficulty
identifying children as they become older or photos of a person taking years apart. As a
person become older, their faces changes in ways such as skin tone, weight, hair, and beard
[21] [22]. Different ethnic groups age in different ways. For example, Asian populations tend
to keep their facial structure longer, while African populations show more obvious changes in
skin texture. However, most studies don't take these differences into account over long periods

of time.

Generally facial recognition when comparing an aged face is lessened as the period between
photographs gets longer [23] [24]. Craniofacial growth is the term for this change, which
happens during the creation and development stages of the head, neck, and face. Current
research on age progression relies a lot on synthetic aging datasets made by GANs. However,
these artificial changes might not accurately show how people age in real life, especially the

small changes that happen in different ethnic groups over long periods of time.

Identifying an individual's future or previous appearance is a challenge that needs to be
resolved in many areas such asin forensic investigations but also in facial recognition,
biometrics, origin detection, entertainment, social networks, and cosmetics. As a result,
investigating the topic of facial age change is critical. This also known as face aging, age
progression, or face age synthesis, in addition to the lack of labelled data, several reasons, such

as changing living situations, interventions, stress, and bad habits, complicate the issue.

Age progression remains as one of the primary issues with facial recognition solutions,
especially for critical applications where lots of time have passed [21] [23]. The aging process
in humans impacts people facial characteristics through mechanisms such as changes in the
texture of the skin, decreased facial volume, and changes in facial structure, which can
considerably affect facial recognition solutions accuracy [21] [23] [24]. The DVLA's ten-year
driving licence renewal process is a good example of this problem. The applicants must submit
in new photo which are compared to photos taken ten years ago, making things very hard to

handle for human caseworkers and any proposed automated solution.

Work in computation age progression has advanced beyond basic morphing methods to a

more complex deep learning method. The use of Generative Adversarial Networks (GANs) in
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age progression have demonstrated good results in to generating some realistic age-progressed
faces, in 2023 GANs were used and produced good results on datasets serving as benchmarks

[25] [26]. However, bias in these datasets may affect how it works for different groups.

Age progression has significant impact on accuracy of facial recognition especially among
various demographics and ages groups. Various studies have demonstrated that
facial recognition accuracy generally drops as the period across enrolment and verification

grows, with notably significant impacts for people aged of fifty years old [21] [23] [24].

2.5.2 Environmental Challenges

Uncontrolled lighting conditions have a big effect on facial recognition accuracy, and
declines performance when the lighting is poor. Things like shadows, backlighting can affect
facial details. Different light sources with different colour change the way a face appears,
which makes it difficult for algorithms trained on standard conditions. In other situations, like
very bright or dark lighting condition, add noise and prove harder to extract features therefore

affecting the performance [6] [27].

Head rotation and non-frontal poses significantly diminish recognition accuracy, with
performance deteriorating beyond +-15 degrees from the frontal view. When you look at
someone's profile, you can't see important features on both sides of their face. When you look
at someone from a very high angle, the perspective changes. Changes in pitch, yaw, and roll
change the expected spatial relationships between facial landmarks. Accuracy declines for

poses that go beyond +-30 degrees [6] [27].

Images with low-resolution pixels make it very hard to extract features, and for images smaller
than 64x64 pixels, the accuracy drops below 50%. Motion blur and compression artifacts make
it hard for texture analysis algorithms to work. Mobile cameras and surveillance systems often

don't work well because of hardware limitations and automatic settings [6] [27].

Masks, sunglasses, and hair that cover part of the face can greatly affect performance by hiding
important parts of the face. COVID-19 made it clear that covering the mouth and nose makes
it harder to see faces, with accuracy dropping significantly. Sunglasses block out features about

the eye region, and hats and hair hide important geometric cues [6] [27].

2.5.3 Biological Challenges
Medical conditions such as stroke, or facial paralysis can make the face look uneven, which

can confuse recognition algorithms. Long-term identity verification can be hard because of
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progressive conditions like changes that happen with age, weight changes, or treatments and

cosmetics that change the structure of the face [6] [27].

Identical twins pose significant challenges of similarity, as their shared genetic traits result in
nearly indistinguishable facial structures. Even fraternal twins and siblings who are very close
can look enough alike to make false positive matches. Advanced systems need very specific

features to tell genetically similar people apart [28].

2.6 Algorithmic and Social Challenges

2.6.1 Bias and Fairness Issues

The existing problems of biases in algorithms in the facial recognition solutions has attracted
a lot more attention previously due to the popular research which showed that it performs
differently across demographics groups. The groundbreaking research conducted
has uncovered major differences in accuracy among demographic groups, showing error rates
that differed by as much as a third across various gender and skin tone combinations [29].
Following this research an enormous amount of interest in the testing bias within facial

recognition solutions which paved the way to laws being passed around the globe [30].

Recently completed thorough assessments have validated ongoing bias concerns among
various facial recognition suppliers. in 2021 the US based agency NIST report on facial
recognition Vendor Test showed big differences in false positive rates between different groups
of people. This has impacts on solutions and law enforcement [20]. These results have
prompted heightened examination of facial recognition implementation in critical solutions and

demand for compulsory bias thorough assessment [30] [31].

There are many different reasons why facial recognition solutions have been biased. These
include things like the use of unbalanced training data, selections made in the development of
the algorithms, and the ways they are tested [30] [31]. Its widely established that various
training datasets have previously excessively lacked comprehensive representations of diverse
demographic groups, which resulted in models that produced poor accuracy on populations
that are underrepresented. More recent research has concentrated more on designing bias
mitigation strategies, such as adversarial debiasing, impartial training goals, and synthetic data

augmentation [31].

The evaluation of fairness in facial recognition solution have advanced from basic accuracy

analyses to a more sophisticated measurements of algorithmic fairness. Demographic equality,
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equal odds, as well as individual fairness have become important ways to judge how fair a
solution is [32]. Nonetheless, in research shows the process is quite complex to get fairness
using several metrics concurrently, as it may require compromises among various fairness

targets.

To make facial recognition solutions fair across different demographics, the two technical and
social considerations need to be considered. Recent research showed the need of broad dataset
curation, diverse teams of developers, thorough testing against all fairness criteria and
continuous oversight of implemented solution [33]. Regulatory frameworks like the EU AT Act
are starting to require fairness tests for Al applications that are high-risk, such as systems that

use biometric data [34].

2.6.2 Datasets Bias Challenges

The EU suggested to put tough measures in place such as Artificial Intelligence Act
along with comparable laws around the world have made it even more important to deal
with bias and make sure that facial recognition systems are fair [34]. Recent studies
have concentrated on formulating bias mitigation strategies and fairness-oriented

training methodologies to tackle these issues.

2.6.3 Synthetic Approaches

Using generative models to make generate facial data has recently become an intriguing means
to solve problems with datasets that are too small or biased. In 2021 work was carried
with StyleGAN3 and showed that it can make photorealistic facial images that can be used to
improve data sets for training purposes. Diffusion algorithms have recently demonstrated even
more potential in making excellent synthetic faces that are more diverse and easier to control

[25] [26].

Artificial data can be used for more than just simple data augmentation. The recent studies in
this area showed that well-designed artificial datasets might enhance the accuracy of models
and fix bias problems within various demographic categories. Using this technique can help in

making a dataset that is well balanced datasets [25] [26].

2.6.4 The UK Demographic

When examining facial recognition applications for government use, it's important to
understand what the UK population is like. The 2021 Census shows that UK is now more
diverse. In 2001, white British people made up 87.5% of the population, but now they only
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make up 74.4%. Asian groups make up 9.3% of the population, Black groups make up 4.0%
of the population. People of mixed race make up 2.9% of the total [58].

In the past 20 years, the number of people from different ethnic background has more than
tripled, from about 220,000 to over 920,000. Due to change in demographics, facial recognition
applications that have been developed for populations not as diverse may have challenges with

the UK's present scenario [58].

This may make it challenging for DVLA renewal process as commercial facial recognition
solutions may not be trained on datasets that include the diverse UK's ethnic groups. The
algorithms may not have seen enough examples of mixed-race people or people from smaller

ethnic groups, which could lead to potentially higher error rates.
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2.7 Legal and Ethical Considerations
As biometric data is sensitive and may be used for mass surveillance and algorithmic

discrimination, it's important to consider ethical frameworks and that privacy protection [35].

GDPR states that facial recognition information constitutes special category sensitive
information. This means that it needs explicit consent and additional safeguards. The Data
Protection Act states that biometric data is critical and there are tough rules in place that
governs how it can be processed, stored, and kept [35]. These laws require organisations and
government agencies to adhere to confidentiality-by-design rules and carry rigours Data

Protection Impact Assessments prior to putting facial recognition systems into use [35].

The black box design of today's deep learning powered facial recognition solutions makes it
hard for solutions to be accountable and open about how it makes decisions [36]. The EU Al
Act sets call for an explainable Al in developed solutions. This means that applications have a

duty to explicitly clarify how algorithmic choices are reached [34] [37].

Researchers have been working on making facial recognition models that can explain their
decisions while still being accurate. Work have carried to make facial recognition systems
easier to understand using these methods like attention visualization, gradient-based

explanations, and counterfactual analysis [15].

Privacy-by-design principles state that biometric systems should only collect and use the least
amount of data needed for their intended purpose [38]. This means that for DVLA photo

verification, data collection should be limited to facial comparison.

Recent studies have demonstrated that advanced and modern facial recognition solutions often
retrieve excessive information beyond what is required for identity verification, encompassing
age, gender, ethnicity, and emotional state [39]. The principle of purpose limitation requires

that any extra data extracted must be explicitly justified and with proper consent acquired.
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2.8 Regulatory and Standards Frameworks

2.8.1 International photo Standards

Adhering to the global guidelines set for identity document photos are essential to ensure that
identification around the world can work together and are safe. The ICAO defines technical
standards for identity documents. These standards include comprehensive standards for photos
of faces used in biometric verification [39]. These standards set requirements for things like
the photo resolution, lighting conditions, pose, and background colour that makes automated

facial recognition work better [39].

The Internation Civil Aviation Organisation creates requirements thorough groups made up of
aviation authorities, border control agencies, and biometric technology experts. These groups
carry essential performance testing, the need for interoperability between countries, and

security assessments [40] [41].

The ISO adds to ICAO standards with formats and quality standards for face image data
exchange [44]. Groups like biometric vendors, agencies, and researchers create these standards.
They provide detailed instructions on how to check the quality of images, such as how to

measure sharpness, check exposure, and make sure the image is geometrically correct [42]

[43].

The UK government's photo guidelines are examples of putting international standards into
practice. The guidelines states facing forward, having neutral expression with the mouth closed,
and the eyes must be clearly visible without any occlusion [60]. Technical specifications say
that the head height must be between 29 and 34 mm within a 45x35 mm area, the backgrounds
must be plain cream or light grey, and the printing must be of high quality on photographic
paper. The rules cover common compliance problems like not allowing shadows, red-eye,

facial coverings, and more than one person in a photo [60] [61].

There are special rules for kids under five no neutral expression needed and babies under one
eye may be closed, but all other technical standards must still be met. These detailed
requirements show how international biometric standards turn into specific instructions for

how governments should check people's identities [44].

The recent developments and combining different APIs or models to make comprehensive
photo standards checks to ensure that photos meet standards on a large scale. As these are

already incorporated with AWS Rekognition like checking for eye direction, pose, and
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background colour. Testing it to classify photos based on compliance with defined standards

with ICAO may be possible.
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2.9 Cloud based Facial Recognition Services

The introduction of online facial recognition completely changed how businesses use
verification of identity, and surveillance. Amazon Rekognition is a powerful cloud-based
service that offers robust face recognition capabilities [45]. It is arguably of the most popular
solutions on the current market. It uses advance machine learning algorithms providing lots
of facial analysis features far more than just matching faces. It can also extract

emotion, gender, objects, and facial features [46].

Microsoft Azure Face API is an important player in this facial recognition. It uses advanced Al
algorithms to discover, recognise, and analyse faces in images and provide various features
such as and can be used for things like identity verification, touchless access control, and face
blurring for privacy [47]. Azure's strategy is to use its full cloud infrastructure to offer facial

recognition services that are suitable for businesses [48].

Google Cloud Vision is the third well known big cloud provider, but it takes a more focused
approach. Its API allows its users to leverage machine learning techniques for image
processing, such as image categorisation, face identification, text extraction, and many more.
Similarly, the service focuses more on integrating with Google's larger machine learning
ecosystem and has features for multiple objects detection and classification, as well as the

location of each object inside the image [47].

There are lots of other services providers on the current market in addition to these
giant ones. The five major commercial facial recognition solutions include Amazon
Rekognition, Face++, Microsoft Azure, to show how many different options are out there. Each
provider has its own strengths and focuses on different parts of facial analysis, from basic

detection to more advanced emotion recognition [46].

The market has also seen mergers and changes in the availability of services. Some providers
have stopped offering services or been bought by bigger companies. This is because the facial

recognition industry is very competitive and the rules are always changing [46].

2.9.1 Technical Implementation Frameworks and System Architecture
Most modern cloud-based facial recognition solutions have complex architectures that often
mix several services to handle a lot of users. Using AWS for facial recognition require

integration of various services, such as Rekognition, Lambda, S3, API Gateway, DynamoDB
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[45]. This distributed technology lets businesses build full facial recognition systems without

spending a lot of money on infrastructure.

The serverless framework is appealing for facial recognition apps. The business logics are
handled by Lambda functions. Lambdas are triggered by events, such as uploading images to
S3 bucket, and handle tasks like preprocessing images, interaction with Rekognition, and
database operations [45]. This event-driven architecture makes sure that resources are used in

the best way possible and at the lowest cost.

AWS Recognition engine provides the main face analysis abilities that performs tasks such as
face detection, comparison, and analysis. Rekognition is used during both the registration and
authentication phases to ensure accurate identification and verification. Integrating DynamoDB
acts as the database for storing user metadata, including face embeddings, user IDs, and other

relevant information [45].

API management makes it easier to connect and use different systems. Amazon API Gateway
facilitates communication between the client and the backend services. The API Gateway
exposes RESTful endpoints that allow clients to interact with the face recognition system, such

as submitting images for authentication [45].

2.9.2 Performance Evaluation Under Real-World Conditions

Evaluating facial recognition real challenging conditions revealed that it performance dropped
when compared with controlled lab settings. Most research into facial emotion recognition has
used high-resolution, front-oriented, full-face images. However, when images are collected in
naturalistic settings e.g., using smartphone's frontal camera, these images are likely to be far

from ideal due to camera positioning, lighting conditions, and camera shake [49]

Extensive testing has revealed numerous factors that influence the solution performance.
Extensive performance testing was carried using five potential reasons for poor-quality natural
photographs: rotation, partial face, brightness, blur, and noise. When not properly handled,

each of these factors can make recognition accuracy much worse [49].

Performance metrics show how well cloud-based systems work when everything is perfect.
The test showed that the recognition accuracy of 93.5% indicates that the system is highly
effective in identifying faces from the test dataset [45]. But the accuracy can change a lot

depending on the quality of the image and the environment conditions.
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The speed of processing is an important measure of performance for real-world applications.
The system demonstrated quick processing times, with an average of 320 ms per image under
low load conditions. Scalability testing showed that systems can handle up to 100 images per

second with near-maximum resource utilisation CPU 85%, Memory: 80% [45].

Different providers have very different effects on image distortions. Study discovered that the
systems varied in how well they handled manipulated images that simulate realistic image
distortion. Amazon, Baidu, and Face++ performed well and were stable to different angles.
Their overall accuracies for the rotated images were almost as good as for the original images.

However, Microsoft Azure and Affectiva were vulnerable to rotation manipulation [49].

However, the field is changing and recentstudies shows that Rekognitio excel in
comprehensive emotion detection capabilities, whereas Google's Cloud Vision provides a more
restricted emotional range, potentially limiting its effectiveness in emotional analyses [46].
When it comes to biases, it's important to know the reliability of those providers suggests that
facial recognition commercial APIs can show racial bias, with systems working differently for

different demographic groups [50].

2.9.3 Comparative Analysis of Cloud Provider Capabilities

A thorough comparison shows that each major cloud provider has its own strengths and
weakness. Thorough testing has shown that services work very differently from each other.
AWS Rekognition and Azure Face API provide the detection of face as well as comparison

whereas Google Cloud Vision provides face detection but not face comparison [47].

When comparing providers performance across several parameters, it's clear that they are
different. Tests showed that AWS Face Rekognition performs better than others. In terms of
parameters Amazon Rekognition proved itself remarkably well with the accuracy of 98.68%
in poses, 97.645% in different lighting, 99.99% in expression, 99.68 in accessories and 98.76%
in multi face recognition [47]. Azure Face API was 72.72% in poses, 86.69% in different
lighting, 97.67% in expression, 95.42% in accessories and 83.72% in multi face recognition

[47].

The ability to detect multiple faces shows big differences between providers. Findings revealed
that when evaluating the tracking of a specific individual in a group of people, AWS
Rekognition was able to recognise with a high confidence score whereas Microsoft Azure
failed to recognise for most of the dataset samples [47]. This discovery has significant

ramifications for surveillance and security applications.



30

The overall performance of the system shows that there are clear market leaders. The average
confidence score of AWS Face Rekognition came out to be 98.95% which was higher than the
Azure Face API with the accuracy of 87.24% [47]. Findings revealed that Rekognition-based
framework when compared with other services offers higher accuracy rate, scalability and ease

of integration [47].

Different providers have very different abilities to recognise emotions. Baidu scored highest
overall accuracy value 95.8%, with Amazon second 86.8%, followed by Microsoft Azure
84.7%, Facet++ 81.5%, and finally Affectiva [49]. The study also found that recognition
systems rarely confused surprise, disgust, happy, and neutral expressions with other emotions,

but fear and angry expressions were the hardest to identify and classify [49].

2.9.4 Scalability, Cost-Effectiveness and Deployment Considerations

Things to think about when it comes to scalability, cost-effectiveness, and deployment the
economic benefits of cloud-based facial recognition systems have been a major reason why
many businesses have started using them. The system is very scalable, has low latency, and is
cost-effective because it uses cloud-based technologies and serverless architectures. This

makes it perfect for real-time, large-scale deployments [45].

Because facial recognition apps use the serverless computing model in different ways, it has
some benefits for them. The serverless architecture lets the system handle more users and
images without having to make major changes or move resources around [45]. This flexibility
means that businesses can handle different workloads without having to buy too many

expensive computers.

Cloud deployment greatly lowers the need for infrastructure. Organisations can implement face
recognition solutions without the need for extensive hardware or infrastructure investment [45].

because of the how the framework it made the technology available to smaller businesses.

Testing demonstrated the capacity to sustain high throughput with only minor increases in
resource utilisation, indicating efficient resource management [45]. This proved that systems
ability to handle up to 100 images per second with near-maximum resource utilisation while

still performing well [45].

Different providers have different cost structures and adopting the pay-per-use model makes

facial recognition available for both smaller and large production deployments as it only
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charges per use. This pricing model has helped cloud-based facial recognition services become

popular in many different fields and uses.

2.9.5 Privacy Considerations in Cloud-Based Facial Recognition Systems

Using cloud based FRT presents privacy issues that need to be considered carefully. Recent
research demonstrates that Privacy concerns become even more pronounced when the FRT
system is deployed in the cloud, where sensitive data is processed and stored by third-party

providers [51].

Cloud-based facial recognition systems work in a way that everyone is responsible for them.
The research makes it clear that the three cloud providers Microsoft Azure, AWS, and Google
use the shared responsibility model for cloud security. This means that customers still own the
data, but the cloud provider is responsible for managing the infrastructure and services that

support the data [51].

Businesses using verification systems are still responsible for maintaining and securing their
data, access control and identity management, configuring security settings for their

applications and services, ensuring that their use of services is in accordance with relevant legal

frameworks, like GDPR [51].
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2.10 Government Facial Recognition Deployment Challenges

HMPO automated photo checking system was biased, rejecting photos of ethnic minorities and
people with darker skin colour. Investigations discovered that the automated system was using
stricter rules than human reviewers and that staff had to manually override legitimate photos
that the system had rejected. It was systematically biased and clerks had to constantly approve

rejected photos [52].

The court found South Wales Police's use of automatic facial recognition was against the law
because it violated people's rights and didn't have enough protections against discrimination.
The decision outlined that the technology was not tested properly for bias and that there was
not a strong enough legal basis for its use. According to reports, the Metropolitan Police have
a high false positive rate, and it disproportionately affects Black and ethnic minority

communities [53].

The Home Office's visa application system demonstrated similar patterns of algorithmic bias
to the passport office system, with higher rejection rates for applicants from certain ethnic

backgrounds [54].

2.10.1 International Legal Examples

Facebook's automatic photo tagging feature used facial recognition to scan and identify users
in uploaded photos without explicit biometric consent, violating Illinois' Biometric Information
Privacy Act (BIPA). The lawsuit outlined that Facebook extracted and stored biometric
information from users between 2011 and 2021 without their permission. Facebook ended up
paying $650 million in 2021. Facebook turned off facial recognition feature, which shows how
big the legal and financial risks are of using biometric systems without proper consent

frameworks [55].

Google Photos used facial recognition to help users with organising their photos without their
consent. The lawsuit outline that Google used biometric data users' facial geometry to make
face templates for photo organisation features. Google paid $100 million in settlement fees.

Not obtaining proper consent would lead to lawsuits and heavy fines [56].

Big Brother Watch took the UK government to the European Court of Human Rights over the
police use of live facial recognition technology, as it broke privacy rights and the European

Convention on Human Rights. The case showed how UK police used facial recognition to
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watch mass people without a clear legal framework, scanning everyone in public places without

any reason to believe they were doing anything wrong [57].

These challenges indicate a thorough bias testing is essential, strong legal frameworks, and
obtaining proper consent before deployment. The fines and failures that both government
agencies and private businesses faced shows how important it is to test the application like

AWS Rekognition to make sure they follow the law and don't lead to unfair results.
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2.11 Research Gaps

Looking at the current state of facial recognition research, several important gaps become clear
when thinking about how these systems might work for government applications like DVLA's

licence renewals.

Most studies on how faces change over time don't really tackle the specific challenge DVLA
faces. There's age progression research for different facial recognition models, but it's mostly
shorter periods or using a single benchmark dataset. Other studies tested Rekognition covered
shorter periods and mostly object and face detections. But not covered gaps of 10 years that
UK driving licences require and analysis and lacked analysis of age, ethnic groups. So, gaps

include looking at longer period across different demographic.

The issues highlighted in HMPO system where it falsely rejected photos from ethnic minorities,
so gaps focus on testing AWS Rekognition performance across different ethnicities, ages

progression, and backgrounds found in diverse UK population.

The research that does exist on cloud facial recognition services tends to focus on general
accuracy numbers without considering what government agencies need. There are gaps in
testing if photos meet the strict photo standards that DVLA requires. This experiment aims to
fill these gaps by testing AWS Rekognition for DVLA photo standards and identity

verification.
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CHAPTER 3 - RESEARCH METHODOLOGY

This section of the report outlines the research methods used in this experimental study to
achieve the aims and objectives of analysing AWS Rekognition effectiveness for DVLA
identity verification. It describes the serverless application, the proposed evaluation approach,

performance evaluation metrics, research data and materials used for this experiment.

3.1 Research Design

Positivisim

Experiment

Choice

Cross-Sectional
—————Time Horizon

Figure 3 Research Design

Figure 3 describes that this experiment uses the positivism philosophy and takes a deductive
approach. This approach was chosen as this study is mainly quantitative and highly relies on
gathering data, testing it and running a statistical analysis, and takes an objective evaluation of
facial recognition accuracy, fairness, and compliance across different experiments and set of

conditions.

The deductive approach was chosen because the experiment research tests existing facial
recognition technology theories in identity verification for a driving licence photo context. This
approach is beneficial as testing are planned ahead, and required data are gathered using
annotated facial images datasets to assess AWS Rekognition service, establishing the
effectiveness of the cloud service for DVLA Ten Year Renewal identity verification

applications.

The research strategy chosen for this research is mainly based on experiment. To assess the use

of AWS Rekognition's services accuracy and resilience for practical government use. facial
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images datasets will be used to test Rekognition and assess its performance under different
conditions such as age progression, demographic variations, and photo quality and photo

standards checks.

This experimental research utilises a combination approach of different methods, such as
qualitative and quantitative methods widely used within the present discipline of facial

recognition technology.

The experimental research employs a cross-sectional time horizon to test the present AWS

Rekognition service.

3.2 Application Architecture

In this section will highlight the proposed serverless application architecture that will mainly
use various AWS services to achieve the aim and set of objectives. It also highlights how the
key AWS services used are set up so that face recognition may be used in the process of
checking, validating analysing and comparing DVLA driving licence images. The below figure

5 outlines the proposed application structure.
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Figure 4 Application Structure



37

The Amazon API Gateway is a RESTful endpoint for managing requests and used as
the application entry point It handles request authentication, rate limits, as well as routing. It
handles http requests that have image metadata in them and starts processing downstream using

an event-driven architecture.

Face Comparison Lambda: This lambda checks for match between a source image and a target
image and using a classification function that determines whether there is a match and based
on similarity score it classifies it as approved for high similarity scores and if low score refers
it to a supervisor for additional safety checks unapproved and refers it fraud investigations if

lows score or no match found.

Photo Standards Lambda: This lambda checks every submitted image against the set
of requirements for a driver's licence by looking at things like the check for multiple
faces in the image, the pose, wearing accessories, headwear, mouth open, face occlusion

etc.

AWS S3: Two separate general buckets are used to safely store images used for comparison

and checking image standards which Rekognition will use to run its analysis.

AWS Rekognition: Is the essential part that provides computer vision functions through a few
API endpoints such as CompareFaces API which primarily checks for biometric matching with
the similarity threshold set to 95% to verify identity with a high level of confidence. Another
API used is the DetectFaces which primary looks at facial features like pose, eye and mouth
state, accessory, and extracting demographic data such age and gender. Lastly another useful
API used is the DetectLabels which looks at things that don't follow the rules, like headwear

and background elements.

AWS DynamoDB: Is a NoSQL database that is used to create tables the first table is used for
the image standards checks to keeps track of photo verification results, compliance scores, and
details about violations and later be used for analysis. The second table is used to keeps track
of demographic data, face comparison results, similarity scores, and classification results to be

used for analysis later stages.

AWS CloudWatch: Is a useful service used to logs and monitoring on all the existing Lambdas,
API Gateway endpoints, Rekognition API calls, and DynamoDB database operations helping

in debugging and finding any issues.
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3.2.1 Processing Functions

The classify images comparison function employs a three-tier risk assessment model for
biometric matching decisions. High confidence matches scores with more than 95% similarity
get automatic approval to speed up processing. Medium level matches between 50 - 94%
similarity score are sent to a supervisor for review to find a balance between security and
operational efficiency. No matches or low confidence similarity score start fraud investigation

protocols.

The verify image standard compliance function runs a full validation to check all the defined
compliance criteria using conditional checks. initially it ensures that only one face is detected
on the image. Then it systematically checks facial features like mouth state, eye openness,
sunglasses presence, pose, face occlusion levels, and headwear detection through object
classification. Then every non-compliant detected is logged with specific reasons, and the
function returns a binary approved or unapproved classification based on the return from the

reasons.
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3.3 Software and Hardware Requirements

This application mainly uses the Serverless Framework to set up and manage its infrastructure,

and it runs on AWS cloud infrastructure using the Eu-west-2 region in London to ensure that

data is kept within the UK to comply with the Data Protection requirements. Below are the

hardware and software needed to complete this project.

HARDWARE

Apple Mac pro laptop.

SOFTWARE

AWS Cloud Services:

AWS Region: Eu-West-2 London for data residency compliance

AWS Lambda: Node.js runtime with enough memory allocation

AWS DynamoDB: With encryption enables and on demand payment mode
AWS S3 Bucket: Storage

AWS Rekognition: Comparison and image standards checks APIs

AWS API Gateway: RESTful interface with authentication

Testing APIs: Bruno to send http requests

DEVELOPMENT

Programming language: TypeScript for type safety checks
Framework: The Serverless Framework V3 for infrastructure as code
Testing: Jest for unit tests

Monitoring: AWS CloudWatch for debugging monitoring and logs

SECURITY AND COMPLIANCE

Data Protection: GDPR
Authentication: Setup policies and IAM roles

Encryption: Use of AWS available encryptions
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3.4 Research Data Analysis and Metrics Evaluation
This section covers how to analyse the experiment results for comparing driving licence photos

and checking photo standards, plus the metrics I used to evaluate everything.

3.4.1 Data Analysis

Similarity measures the percentage match between two photos; higher scores indicate match.
The API response typically returns similarity values from 0 to 100%. This was set to 95%
threshold in this experiment which is a value used and recommended for critical applications

to balance security and usability.

The APIs response include a Confidence level 0-100% indicating how certain in its similarity

decision with values over 95% considered excellent for identity verification.

CompareFaces Evaluation Metrics

The evaluation includes standard biometric performance metrics:

True Accept Rate (TAR) = Correct Matches / Total Genuine Pairs x 100

This is used to measures how the CompareFaces API correctly approves matching pairs.
False Accept Rate (FAR) = Wrong Matches / Total Impostor Pairs x 100

This is used to measure security risk by calculating incorrect acceptance of different people as

matches.

False Reject Rate (FRR) = Wrong Rejections / Total Genuine Pairs x 100

This is used to measures user experience impact by tracking genuine pairs incorrectly rejected.
Photo Standards Evaluation Metrics

Classification Accuracy = Correct Classifications / Total Photos % 100

False Acceptance Rate (FAR) = Violations Missed / Total Violation Images x 100

This is critical for security as it measures how often non-compliant photos pass automated

checks.
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Classification Function

Similarity Score Action

>=95% Automatic Approval
50-94% Supervisor Review
<50% Fraud Investigation

Table 1Classification Function

Photo Standards Classification

Classification Criteria
Approved Meets standards requirements
Unapproved Violates one or more standards

Table 2 Standards Classification Function

3.5 Ethical Considerations

Description

High confidence match approved
Manual verification required

Low or no match potential security risk

Description
Photo complies with all governmen
t standards
Photo fails to meet required specifi

cations

This study adheres to ethical guidelines for handling biometric information and all photos used

in this study came from publicly available datasets like AgeDB, MORPH, CACD, and FGNET

which already have the right usage permissions.

The study adheres to GDPR rules by only using the minimum data needed just facial

comparison features for testing identity verification. No other information was used beyond

what’s required for the analysis in this study.

Since these datasets are used widely in academic studies, there weren't any additional consent

issues to worry about. The focus was purely on testing the technical performance of AWS

Rekognition rather than collecting new biometric data.
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3.6 Research Materials
This section study relies on 5 well-known facial recognition benchmark datasets, and these

carefully chosen for the DVLA task.

3.6.1 Research Data

359 genuine comparison pairs and 30 impostor pairs from various datasets like AgeDB,
MORPH, CACD, and FGNET. AgeDB was not enough on its own due to major bias requiring
use of other datasets to ensure demographic coverage and the kind of age progression data

required to test DVLA's age progression scenario.

The genuine pairs were filtered to include age gaps from 5 to 23 years, focusing more on that
10-year and above gaps that matches UK driving licence renewals. This allows investigating
how aging affects Rekognition accuracy over the exact timeframe DVLA deals with. The

subjects in the dataset range from 16 to 102 years old, covering most adult ages.

Balance across gender was in mind 179 female, 180 male pairs, ethnicity White, Black, Asian,
East Asian, South Asian, Mixed Race, Hispanic/Latino, and Middle Eastern to represent most
UK populations, and different age groups so I could properly test for fairness. However, the
sample sizes were not equal due to bias in free datasets. White groups highest representation

with168 pairs but other ethnic groups had less data to fully assess potential bias.

For checking photo standards FRLL dataset was used with a total of 87 photos across seven
types of violations like smiling, mouths open 25 photos, multiple faces 4 photos, glasses 9
photos, face occlusion 8 photos, headwear 14 photos, closed eyes 8 photos, and wrong poses
12 photos. These represent the common ways people fall short in real licence applications, so

allows testing how well DetectFaces and DetectLabels APIs handle DVLA photo requirements.

3.6.1.1 Sample Size and Quality Control
The 359 genuine pairs were chosen to give enough statistical power for spotting performance
differences between demographic groups. This follows typical protocols for facial recognition

evaluation that other researchers use.

Photo quality was at the centre any photos that were blurry, too low resolution, or had bad
lighting got filtered out. Same thing for photos where faces were mostly covered or at weird

angles that would make fair comparison impossible.
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The uneven demographic representation wasn't ideal, but that's just how these free datasets are
built. White populations ended up with the biggest sample while some ethnic groups had much
smaller numbers. This is a known limitation that I had to work with, though it could be enough

to spot major bias issues if they exist.

3.7 Chapter Summary
This chapter highlighted methods for testing how Rekognition works for DVLA photo
verification. The experimental approach mixes quantitative biometric testing with demographic

fairness analysis using datasets that other researchers have used before.

The application setup allows for scalable tests while keeping data within UK borders for
compliance. Performance is measured using TAR, FAR, and FRR and demographic analysis

to check if the APIs work fairly across different groups.

The methodology balances technical rigour and constraints working with existing datasets
rather than collecting new data, using cloud infrastructure that can handle variable testing loads,
and focusing on the specific use case of ten-year driving licence renewals that DVLA deals

with.
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CHAPTER 4 — EXPERIEMTS AND RESULTS

This chapter discusses the experiment setup, results analysis, and thorough evaluation of
AWS Rekognition service effectiveness in comparing photos and checking photo standards
for DVLA driving licence photo verification process. Checking the overall accuracy, fairness
across different demographics, age progression analysis, and compliance with photo standards
by using and filtering specified datasets for high quality images that fits defined criteria and

evaluation metrics.

4.1 Experiment Setup

4.1.1 Comparison Request Processing Flow

Step 1: Starting a request

The process begins when a user sends a post request to the underneath endpoint with a JSON

payload containing the request body.

POST https://x00yclisml.execute-api.eu-west-2.amazonaws.com/dev/compare-faces|

arams Body ° Headers Auth Vars Script Assert »

v {
"sourceImage": "15625_KatharineRoss_22_f.jpg",
"targetImage": "15634_KatharineRoss_32_f.jpg",
"bucket": "driving-licence-photos-buckets"

}

Figure 5 Verification Request Example
Step 2: API Gateway

It receives the request and performs some validations, converts it into a lambda event object

and sends it to the compare faces lambda for processing.
Step 3: Lambda Execution

The lambda is triggered and starts processing it extracts the request input and checks if the
required parameters like source image, target image and bucket are there if any are missing or
don’t exist in s3 a 400-status-code error is returned. Once we have these in place the lambda
sends an API call to AWS Rekognition CompareFaces API with parameters source image,

target image, SimilarityThreshold 95% and a QualityFitler set to high.
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Step 4: AWS Rekognition CompareFaces API

AWS Rekognition CompareFaces API processes both images stored in S3 bucket and performs
typical Facial Recognition process like performing facial features extraction and comparison
algorithm, calculates the similarity percentage between the two faces extracts confidence score

and returns a structured response to the lambda.
Step 5: Classification Processing

The lambda processes the Rekognition response thorough a simple three tire classification
function if the Similarity score in the response is 95 or higher the photo is automatically
approved as a true likeness. If the score is between 50 to 94 the photo is sent for manual review
by a supervisor to double check it. If the similarity score is 0 or below 50 the photo is sent to

fraud investigation team.
Step 6: Store Results in DynamoDB

The lambda stores the results in DynamoDB table including attributes like request id,

timestamp, similarity, confidence, age, gender and classification.
Step 7: Repones Generation:

The lambda returns a structured JSON response containing the following in blow screen.

Response Headers " Timeline Tests

v {
"id": "1leb4553f-8bb3-43b4-bd64-eb412d04c60b",
"timestamp": "2026-01-17T18:09:54.755Z",
"similarity": 99.92179107666016,
"confidence": 99.9998779296875,
"classification": "APPROVED",
"message": "High score found identity verified",
"demographics": {
"age": {
"High": 40,
"Low": 32
}I
"gender": {
"Confidence": 99.84164428710938,
"Value": "Female"

1
2
3
4
5
6
7
8
)

e e
© NG EWNRP S

Figure 6 Verification Response Example
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Step 8: Error Handling

The lambda has a comprehensive error handling covering invalid parameter request, image too
large, image not found in s3 bucket, Api rate limit exceeded, invalid image format, throttling

and server error.
Step 9: Monitoring and Logging

Throughout the entire process CloudWatch captures lambda logs and performance metrics, API
Gateway request and response, Rekognition API calls and processing time and DynamoDB

metrics.
Photo Standards Processing Flow
Step 1: Starting a Request

Similarly to the comparison process user sends a post request to the endpoint with the payload.

POST https://xochl1smI.execute—api.eu—west-2.amazonaws.com/dev/check—photo—standards|

arams Body ° Headers Auth Vars Script Assert » JSON +

"imageName" : "104_08.jpg",
"bucket" : "photo-standards"

Figure 7 Photo Standards Request
Steps 2-3: API Gateway and Lambda Execution

This follows the similar pattern as above, routing the request to the check photo standards

Lambda function which runs required validation.
Step 4: Rekognition API Calls

Following a similar process DetectFaces and DetectLables APIs are called to detect smiles,

eyes, mouth open, wearing accessories etc.
Step 5: Verify Standards Function

This function has a comprehensive compliance checks it checks if there’s multiple faces, facial

expression, eye detection, pose analysis and quality assessments.

Step 6: Classification
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Uses 2 classification if the photo meets all the requirements the photos is classified as Approved
is there 1 or more violations like smiling wearing a hat etc the photo will be Unapproved.
Steps 7-9: Storage, Response and Monitoring

Similarly to the other lambda it stores results in a separate DynamoDB table, return response
with detailed compliance checks, and follows the pattern for error handling and CloudWatch

logging.
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4.2 Results and Analysis

4.2.1 Analysis of Demographic Performance

This section aims to provides performance metrics covering the accuracy of CompareFaces
API across different demographic groups. 359 genuine comparison pairs that are spread out
across gender, ethnicity, and age groups are tested and analysed to test fairness and possible

bias patterns in a somewhat a diverse population.

4.2.1.1 Overall Performance

The proposed biometric comparison application produced excellent results on all evaluations
metrics as shown across all the tables in this section. The application achieved average
similarity score of 99.92% with 99.98% confidence level as shown in below table. This high

score exceeds industry standard for facial recognition accuracy.

Similarity 99.92%
Confidence 99.98%
TAR 100%
FAR 0%
FRR 0%

Table 3 Overall Performance

4.2.1.2 Security Analysis

To test the API robustness 30 pairs of imposters were used and the results are shown in below
table. All pairs of impostors were correctly rejected, showing that the API is excellent at
stopping fraud. Rejection of all imposter pairs proves the API ability at finding genuine and

imposters, which provides security assurance for operational deployment.

Impostor Pairs Tested | 30

TRR 30
FAR 0
Similarity 0%

Table 4 Security FAR
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4.2.1.3 Gender Performance Analysis

Demographic analysis revealed a tiny performance variation between different genders, with
female achieving slightly higher accuracy rates averaging 99.94%, while it was 99.90% for
males. This means that females had a + 0.04% performance advantage, which falls within an

acceptable statistical variance.

Gender | Total Pairs | Average Similarity | Confidence | Performance Variance

Female | 179 99.94 99 0.08%
Male | 180 99.90 99 0.12%
Overall | 359 99.92 99 0.10%

Table 5 Gender Comparison

Although both male and female achieved an exceptional similarity score averaging above 99%.
The tiny difference in performance between genders may suggests that the CompareFaces is
more stable when processing female facial features. This could be because of the way the
training data is distributed or because the algorithm is biased toward certain facial feature
patterns. The fractional variance in male groups means that there is more inconsistency
between different demographic subgroups which requires careful monitoring during

operational deployment, so customers get the same level of service.

4.2.1.4 Ethnic Group Performance Analysis

CompareFaces worked well across ethnic groups, and the differences in performance stayed
within the acceptable bias range less than 1% with is good for government biometric
applications. Also, the maximum performance gap of between the highest and lowest scores
e.g. Asian and Mixed-Race groups was less than 1% which is acceptable bias limits. Even so,
some demographic subgroups had performance variations between different age groups but

stayed with an acceptable range as well.

Ethnic Group Sample Size Average Similarity Rank
Asian 10 99.99 Ist
Middle Eastern 12 99.99 Ist
Hispanic/Latino 33 99.95 2nd
White 168 99.93 3rd
Black 62 99.92 4th
East Asian 15 99.86 5th
Mixed Race 59 99.80 6th

Table 6 Ethnic Groups

Asian and Middle Eastern populations had the best performance averaging 99.99%, even

though their sample size was the smallest. This suggests that the ComparFaces API is good at
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recognising Asian and Middle Eastern facial features. The largest sample size, 168 pairs, comes
from white populations, and their results are the most statistically sound, with 99.93% accuracy
across a wide range of ages. Mixed Race populations have an overall performance of 99.80%,

which is acceptable.

4.2.1.5 Female Demographic Analysis

Female populations across seven ethnic groups showed strong performance with
interesting age-related trends. Testing 179 female pairs produced a 99.94% average
similarity with just 0.02% variance between age groups, demonstrating reliable

performance across different demographics.

Ethnic Group 16-30 | 30-40 | 40-50 | 50-60 | 60-70 | 70+ | Overall
Black Females 99.95 199.63 199.99 [99.86 |99.87 9991 | 99.87
White Females 99.995 199.89 199.99 [99.93 199.93 9991 99.94
Asian Females 99.98 199.99 99.98
South Asian Females 99.98 199.99 199.99 99.98
Mixed Race Females 99.77 199.99 199.98 99.99 99.93
Hispanic Females 99.99 199.99 99.75 99.91
Middle Eastern Females 99.97 199.99 199.96 |99.999 99.98

Table 7 Female Demographics

Black females scored an average of 99.87% and had some variation across different age group.
Performance declined in the 30-40 group averaging 9.63% and recovering at 40-50 years
scoring 99.99%. This suggests facial features may be less stable during the thirties as facial

features change during this period.

The largest group was white females, who had an average score of 99.94% across 91 pairs.
This accuracy was consistent across age groups, with the highest rate of 99.99% between the
ages of 40 and 50 and the data availability for this group ensured all ages are covered unlike

others in this study.

Asian females had the highest scores 99.99% on average, even though there were only three
pairs to compare. Their performance stayed consistently great in the 18—40 range, but we need

more data from older age groups to be sure these results accurate across all ages.

Southeast Asian females with 7 pairs also did very well, with an average score of 99.98%.
Their performance got better as they got older. The 40-50 group got almost all the answers
right 99.99%, which indicates the API works well with older South Asian females.
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Mixed-race females 31 pairs scored 99.77% for ages 18 to 30 but got a lot better 50 to 60 group
achieving 99.99%. This indicates the API works well with mixed race females, but more data

is needed to represent older groups.

Overall, Hispanic females did well 99.91%, but there was a drop in the 40 to 50 age group

averaging 99.75%, so it needs to be investigated more closely despite the low data for this
group.

Middle Eastern females with 9 pairs, achieved an average of 99.98%. The 30 to 40 and 50 to
60 groups both got almost perfect scores 99.99%, which indicates the API works very well

with Middle Eastern facial features.

The study shows that most female ethnic groups have very high recognition rates, over 99.9%.
The small overall difference shows that the API works the same way for all females, but some

ethnicity age groups, may need more attention during deployment.

4.2.1.6 Male Demographic Analysis

Like Females the performance of male populations had a slight variation, with specific ethnic
groups facing more age-related challenges. Although this is a fractional difference, but a more

carful approach is needed to ensure services are delivered fairly.

The analysis shows performance patterns that are specific to certain demographics. These
patterns help set priorities for algorithmic optimisation and operational deployment. White
males, who make up the largest male group with 77 pairs and an average similarity of 99.92%,

cover a wide range of ages, from 18 to 70 and older.

Ethnic Group 18-30 | 30-40 | 40-50 | 50-60 | 60-70 | 70+ | Overall
Black Males 99.94 199.995 199.99 199.99 99.99 |99.96 |99.98
White Males 99.96 199.84 199.99 99.93 99.93 199.91 99.929
Asian Males 99.99 199.99 199.99 99.99
East Asian Males 99.99 99.99 199.23 99.74
Mixed Race Males 99.99 199.99 |98.66 |99.997 99.66
Hispanic Males 99.99 199.99 199.99 |99.995 99.99
Middle Eastern Males 99.99 199.99 |99.997 99.99

Table 8 Male Demographics

Black males stood out as the most reliable group 39 pairs, 99.98% average. Their scores barely

fluctuated across age ranges, peaking at 99.998% for the 40-50 group.
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White males with 77 pairs achieved good scores but declined in 30 to 40 group averaging
99.839% recovering in the next group 40 to 50, 99.997%. This decline pattern was in female

data, indicating that facial features during this life stage change.

Asian averaged 99.99% and testing covered ages 18 to 50. The high score indicates the API
handles their features well, but more data is required to cover other age groups. East Asian 50

to 60 group averaged 99.23%. With just 8 pairs total and a 99.74% overall average.

Mixed Race males delivered the worst performance in the 40 to 50 age group scored a dismal
98.656% across 28 pairs and averaged 99.66%, but that middle-age.
Hispanic and Middle Eastern males both excelled, scoring 99.99% and 99.99% respectively,

though small sample sizes 3 pairs limit how much we can read into these results.

Although the average score was 99 for all groups the data exposes some issues East Asian in
their fifties and Mixed Race in their forties both scored low compared to others could require
motoring as these gaps could create discriminatory outcomes and need fixing before any

widespread rollout.

4.2.1.7 Age Performance Analysis

Age Female Male Combined
18-30 years 99.94 99.97 99.95
30-40 years 99.92 99.97 99.94
40-50 years 99.94 99.80 99.87
50-60 years 99.94 99.85 99.89
60-70 years 99.90 99.96 99.93
70+ years 99.91 99.93 92

Table 9 Age Analysis

Cross-demographic age analysis shows both universal patterns and challenges that are unique
to certain groups. This data assists in establishing scope for deployment strategies. The
comprehensive age analysis reveals trends spanning gender and ethnicity, while also

emphasising a fractional demographic weakness that may not require focused interventions.

Looking at performance across different age groups reveals some interesting patterns and a few

concerning trends that may require attention.

The youngest group 18-30 performs well at 99.95% combined, with Male scoring slightly
higher than female. This flips in the thirties where both genders maintain good results around

99.94%, though female edge slightly.
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At forties the combined average drops to 99.87% as males decline to 99.80% while females
hold steady at 99.94%. This 0.14% gender gap is due to Mixed Race and South Asian males

with lower scores at age period.

The 50 age group achieved 99.89% with males still lagging at 99.85% vs 99.94% for females,
but by the sixties, the combined average reaches 99.93% as males recover to 99.96%

outperforming females again. This recovery continues into the seventies where the combined

score hits 99.92%.

What's particularly eye catching is how well elderly people perform. The 70+ achieved 99.92%
combined, which contradicts the assumption that facial recognition accuracy declines with age.
This indicates that the model training data included appropriate older faces, helping the API
handle age-related facial changes effectively. Overall, middle-aged males from certain ethnic

backgrounds face recognition challenges that may need addressing.
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4.2.2 Age Gap Impact Analysis

The age gap analysis looks at how well the CompareFaces API works across different time
gap between photo pairs. This is important to get an insight of how well it works for a ten-year
renewal scenario where a time gap between photos can be 10 years The assessment includes
three separate age gap categories, showing patterns that are specific to each gender and traits

that are important for long-term identity verification applications.

Gap Male Female Combined Difference
5-9 years 99.90 99.83 99.86 +0.07 Male
10 years 99.86 99.74 99.80 +0.12 Male
11+ years 99.94 99.61 99.78 +0.33 Male
Average 99.90 99.73 99.81 +0.17 Male

Table 10 Gap Analysis

The age gap test demonstrates CompareFaces resilience at handling various age gaps, with
average similarity scores consistently achieving scores above 99.6% even for the longer
periods. Male had higher scores across all age gap categories, with the performance difference

increasing in extended time periods.

4.2.2.1 Age Gap 5-9 Years

This shorter 5 to 9 gaps are examined as lots of drivers change their photos before the ten-year
renewal. The average similarity for males was 99.90%, while for females it was 99.83%. Males
groups had a small advantage of + 0.07%, which is within the normal range of performance

variation.

This time shows the best algorithmic performance for both males and females, which suggests
that changes to the face that happen over the course of a decade don't make it much harder the
CompareFaces API this likely due to the training dataset used. The tiny difference in similarity
between genders indicates that the API works well for both.

4.2.2.2 10 years Age Gap

The ten- years age gap is the standard time between UK driving licence renewals where a
change of photo is mandatory. It gives performance data for a common licence renewal
operation. The average similarity for males remained at 99.86%, while the average for

females dropped to 99.74%. This gave men a +0.12% advantage.

The drop in performance seen in both males and females is a normal part of aging over a full

decade, but it is still very small and well within reasonable practical limits. The increased
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gender similarity difference although its fractional but may indicates that female facial features

may be more vulnerable to age-related recognition difficulties over extended periods.

4.2.2.3 Age Gap Analysis 11+

The 11+ years age gap category looks at how well the system works over extended periods,
which can happen in rare cases of renewal or when historical verification is needed. The
99.94% average male score sets the highest performance. For females, it dropped to 99.61%,

which was the lowest score and made the biggest gender difference of + 0.33%.

The unexpected rise in male similarity score for longer age gaps suggests ongoing aging may
enhance facial distinctiveness for male traits, possibly due to more pronounced age-related
alterations that augment algorithmic discrimination capacity. On the other hand, the significant
drop in female performance 99.61% is close to the lower end of the optimal accuracy ranges,
although it’s within an acceptable range but might be challenging for females identity

verification over a long period of time.
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Figure 8 Comparison data sample
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4.2.3 Photo Standards Compliance Analysis

The DetectFaces and DetectLabels APIs are used to check for photo standards compliance for
photos that didn't meet defined set of standards. A total of 87 images in seven violation
categories to see how effectively the APIscould find photos that fail to satisfy

defined requirements.

4.2.3.1 Overall Performance of Photo Standards

The APIs worked differently for different types of violations. It was excellent for certain
violations but had a lot of issues with others. The full evaluation gives important information
about how reliable the APIs are for checking compliance with photos automatically in real-

world DVLA settings.

Category Number of Photos Tested False Positives FAR
Smile & Mouth Open 25 10 40%
Multiple Faces 4 0 0%
Glasses 9 0 0%
Face Occlusion 8 4 50%
Headwear 14 0 0%
Eyes 8 1 12%
Pose 12 0 0%

Table 11 Photo Standards

4.2.3.2 Perfect Detection Categories Analysis
The API was excellent at finding photos with multiple faces in the photo proven by its flawless

performance on four test images, with a 0% false acceptance rate. This perfect record is

essential for driving licence applications.

Glasses detection also worked perfectly on all 9 test images, correctly finding and labelling
different violations. The 0% false accept rate shows that the API can reliably detect glasses that
hide facial features needed for biometric comparison. This performance is important for DVLA

and required for identity verification.

The API was good at detecting headwear and showed good results across 14 test images, with
a false accept rate of 0%. It was able to correctly identify different types of head coverings,
such as hats, kippah, turbans, headscarf, and hoods. Although the DetectLables incorrectly
ladled the hijab as a hoodie in some cases this makes the need for careful considerations as
there are exemption for religious reasons. Overall, The APIs was able to detect various
headwear types indicates comprehensive training data for some cultural and religious head

coverings while adhering to security protocols. However, further training on the different types
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of head covering such as a hijab may require more testing data to examine this further to

ensure the API is fair for all cultures.

Pose detection worked perfectly on 12 test images, correctly identifying photos where the
subjects are not facing forward or have their heads at the wrong angle. The 0% false accept rate

shows that pose violations can be detected with confidence.

4.2.3.3 Problematic Detection Categories Analysis
The API worked moderately well with finding closed eyes, with a 12.5% false accept rate

across 8 test images but failed to find closed eyes. The one false positive suggests that the API
is somewhat reliable, but it may have trouble detecting certain eye states because of borderline
cases or limitations in the training data which can impact the deployment. This level of

performance needs human supervision for cases of borderline eye conditions.

The API was poor at detecting smiles and open mouth and scored 40% false acceptance rate
across 25 test images. This was the largest violation category tested. The high false acceptance
rate shows that it is hard to tell the difference between neutral expressions and smiling or open
mouth. This variations in performance indicate that deploying this to critical government
application can cause lots of issues and the manual verification process might be best to check

for photos standards.

The API had the worst performance at detecting face occlusion with a 50% false accept rate
across 8 test images. The high false acceptance rate indicates that the API struggles at finding
partial face coverings that block facial visibility this could be down to poor training data. This
level of performance is risky since it makes photos that fail to satisfy the requirements pass

through the verification process.
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Figure 9 Data Sample (Photo Standards)
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4.2.4 Serverless Performance Analysis
CloudWatch monitoring revealed that the serverless application performed well during testing
stage as shown in below table. The requests average processing time was 279.49 ms and the

response times was between 1.6ms and 2,881.89 ms.

The slow processing time was mostly due to cold start as analysis revealed initialisation
average was 272.80 ms. This represents majority of the total processing time. The
implementation initialises AWS service clients inside the lambda function which is not ideal
and possibly contributing to this and can be initialised outside the handler to allow reuse of

connections for all invocations to reduce cold start issues.

Memory utilisation was consistent averaging 87.35 MB for all executions, staying within
allocated memory size. The application processed the experimental workload without
performance degradation, demonstrating the architecture's abilities to handle DVLA's
operational requirements. However, due to time scale of this project it was not possible to load
test the applications with appropriate load tests similar to the kind of traffic we get at DVLA

online services.

Processing Average Value
Processing Time 279.49 ms
Minimum 1.6 ms
Maximum 2,881.89 ms
Average Cold Start 272.80 ms
Cold Start Impact 97.6%
Average Memory Usage 87.35MB

Table 12 Serverless Performance
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4. 3 Discussion

This chapter examines the experimental results from results and analysis section, assessing the
effectiveness of AWS Rekognition for DVLA Ten-Year-Renewal applications identity photo
verification. The discussion examines the results and evaluates practical deployment issues

found in photo verification and checking photo standards validation.

The CompareFaces API produced excellent results, which shows it may be ready to be used
for identity verification. The accuracy levels were higher than what is expected in various

applications. This may be due to AWS training datasets and advanced architectures.

The breakdown of the demographics shows some patterns that are worth looking into more
closely. There is a small gender gap of +0.04% in favour of female subjects. This is not
statistically significant, but it is better to what researchers have found in other facial recognition
models and deployed systems. The cloud comparison research showed somewhat similar
patterns on different commercial platforms, but Rekognition's gaps are much smaller than other
providers. The difference is more telling: male performance changes more 0.12% than female

performance 0.08%.

This suggests that the algorithm doesn't always work the same way for male facial features
across different groups. This may be due to things like differences in facial features, different
aging patterns, or even how the training data was spread out or perhaps due to the sample

difference between the genders in this experiment.

The age progression findings are particularly important for DVLA's ten-year renewal scenario.
Rekognition maintained strong similarity scores for images taken 5-9 years apart 99.86% and
even at the full 10-year mark 99.80%, which demonstrates solid resilience against normal
aging. However, female performance declined for gaps beyond 11 years dropping to 99.61%,
hinting at limitations when the time gap extends further. This makes sense aging compounds

over time through skin texture changes, volume loss, and structural shifts.

Studies have consistently demonstrated that female faces exhibit aging in subtle ways that
algorithms find challenging to monitor, particularly when considering variations in makeup,

hairstyle, and weight that differ more significantly than male patterns.

The lowest average in demographic was in East Asian men aged 50 to 60 dropped to 99.23%,
and the percentage of Mixed Race male aged 40 to 50 dropped significantly to 98.65%. These

results are in line with what we already know about problems with facial recognition: groups
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that aren't well-represented in training data don't do as well. When mixing up race, gender, and
age, creates complicated feature spaces that need a lot of examples to learn how to use them
correctly. Mixed-race groups have struggled as the algorithm has to learn features that cross

different ethnic groups.

Even with these differences, all demographic groups stayed above 98% accuracy, which is
good enough for many uses. But government identity verification works differently. Security
and fairness are essential. Since the sample sizes were different for each demographic group in
this experiment, the results suggest that Rekognition should be deployed as an assistive tool

for caseworkers to help them reach a decision rather than an independent decision-maker.

Caseworkers have full decision-making power for borderline cases or cases from demographic
groups with a lot of variation. They can use it to help them make a decision. The trial phase
would let the DVLA test it on a larger data and more diverse group of people extracting
statistics on its performance and get feedback from caseworkers, to find issues that weren't
expected before employing it. This hybrid approach values the technology's ability to
consistently analyse features and the human ability to deal with edge cases, or unusual

situations that algorithms have trouble with.

Photo Standards Validation Limitations

The results indicates that AWS Rekognition's DetectFaces and DetectLabels APIs have
significant limitations for automated photo compliance validation. The clear distinction
between excellent detection of some violations and poor detection of others demonstrates that
there are essential differences in how Rekognition's training data and detection algorithms

represent features.

Rekognition is excellent at finding different, high-contrast features with clear geometric or
object-based characteristics because it has perfect detection rates for detecting multiple faces,
different types of glasses, various headwear although it labelled hijab as a hoodie in various
photo and pose violations. Excellent performance at detecting these features probably benefit
from being well-represented in training datasets as they are common detection tasks in many

applications other than identity verification.

However, the poor performance on smile detection 40% FAR, occlusion detection 50% FAR,
and eyes detection 12.5% FAR exposes critical gaps for DVLA photo standards validations.
To detect smiles and neutral expressions, you need to fully understand how facial muscles are

arranged and how small changes in mouth position can affect them.
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The 40% false acceptance rate suggests that Rekognition's smile detection may not be set up
the way governments standards require it to be. Separating neutral expressions from slight

smiles is something that human may struggle with.

Major issue like 50% false acceptance rate for occlusion detection, that impacts security
and biometric matching. High error rate could be due to occlusion scenarios are complex, with
things like hair or hands partially covering or shadows and lighting artefacts training may not
have focused on subtle occlusion patterns, especially those that lack noticeable things like

sunglasses or masks.

These limitations make it impossible for DVLA applications to fully automate the validation
of photo standards. The UK government photo guidelines explicitly prohibit all of the above
the Rekognition failed to detect. Since of the high false acceptance rates for these essential
requirements, photos that fail to satisfy the requirements would often pass automated checks.
This will lead to issues after deployment with biometric matching, exposing system to

vulnerabilities and inconsistencies in standards.

The technical limitations show that there exists a basic mismatch between general-purpose
computer vision APIs and specific compliance needs. The findings may indicate that the two
APIs are made for general facial recognition where strict government standards don't have any
significance. Rekognition's occlusion detection also looks for clear obstructions, like masks,
not subtle partial coverings like hair or shadows that break photo rules. The API wasn't trained

to follow government photo standards guidelines.

The findings suggest the DVLA should continue its current manual verification for standards
compliance. Alternatively, DVLA could custom models that are trained on their photo database
and optimised for ICAO standards. AWS Rekognition offer training a Custom Labels
with specific need without having to build ML infrastructure from scratch, but this will require
lots of training data and huge cost for running the model per hour which is against the current

business requirements as currently cloud services are mostly used per use.
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4.4 Chapter Summary

This covered the experimental setup and results for testing AWS Rekognition APIs
performance for DVLA driving licence identity photo verification. The evaluation employed
various metrics similarity scores, confidence levels, True Accept Rate, False Accept Rate,
False Reject Rate, and demographic differentials across 359 genuine comparison pairs and 30

impostor pairs from diverse demographic groups.

The CompareFaces API worked well, with an overall similarity of 99.92% and 99.98%
confidence. It also, correctly rejected imposter pairs without any false acceptances. The
demographic breakdown did show some trends, though. There is a small gender gap of +0.04%
in favour of females, and the performance of males varied more 0.12% than that of females

0.08% across different subgroups.

Testing age progression showed that the APIs was excellent with gaps of 5 to 10 years.
However, after 11 years, female’s performance dropped a little 99.61%. The real concerns
came from specific demographic combinations East Asian males aged 50-60 dropped to
99.23%, and Mixed-Race males aged 40-50 fell to 98.66%. These results mean careful
monitoring is essential if this gets deployed operationally. Overall, it's an excellent

performance despite the fractional variations across different demographics.

Photo standards validation told a completely different story. DetectFaces and DetectLabels
APIs did well on certain violations like multiple faces, glasses, headwear, and pose all got
caught perfectly 0% FAR. But struggled with smile detection 40% FAR, occlusion detection
50% FAR, and eyes detection 12.5% FAR. These high false acceptance rates for critical DVLA

photo requirements basically rule out using these APIs for automated photo standards checking.

The findings point toward using Rekognition as a support tool for caseworkers when comparing
faces collecting data of comparisons then data can be analysed to decide on whether to
automate it based on findings later down the line. Photo standards checking needs to stay
manual for now, though DVLA might want to explore building custom models trained

specifically on their task to achieve good results on all checks.
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CHAPTER 5 — CONCLUSION, LIMITATION, AND
RECOMMENDATIONS

5.1 Summary

This research tackled the challenge of automating DVLA photo verification for Ten-Year-
Renewal driving licence applications. Manual photo verification can slow application
processing and is prone to errors, comparing photos taken ten years apart is challenging as
people get older. The study evaluated AWS Rekognition APIs effectiveness thorough a
serverless application built with Lambda, S3, DynamoDB, and API Gateway.

Firstly, the literature was extensively analysed on existing facial recognition, age progression,
demographic fairness, and ISO/ICAO standards. This review showed that we don't fully
understand how commercial systems like AWS Rekognition deal with age gaps of ten years or

more and work with different groups of people.

Secondly, set up methods, measurement metrics, extract and filter data from datasets like
AgeDB, MORPH, CACD, FGNET, FRLL, CelebA-HQ for both comparisons and photo

standards.

Thirdly, create a serverless application calling three Rekognition APIs like CompareFaces for

biometric comparison, DetectFaces and DetectLabels APIs for photo standards validation.

Fourthly, test a total of 359 genuine pairs and 30 imposter pairs and a selection of compliant
and non-compliant photos to test standards and analyse fairness and accuracy in both

categories.

Finally, explore and analyse processing time and how well it would work in real life for DVLA

operations.
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5.2 Conclusion

AWS Rekognition's CompareFaces API achieved exceptional results for identity verification.
The average similarity score was 99.92% and correctly rejecting all impostor pairs.
Performance remained strong across age gaps, maintaining 99.80% similarity for important 10-
year renewal period. The findings prove AWS Rekognition's API appropriateness for biometric

matching.

However, demographic analysis revealed fractional but notable variations. While all groups
achieved an average of over 98% accuracy levels, Mixed Race males 40 to 50 age group
declined to 98.66% and East Asian males 50 to 60 average declined to 99.23% the lowest scores
observed. On the other hand, female performance showed less variance 0.08% compared to
males 0.12%, Indicating more consistent algorithmic behaviour across female demographics.
The +0.04% gender differential favouring females, though small, warrants monitoring in

operational deployment.

Photo standards validation exposed critical limitations. DetectFaces and DetectLabels APIs
performed well for multiple faces 0% FAR, glasses 0% FAR, headwear 0% FAR, and pose
violations 0% FAR. But failed on smile detection 40% FAR, occlusion detection 50% FAR,
and eyes detection 12.5% FAR. High error rates for photo standards makes automating the

process impossible for DVLA deployment without human oversight.

Based on these findings, Rekognition works best as a support tool rather than making decisions
on its own. Caseworkers would see the similarity scores and confidence levels next to the
photos. Caseworkers would still have the final decision to make, but the algorithm's consistent
analysis would help them. This kind of hybrid approach makes sense and a lot safer until more
analysis from review is gathered to reach a final decision. This hybrid approach balances

caseworkers judgement, experience and Rekognition excellent patterns.
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5.3 Limitation

Limitations include dataset was not big enough to get initial results, especially different
demographic groups representation, some categories and populations had relatively small
sample sizes which makes it harder to draw firm statistical conclusions about how well
Rekognition works for these groups. Similarly, the age distribution wasn't balanced. There
weren't many samples for people over 70, which means we can’t reach a conclusion as to how
the APIs handles elderly faces. Also, the 2021 census showed how diverse the UK population
is and there are many ethnic minorities that were not represented in this study due to lack of

inclusion in used datasets.

Another issue is that the testing involved a controlled benchmark datasets with controlled
image quality and scenarios. But in the real world, DVLA receives photos from all sorts of
professional photographers, automated photo booths, smartphones cameras etc. The lighting
varies, backgrounds aren't always ideal, and quality can differ. It's quite possible that

performance would drop when dealing with the with these situations.

There's also a timing consideration. This testing happened at one specific point using whatever
version of Rekognition was current at the time. AWS keeps updating their algorithms, so what
works today might perform differently six months from now. What we've got here is essentially

a snapshot, not a long-term view of how the system behaves.

Looking ahead, future work should really focus on testing more diverse demographic data,
especially for the groups where we saw some performance variation. Use a larger UK-specific

dataset that's properly balanced would let researchers do more thorough fairness testing.
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CHAPTER 6 — REFLECTIONS

This dissertation turned out to be more demanding than I'd expected, particularly balancing the
practical work with academic research. My original timeline fell apart quickly the literature
review took longer than planned because I kept finding relevant papers that needed to be
included. Finding, preparation and filtering datasets took a while to ensure appropriate

demographics balance.

Managing time properly became important. I had to figure out how to set goals that were
achievable and sticking to deadlines. In some weeks I managed to lots done, other weeks much
less. Breaking everything into smaller pieces helped, though I still got the timing wrong on
some. This has been a great learning experience that helped improve my time management

skills.

The technical work had a steep learning curve. I'd never worked with facial recognition
technology before, so getting my head around algorithmic how it works, the different types of
models and understanding bias issues, what makes training data good or bad, how different
demographic groups get treated all of that was new to me. Then setting up the serverless was
another challenge that helped me learn more about setting up AWS services as I went and

gained valuable experience.

Working with benchmark datasets such as AgeDB and MORPH FGNET ACAD was
unfamiliar. Understanding how they were built, what their limitations were, and how to filter
them appropriately took considerable effort. The evaluation metrics FAR, FRR, demographic
differentials were standard stuff in facial recognition research but entirely new to me, so I had

to spend time figuring out what they meant and why they mattered.

My supervisor's input was valuable throughout this project. They pointed me toward useful
academic resources on facial recognition and advice on methodology and how to structure the

research properly which made a big difference in getting this done.

I have learned more about facial recognition, bias, datasets, and serverless. It's also shown me
where I'm weak my stats could be better, and I need to understand the ethics side of government
Al more. The hands-on skills from these designing experiments, making sense of results,
getting AWS to do what you want should be useful down the line. Despite all the challenges,

this has been a valuable experience.
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