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Lab 3: Creating Packet Captures IIIINDG

Introduction

In this lab, you will utilize Wireshark to initiate a packet capture. Wireshark captures
packets and allows network administrators to examine the data within the packet.

Objective
In this lab, you will perform the following tasks:

e Create a Packet Capture using Wireshark
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Lab Settings

4INDG

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Client 192.168.1.20 lab-user Trainlng$
DMZ 192.168.50.10 root PaloAlte
Firewall 192.168.1.254 admin Trainlng$
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3 Creating Packet Captures

3.0 Load Lab Configuration

In this section, you will load the Firewall configuration file.

1. Click on the Client tab to access the Client PC.

(EGLLILG I & Content | |»” Status

0 Client -

0 Firewall -

4INDG

ODMZ -

2. Loginto the Client PC as username lab-user, password Trainlng$.
3. Double-click the Chromium Web Browser icon located on the Desktop.

L1 VRouter -

4. Inthe Chromium address field, type https://192.168.1.254 and press Enter.

56 New Tab X

C  Dfhips//192.168.1.254]

5. You will see a “Your connection is not private” message. Click on the ADVANCED

link.

4

Your connection is not private

Attackers might be trying to steal your inforn

words, messages, or credit cargs

ation from 192.168.1.254 (for example

_'\U‘/ If you experience the “Unable to connect” or “502 Bad Gateway”
— message while attempting to connect to the specified IP above, please

* wait an additional 1-3 minutes for the Firewall to fully initialize.
Refresh the page to continue.
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6. Click on Proceed to 192.168.1.254 (unsafe).

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.254 (for example,

passwords, messages, or credit cards)

HIDE ADVANCED Back to safety

This server could not prove that it is 192.168.1.254; its security certificate is not trusted by
your computer’s operating system. This may be caused by a misconfiguration or an

attacker intercepting your connection Learn more.

|Proceed to 192.168.1.254 (unsafe) |

7. Login to the Firewall web interface as username admin, password Trainlng$.

2 paloalto

NETWORKS®

Username

Password | .........
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8. Inthe web interface, navigate to Device > Setup > Operations and click on Load
named configuration snapshot underneath the Configuration Management
section.

paloalto

NETWORKS Dashboard ACC Monitor Policies Objects Network Device

LY setup = Operations HSh
(=5 High Availability
'5:1%1 Config Audit Configuration Management Device Operatio!
€& password Profiles
8 Administrators Revert Revert to last saved configuration =% Reboot Device
@Admin Roles Revert to running configuration @@ Shutdown Dev
{0 Authentication Profile Save Save named configuration snapshot
ﬁAuthenti(ation Sequence Save candidate configuration
[/ user Identification Load [Load named configuration snapshot}
E_.;]VM I'n-formatlon Sources Load configuration version
v lgE] Certificate Management Export Export named configuration snapshot =
@ Certificates Export configuration version b@ ustom Logas
& Certificate Profile Export device state [:3 SNMP Setup
&% OCSP Responder Import Import named configuration snapshot
£ SSL/TLS Service Profile Import device state
[ scep

9. Inthe Load Named Configuration window, select pan-nsf-lab-03.xml from the
Name dropdown box and click OK.

Load Named Configuration

Name) pan-nsflab-03.xml

Decryption Key | ...

[] Load Shared Objects
[ Load Shared Palicies

10. In the Loading Configuration window, a message will show Configuration is being
loaded. Please check the Task Manager for its status. You should reload the page
when the task is completed. Click Close to continue.

Loading Configuration
Configuration is being loaded. Please check ther its status.

You should reload the page when the task is completed.

11. Click the Tasks icon located at the bottom-right of the web interface.

% |
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12. In the Task Manager — All Tasks window, verify the Load type has successfully
completed. Click Close.

Start Time ‘ Action
Load Completed 12/26/19 23:27:03
Commit Completed 121-26/19 23:26:17 Commit Processing
By: admin
Start Time (Dequeued
Time): 12/26/19
23:26:17
Load Completed 12/26/19 23:22:39
Auto Commit Completed 12/26/19 23:15:09

OGO Al Tasks 2 cn-cuum!

13. Click the Commit link located at the top-right of the web interface.

&8 (@ Configv Q Search

14. In the Commit window, click Commit to proceed with committing the changes.

Commit ®E
Only a full commit is available at the current time. You may preview changes or validate the configuration or add a
description to the commit.

‘ Commit Scope ‘ Location Type

Commit Scope is unavailable when a full commit is required

%, Preview Changes %3 &, Validate Commit M Group By Lacation Type

Note: This shows all the changes in Jogin admin’s accessible domain,

Description
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15. When the commit operation successfully completes, click Close to continue.

Dperation Commit
Status Completed
Result successful
Details Configuration committed successfully

Warnings

'\ﬂ‘/ The commit process takes changes made to the Firewall and copies
— them to the running configuration, which will activate all configuration
— changes since the last commit.

3.1 Create a Wireshark Packet Capture
In this section, you will create a packet capture using Wireshark on the Client. Wireshark
is a program used to capture packets from a computers’ network adapter. All traffic

going from and coming to the Client, in this case, will be recorded.

1. Click on the Start Menu icon, located at the bottom-left and select Wireshark.

2 lab-user

‘ Favorites

Recently Used

- Terminal Emulator
n File Manager
q Chromium Web Browser
Firefox Web Browser
Wireshark
Office

Other Zenmap (as root)

FileZilla
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2. Click on the ens160 interface from the list.

The Wireshark Network Analyzer = O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AW I@ B[ RE a ¢« »nw N E 8680 -~
R | Apply a display Filter ... <Ctrl-/> 3 - Expression... +
Capture
...using this filter: | N | Enter a capture filter ... ~  Allinterfaces shown ~
any A POV APV AN T Y W
Loopback: lo
nflog
nfqueue

3. From the menu bar, click on Capture > Start.

The Wireshark Network Analyzer o O X

File Edit View Go Analyze Statistics Telephony Wireless Tools Help

o @ oOptions... Ctrl+K — W
Al e —= SRR == — B @ »
- o | M start Ctr+E —
R | Apply a display filter ... < Wl stop Ctrl+E | 3 - Expression... +
(% Restart Ctrl+R
E o Capture Filters...
‘-; o mi Refresh Interfaces FS
Capture
...using this filter: | N | Enter a capture filter ... ~| | All interfaces shown v
ens160 AN A A o
any NSRS, | -, M N A

4. Minimize Wireshark by clicking in the upper-right.

_=] ~ | Expression... H

5. In Chromium, click on the New tab button.

LT

&« C A Notsecure | hitps://192.168.1.254/?#device::vsys1::device/setup
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6.

4INDG

In the address bar, type http://www.panlabs.com and press Enter.

[ http://www.panlabs.com

A

7. Wait for 5 to 10 seconds, reopen Wireshark, and then click the Stop capturing

8. To save the Wireshark packet capture, click on File > Save As....

1/30/2021

packets button.

File Edit View Go

AW & @

R | Apply a display filter ... <Ctrl-/>

Capture  Analyze

(¢

.,

X

(v

|

No.
15

Source
192.168.1.254
Vmware_8a:c8:55
Vmware_8a:7c:78
192.168.1.20
159.203.82.102
192.168.1.20
192.168.1.20
192.168.1.20
192.168.1.20
192.168.1.20
91.189.89.198
Vmware_8a:0d:49
Vmware_8a:91:c4
192.168.1.20
8.8.8.8
192.168.1.20

. DO . B

Time
0.037528238
5.006338881
5.006463066
7.805439683
7.820375103
8.701689575
9.703258335
.704032542
. 705080162
.805437348
.887480869
.943247056
.944434550
.382976956
.739521781
. 739669683

40207%1 7270

© W0~ OU A

10
11
12
13
14
15
16
17
18
19

an

=

Statistics  Telephony  Wireless

Q¢ 9 f

Destination
35.222.124.72
Vmware_8a:7c:78
Vmware_8a:c8:55
159.203.82.102
192.168.1.20
239.255.255.250
239.255.255.250
239.255.255.250
239.255.255.250
91.189.89.198
192.168.1.20
Vmware_8a:91:c4
Vmware_8a:0d:49
8.8.8.8
192.168.1.20
8.8.8.8

407 4280 4 27N

Edit View Go Capture Analyze Stat
Open Ctri+0
Open Recent >
Merge...

Import from Hex Dump...

Close Cerl+w

Save Cerl+s

[save As... Ctrl+Shift+s |

File Set >

Export Specified Packets...

Export Packet Dissections >
S ST -'.it_al."" -..___/""' -. __'_____v.-'_ B .

Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com

Capturing from ens160

Tools Help
I =1 = 3
Protocol Length Info
TCP 66 3564
ARP 60 Who
ARP 60 192.
NTP 90 NTP
NTP 90 NTP
SSDP 209 M-SE
SSDP 209 M-SE
SSDP 209 M-SE
SSDP 209 M-SE
NTP 90 NTP
NTP 90 NTP
ARP 42 Who
ARP 60 192.
DNS 86 Stan
DNS 86 Stan
DNS 75 Stan
nac TE C+an
Page 12
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path /home/lab-user/Desktop is shown, type packetcapture in the File name

field. Finally, click Save.

Wireshark - Save Capture File As

Look in: @ /homeflab-user

= Computer Name ¥ Size
.| lab-user

@ Documents

@ Downloads

B Music

@ Pictures

@ Public

0 Templates

B Videos

I File name: packetcapture|l

Save as: Wireshark/... - pcapng

[J compress with gzip

10. Close Wireshark by clicking on the close icon.

The Wireshark Network Analyzer

11. On the client desktop, double-click on the packetcapture.pcapng file to examine

the Wireshark capture.

o @

Chromium Web | packetcapture.p
Browser capng

74

FileZilla

/

P ]

Wireshark

kB O9VrT A

1/30/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com

a

« > 4+ B =
Type Date Modified
Folder 12/13/...:27 AM
Folder 12/8/19 8:38 PM
Folder 12/26/....07 PM
Folder 12/8/19 8:38 PM
Folder 12/8/19 8:38 PM
Folder 12/8/19 8:38 PM
Folder 12/8/19 8:38 PM
Folder 12/8/19 8:38 PM

Save

Cancel

Help

4INDG

9. In the Save file as window, double-click on Desktop in the Name pane. Verify the

B
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12. While examining the Wireshark Packet Capture, notice the ARP, DNS, TCP, and
HTTP Protocols.

packetcapture.pcapng

|

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A m ® R € a ¢ > n 1« i B 8 o fF
. Apply a displa lter Ct
No. Time Source Destination

Protocol | Len¢ v Info
5 6.201794126 Vmware_8a:0d:49 Vmware_8a:91:c4 ARP 42 Who has 192.168.1.17 Tell 192.168.1.20
6 6.202687709 Vmware_8a:91:c4 Vmware_8a:0d:49 ARP 60 192.168.1.1 is at 00:50:56:8a:91:c4
33 35.222.124.72 192.168.1.254 TCP 60 443 — 48910 [RST] Seq=1 Win=0 Len=0

Vmware_8a:c8:55

.515475554 Vmware_8a:7c:78 ARP 60 Who has 192.168.1.254? Tell 192.168.1.10
.516009077 Vmware_8a:7c:78 Vmware_8a:c8:55 ARP 60 192.168.1.254 is at 00:50:56:8a:7c:78
27 19.506029379 192.168.1.254 35.222.124.72 TCP 66 48910 443 ACK] Seq=32 Ack=1 Win=296

35 19.552385184 192.168.1.254 35.222.124.72 Tcp 66 60910 —~ 443 [ACK] Seq=1 Ack=1 Win=14720 Len=

37 19.593217837 35.222.124.72 192.168.1.254 TCcP 66 443 —~ 60910 [ACK] Seq=1 Ack=274 Win=29312 Le
40 19.596507097 192.168.1.254 35.222.124.72 Tce 66 60910 — 443 [ACK] Seq=274 Ack=5809 Win=26240
45 19.633291741 35.222.124.72 192.168.1.254 Tce 66 443 — 60910 [ACK] Seq=5809 Ack=4811 Win=3840
48 19.715623037 35.222.124.72 192.168.1.254 TCcP 66 443 — 60910 [ACK] Seq=5860 Ack=5461 Win=4403

.769411307 192.168.1.254 35.222.124.72 60910 — 443 5461 Ack=6171 Win=3788

192

24 17.652171591 192.168.1.20 8.8.8.8 ‘ 75 Standard query ©x8df3 A www.panlabs.com

25 18.014309102 8.8.8.8 192.168.1.20 DNS 75 Standard query response 0x8df3 Server failur

22 17.185906534 192.168.1.20 8.8.8.8 DNS 86 Standard query 0x8df3 A www.panlabs.com OPT

23 17.652011302 8.8.8.8 192.168.1.20 LONS _ 86 Standard query response 0x8df3 Server failur
'\[T/ Due to the nature of the lab environment, your packet capture may

— differ from the results above.

0 ARP, Address Resolution Protocol, will find the IP addresses of
— devices on the same network by resolving MAC address to IP
— addresses.

DNS, Domain Name System, resolves fully qualified domain
names to an IP address. For example, if you type
www.google.com in a web browser, DNS resolves
www.google.com to the associated IP address.

TCP, Transmission Control Protocol, is a connection-oriented
protocol. When a program using TCP establishes a connection,
the connection is maintained until the application has finished
exchanging messages with the other end.

HTTP, Hypertext Transfer Protocol, is a TCP application protocol
for distributed, collaborative, and hypermedia information

systems. Web servers use HTTP to show information to web
browsers.

13. The lab is now complete; you may end the reservation.

1/30/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 14


http://www.netdevgroup.com/
http://www.google.com/
http://www.google.com/

