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I. [bookmark: _Toc41125433]Introduction

The purpose of this task is the research into an emerging technology that is in line with our field of study, as this writer’s field of study is Computer Networks, the subsequent topic of choice for this documentation will be the Internet of Things and Smart Cities.
The Internet of Things and its implementation into what have become  known as ‘smart cities’ has the potential to change the daily lives of people living in these cities, but not in a way that the average person would even notice. Whilst there is technically two focuses here, IoT and smart cities, the main focus will be on smart cities as it is simply a practical implementation of IoT devices. This documentation will cover the following aspects of these topics; what they are, how they improve upon traditional city systems and the advantages and disadvantages they bring with them.
II. Internet of Things and Smart City Distinction

Now, to put this into frame, there are two questions that must be answered, what is the Internet of Things and smart cities? The Internet of things (IoT), as defined by International Telecommunications Union’s ITU-T Y.2060, is the concept of “a global infrastructure for the Information Society, enabling advanced services by interconnecting (physical and virtual) things based on, existing and evolving, interoperable information and communication technologies”[1]. In layman’s terms, the interconnecting of devices in order to collect and/or use data to a certain degree, often improving them with networking capabilities. The Internet of Things is not technically a new concept, having been coined in 1999 by a Kevin Ashton, the resurgence and subsequent rapidly increasing popularity are due to the fact that it is no longer a purely theoretical concept due to technological advances in computing, as well as the recent miniaturisation of the associated technology. Since its initial  implementation, the use of IoT devices has become commonplace throughout businesses and homes all over the world, to varying degrees. In businesses a common use of IoT devices is via sensors attached to inventory products, allowing for much faster and efficient inventory management systems, additionally, using the same method throughout the supply chain makes logistical management much easier.
 
Now, what is a smart city? A smart city is a city or urban area augmented by IoT device integration in order to better facilitate the running of systems throughout the city via an ‘intelligent’ network of sensors and devices. These proposed systems can range from traffic management, to waste disposal to parking allotment, realistically there are very little systems in place that cannot be improved by IoT device integration, not to mention those that would be created due to smart cities.
Now, why are these smart cities suddenly so important? Since the industrial revolution, more and more people have begun moving into urban centres in order to take advantage of the improved standards of living, including employment, access to resources, housing, etc. This trend of urbanisation continues to today, with some estimates putting the number of the world’s population living in urban centres at ~50% by 2050, as you can imagine, this continuously puts strain on the cities to provide for their inhabitants. This is where smart cities come into play, providing a method by which reduces this strain by increasing the efficiency of systems within the city, and as a result; the efficiency of the city as a whole. Whilst they could simply scale their resources such as building additional water pumps or power stations, this is ultimately inefficient and costly to say the least, alternatively by using the resources more efficiently, they can be used to greater ends, supplying more people with the same amount. In addition, no matter how much you scale the resource providers, if the mediums by which they are transferred are insufficient, then it becomes moot. This is only a singular part of what smart cities ultimately look to provide, other parts include increased quality of life, access to services, economic development, sustainability, among other aspects of urban life. 	


III. [bookmark: _Toc41125434]Benefits of Smart Cities

Now, what exactly are some advantages of smart cities? As there are many, this section will focus on the main sectors of a smart city; environment, transportation, security, and resource management.
Starting with environment, one of the main aims of a smart city is to improve quality of life, and the environment is a large aspect of this. This ranges from monitoring of air and water quality, noise pollution, sea level, weather monitoring, etc. In the case of air and water quality, the continuous monitoring of it allows for the city to ensure a good quality of water and combat any subsequent problems that could affect it before it becomes an issue	 such as contamination. Air quality on the other hand is a large part of city living, due to traffic and high-rise buildings air pollution can often be detrimental to individuals living in the city. This ability to detect changes in pollution means that cities can plan accordingly to meet goals such as in London’s low emission zone. Another useful example would be that of Tokyo Japan, whereby sensors detecting humidity in the air allow for the detection of potential typhoons, and seismometers allow for detection of earthquakes, both allowing for citizens to be warned either via smartphone or TV broadcast to ensure their safety.
The next topic is that of mobility, a limiting factor in many cities, as the roads have to deal with more and more vehicles, congestion grows, ultimately slowing the flow of the city’s traffic and it’s not as if they can be redesigned without large-scale construction and city rezoning. Not only is this example a bad decision economically, it would not solve the problem at all, only delay it as well as cost billions. In transportation, smart cities can use sensors along roadways, junctions and vehicles, a city can collect data on how many vehicles are moving and where and it can take action to prioritise certain directions during times of heavy traffic or when roads are closed due to accidents or events. Currently most systems run on a static traffic timing, of which may change during peak times, but this would allow the system to change the timings in real time to adjust to the situation. There are currently plans in using machine learning algorithms to control traffic management systems that are currently in testing, likely due to the potentially fatal problems should something go wrong[2]. There are current scenario’s where the same sensors could be used for self-driving vehicles and whilst true autonomous cars are yet in prototype phases, pseudo autonomous cars are becoming more common; pseudo autonomous cars being those that can assist the driver or take over for short periods of time, but are in no way a substitute for a human driver, as of yet. The autopilot feature that is becoming more common in high-end cars, is a good example of this, using onboard sensors and computers, the car can detect the situation around itself and drive ‘autonomously’, but at this time it is not truly autonomous, but is another great application of IoT devices into transport. Whilst on the topic of transport, the use of IoT sensors has become more and more commonplace in newer-model regular vehicles, used in collision avoidance systems, automatic parking, automatic braking, making drivers safer than ever, in addition to reduced emissions and increased fuel efficiency[3].

Moving away from the vehicle aspect of mobility, this topic also has a focus on alternative forms of transport, such as bikes or simply walking, that are becoming more common as cities push healthy living and alternative modes of transport initiatives. A good example of this would be London’s public bike scheme whereby a pedestrian can rent a bike at a designated pickup station and use it for their trip at a small cost. These types of schemes have the benefits of providing an alternative mode of transport, reducing carbon footprint and congestion whilst being a healthier alternative. On a city-wide scale this means a healthier population, potentially putting less strain on the health services in the future[4]. Whilst technically not a part of smart cities, but more a part of green initiatives that come with smart cities; the use of electric vehicles for public transport allow for a greener city, reducing air and noise pollution, increasing quality of life. Another use for this mobility tracking in smart cities is that of crowd tracking, allowing cities to track people and crowds alike. Depending on its usage, this can track criminals or potential criminals, such as is the case in London’s ‘ring of fire’, although as of the time of writing, the system is largely done by human interaction, with computers tracking individuals, we are quite far from AI-based algorithms catching criminals before they act, but this is a good first step. On the other hand, many cities use the tracking of individuals to better understand the flow of the city, similar to ‘desire lines’ you sometimes see in parks, if people are avoiding an area, the city can take action to find out why, If cyclists are constantly taking a certain route, add a dedicated cycle lane, as they are currently doing in Copenhagen[5]. This way, the city can better serve its residents.
Moving onto security, in many cities, crime is on the rise due to increased population but reduced police funding, at least that is the situation in the UK. Therefore, the data a smart city collects is crucial now more than ever to better police the city in question in a more efficient matter with the tools provided. These tools are often things such as citywide surveillance systems that can alert operators to accidents or crimes, sensors that can detect gunshots, analytical systems that assist surveillance systems in tracking perpetrators, the location of which can be sent directly to officers, police drones to track criminals or scout locations, etc. In addition, smart cities make the prosecution of criminals easier by means of gathering evidence, not only is their more CCTV footage, many police may carry body-cameras, residents are more likely to have IP cameras in their home, home assistants record audio that can be used, smartphone GPS and accelerometer data can all help build a case.[6] As you can imagine, a smart city, or IoT enabled location can provide a treasure trove of data, meaning not only are they more likely to be caught, the IoT environment can act as a deterrent, similar to house a store CCTV does. A notorious case example of IoT devices being used in investigations would be the ‘Fitbit Murders’, using the victim’s Fitbit heartbeat data, the police were able to find when she been attacked and when she had died, and then using that timestamp, gained footage from the neighbour’s IP camera to ascertain who was in the house at that time and using that information, had found the murderer.[7]
As you can imagine there are many ways that smart cities can reduce crime directly, the examples mentioned before, and indirectly, due to the infrastructure, economic and quality of life improvements that come with smart cities. In addition, the increased usage of IoT devices in homes and business such as IP cameras and alarm systems help deter or catch would be burglars. A 2017 PWC report detailing crime statistics in smart cities show a ~12.5% reduction in major crimes in Mexico city as well as 12% and 33% reduction in burglaries and vandalism sequentially in Moscow, showing that even partial smart-city implementation can be a huge boon.[8]
Now, resource management is critical to the wellbeing of a city’s residents, a lack of resources can cause critical problems for both residents and businesses alike, therefore the proper and efficient use of the available resources is vital, especially so in the large cities that are early adopters of IoT technology. Now, whilst  the resources a city commands are vast, here we will look at those that are critical for urban sustainability such as power, water and waste management, whilst transport and food are critical, transport has been covered earlier and food is enough of a vast topic for documentation of its own. One of the most popular ways of getting residents more aware of their resource usage is via smart meters, of which there are to be 53 million installed in the UK by the end of 2020[9], these meters track and show the residents how much resources they are using and often advise how they can reduce that ‘footprint’. In addition, the use of home-installed batteries that are becoming more common allow residents to ‘buy’ power when cheapest, during low grid usage times, or simply store surplus power from solar panels should they be installed. All of these make the average person more energy conscious, reducing energy usage or at the very least strain on the grid. According to the National Infrastructure Commission, UK homes with smart meters report an average of 2% reduction in energy usage, whilst that does sound minimal, that is equal to ~13.9 megajoules yearly reduction in residential homes, using the 2018 figures[10].
Water is another essential resource, and they have smart meters of the same sort, measuring the usage of water in the house, allowing the resident to get a better insight into how much water they use. According to the aforementioned national Infrastructure Commission, homes with smart water meters recorded on average a 15% reduction in water usage. Another IoT usage in water is via the pipes that transport it to homes and businesses, these sensors can measure different things depending on their usage, such as water pressure, water quality, water flow and others ,or all of the above. The use of these sensors mean that the company that owns the pipes can better detect problems, using the real time data they provide, for example should a pipe begin degrading, the water quality or pressure will drop and the sensor can alert the proper personnel, who can fix the problem before it becomes a larger problem. The same can be said for water pressure, often small leaks in pipes are overlooked they are very difficult to find barring checking an entire neighbourhood’s mains pipes, but by using sensors placed in the pipes at set intervals throughout the pipes network, leaks can be found much more easily by finding the differences in pressure between sensors along the network, of which can be easily found should the data be correlated into a GUI, such as Powel, used in Norway[11]. Whilst the same can be said for differences in water flow, should there be a dramatic change in water flow, you have bigger concerns than simple leaks. All in all the changes IoT integration brings allow for better maintenance of current infrastructure whilst facilitating the integration of new infrastructure.

IV. [bookmark: _Toc41125435]Concerns of Smart City 

As with any sort of project of this size, there are a number of concerns associated with it. The main concerns associated with smart cities are as follows; cost, security, and privacy, and will be detailed in this section sequentially.
Starting with cost, it is no small secret that smart cities and their initial investments cost astronomically large sums of money, the International Data Corporation (IDC) estimates smart city spending to reach $189 billion dollars by 2022[12], and it will only continue to grow annually. Now, this isn’t to say that smart cities are a waste of money, far from it, with an ABI report estimated savings of $5 trillion by 2022[13]. There is no doubt they will save money in the long run but as mentioned before; it is an investment, and investments don’t always go well, even should a city be upgraded in the quickest, most calculated and efficient manner, it will still cost billions. Should it not be implemented perfectly, which is more likely, it can drive up costs dramatically, not only with implementing correctly, but the costs associated with restoring any compromised systems and those affected by it. In addition, following Moore’s Law, as time goes on technology becomes cheaper yet better, so from some perspectives it is best to wait until improved devices come out that can perform better, yet at a cheaper cost. Whilst this is true, but in doing so it is likely that the smart city implementation would come too late to gain the advantages that come with early adoption, such as sooner return on investment. That being said, there are still security concerns surrounding IoT devices, of which will be detailed in a later section, and waiting for these concerns to be addressed is a valid point, and is one of the reasons some areas have put off complete adoption of smart city devices.
The next, and substantial, concern is that of security. As a smart city is the integration of computer systems into traditional non-computer systems, this integration brings with it the threat that any and all computer systems face; cybersecurity threats. If a computer system can be compromised, what is to say that the same cannot happen to the system that controls traffic throughout the city? What is to say the CCTV system cannot be used by a malicious 3rd party? Essentially, as a smart city have multiple systems with multiple points of access from across the city, it will be difficult to ‘police’ them all, and as such also introduces multiple potential points of access for hackers. A good example of this would be IBM’s X-force report from 2018, whereby IBM conducted penetration testing on multiple smart cities across the globe, preparing many advanced attack methods[14]. Unfortunately, it would seem those methods were not needed, as large amounts of smart city IoT devices had very weak security, such as; default passwords, plaintext data transmission, SQL vulnerabilities, Authentication bypass vulnerabilities, among others. This is where the biggest concern is, in the rush to adopt smart city technology, many cities will overlook security, as doing so saves both time and money in the short run, but in the long run it will only hurt them. Now, of course these vulnerabilities could have simply been a result of human error during set up, and these errors will likely become common due to the sheer scale and number of devices being set up in a set time period, having said that, this is not much of a valid reason and rather an excuse. Luckily there are some emerging technologies that are coming into use that will have defer these types of error such as Infrastructure as Code, which will allow for the setup, updating and maintaining of network devices by a central server over the network using set code packages, free of human interference[15], barring the actual coding itself. In addition, smart cities rely on cloud computing, or at the very least large datacentres in order to collect and process all of the data, cloud computing of which brings it’s own host of problems such as the evermore common data breaches and the fact that cloud servers make for enticing targets for potential attackers[16]. Therefore, what should happen if the city’s traffic system is hit by a threat such as ransomware? Would the city come to a standstill or would there be subsequent backup systems that would be both offsite and unaffected and able to be deployed rapidly. The sheer scale and complexity of smart city systems are likely to cause a lot of dark spots in the oversight, and it is those spots that go unnoticed that will be used by malicious 3rd parties. Alternatively the updating of software and firmware is unlikely to be done across the board at one time, but instead in stages or by area, and there are likely to be gaps in this method as well, providing an additional point of entry. To understand why smart cities are such prime targets, picture this, if ransomware can hold a single server hostage for, let us say £1000, how much could they hold a city’s traffic system? Not to mention is someone was to rather than simply turn off traffic lights, set them all to green constantly, this would cause not only millions in financial damage but there would likely be casualties[17]. Realistically the biggest factors in this are whether or smart cities are implemented securely are whether the implementation is done correctly and securely, and that the technologies are cheap enough to entice city planners to use them despite the additional cost. At the current time of writing, according to an IOActive report, many smart cities implement new technologies without testing them security-wise[18].
The last concern to be detailed here is that of privacy and is not limited to smart cities but IoT devices in general. Due to the sheer amount of data these devices collect, there are some who believe it will bring with it more government ‘spying’ on its citizens. Whilst this writer would like to say these claims are unfounded, they are a real concern, since governments this day and age seem to desperately crack down on privacy of their residents, at least in a technological perspective. Some examples of this would be the UK’s Investigatory Powers Act[19], of which has gone through multiple iterations expanding its scope, and the US’s PRISM bill, as revealed in Edward Snowden’s whistleblowing, and subsequent leak, as well as the US FISA programme to spy on foreign citizens[20]. Now, we have an entire city constantly collect any and all information it can, some of that is of its citizens, and so there are fears of it resembling an Orwellian 1948 city, but this writer must digress. Now moving from the government angle, these is a case to be made of not only the government spying, but of malicious 3rd parties using the same methods as the government may, often the bills used by government require points of access so that they may be used. Take for example EternalBlue, a software and a bug exploited by the NSA in order to gain [un]lawful access into Microsoft Windows PCs, as literally anyone could expect, some hackers managed to find this same bug and use the same exploit the NSA used in order to do the same[21], and has since wreaked havoc on multiple systems throughout not only the US but throughout the world. Whilst not technically an issue of privacy, with the current pandemic, a select people have baselessly decided that 5G towers are to blame for spreading the virus, and there have been a shockingly high number of cases of them being set alight, 77 in the UK alone as of the 6th of May 2020[22]. Smart cities will rely on this type of infrastructure to run, so whilst it will not hopefully grow in popularity, it is a good example of some people’s distrust for any type of government ‘spying’ as they see it. 
All in All, smart cities and IoT in general bring with them privacy concerns that we have yet to experience and will likely become more glaring as time goes on. 


V. Conclusion

With the current trend and evolution of both IoT and Smart Cities, the question is no longer one of how likely they are to succeed, but rather how long it will take and how far it will spread. At the time of writing smart cities are not likely, they are inevitable, the increased functionality of smart cities along with the cost-saving features and ability for the city to grow beyond it is means otherwise is much too tempting an offer. In addition, smart cities and IoT technology have a consensus in politics, both sides agree that they are beneficial, at the very least in the UK, and as such they won’t be subject to the whims of alternating political offices renegading on the projects of the opposition.  The advantages of smart cities and IoT in general will only continue to grow as more advances are made and technologies discovered. In this sense it is likely that whilst the larger cities such as London, New York and Tokyo will be earlier adopters, smaller cities will more slowly adopt smart city technology, prioritizing the central and main sections of the city, as well as new buildings as it would be easier to build IoT capable buildings and homes rather than upgrade them at a later date. It can even be seen today with select newer homes having IoT integration and green energy such as solar panels installed as standard. All in all, smart cities and IoT technology in general will face only increasing popularity as their functions and efficiency increases in addition to the concerns being addressed and patched.
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