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1.0 [bookmark: _Toc101372984]    INTRODUCTION

1.1 [bookmark: _Toc101372985]Report Structure

1. Introduction

2. Part 1 – Task 1 - Practical Work
· Management of Type 2 Hypervisor Software
· Server Based Network Operating Systems and Intrinsic Services and Features
· Client Based Network Operating Systems and Intrinsic/External Features

3. Part 2 – Task 2 – Routing and Packet Filtering Within Core TCP/IP Services and Critical Failover/Redundancy Practices
· Utilising ARP Routing Tables
· Deploy Core Services (FTP Server)
· Installing and Configuring Routing and Remote Access Services
· IP Packet Filtering

4.  Part 2 - Task 3 - Observational Tasks/Work
· Password Principles
· Failover Clustering for high availability systems/services
· Draft Network Policy

5. References

1.2 [bookmark: _Toc101372986]Aims
· Manage and Maintain Network Resources using network policy and security practices
· Route and packet filter within core TCP/IP services and critical failover/redundancy practices
1.3 [bookmark: _Toc101372987]    Objectives
Analyse network to produce suitable security audit and/or disaster recovery.
· Use citations to give explanations/overview to show understanding of practical work.



2.0 [bookmark: _Toc101372988]    PART 1 – TASK 1 - PRACTICAL WORK

2.1 [bookmark: _Toc101372989]New Technology File System (NTFS)

[bookmark: _Toc101372156]Figure 1 Logged in to Client 1 as user with full permissions and created Text File.   Then took away inherited permissions and gave back Full Control.
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[bookmark: _Toc101372157]Figure 2 -Give another user Permissions
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[bookmark: _Toc101372158]Figure 3 EgonRonay granted ONLY everything under Read and Execute (NOT including the latter) and no write permission given either
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[bookmark: _Toc101372159]Figure 4 To prove TheresaDarzins has full permissions edited file and saved successfully:
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[bookmark: _Toc101372160]Figure 5 To show EgonRonay has no such permissions logged off as above and on as Egon
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[bookmark: _Toc101372161]Figure 6 And no permission granted so no saving or anything else (read only permission granted)
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[bookmark: _Toc101372990]2.2 	Share Permissions
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[bookmark: _Toc101372162]Figure 7 - Ended up with
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[bookmark: _Toc101372163]Figure 8 All shares
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[bookmark: _Toc101372164]Figure 9 Accessing the File Share/Server over the network
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Utilising Group Policy Management Console to better facilitate network object management
Configuring User Environment and computer Environment ‘Network Group Policy Objects’
· Group Policy, 
· Group Policy Management Console (GPMC) 
· Local Policy, 
· Site Policy, 
· Domain Level Policies, 
· Organisational Unit Level Policies


[bookmark: _Toc101372165]Figure 10 Non-Admin Users Added to NOSS in Group Policy Management
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[bookmark: _Toc101372166]Figure 11 New group created Non-Admin Users and no control panel access
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[bookmark: _Toc101372167]Figure 12 Created new user in Non-Admin Users Group within an OU to control using group management:
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[bookmark: _Toc101372991]2.3	GPO1: Moderating Access to Control Panel

[bookmark: _Toc101372168]Figure 13 Access Prohibited to control panel for non admin users
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[bookmark: _Toc101372169]Figure 14 Logged onto Client1 as Rick Moranis to check no control panel 
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[bookmark: _Toc101372170]Figure 15 Log in as TheresaDarzins to check its not Client1 machine but a policy causing this
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[bookmark: _Toc101372992]2.4	GPO2: Removing Access to Command Prompt

[bookmark: _Toc101372171]Figure 16 Removed Access to the Command Prompt
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[bookmark: _Toc101372172]Figure 17 Logged on as Rick Moranis (a non-Admin User) to check he cannot access command prompt:
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[bookmark: _Toc101372993]2.5	GPO3: Restricting Access to Removable Drives

[bookmark: _Toc101372173]Figure 18 Restricted Access to Removable Drives
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[bookmark: _Toc101372994]2.6	GPO4: Restricting Software Installs

[bookmark: _Toc101372174]Figure 19 - 2nd Adapter given NAT Internet Access on Client 1 and logged on as Moralis to see if he could 1) get internet and 2) download software (check he could not download software)
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[bookmark: _Toc101372175]Figure 20 GPO4: Restricting Software Installs
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[bookmark: _Toc101372176]Figure 21 Warning as not allowed to download software
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[bookmark: _Toc101372995]2.7	GPO5: Enforcing Password Policy in Nosstask.msft Domain
[bookmark: _Toc101372177]Figure 22 Enforce Password Policy in Nosstask.msft Domain
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[bookmark: _Toc101372178]Figure 23 New User Janine Baker Password M8rem@4pm3T!
(Passphrase = Mate, remember at 4pm 3 Teas!)
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[bookmark: _Toc101372179]Figure 24 Changed password expiry to 100 days just so can keep same passwords
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3.0 [bookmark: _Toc101372996]PART 2 – TASK 2 – ROUTING AND PACKET FILTERING WITHIN CORE TCP/IP SERVICES AND CRITICAL FAILOVER/REDUNDANCY PRACTICES

3.1 [bookmark: _Toc101372997]Utilising ARP and Routing Tables

[bookmark: _Toc101372180]Figure 25 Utilising ARP and Routing Tables
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[bookmark: _Toc101372181]Figure 26 Client 2 is 192.168.11.2 and to get to Server 2 is 192.168.11.1
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3.2 [bookmark: _Toc101372998]Deploy Core Services (FTP Server)

[bookmark: _Toc101372182]Figure 27 Go to Server 2
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[bookmark: _Toc101372183]Figure 28 Web Server ISS Enabled
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[bookmark: _Toc101372184]Figure 29 Go to Client 2 to create file
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[bookmark: _Toc101372185]Figure 30 On Server 2
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[bookmark: _Toc101372186]Figure 31 Didn’t work - redid
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3.3 [bookmark: _Toc101372999]Installing and Configuring Routing and Remote Access Service
[bookmark: _Toc101372187]Figure 32 Install Configuration Routing and Remote Access Service
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[bookmark: _Toc101372188]Figure 33 And same for server 2:
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[bookmark: _Toc101372189]Figure 34 Client 2 – Before Default Gateway
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[bookmark: _Toc101372190]Figure 35 Adding in Default Gateway (Client 2)
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[bookmark: _Toc101372191]Figure 36 Client 1 Default gateway entered
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[bookmark: _Toc101372192]Figure 37 Computer crashed when tried to have all Servers and Clients running at same time
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[bookmark: _Toc101373000]3.4 	IP Packet Filtering

[bookmark: _Toc101372193]Figure 38 - Topography
Ports between 1,024 to 65,535
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[bookmark: _Toc101373001]3.4.1	Filter 1 
[bookmark: _Toc101372194]Figure 39 Filter 1 – Stopping anyone in PrivateNet1 from Pinging Router Firewall Service on Server1
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[bookmark: _Toc101373002]3.4.2	Filter 2
[bookmark: _Toc101372195]Figure 40 Filter 2 Restrict Access to FTP Service Running on Server 2 only hosts in PrivateNet2
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[bookmark: _Toc101373003]3.4.3	Filter 3 
[bookmark: _Toc101372196]Figure 41 Filter 3 Only allow specific hosts in PrivateNet1 to access the FTP Service Running on Server2
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[bookmark: _Toc101373004]4.0	PART 2 – TASK 3 - OBSERVATIONAL TASKS/WORK

[bookmark: _Toc101373005]4.1	Sound Password Principles in Modern Network Environments

[1] The 5 core principles of Password Security are that it should be:
1. Unique
2. Hard to guess
3. Complex
4. Managed well
5. Have a password (be multi factor authenticated)

[2] It must be:
· At least 8 characters long
· Contain at least one number and/or special character and one upper case letter
· Expires after one year
· Must not contain characters/letters identical to previous passwords
· If it is suspected to be known to third party(ies) must be changed immediately

[bookmark: _Toc101373006]4.2	Failover Clustering for High Availability Systems/Services

[3] It is important as, if one system fails, another can take over.  Each member processes data in advance (load balancing). 


[bookmark: _Toc101373007]4.2.1	Prerequisites/Installation
[4]
[bookmark: _Toc101372197]Figure 42 What is Failover Clustering[endnoteRef:1] [1: ] 
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Ensure all servers to be added as cluster nodes running same version of Windows Server.
· Review hardware requirements to ensure configuration supported.
· If clustered storage needs to be added. during cluster creation, ensure all servers can access storage (clustered storage can be added after creation of cluster).
· Ensure all servers needed as cluster nodes joined to same Active Directory domain.
· (Optional) Create organizational unit (OU) and move computer accounts for the servers that need to be added as cluster nodes into the OU. Recommended place failover clusters in their own OU in AD DS to help control which Group Policy settings/security template settings affect the cluster nodes. By isolating clusters in their own OU, it helps prevent against accidental deletion of cluster computer objects.
· Verify following account requirements: ensure that account needed to use to create the cluster is domain user with administrator rights on all servers needed to add as cluster nodes.
Ensure that either of the following true:
a) User creating cluster has ‘Create Computer objects’ permission to OU or container where servers that will form the cluster reside.
b) If user does not have the ‘Create Computer objects’ permission, ask domain administrator to pre-stage a cluster computer object for cluster.



[bookmark: _Toc101373008]4.2.2	 Installing the Failover Clustering Feature
Failover Clustering feature must be installed on every server needed as a failover cluster node:

1. Start Server Manager.
2. On the Manage menu,  Add Roles and Features.
3. On the Before you begin page,  Next.
4. On the Select installation type page,  Role-based or feature-based installation, and  Next.
5. On the Select destination server page,  server where needed to install the feature, and   Next.
6. On the Select server roles page,  Next.
7. On the Select features page, select the Failover Clustering check box.
8. To install the failover cluster management tools,  Add Features, and  Next.

[bookmark: _Toc101372198]Figure 43 Server Manager Add Roles and Features Wizard
[image: Graphical user interface, text
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9. On Confirm installation selections,  Install.(Note: server restart not required for the Failover Clustering feature).
10. When installation completed,  Close.
11. Repeat  on every server needed to add as failover cluster node.
[bookmark: _Toc101373009]4.2.3	Validating Configuration
1. On computer that has Failover Cluster Management Tools installed from Remote Server Administration Tools, or on server where installed the Failover Clustering feature, start Failover Cluster Manager. To do this on server, start Server Manager, /Tools menu,  Failover Cluster Manager.

2. Failover Cluster Manager, under Management,  validate Configuration.

[bookmark: _Toc101372199]Figure 44 Failover Cluster Manager
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3. On Before Begin page,  Next.

4. Select Servers or a Cluster page, in Enter name box, enter NetBIOS name or fully qualified domain name of a server that planned to add as failover cluster node, and  Add. Repeat for each server needed. To add multiple servers simultaneously, separate names by commas/semicolons. For example, enter the names in the format server1.contoso.com, server2.contoso.com. When finished,  Next.
5. On the Testing Options page,  Run all tests (recommended), and  Next.
6. On the Confirmation page,  Next.


[bookmark: _Toc101372200]Figure 45 The Validating page displays the status of the running tests.
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7. On Summary page, do one of following:
a) If results indicate tests completed and configuration suited for clustering, and it is needed to create the cluster immediately, ensure  Create the cluster now using the validated nodes check box selected, then  Finish, and continue to step 4 of Create failover cluster procedure.
b) If results indicate warnings/failures,  View Report to view details and determine which need correction. A warning for particular validation test indicates this aspect of failover cluster can be supported but may not meet best practices.


[bookmark: _Toc101373010]4.2.4	Create Failover Cluster
Ensure user account that log on as, meets requirements outlined in ‘Verify prerequisites’ section.

1. Start Server Manager.
2. On Tools,  Failover Cluster Manager.
3. In Failover Cluster Manager, under Management,  Create Cluster. (Wizard).

[bookmark: _Toc101372201]Figure 46 Failover Cluster Manager
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4. On Before Begin,  Next.
5. If Select Servers page appears, in Enter name box, enter NetBIOS name/fully qualified domain name of server that is planned to add as failover cluster node, and  Add. Repeat for each server needed. To add multiple servers simultaneously, separate names by comma/semicolon. E.g., enter names in format server1.contoso.com; server2.contoso.com,  Next.


[bookmark: _Toc101372202]Figure 47 Create Cluster Wizard
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Note: If chose to create cluster immediately after running validation in procedure, Validate configuration, one will not see Select Servers page.  Nodes that were validated are automatically added to the Create Cluster Wizard, so it is unnecessary to re-enter.
6. If validation skipped earlier,  Validation Warning page appears. Recommended cluster validation run. Only clusters that pass all validation tests supported by Microsoft. To run validation tests,  Yes, and Next. Complete Validate Configuration Wizard.
7. On Access Point for Administering the Cluster page:
a. In Cluster Name box, enter name to be used to administer cluster, but before doing so, review:
1) During cluster creation, this name is registered as the cluster computer object in AD DS.  If specify a NetBIOS name for the cluster,  CNO created in location where computer objects for cluster nodes are, either the default Computers container or OU.
2) To specify different location for CNO, enter name of OU in Cluster Name box. E.g: CN=ClusterName, OU=Clusters, DC=Contoso, DC=com.
3) If domain administrator has pre-staged CNO in different OU than where cluster nodes are, specify name domain administrator provides.

[bookmark: _Toc101372203]Figure 48 Access Point for Administering the Cluster
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b. If server has no network adapter configured to use DHCP, configure one or more static IP addresses for failover cluster. Select check box next to each network needed for cluster management.  Address field next to selected network and enter IP address that is needed to assign to the cluster. This/these IP address(es) will be associated with the cluster name in Domain Name System (DNS).
c.  Next.
8. On Confirmation page, review settings. By default, Add all eligible storage to cluster check box selected. Clear if either of following apply:
a. Configuration of  storage to be done later.
b. It is planned to create clustered storage spaces through Failover Cluster Manager or through Failover Clustering Windows PowerShell cmdlets and have not yet created storage spaces in File and Storage Services.


[bookmark: _Toc101372204]Figure 49 Confirmation of Cluster Wizard
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9.  Next to create failover cluster.
10. On Summary page, confirm failover cluster created. If any warnings or errors, view summary output/ View Report.  Finish.


[bookmark: _Toc101373011]4.2.5	Cloud Management Systems and Disaster Recovery Best Practices
[5]
[bookmark: _Toc101372205]Figure 50 Cloud Management Systems and Disaster Recovery Best Practices
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Continuity of operations - CoO
After a disaster, fail-over to secondary datacentre facilitated.  Network infrastructure such as server farms, storage and applications are duplicate of those in the primary.  Most significantly the data from primary is always replicated to the secondary.
Disaster recovery - DR
If several data centres affected, load balancing occurs if one of them has an outage. The DR plan also includes:
· how to rebuild datacentre, server farms, storage network or other portion damaged.  
· provision of new datacentre in different location and/or purchase of new equipment.


In figure below primary datacentre failed.  Fortunately, replication of data through the SAN and redundant servers, applications and operations moved to the secondary datacentre. 
CoO plan:
· allows for fail- over from primary to secondary datacentre(s)
· documents plan to switch back all operations to first datacentre after  problem resolved. 
· includes procedures to make secondary datacentre new permanent primary datacentre should first (failed) datacentre be unrecoverable.
[bookmark: _Toc101372206]Figure 51 Before and After Failure of Primary Datacentre
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[bookmark: _Toc101373012]4.2.6	Configuration of Microsoft Cluster Documentation Tool
[6]
[bookmark: _Toc101372207]Figure 52 Configuration of Microsoft Cluster Documentation Tool
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[bookmark: _Toc101373013]4.3	Draft Network Policy for Head of Network Administration of Enterprise Network Operating in Multiple Locations Nationwide

[bookmark: _Toc101373014]4.3.1	The Architecture
[7] 
[bookmark: _Toc101372208]Figure 53 Network Diagram
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[bookmark: _Toc101372209]Figure 54 Active Directory
[image: Diagram

Description automatically generated with medium confidence]
[image: Diagram

Description automatically generated]


[bookmark: _Toc101372210]Figure 55 Network and Floor Diagrams
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[bookmark: _Toc101373015]4.3.2	Security Team
[8}
[bookmark: _Toc101372211]Figure 56 Managing Information/Cyber Risk
[image: Diagram
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Policy and Standards develops/approves security policies/standards considering cloud platforms, DevOps processes and tools/regulations.
Security Operations Centre detects, responds to, and remedies attacks, on enterprise assets
Security Architecture translates goals into security vision, providing documentation and diagrams to guide decisions.
Security Compliance Management ensures compliance with regulatory and internal policies.
People Security protects against user error and malicious actions.
Application Security and DevSecOps integrates applications security into development processes.
Data Security protects sensitive data in any format or location.
Infrastructure and Endpoint Security protection of data centre infrastructure, network components and user endpoint devices.
Identity and Keys provides authentication of humans, services, devices and applications.
Threat Intelligence provides context/insight to empower leaders to make data driven decisions.
Posture Management builds on existing functions and continuously monitors to improve security.
Incident Preparation builds process maturity/muscle memory to respond to major incidents.

[bookmark: _Toc101373016]4.3.3	Enforcement of Security Policies
[9]
[bookmark: _Toc101372212]Figure 57 Cisco SD-Access
[image: Chart, diagram, sunburst chart
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Network Access – Cisco SD-Access

· Verify all endpoints/users including internet of things that connect network.
· Establish policies to segment to ensure least privilege access based on endpoint/user types.
· Continuously monitor endpoints including encrypted traffic to ensure compliance.
· Block threats like ransomware by quarantining anything that looks out of place (out of policy traffic).
· Know who is on network; Cisco SD-Access uses network based artificial intelligence and machine learning to identify the unknown IoT device.
· Define what endpoints can access.



[bookmark: _Toc101373017]4.3.4	Analysis of Security Risks
· [10] Viruses, worms and trojan horses – malicious software and arbitrary code running on user device.
· Spyware and adware that secretly collects user information.
· Zero-day attacks (zero hour) attacks that occur on first day/hour when vulnerability known.
· Hacker attacks – attack by knowledgeable person to user devices/network resources.
· Denial of service attacks designed to crash or slow applications/processes on an organizations network.
· Data interception and theft – attack to capture private information from an organization’s network
· Identity theft – attack to steal login credentials of users to access private data.
[bookmark: _Toc101373018]4.3.5	Scope of Security Changes 
[11] 
Prepare
· Create usage policy Statements; define users’ roles and responsibilities in relation to security partner acceptable use and administrator acceptable use. 
· Conduct Risk Analysis: assign each network resource as Low/Medium or High Risk then identify which types of users use each (Administrators, Privileged, Users, Partners or Others)
· Establish Security Team Structure; cross functional led by Security manager.  Additional training needs and establishing policy reviews to review risk analysis annually.
[bookmark: _Toc101372213]Figure 58 Prepare, Prevent, Respond
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Prevent
· Approve Security Changes and monitor security:
Changes to:
· firewall configuration
· access control lists
· simple network management Protocol configuration
· update in software that differs from approved software revision list
· passwords to network devices routinely
Restrict access to network devices to approved list of personnel
Ensure:
· current software revision levels of network equipment and server environments follow security configuration requirements
· representative from security team sit on change management approval board reviews to deny any change considered a security change until approved by security team

· Monitor Security of Network
To detect changes that indicate security violation (determining what is violation).  The firewall is a high-risk network device that should be monitored in real time for: 
· failed login attempts
· unusual traffic
· changes to the firewall
· access granted to the firewall  
· connections setup through the firewall.  
How to notify team of security violations (use pager if necessary).
Respond
· Security Violation Plan
Implement changes to prevent further access
Isolate violated systems
Contact ISP to trace
Record to get evidence
Disconnect violated system
Contact Police
Shut down violated system
Restore system according to prioritized list
Notify managers and legal personnel

Record event obtaining sniffer traces/log files
Limit further compromise by disabling account
Back up compromised system
Look for further signs of compromise
Maintain and review security log files
If legal action considered have legal department review

Restoration
Define how to conduct, secure and make back-ups available, including process for obtaining approval for same.
Review
Policy, Posture and Practice
[bookmark: _Toc101373019]4.3.6	Monitoring Security Operations
[12] No single security policy can cover all risks, but by layering several systems attackers may only be able to get into top layers, but not all.
Device security  Some servers need to be accessible by employees, but others will be only accessed by certain types of traffic (Public network, Private network and Semi-private networks).  Limitations of these segments founded by routers, gateways, bridges and switches which regulate flow of packets.  
· Each employee should sign a Non-Disclosure Agreement to not expose deployed devices inside perimeter.
· Patches and security updates should be regularly applied.
· Maintain ACL to permit/deny TCP/UDP traffic
· Disable unused services.
Internet Access  Blocking websites deemed inappropriate.
VPN Policy To protect data travelling over untrusted networks
Port Communication Policy Ports inbound/outbound blocked state, apart from essential services applied by administrator at Firewall end, as first line of defence.
Wireless LAN Policy To stop abuse, proper user authentication with replacement of WEP and anomaly tracking mechanism on wireless LAN.  Also, encryption measures TKIP, CCMP.
Remote Connection Policy  As working from home has become ubiquitous, direct access to critical server should be in restricted mode via remote login/SSH utility in exception to authorised users.  
Firewall Rules Policy  Whenever users access internet it opportunities for hackers abound, so firewalls at connection point end necessary to guard private networks.  Proxy firewalls placed between remote users and dedicated servers hide identity of the server.  
Intrusion Policy  IDS housed for anomaly detection and monitoring for unauthorised access.  Advance Antivirus has inbuilt IDS/IPS capability for inappropriate auditing rights, elevated privileges, incorrect groups, altered permission, registry change, inactive users and more.  IDS configured on top of operating system.
Proxy Server Policy  Logging on for all services.  Never allow proxy to accept outside connection.  Proxy must run with most up to date patches/software.
Secure Communication Policy Data must be encrypted otherwise vulnerable to attacks.  Authentication of identification of people/computers sending packets, ensure data not tampered with, ensure data not read by unauthorised parties.
DMZ Policy  Dedicated subnet to separate internal system from external to safeguard from attacks against critical system. 
[bookmark: _Toc101373020]4.3.7	Mitigations in Event of Violations
[13] Poor Network Configuration  The weaker the configuration, the more susceptible network to attack.  
· ICS devices should not be directly connected to internet.  Strict segmentation should be enforced.
No Audit Trail  Audit trails necessary to know what is going on but logging mechanisms in some ICS environments non-existent/incomplete.  
· Record keeping needed for regulatory compliance.  100% visibility goal, so all incidents automatically flagged to Security Incident Response Team.
Lack of Control  Patches are not deployed, no up-to-date inventory of assets, internal security policies unenforced and security model based on ‘if it works leave it alone’. 
· Implementing centralised automated asset management for OT networks essential to manage physical processes, apply patches and find unauthorised changes/activities.
Employee Ignorance  Employees’ risky behaviour (phishing attacks, social engineering, risky browsing) poses significant risks.  
· Security training, network segmentation and multifactor authentication.
Insider Attacks  Can be malicious ex-employee or insider paid to spy/steal assets or sabotage – or human error.  
· Performing risk assessments to see if over-privileged accounts, insiders have access to resources unnecessary to their jobs.  Unify IT and OT; Operational Technology security as interconnected they help protect against attacks.
[14] Operational technology (OT) is hardware and software that monitors and controls devices, processes, and infrastructure. 
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DESTINATION SERVER
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Bef — This wizard helps you instal roles, role services, or features. You determine which roles,role services, or
features to instal based on the computing needs of your organization, such as sharing documents, or
Instalation Type hosting a website.

Server Selection
Toremove roles, ol senices, o festures: N
Start the Remove Roles and Features Wizard
Before you continue, veriy that the folowing tasks have been complted:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current securty updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.
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Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Role-based o feature-based installation
Configure asingle server by acing rols,role services, and featurely

O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
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Add Roles and Features Wizard
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1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offine servers and
newly-added servers from which data collection i stllincomplete are not shown,
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Before You Begin Select one or more roles to install on the selected server.

lation Type Roles Description

Server election 1 Actve Directory Cerficate Services Remote Access provides seamless

2 reoe s o S e ey et v

= [ Active Directory Federation Services VPN, and Web Application

e ] Active Directory Lightweight Directory Services DirectAccess provides an Always On
Remote Access ] Active Directory Rights Management Services and Always Managed experience.
] DHCP Server RAS provides traditional VPN

| DNS Server (installed) services, including site-to-site
[ Fax Server (branch-office or cloud-based)

[B] File and Storage Services (4 of 1 intalled) connectivit. Web Application Prosy

0 Hyper-v enables the publishing o selected

] Network Policy and Access Services HTTP- and HTTPS based

[ Print and Document Services ‘applications from your corporate
network to client devices outside of

] Remote Desktop Services the corporate network. Routing

] Volume Actvtion Senvices provides traitional routing

B vt cemr 19 capabiltes, ncluding NAT and other
connectivity optons. RAS and

Routing can be deployed i single-

tenant or multtenant mode.

Role Services

] Windows Deployment Services
[ Windows Server Update Services
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DESTINATION SERVER
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Remote Access integrates DirectAccess, VPN, and Web Application Proxy in a single management
console.

Deploy DirectAccess to allow managed domain-joined computers to connect to the internal corporate.
network as DirectAccess clients. Connectiviy is seamless and transparent, and i available any time
client computers are located on the Internet. DirectAccess administrators can remotely manage clients,
‘ensuring that mobile computers are kept up-to-date with security updates and corporate compliance
requirements. N

Deploy VPN to allow client computers running operating systems not supported by DirectAccess, or
configured in  workgroup, to remotely access corporate networks over a VPN connection.

Deploy Web Application Proxy to publish selected HTTP- and HTTPS-based applications from your
corporate network to client devices outside of the corporate network. It can use AD FS to ensure that
users are authenticated before they gain access to published applications. Web Application Proxy also
provides proxy functionality for your AD FS severs.

Configure RRAS routing features using the Routing and Remote Access console.
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Before You Begin

Instalation Type

Server Selection

Server Roles

resrs
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‘Web Server Role (IiS)
Role Services

Confirmation

Select the role services to install for Remote Access

Role services

DirectAccess and VPN (RAS)
[ Web Applicston Prory
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Description

Roting proides suppor for NAT
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s Add Roles and Features Wizard

Installation progress oCh T e

View installation progress

@ Festure insaliation
Instllaton strted on DCT-NWT nosstaskmsft

RAS Connection Manager Administration Kit (CMAK)
Remote Access

DirectAccess and VPN (RAS)

Routing
Remote Server Administration Tools.

Role Administration Tools

Remote Access Management Tools
Remote Access GUI and Command-Line Tools

Web Server (IIs)
Web Server
Common HTT Features

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detals.

Export configuration settings
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T Routing and Remote Access

Fie Acion View Help
«=|mEm

T Routing and Remote Access
5 Server Status
 DCI-NWT (iocal)

Routing and Remote Access

Welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to
private networks.

Use Routing and remote access to configure the following:
« A secure connection between two private networks.

« A Virtual Private Network (VPN) gateway.

« A Dial-up remote access server.

« Network address translation (NAT).

* LAN routing.

« A basic firewall. I—
To add a Routing and Remote Access server, on the Action menu, [NWT nosstaskmsft.

dlick Add Server.

RAS Connection Manager Administration Kit (CMAK)
Remote Server Administration Tools.
Role Administration Tools
Remote Access Management Tools
Remote Access GUI and Command-Line Tools

DESTINATION SERVER
ESXv——

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detals.

Export configuration settings
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Routing and Remote Access Server Setup Wizard

Welcome to the Routing and Remote Access
Server Setup Wizard

“This wizard helps you set up your server so that you can
‘connect to other networks and alow connections from
remote clerts.

To cortinue. clck Next

DESTINATION SERVER
ESXv——

—
INWT nosstaskmsft

RAS Connection Manager Administration Kit (CMAK)
Remote Server Administration Tools.

R o

Remote Access Management Tools
Remote Access GUI and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detals.

Export configuration settings
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Routing and Remote Access Server Setup Wizard

Configuration

You can enable any of the folowing combinations of senvices, or you can
customize this servr.

€ Remote access (dabup or VPN)

Allow remote clients to connect tothis server through ether a diahup connection ora
secure vitual pvate network (VPN) ntemet connection

" Network address transiation (NAT)
‘Alow intemal clets to conniect to the Intemet using one publi [P address. DEsTINATION sERvER
ESXv——

" Vitual pivate network (VPN) access and NAT

Allow remote clients to connect to this server through the ntemet and localclerts to
connect to the Inemet using a single publc P address.

" Secure connection between two prvate networks
Connectthis network to a emote network,such s  branch offce.

& Custom corfguration
Select any combinationof th features avalable in Routing and Remote Access INWT nosstaskmsft

<o ==

RAS Connection Manager Administration Kit (CMAK)
Remote Server Administration Tools.

R o

Remote Access Management Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detals.

Export configuration settings
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