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Task 1

A

The NIST cybersecurity framework is a set of guidelines and standards that are set by the National institute of standards and technology. The NIST cybersecurity plays a vital role in safeguarding digital assets and personal data in today’s society. It provides “a set of recommendations that enable organisations to be better prepared in identifying and detecting cyber-attacks” [1] This ensures that all organisations in today’s society are up to date on how to restrict and respond to any cyber-attacks on their organisation.

The NIST cybersecurity framework plays a big part in addressing each stage of the cyber kill chain or attack life cycle:

Reconnaissance – In cybersecurity, the reconnaissance phase “involves the systematic surveying or scanning of systems, networks or web application to gather information about potential vulnerabilities that van be exploited” [2] The NIST cybersecurity framework includes a risk-based approach. It mainly focuses on the most vulnerable resources to ensure that they are as secure as possible. By addressing these vulnerabilities, it emphasises the risk I which they leave their organisation if not followed correctly. And to minimise the possibility of any organisation having a cyber attack. It also encourages a regular assessment of these vulnerabilities making it more difficult for attackers to have successful attacks

Weaponization – The weaponization stage involves cybercriminals developing tools specifically adjusted to attack they vulnerabilities in which the organisation has. The NIST framework promotes the implementation of measures and security controls in order to minimise the impact of attacks. The framework has a clear purpose and is delivered in a professional and straight forward manner that anyone could read, understand, and execute to the required standard to say safe. By following the framework on security controls it can decrease the possibility of vulnerabilities being exploited.

Delivery – In the delivery stage, is “where the attacker transmits a malicious payload on the target” [3] They do this by using their tailored tools developed in the weaponization stage. The NIST cybersecurity framework expresses the importance of implementing measures to detect any malicious or suspicious activity. It does this by giving information on access controls on monitoring systems.

Concealment – The concealment stage is the stage in which the attackers attempt to conceal their actions after a successful attack. This is done to avoid any detection from the organisation. The NIST cybersecurity framework emphasises the importance of continuous system monitoring and incident response capabilities to respond to any breach of security on their system. This ensures that the organisation can mitigate the effects of cyber attacks, which will in turn reduce the possibility of it happening again.

In summary, the NIST cybersecurity framework has a clear purpose and is delivered in a professional and straight forward manner that anyone could read, understand, and execute to the required standard to say safe. Based on the cyber kill chain the NIST cybersecurity framework applies to all stages, this concludes that it can be used to prevent the evolving challenges within cybersecurity in today’s society.


B

Nmap stands for Network mapper, it is a open source network scanning tool used for discovering hosts on a network. It is able to create a diagram of the networks structure and is used by ethical hackers and network administrators for “network mapping, vulnerability assessment and network security auditing” [4]. It does this by sending packets to the targeted network and analyses the response that it receives back. Nmap can be utilised in the reconnaissance stage of a cyber attack to gather information on targeted networks.

Service detection - Nmap would scan and identify the services running on open ports, which would provide attackers with information on the software’s being used.

Port Scanning – Nmap would conduct a scan on the open ports to identify potential entry points into its set targeted network.

Operating System Fingerprinting – Nmap performs operating system fingerprinting. This is “the process of analysing data packets which originate from a network in an attempt to glean intelligence to be used in later attacks” [5]
Wireshark is a network protocol analyser and packet stiffer tool. Wireshark can “capture and display real-time details of network traffic” [6] like nmap it is an open source network scanning tool which is widely used by security professionals and network administrators for tasks like network performance analysis, network troubleshooting and network security monitoring. Wireshark can also be used in the reconnaissance stage of a cyber security attack as it enables:

Protocol Scanning – Wireshark decodes and analyses various network protocols including HTTP, DNS, FTP and SMTP. It allows attackers to identify the protocols to help them understand vulnerabilities within the network.

Packet analysis – Wireshark analyses packets which allows attackers to gain an insight of the network traffic. It does this by intercepting packets which can provide information on the networks topology.

In summary, nmap and wireshark are tools that can be exploited by cybercriminals in the reconnaissance stage of the cyber kill chain, by enabling them to identify vulnerabilities within a network system, which can lead to unauthorised access to sensitive information. 


C(i)

WannaCry one of the most notorious ransomware attacks. It is an attack that uses the eternal blue exploit, this sort of attack spreads quickly through networks and specifically targets a vulnerability in a Windows operating system. It is used to encrypt files on a user’s network or computer to display ransom notes. In previous instances “Wannacry takes your data hostage, promising to return it if you pay it ransom” [7] This meant that many people paid the ransom to regain control of their device but still left themselves open to reoccurrence.

Although Wannacry caused many problems to many people worldwide, it does have some mitigation strategies that can be used to help prevent the possibility of a Wannacry attack.

Network segmentation – Dividing networks to smaller segments can help restrict the amount of malware such as WannaCry by limiting its movement across the network and operating system

Patch Management – Regularly apply patches and updates to mitigate known vulnerabilities. For Wannacry, organisations that had applied the patch (MS17-010) were protected from the exploit from EternalBlue.

Security awareness training – educate and regularly update employees of any current dangers that are used to exploit and insert malware into the operating system. By regularly training it keeps all employees aware of threats to the security of the system

TeleRAT is a malware classified as a remote access trojan RAT. It is designed to infiltrate android phones. It spreads through “Installation of apps from unknown or unverified download sites” [8] This implies that they are often disguised as a normal working link or application. Upon installation the TeleRAT grants remote control of the device for the attackers. This is where they extract sensitive data such as bank details, Emails and addresses. 

TeleRAT also has some mitigation strategies to ensure that less users are breached or open to an attack:

App Security – Users must only download apps that they know are legitimate from only the Apple App Store or GooglePlay Store. These apps have certain security measures to ensure all apps are safe to install onto ones device.

Permissions – Proceed with caution when granting permission to third party organisations when using applications. Read the terms and conditions and the permissions needed before installing.

Security Software – Regularly update anti virus software on devices to ensure that all new malware and viruses are detected and prevented like TeleRAT. Anti virus software often includes anti phishing protection and malware detection to ensure that the device is safe.

C(ii)

Both Whaling and pharming are different forms of phishing attacks that generally target high profile individuals and networks. 
Whaling is a “highly targeted phishing attack – aimed at senior executives – masquerading as a legitimate email.” [9] This implies that the attackers try to steal sensitive information or gain unauthorised access to systems. The attacks have different stages starting with research and targeting. This stage is when the attackers carry out research on their intended targets to create personalised phishing emails. The next stage is known as spoofing, this is when the attackers spoof email addresses to act as trusted sources, such as friends, work colleagues or companies. The third and final step of the attack is the content stage. This stage involves phishing emails of urgent content which would prompt a quick response of the victim, causing the victim to respond or download malware without hesitation.

Pharming is a scam online that can be similar to whaling. It is “where a website is manipulated, and confidential information is stolen”[10] Like whaling, pharming has three stages. The first stage is called DNS spoofing. This stage involves the attackers manipulating DNS servers to redirect the traffic from any legitimate websites to malicious websites that include malware. The next stage is hosts file manipulation, where the attackers change the hosts files to redirect domain names to a malicious IP address. The third and final stage is where the attackers inject scripts that contain harmful malware into legitimate website which then reroutes users to phishing pages.

Even though Whaling and Pharming is still a form of attack used in today’s society, there are many mitigation strategies that can be used to prevent the likelihood of a successful attack:

Secure DNS configuration – Ensure that all DNS servers are secure and receive regular updates to prevent DNS spoofing.

Network monitoring – Having a network that is constantly monitored prevents the likelihood of an attack being undetected.

Multi-factor authentication – The implementation of multi-factor authentication (MFA) for accessing sensitive information and systems enhances the security.

Patch Management – Regularly update software which will patch unknown vulnerabilities that could potentially be exploited by attackers.

Combining these mitigation strategies significantly lowers the risk of any organisation being exposed to any sort of Pharming or Whaling attacks.

Task 2A

Network 1 (Star Topology)
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How a star network provides high availability

A star network provides high availability through a centralised layout. By having a centralised layout, it reduces the impact and frequency of failures as it has efficient recovery and fault isolation. It includes redundant central links and devices, scalability, and troubleshooting. Star networks are commonly used in environments that require reliable and resilient network connectivity.










Network 2 (Bus Topology)
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This is the bus network that was created in packet tracer.
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Each PC within the network were given their own IP address for identification and communication purposes also to eliminate the points of failure while communicating.
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All communications and crossovers were tested within the bus network and were all successful as each laptop could communicate with eachother.

How a bus network provides high availability

Although a bus network offers cost effectiveness and simplicity. It does not really provide high availability. This is because unlike a star network, it is more likely to have single points of failure due to having a linear structure and relying on a single main cable to connect the whole network. Because of this, bus networks are not recommended for high reliability and availability.


Task 2B

It is essential that networks are secure in today’s age as there are so many vulnerabilities within networks that are left open to attackers. To ensure that a network is secure during its operation it must include some of these technologies.

Virtual Private Network (VPN) – VPNs encrypt data traffic over public networks to ensure that data is securely transmitted between remote users and other networks. The implementation of VPN ensures that remote access is secure and leaves no trails.

Network Access Control (NAC) – NAC is “The process of restricting unauthorised users and devices from gaining access to a corporate or private network”[11] By implementing NAC it ensures that the spread of malware is prevented and unauthorised access is protected against. It can help many organisations enforce security policies which would only let authorised users have access to their systems and network.

Firewalls – Firewalls are essential for network security. Firewalls act as a barrier fro trusted and untrusted networks like the internet. They enable traffic filtering based on port numbers and IP addresses which allows organisations to enforce security policies.
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