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Abstract
	In this assignment the author is tasked with designing a solution to a real-world scenario. This scenario details a company that needs a framework to be designed for a bring your own device network. Using Cisco Packet Tracer the author designs an almost fully functional framework, as well as discussing his ideas of how to implement the system, as well as how he feels the system can be improved upon in future development.  
Introduction
	The author has been tasked with designing a solution to a potential real-life scenario. In this scenario the company (Hyper-fort) is looking at allowing staff and customers to bring their own devices with them and have a framework in place to deal with all devices brought in from outside. As Hyper-fort is a large company security is a top priority, as such the author will keep security in the forefront of his mind during the design of his solution. The author will be looking at many different areas that are involved in creating a large-scale bring you own device (byod) framework and looking at how they will affect his final solution. 	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person

Design
	After looking at the brief given to him, the most suitable way to solve the problem was to build a byod network. However, as security was a main priority of Hyper-fort, the author was sceptical as to whether this was the best solution. After experimenting with different designs in Cisco Packet Tracer the author soon realised that the only way forward was to go with a byod, so he continued. 	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person
	While considering his design, the author thought about his opinion on the advantages and disadvantages of a byod network. These were:
Advantages:
· Minimal cabling required
· Minimal maintenance
· Users can use their own devices
Disadvantages
· Can be very unsecure
· Catering to many different devices
· Very slow at peak times

[image: ]
The screenshot above is taken directly from the authors design on packet tracer and is fully functional. It shows a basic layout of a server room, the lobby at Hyper-fort and how these are connected to the internet via a modem. The modem is then connected to a firewall, which is used to keep out any malicious software attempting to enter the system. This is then connected via a router and a switch to a wireless access point inside the lobby. This access point is protected by a password which will be given to people as and when they require it. As added security, the router and switch are both protected by 2 passwords, only to be given to trusted members of staff who require access. The access point in the lobby will be stored in a secure container inside a storage cupboard with a locked door and the server room is locked behind a door also, to protect from a physical attack. Also, all unused ports on the switch are down and can only be activated with access to the 2 passwords. When attempting to login to the router or the switch, a message is displayed warning potential hackers that unauthorised users will be prosecuted to prevent malicious behaviour and to conform to standards expected of a large company such as Hyper-fort.     

Policies and Software
	While designing the framework, the author also had to consider different policies to implement to keep the network secure and efficient. These are listed below:
Security Policy – All users are only allowed access to the password allowing them to connect to an access point. Any users attempting to maliciously access the system are immediately warned that they will be prosecuted and if this warning is not obeyed, will be caught and prosecuted. Passwords will be changed regularly
Device Management Policy – Any device that hasn’t connected for over 6 months will be deleted from the system. If too many devices are connected, bandwidth will be limited.	Comment by Carlene Campbell: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " not" instead of "n't".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm
	The author also investigated different pieces of mobile device management software to go alongside the framework. After some research the author decided the most suitable piece of software would be: Soti MobiControl. The author decided on this piece of software as one reviewer said about it: “Comprehensive set of profile and rules-based device management functions.” [1] Also, the author noticed that this piece of software had a good price compared to other pieces of software he looked at. 
Considerations
	While creating the framework, the author also had to take certain issues into consideration and how to deal with them. When looking at the devices that are connecting to the network, the data they can possibly retain may be an issue. To deal with this all devices will be monitored and checked to make sure no vital data is lost or stolen. Another problem that arises with people bringing their own devices is their personal usage being greater than business usage. This will be dealt with by making sure that each user’s activity is monitored and that apps can be blocked if they are seen to be a distraction. To deal with the problem of man users having many different devices, the mobile device management software selected is adept with dealing with numerous devices and operating systems. If a user is known to have left the company, then any devices they had connected will be removed from the network. 
Conclusion
	Overall the author felt that his design was suited to the problem that he was set. He found that working in packet tracer helped him efficiently design the framework and to test if it would work in a real-life scenario. The author has suggested that to improve the system further, more access point can be added at any time to increase the rang of the network.  The author has also said that in the packet tracer the modem and firewall are not fully configured but were put in to show how the actual framework would look if built. 
Bibliography

[1] 	P. Ferril, “PC Mag,” 15 February 2018. [Online]. Available: https://uk.pcmag.com/cloud-services/82176/soti-mobicontrol. [Accessed 28 December 2018].





	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Little or no referencing utilised.  Need to use credible sources from peer review articles (Grade mark: 33.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]5

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Very briefly demonstrates knowledge of the underlying concepts and principles. (Grade mark: 36.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]5.5

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]The areas discussed were very brief, except for the design discussion.  Lot more work need to be done in this area. No DFD done. (Grade mark: 37.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]15

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]A very basic design implementation but met all the criteria of the assignment.  Firewall in place, password implementation etc. (Grade mark: 60.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]12

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Avoid 1st person writing. Could read and flow better,  Formatting needed.  (Grade mark: 40.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]4

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]41.5%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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