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Part 1: Docker and Containerisation in the Cloud 



1.1 Introduction
Cloud computing is described by the National Institute of Standards and Technology (NIST) as on-demand network access to a shared pool of programmable computing resources that may be swiftly released or enlarged as needed with little administration labour [1]. There are two technologies behind fast provisioning – hardware virtualisation and more recently, operating-system-level containerisation. Part 2 covers the basic, static web server; its containerisation, launching, persistence, connection and publishing, as well as the output of each command – and it includes a thorough class exercise on Docker.
1.2 Principles of Virtualisation
Traditional virtualisation is a technology that divides one physical machine into multiple machines (virtual machines, VMs), which are isolated from each other and managed by a hypervisor like VMware ESXi, Hyper-V or KVM. Every VM is equipped with virtual CPU, memory, storage and network devices and it runs its own complete guest OS, on top of the shared hardware devices [1][2]. Each tenant can make safe use of the same host by having the hypervisor schedule and map each of their uses of the physical processor and I/O devices [2]. This means that there is strong isolation, a kernel bug in one VM does not affect another and is the key to a provider's ability to sell many small virtual servers out of a single rack, as described in [1]. Overhead: All VMs are copying a kernel, boot sequence and drivers only for the purpose of isolation, not for the purpose of the customer's app [3].
Practical example – virtualisation of shared hardware: During class, one physical machine was divided into two virtual machines, each running a hypervisor and allocated a fixed amount of vCPU, RAM and virtual disk. Guest images were all Linux, and each was independent. Running a CPU intensive loop in one guest, while monitoring top on the other, no noticeable change in the load of the second guest was seen, as virtualisation of virtualisation should be, at the expense of two duplicated kernels on one machine – just what virtualisation is supposed to eliminate.
1.3 Principles and Benefits of Containerisation: Containerisation is the use of containers to ship goods.
The duplicated guest OS is eliminated with containerisation. A container wraps an application with its libraries but utilizes the same host kernel by using Linux namespaces (which make an application only see what it is supposed to see) and cgroups (which limit the CPU, memory and I/O used by the contained application) [3][7]. A Docker image is a "read only" "layered" template while a Docker container is a running instance of the template with its own thin writable layer. Since there is no booting of a separate kernel, the time needed to start a container is negligible, and the memory the container requires is used. Lower overhead and faster start-up of containers than VMs on the same hardware as demonstrated study [6] and replicated by others in independent replication studies [8] [9] [10]. That, combined with the ability to deploy one image in development, test and production, is why containers are the cloud deployment unit of default today [11][12].
1.4 Images and Publishing Images
Docker images are designed using a layered architecture, where each instruction in a Dockerfile creates a separate read-only layer [14]. This approach enables layer caching, allowing Docker to reuse previously built layers if no changes have been made to them. Consequently, rebuild times are significantly reduced, improving developer productivity and accelerating Continuous Integration/Continuous Deployment (CI/CD) pipelines. When only the application source code changes, Docker rebuilds only the affected layers rather than recreating the entire image.
Modern Docker development promotes also multi-stage builds, which split the build environment from the final execution environment [14]. The first stage adds sources and dependencies and builds them; the second stage copies the built application and dependencies to a new image. This process can eliminate superfluous development tools, temporary files and libraries from container images, resulting in smaller, faster, and more secure images.
One of the popular optimisation approaches is to use thin base images like Alpine Linux. The alpine images are massively smaller than the traditional Linux distributions, thus it will require a lower amount of time to download, it can be stored on a limited amount of space, and it has a limited attack surface by bringing only the essential system components. What's more, smaller images could accelerate the deployment process and play a key role in scientific or cloud-based workloads that focus on efficiency and scalability [11].
The most effective build optimisation additionally entails arranging Dockerfile directions to make best use of cache, reduce the variety of layers, and save unnecessary files with the help of a .dockerignore file [14]. These practices will shrink images, and boost build performance.
Finally, application images are not modified after deployment – as Docker images are built by – Immutable Infrastructure. Instead of updating an existing container, the image is rebuilt, with deployment of a new container instance. It can help to ensure consistency, simplify rollback, enable same images to be deployed in dev and prod environments, and reduce configuration drift – making Docker images the right choice for modern cloud-native applications deployments [11].

 
1.5 Container Volumes
Although Docker offers valuable portability, scalability, and deployment efficiencies, organisations implementing a cloud-native architectures have security as a key concern. Containers are much simpler than traditional virtual machines, as they share the host operating system kernel, thereby introducing a risk that vulnerabilities of the host kernel can affect all running containers. Hence, Docker has integrated some of its prebuilt security layers to reduce risks yet ensure high performance.
To isolate processes, networking, file systems, users and IPC among processes within a container, Docker uses Linux namespaces. Every container is in its own namespace, so that applications cannot directly use resources which belong to other containers or the host. Namespaces are complimented by control groups (cgroups) which limit the use of CPU, memory, disk I/O and network resources. The mechanisms allow a corrupted or failed container to not consume all the host resources and therefore impact the availability of other workloads.
There is further protection, using Linux capabilities which split up the traditional root privilege into more granular permissions. Docker has some default restrictions that eliminate a lot of unnecessary capabilities and lessen the impact of privilege escalation attacks. Additional hardening comes with the use of Seccomp profiles, which limit the Linux system calls that containers may use; this makes it harder for an attacker to exploit an interface of the Linux kernel. Security modules like AppArmor and SELinux offer additional mandatory access control policies that are enforced to further limit the access of a container to host resources, files and system services.
With recent versions of Docker, Rootless Docker is supported so that containers and Docker daemon can be run without root privileges. The use of non-root users for running containers greatly diminishes the attack surface and is based on a principle known as "least privilege" – only give applications what they need to do their job.
Security shouldn't only be limited to the software supply chain. Images downloaded from public repositories should be scanned for vulnerabilities and digitally verified. By using tools like Docker Scout, Docker Bench for Security, Trivy, and Clair, organisations can be alerted of outdated packages, software vulnerabilities, configuration weaknesses, and compliance issues before the containers go into production. Never add sensitive data like passwords, API keys or certificates to Docker images. Docker Secrets or external secret management stores should be used to securely pass credentials at runtime instead, to minimize the chance of accidental disclosure.
Security in containers should not be considered as a "one and done" affair but should be ongoing in production environment. To reduce operational risk, organisations should employ the following methods: create secure images, scan vulnerabilities at runtime, enforce least-privilege access control, and regularly update their security. The official storage and volume management guidance for Docker also suggests keeping persistent application data away from Docker layers, which enhances application data integrity, makes backup and recovery easier and enables secure application lifecycle management [15][16]. Simply embedding these security features in the lifecycle of the container means organisations can safely deploy Docker-based apps without compromising the confidentiality, integrity or availability of cloud-based services.
1.6 Container Networking
Docker offers multiple networking drivers to cater to various app deployment scenarios and facilitate secure container-to-container and container-to-external-service interactions. While the default bridge network configuration is good enough for single-host deployments, enterprise cloud applications typically demand more sophisticated networking layouts for scalability, high availability and service discovery. To ensure the best performance, security and flexibility of operations, it is important to choose the right networking driver, which is an architectural decision that directly affects the app.
The default networking mode in Docker is the bridge mode which will create a private virtual network on the host machine. When using an automatically assigned IP address, containers in the same bridge network can communicate with each other, and with Docker's built-in Domain Name System (DNS), services can communicate by name, instead of by fixed IP address, if the bridge network is a user-defined network. This makes deployment of applications easier as containers can be recreated without having to reconfigure the network manually [3].
Host network driver removes the network isolation by enabling a container to directly access the host machine's network stack. This configuration avoids network address translation (NAT) and therefore gives higher network performance, but lower isolation between the container and the host, and is typically used for high-performance workloads or special networking applications. On the other hand, none disables networking altogether and thus is suitable for highly secure, or isolated, workloads that do not need to communicate with the outside.
The overlay network allows for secure communications between containers, even when they are running in different Docker hosts. Overlay networking is a virtual network that connects hosts together, typically found in Docker Swarm and Kubernetes clusters. This is the ability to treat microservices deployed on various virtual machines or cloud instances as if they were connected local to each other to enable highly available and scalable cloud-native applications [18].
The macvlan driver also supports Docker, enabling each container to be enabled with its own Media Access Control (MAC) address so that containers can come across as actual physical devices on the nearby network. This can be helpful when using an application or network appliance that must communicate directly with the physical network infrastructure, as opposed to the abstraction layer of bridge networking.
Cloud environments are typically not single containers. Rather, they use infrastructure platforms like Kubernetes to implement networking, load balancing, service discovery and traffic routing for thousands of instances of containers. Kubernetes builds upon Docker networking to add the capability to create virtual networking between pods, internal service discovery, automatic load balancing, and network policies which govern pod-to-pod communications. The features allow organisations to design resilient microservice architectures that can scale dynamically, roll out updates and keep services running in the event of failure, both in public and private cloud environments [11][12][18].
In general, Docker networking is the foundation for the communication between containerized applications. Through the use of suitable networking drivers and the integration with orchestration platforms like Kubernetes, organisations can design secure, scalable and highly available cloud services, which are built to facilitate contemporary DevOps practices and large-scale distributed computing environments.
1.7 Full Practical Walkthrough: Building, Publishing and Running a Web Server
The exercise below deliberately chains every concept above into one pipeline, exactly as a real deployment would: author the application, build an image, run it, prove persistence, prove networking, then publish it so it can be pulled and run unmodified on another machine, for example a cloud VM.
Step 1 – project files
$ ls
 Dockerfile   index.html
[image: ] 
 
Step 2 – The Dockerfile
FROM selects a minimal, already-patched base image (so the container inherits no full guest OS); COPY adds the class HTML page; EXPOSE documents, but does not itself publish, the listening port [14]; CMD is the process Docker runs when the container starts.
[image: ]
Step 3 – build the image
$ docker build -t studentname/portfolio-site:v1 .
[image: ]
Step 4 – run and verify the container
$ docker run -d -p 8080:80 --name portfolio studentname/portfolio-site:v1
 $ docker ps
 $ curl http://localhost:8080
[image: ]
The curl output confirms the HTML page authored on the host is now being served from inside the isolated container, reached only through the published port mapping.
Step 5 – attach a volume to prove persistence
$ docker volume create site-data
 $ docker rm -f portfolio
 $ docker run -d -p 8080:80 -v site-data:/usr/share/nginx/html \
   --name portfolio studentname/portfolio-site:v1
 $ docker volume ls
 $ docker rm -f portfolio && docker run -d -p 8080:80 \
   -v site-data:/usr/share/nginx/html --name portfolio studentname/portfolio-site:v1
 $ curl http://localhost:8080

[image: ]
Deleting and recreating the container did not lose the page, because it now lives in site-data rather than the container's ephemeral writable layer [15][16].
Step 6 – create a network so other containers can reach it by name
$ docker network create site-net
 $ docker run -d --network site-net -p 8080:80 \
   --name portfolio studentname/portfolio-site:v1
 $ docker network inspect site-net --format '{{json .Containers}}'
 {"7a1c...":{"Name":"portfolio","IPv4Address":"172.20.0.2/16"}}
[image: ]
A second container joined to site-net could now resolve and call this service simply as portfolio, rather than by IP address.
Step 7 – tag and push the image to Docker Hub
$ docker login
 Login Succeeded
 $ docker tag studentname/portfolio-site:v1 studentname/portfolio-site:v1
 $ docker push studentname/portfolio-site:v1
[image: ]
The second machine needed no nginx installation and no manual configuration: it pulled the exact image tested locally and produced identical output. This build → run → persist → connect → publish → pull pipeline is how containerized applications are shipped to the cloud in practice [11][12][18].
1.8 Conclusion
Virtual machines give strong, kernel-level isolation at the cost of a duplicated OS and slower start-up; containers share the host kernel and so start faster and pack more densely, while each still gets its own file system, process view and network interface. Docker's tooling turns this into something usable directly: an image is a portable build artefact, Docker Hub distributes it, a volume gives it persistent state, and a network lets containers cooperate as one application, exactly as demonstrated in the practical above.

 
 
 
 
 
 
 
 









Part 2: Load Balancing, Scalability, Application Gateways and Serverless Computing

 



2.1 Introduction
To make the three concepts concrete, this part follows a single real-life case throughout: Netflix's video-streaming service, which runs almost entirely on Amazon Web Services and is one of the most extensively documented large-scale cloud deployments in existence [19]. Netflix illustrates load balancing, scalability and application gateways working together, and then, in Section 2.8, illustrates the practical difference between containerisation and serverless computing within one real organisation.



2.2 Load Balancing
AWS, in its turn, makes use of Elastic Load Balancing (ELB) for load balancing, with a Network Load Balancer to direct the TCP/UDP/TLS traffic, a Gateway Load Balancing to direct the traffic with virtual appliances, and an Application Load Balancing to direct the HTTP/HTTPS traffic by the content of the requests [20]. All instances are continuously checked, so that if one is not acting in a correct way, traffic is not directed to it, and requests are sent to a group of registered instances [20][21]. Transport-layer traffic is dispersed over a backend pool of virtual machines or containers by Azure's counterpart, Azure Load Balancer [22]. 
Netflix's engineering account says that there are two layers: A request first starts by being spread across AWS Availability Zones via DNS-based routing and then routed among the individual EC2 instances running the relevant microservice within the zone using ELB. Netflix has a large number of microservices, over 1,000, behind this setup, performing a range of functions from authentication to billing to playback. In this way, if one service's traffic surges or fails, it doesn't have to impact all the other services in the system. 



2.3 Scalability
Horizontal scalability is implemented with AWS Auto Scaling groups: the customer specifies a minimum number of instances, a desired number of instances and a maximum number of instances, as well as a policy, such as a target-tracking policy that keeps the CPU utilisation at or near a desired level and AWS launches or terminates EC2 instances to maintain that target, adding new instances to an ELB target group as they pass their health check [20][21]. Azure Application Gateway and Azure Virtual Machine Scale Sets use the same concept, but with “autoscale”, the number of instances is increased or decreased according to the amount of traffic measured received. [23] 
The history of Netflix itself is a case in point. Following a 2008 incident of data corruption, Netflix has been running for about seven years on AWS, shifting to the platform in January 2016 to provision over 10,000 instances of its EC2 offering in minutes to support multi-region delivery and absorb huge traffic spikes when a new season is released or when its regional network sees a surge, say, on an evening when episodes are binge-watched [19]. Auto Scaling will increase the size of specific microservices fleets, such as the streaming start-up path, but will not impact services at normal size.



2.4 Application Gateways
An application gateway is a Layer-7 device placed in front of the backend pool that routes on the basis of the content of the request instead of just the address of the transport. TLS termination, path-based and multi-site routing, cookie-based session affinity, and an integrated Web Application Firewall are all added by Azure Application Gateway [22] [23]. AWS has the most similar combination of Application Load Balancer and Amazon API Gateway to handle, throttle, and authenticate API traffic [20]. 
Netflix developed and open-sourced its own example exactly of this ingredient: Zuul, Netflix's own engineering blog [24] describes it as an edge service that supports dynamic routing, monitoring, resiliency and security in front of the Netflix API, supporting over 1,000 different types of devices and over 50,000 requests per second at peak. All requests from a television, phone, or browser will pass through Zuul, which will validate the request, decide which internal microservice to route the request to, and may redirect traffic from a struggling region. Zuul is much like a managed service such as Azure Application Gateway or Amazon API Gateway, but is a customer-constructed Application Gateway running on top of Netflix's AWS infrastructure.



2.5 Why Load Balancing and Scaling Are Complementary
This is not enough, either mechanism alone. Load-balancing, ELB or Zuul, distributes existing capacity evenly and health-checks it, but if the size of the underlying fleet is fixed, it can only help to delay saturation during an actual surge, and not prevent it [20]. Scaling will either add or remove capacity but a newly launched instance is not useful until traffic will actually be able to reach it, and a terminating instance should cease accepting traffic prior to termination [21]. This is why ELB target groups are directly attached to AWS Auto Scaling groups, and in Netflix's architecture the load balancer's routing logic (Zuul's edge routing) and the distribution logic (ELB's zone-and-instance distribution) are directly upstream of the Auto Scaling groups that distribute the load across a varying number of instances.



2.6 Benefits of Combining All Three Technologies
Imagine a new season premiere that Netflix is anticipating will have an exceptionally big audience at once. The application-gateway Zuul validates each device and forwards requests for the catalogue, search, and starting playback to separate microservices. ELB distributes each of these individual request streams evenly across the healthy EC2 instances that the microservice is currently running, continually eliminating the failing instances when they fail the health check. The scalability layer (called Auto Scaling) observes the demand on each of those microservices and increases the size of the service that is under unusual load, such as playback-start, but does not scale other microservices, such as billing, because that is not on that extreme of load that evening [19][21]. 
The net effect is that tens of millions of subscribers have a single reliable address and seamless playback, and behind that address, AWS and Netflix's own edge software is constantly morphing the amount of compute available and exactly where each request is routed without any apparent disruption or without any engineers having to manually intervene during the launch. This is the 'illusion of infinite capacity' that was seen in the early cloud-computing literature as the key commercial benefit of cloud computing over fixed, owned infrastructure [2][3]. 



2.7 Driving Forces Behind the Expansion of Cloud Computing
The most often quoted reason is cost; renting elastic compute turns a costly capital investment in physical machines into an operational cost that is tied to usage rather than requiring a large capital investment in servers that may never be needed, for a peak that may not actually occur [2][4]. The immediate result of the above load-balancing and scaling capabilities is flexibility: capacity is available in minutes when needed and can be turned off in minutes when no longer required, as opposed to waiting months for physical procurement. A real-world example of both forces at work is Netflix's own migration, which happened in 2008; as they switched to an AWS architecture by 2016, they could launch thousands of more instances of the service in minutes and instantly reduce them to zero without having to own the hardware. Marston et al. include lower barriers to entry (the ability for a small organisation to access the same elastic infrastructure as a large incumbent) as an important secondary factor in cloud adoption [5].



2.8 Serverless Functions Compared with Containerisation
Serverless is an extension of the container abstraction, an example of which is AWS Lambda and Azure Functions. The developer is responsible for just the function code and a triggering event, and the provider handles provisioning, execution, and termination of the execution environment automatically; when multiple concurrent executions are initiated, they are scaled up from zero (no calls are made to a scaling policy) and only billed for the time actually spent [25][26]. 
Again, Netflix offers a straightforward, useful comparison of the two options within a single firm. Netflix's production workload, video streaming, recommendations, machine learning and content encoding are powered by a container-management platform developed and made open-source by Netflix, called Titus. Titus was releasing 27 million containers per week by 2018 on thousands of EC2 instances seamlessly connected to Netflix's existing AWS network, IAM and load-balancing services [27]. Other than Titus, Netflix has autonomously used AWS Lambda for more particular operational activities, including infrastructure automation based on rules and self-managed, which removes manual operations, and such operations are prone to errors without having a fleet of containers dedicated to this purpose [28]. 
It is clearly demonstrated here that there is a trade-off. Titus provides Netflix with a portable, tightly-controlled unit that fits in with infrastructure they're already running, while Netflix endures a delay during which a new execution environment is launched after a period of inactivity, and must implement code that's tightly coupled to the AWS event model; Lambda shifts most of that burden onto the smaller, less regular jobs, though at the cost of a lack of portability and the need for a specific implementation for each different job. While containerisation is the right solution for services with regular demands that are latency sensitive such as playback, serverless functions are the right tool for work that is event driven and less regular, where maintaining an idle container between bursts would incur the very cost advantage that Section 2.7 points to as the primary attribute of cloud computing. 



2.9 Conclusion
Docker and cloud computing have revolutionized application development, deployment, and management by offering scalable, portable, and effective computing environments. This study has confirmed that containerization, in addition to delivering the same high workload isolation provided by traditional virtualization, is an efficient resource overhead reduction approach, fast deployment of applications and a consistency between the development, test and production environment. The real-world Docker implementation demonstrated the ability to enable a full application deployment lifecycle, perfect for the delivery of cloud-native software that includes images, containers, volumes, networking, and Docker Hub. 
The research also covered several cloud service technologies such as load balancing, scalability, application gateways and serverless computing, using Netflix's AWS implementation as an example. The report says complementary technologies can help enable organizations to provide fault-tolerant, elastic, and high-availability services that can support millions of users simultaneously without loss of reliability or performance. In addition, the talk illustrated the use of modern cloud platforms, which leverage containerization and orchestration, automatic scalability, security policies and event-driven computing for enhanced operational efficiency and minimized infrastructure management overhead. 
In sum, companies that have embraced Docker and cloud-native approaches are better off for greater agility, faster software delivery, more efficient use of resources, and business resilience. These technologies will continue to be important in building and deploying secure, scalable and strong cloud-based services as the field evolves by incorporating new and innovative concepts and innovations.
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