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Abstract 
Computer forensics is a vital aspect of cybersecurity investigations, which allows for recovery and examination of digital evidence from numerous different sources like computers, mobile phones, and network systems. The process involves a meticulous series of tasks: locating potential evidence, preserving its integrity, analyzing the data for relevant information, and finally, presenting the findings in legally acceptable and understandable form. Specialized software tools are a godsend for efficient and accurate execution of these tasks. This report contrasts three top computer forensics software – Autopsy, Forensic Toolkit (FTK), and EnCase Forensic – their features, benefits, drawbacks, and optimal usage scenarios. A summary table itemizes the significant differences


I. Introduction:
Computer forensics is a critical field consisting of the careful examination of digital devices – computers, cell phones, servers, and networks – to find, harvest, and analyze digital evidence relevant to legal proceedings or internal security investigations. Such information can be very useful to prosecute cybercrimes such as fraud, stealing, cyberespionage, and cyberterrorism, as well as corporate disputes over data breaches, intellectual property theft, or company employee malfeasance. Computer forensic examination is based on the successful deployment of specialized software that ensures data integrity as well as efficient data acquisition, analysis, and reporting. This report compares three of the leading forensic tools: Autopsy, Forensic Toolkit (FTK), and EnCase, by comparing their capabilities, strengths, and weaknesses.

II. Tool Overview and Analysis
A. Autopsy (The Sleuth Kit GUI) 
Autopsy is a GUI, open-source digital forensic tool implemented over The Sleuth Kit (TSK). Autopsy has a simple to use environment, even for an investigator with different levels of expertise. Autopsy allows for an extensive range of file systems and types of data so that they can perform exhaustive analysis of every kind of device. Autopsy consists of the following important characteristics:
· Data Acquisition: Autopsy can recover data from various sources such as hard disks, memory cards, and network shares using various imaging techniques to preserve data integrity (e.g., forensic copying).
· File System Analysis: Following TSK's capabilities, Autopsy supports in-depth examination of file systems, recover deleted files, identify hidden files, and analyze file metadata (creation time, modification time, etc.).
· Timeline Analysis: The tool helps investigators rebuild the timeline of events by visually presenting file activity over time.
· Hashing and Validation: Autopsy provides a variety of hashing algorithms to ensure data integrity validation and authenticate evidence.
· Extensibility: As an open-source tool, it is supported by community-driven development and plugin integration to add capabilities. [1]

B. FTK (Forensic Toolkit by AccessData) 
FTK, developed by AccessData, is a commercially licensed, feature-rich digital forensics software known for its powerful capabilities and ease of use. It caters to both novice and experienced investigators with a rich set of tools for efficient and thorough investigations. Key strengths are:
· Advanced Data Acquisition: FTK offers sophisticated data acquisition capabilities, processing encrypted drives and accommodating multiple imaging options.
· Powerful Search Functionality: Aside from keyword searching, FTK provides high-level searching capability, including regular expressions, Boolean searching, and searching within a specific file type.
· Data Carving: FTK is capable of recovering files even in the absence of file system metadata or its corruption.
· Email Analysis: FTK provides high-level email analysis functionality, including header analysis and content parsing.
· Reporting: It generates comprehensive, customizable reports that are suitable for legal cases.
· Integration with other AccessData tools: FTK seamlessly integrates with other AccessData products to optimize the forensic workflow. [2]

C. EnCase Forensic (by OpenText) 
EnCase, another commercially licensed product built by Guidance Software (now more conveniently referred to as OpenText), is an industry-standard tool because it has a complete set of functionality and rigid adherence to forensic best practices. Some of its features include:
· Robust Data Acquisition: Similar to FTK, EnCase offers powerful data acquisition techniques, preserving data integrity and supporting multiple types of storage devices.
· Advanced Analysis Capabilities: EnCase supports an extensive array of analysis capabilities, including improved file system analysis, registry analysis (when dealing with Windows environments), and network analysis.
· Evidence Management: EnCase supports evidence management by simplifying chain of custody and providing evidence handling tools for the control of secure evidence.
· In-Depth Reporting: EnCase produces professional, detailed reports that are legally compliant.
· Write-Blocking: EnCase uses write-blocking technology to prevent accidental alteration of evidence by the investigator.
· Widespread Industry Use: Widespread Industry Use: Its widespread use among law enforcement and corporate security leads to a wide audience, extensive documentation, and readily available training materials. [3]
III. Comparative Table
	Features/Tools
	Autopsy
	EnCase Forensic
	FTK

	Open Source
	Yes
	No
	No

	Price
	Free
	Commercial
	Commercial

	Data Recovery
	Yes
	Yes
	Yes

	Scripting and Automation
	No
	Yes
	Yes

	Multiple File System Support
	Yes
	Yes
	Yes

	Integrated Reporting
	Yes
	Yes
	Yes

	Email Analysis
	Yes
	Yes
	Yes

	Registry Analysis
	Yes
	Yes
	Yes

	Mobile Device Analysis
	Yes
	Yes
	Yes

	
	
	
	

	Malware Analysis
	No
	Yes
	Yes





IV. Conclusion 
All three tools can perform regular forensic operations, yet each differs in functionality, price, and target users. Autopsy comes with a free, open-source alternative, which is suitable for users who are willing to deal with command-line interfaces and scripting, boasting top-notch flexibility and extensibility. FTK and EnCase are commercial software with more user-friendly interfaces and advanced features, catering to different requirements of investigators in law enforcement and corporate sectors. The choice of tool is ultimately a matter of budget, features required, and technical skill level of the investigator. Each tool possesses a unique set of strengths, and thorough knowledge of their pros and cons is necessary for proper computer forensic investigation. This report provides only a general overview; a detailed analysis of individual features and comparative benchmarks would be needed for a comprehensive evaluation
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Case Study:
Computer Forensics Methodology Applied to the CMMC Sabotage Investigation
This part presents the formal forensic practice that was conducted to investigate the claimed sabotage of confidential mobile phone design files from Rich Daley's workstation, a former employee of Cyfusion Mobile Manufacturing Company (CMMC). The practice is based on guidelines established in digital forensics, including the Association of Chief Police Officers (ACPO) guidelines, and best practices for digital evidence acquisition, preservation, analysis, and reporting.
1. Preparation and Planning:
a. The initial phase of the inquiry was to identify the scope of the inquiry and the stakeholders. The primary goal was to determine whether Rich Daley had deleted or exfiltrated proprietary GUI design files for the Samsung Galaxy Z Flip 6 on purpose, and if so, recover any such information if at all feasible. The investigation was to be conducted by Troy Simpson, a certified Computer Hacking Forensic Investigator (CHFI) and Certified Ethical Hacker (CEH), under the guidance provided by the CEO of CMMC, Ms Ker Walters. The range was to encompass only the workstation that was specifically allocated to Rich Daley.
b. Prior to any technical process being carried out, all procedures were ensured to be in line with the ACPO Principles:
i. Principle 1: No procedure shall manipulate data which could then be used in court.
ii. Principle 2: If access to original data is necessary, the action should be explained and completely documented.
iii. Principle 3: A qualified individual must be accountable for all stages of the inquiry.
iv. Principle 4: An audit trail should be created and be retained.
2. Securing and Preserving Digital Evidence
a. The old Rich Daley workspace was locked physically and taken off the CMMC corporate network so that there could be no further data changes or misuse. The system condition was documented, including hardware model, make, and serial number.
b. A Chain of Custody document was begun immediately to track all the individuals who had contact with the evidence, what was done with it, and when/what was done. This preserved the evidential integrity of the digital artifacts and ensured they were admissible in court cases.
3. Forensic Acquistion of Data
a. To preserve the digital evidence, a forensic image of the workstation’s primary storage device was created using FTK Imager, a trusted industry-standard tool. The image was acquired using a write-blocking device to prevent modification of the source media.
b. To validate the integrity of the forensic image, cryptographic hash values (MD5 and SHA-256) were calculated before and after imaging. These hash values were recorded in the documentation and would later serve to prove that the image had not been altered during the investigation.
c. For the authentication of integrity of the forensic image, cryptographic hash values (MD5 and SHA-256) were established before and after imaging. These hash values were recorded and would be utilized later to prove that the image was not altered during the investigation.
4. Examination and Analysis of the Forensic Image
a. The forensic image obtained was examined with various forensic tools, such as Autopsy and FTK Imager, paying close attention to the most important parts of the analysis:
i. Deleted file recovery: Recovery and identification of deleted design files, specifically those with extensions related to Autodesk Maya (e.g., .ma, .mb).
ii. Metadata analysis: Examination of file system metadata for indications of file deletion, timestamp inconsistencies, and anomalous file creation or access patterns.
iii. USB activity: Examination of system registry entries and event logs for indications of external device use, such as USB storage drives.
iv. Suspicious network activity: Exfiltration of data to cloud storage sites or email addresses.
v. Unallocated space analysis: File carving methods to find traces of files in unallocated disk space.
5. Data Recovery and Validation
a. Restored files were subject to content checking and timestamp analysis to ascertain their authenticity and relevance. Various utilities were employed in an effort to enhance the success rate of recovery, including Autopsy's recovery module and Photorec, a file carving tool suitable for recovering deleted files from raw disk images.
b. The recovered files were all documented and listed, and wherever possible, screenshots were taken to verify the authenticity and integrity of the recovery exercise.
6. Documentation and Reporting
a. Each step and discovery were thoroughly recorded for the purpose of transparency and repeatability. The ultimate forensic report was structured to include:
i. Executive summary of the examination.
ii. Detailed methodologies and tools.
iii. Logs and listings of recovered data.
iv. User behavior analysis and timeline creation.
v. Forensic tool screenshots and recovered artifacts.
vi. Conclusion and expert opinion of the examiner.
b. The report was prepared in accordance with normal forensic reporting procedures and presented to CMMC management for review and potential legal action.


Digital Forensics Investigation Report
Case: CMMC GUI Design Sabotage
Prepared by: Troy Simpson, CHFI, CEH
Date: April 25th 2025

Summary
This report outlines the forensic investigation conducted on the workstation previously assigned to Mr. Rich Daley, a former employee of Cyfusion Mobile Manufacturing Company (CMMC). The investigation was initiated in response to a suspected act of data sabotage involving the deletion of proprietary graphical user interface (GUI) design files for the Samsung Galaxy Z Flip 6 mobile phone. These files, developed using Autodesk Maya, represented a substantial investment in research and development and were intended for future patent licensing.
Mr. Daley resigned shortly after striking a deal with a competing firm, 360tech. Upon his departure, design files were discovered to be missing. This investigation sought to determine the cause of the data loss, either to confirm or dismiss allegations of sabotage, and recover the deleted files where possible.
Background
Rich Daley was a GUI designer at CMMC, working on many high-profile projects, including the next series of Samsung Galaxy Z Flip 6’s interface. He was the sole user of the design files. Following his resignation, CMMC were able to locate these files on his harddrive. The CEO, Ms. Ker Walters, has commissioned a digital forensic investigator to access the situation and try to recover any and all deleted designs.
Objectives
· Try to determine if Rich Daley intentionally deleted the GUI files.
· Identify any external storage or cloud services that were used for data transfer.
· Recover any deleted files.
· Document all findings in a legally admissible manner.
Methodology
Securing Evidence:
· Rich Daley’s workstation was isolated and secured.
· The chain of custody was created and maintained during the duration of the investigation.
Acquiring Evidence:
· An image of the harddrive was created using FTK Imager
· Hash values (MD5 and SHA-256) were computed before and after to verify their integrity.
Analysis of the Evidence:
· The image was analysed using FTK Imager and Autopsy.
· We focused on deleted .ma, .mb, .png, and .psd files that were relevant to Autodesk Maya and any interface development.
· Registry analysis of the USB device activity was conducted.
· Analysis of browser history, cloud folders, and any temporary files was performed to find any signs of files transfers or exfiltration.
Recovery:
· Deleted files were recovered using file carving and recovery tools.
· Timestamps and metadata were saved to maintain the evidence.
Documentation:
· Actions were documented with time stamped logs and screenshots (see appendix).
· Professional report was created to present any findings to CMMC executives and managers.
Findings and Evidence
Deleted Files:
· Multiple .ma and .mb files were found in unallocated space, suggesting they were deleted.
· Timestamps of files show that the deletions happened within the time span of Daley’s resignation.
USB and External Storage Activity:
· Analysis showed external USB drives were connected in the days leading up to the resignation date.
· Significant File transfer activity was showed in the system event logs.
Cloud and Email analysis:
· Cloud sync application logs were found and the history was cleared.
· The browser history showed visits to temporary email services and file sharing platforms.
Sabotage Indicators:
· System logs and files show a file wipe was executed.
· Suggests an intent to conceal sensitive information.
Conclusion
The above investigation shows that:
· Rich Daley intentionally deleted proprietary design files before his resignation.
· Strong evidence suggests data was transferred to external drives.
· A data wiping tool was used to prevent recovery.
· Many critical files were recovered and returned to CMMC.
This evidence supports the idea of sabotage and the potential for data theft from Daley. CMMC can move forward with legal action based on the findings of this investigation.
Recommendations
· Create centralised backup policies for sensitive data.
· Limit access to proprietary files with a system of role based control options.
· Monitor all USB and cloud activity on all workstations.
· Start actioning exit audits for employees with access to special projects.

Appendix
Screenshots, chain of custody records, hash logs, and file recovery tables:
FTK Image process


Recovered Files in Autopsy


Hash Verification 


Chain of custody











Invoice:
SAMPLE INVOICE
Troy Simpson, CHFI, CEH
Digital Forensics Consultant
Email: troy.simpson@forensics.uk
Phone: +44 7911 123456
Date: 24 April 2025
Invoice To:
Ms. Ker Walters
CEO, Cyfusion Mobile Manufacturing Company (CMMC)
London, UK
	Description
	Hours
	Rate (£)
	Total (£)

	Forensic imaging and data acquisition
	4
	150.00
	600.00

	Data analysis and recovery
	6
	150.00
	900.00

	Report writing and documentation
	3
	150.00
	450.00



Total Amount Due: £1950.00

Thank you for your business. Please make payment within 14 days.
Bank Details:
Account Name: Troy Simpson
Sort Code: 12-34-56
Account Number: 12345678


