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[bookmark: _Toc31405501]1.0	Introduction


1.1 [bookmark: _Toc31405502]Purpose and Objectives

The aim of a risk management plan is to identify potential events that could occur during a project’s life cycle, and to provide important analysis on quantifying the likelihood of each risk individually.  The report also provides solutions on how to prevent or resolve the effects of a risk, to ensure the project remains on track and the team’s goals are met.
	
	
1.2 [bookmark: _Toc31405503]Definition of Risk

Risk can be defined by an event that if occurs, has either a positive or negative effect on a project cycle.  Assessing the probability of each risk is measured against the impact, or consequences to the project’s objectives or constraints [1].

[bookmark: _Toc31405504]2.0	Risk Evaluation


[bookmark: _Toc31405505]	2.1	Probability Occurrence
	
Probability is assessing each risk individually, to identify a range in which the risk is likely to occur.  This provides only an estimate rather than a precise value.


	Range
	Natural Language Expression

	91% to 99%
	Very likely to occur

	61% to 90%
	Likely to occur

	41% to 60%
	May occur about half the time

	11% to 40%
	Unlikely to occur

	01% to 10%
	Very unlikely to occur












[bookmark: _Toc31405506]2.2	Risk Impact Table

Planning the impact of risk can be key, to the successful execution of a project.  To understand the severity of each risk, several categories have been created to determine the impact if a particular problem should arise.


Catastrophic	Non-functional prototype, Possibility of missing deadline Timescale delay > 1 month.

Critical	Delay in earlier phase, Testing error, Inadequate funds, Timescale delay > 2 weeks.

Marginal	Part order delay, Delay in earlier phase, Implementation faults, Timescale delay > 1 week.

Negligible	Staff Absence, Severe weather, Minor confusion or delay > 3 days.


	Ref
	Risk Description
	Probability
	Severity

	R1
	Project schedule not easily defined or understood
	11%
	Negligible

	R2
	Important activities missing from project scope
	42%
	Marginal

	R3
	Inaccurate cost forecasts
	15%
	Marginal

	R4
	Contractor delays affecting project timescale
	50%
	Critical

	R5
	Acts of God (e.g. severe weather), leading to loss of time and / or resources
	5%
	Negligible

	R6
	Lack of knowledge in project or implementation
	62%
	Critical

	R7
	Important components defective or inadequate for purpose 
	45%
	Catastrophic

	R8
	Security vulnerabilities in platforms design 
	43%
	Critical

	R9
	Prototype architecture fails to function correctly
	50%
	Critical

	R10
	Inadequate testing leading to faults
	63%
	Catastrophic

	R11
	Lack of communication, leading to confusion amongst the team
	12%
	Marginal

	R12
	Delays in earlier phases, reduces changes of meeting project deadlines
	43%
	Marginal

	R13
	Staff illness, bereavement or conflict 
	12%
	Negligible



[bookmark: _Toc31405507]2.3	Risk Evaluation Matrix
	
The level of risk can be calculated as the products of probability, multiplied by the severity, or impact of its occurrence.  However, when assessing the level of risk, there can usually be some uncertainty about the particular outcome.  A risk matrix can be utilised in this instance, where probability or severity cannot be calculated with such accuracy or precision.

The matrix can help highlight particular risks that could have more severe consequences to a project cycle.  Risks are plotted on the matrix using the severity assigned, and the probability of that situation occurring.


	
	Probability

	
	Frequent
	Likely
	Occasional
	Seldom
	Unlikely

	Severity
	Catastrophic
	
	R10
	R7, R8
	
	

	
	Critical
	
	R6
	R4, R9
	
	

	
	Marginal
	
	
	R2, R12
	R3, R11
	

	
	Negligible
	
	
	
	R13
	R5



[bookmark: _Toc31405508]2.4	Risk Prevention
	
Understanding how to manage risks effectively can help take control of the problem much more quickly.  Communication is key to this, regular team meetings and putting reasonable steps in place can help prevent the situation from happening altogether.
	

	Ref
	Prevention and Resolutions

	R12
	Regular team meetings to take place to discuss any situations which could arise or cause delay.  In the event of a delay from a previous phase of the project the team will take steps to offer extra support to that particular area of development.

	R10
	Extended testing phase to provide enough time adequately test all aspects of the prototype, included components and web application.  If errors are found during the testing phase, they will be assessed against the overall operation of the prototype, and extra time to fix the error will be scheduled. 

	R8
	Incorporating an extended testing phase into the project cycle will help highlight any security concerns surrounding the device.  If a security breach is found, it will be noted and the situation assessed, a delay could be possible if the problem is not easily solved.

	R7
	If a component of the prototype is found to be faulty or unsuitable for use, a replacement will be required, this will also have an affect on cash flow and the timescale.  Ensuring parts are ordered from reputable suppliers, while ensuring of the accuracy of the design requirements prior ordering are steps in ensuring this problem does not occur. 

	R6
	Ensuring regular, documented, meetings take place.  Ensuring team members have access to the required resources when needed.  Use of online platforms such has OneDrive and Microsoft Teams have been put in place to ensure information is readily available.  



[bookmark: _Toc31405509]3.0	Sustainability


[bookmark: _Toc31405510]	3.1	What is Sustainability

Sustainability can be defined in two ways, firstly in the sense of providing a solid foundation for future viability, and the second is in terms of the environmental impact, or carbon foot print created by large organisations, including software engineers [2].


[bookmark: _Toc31405511]	3.2	Software Systems

Software engineers need to take sustainability into account when developing new technologies, or products.  Simplistic steps can be taken in a range of development areas to ensure a product that is suitable for economic use and low on financial resources [2].

Time	Taking time into account is an important first step, to identify the projects duration, and long-term goals of the product.

Maintenance	Technology needs to last the user longer, developing a product that is more robust and easily repairable is cost effective and better for the environment.

Readable	Software code should be easily understood by other developers, this prevents long delays and errors when upgrading or making changes in the future.


[bookmark: _Toc31405512]4.0	Code of Practice

	
[bookmark: _Toc31405513]	4.4	IEEE Code of Ethics

IEEE provide a code of ethics that outline the manner in which a professional software engineer, or employer should conduct themselves on a daily basis.  The document includes a number of aspirational traits that should be adopted by each individual to ensure any work undertaking is done so I a way that is considered professional and ethical [3];


Professional	Perform duties in a manner that is professional 
Practice	and in the best interest of the public, clients and employers.

Product	Ensure the development of any product, and / or 
Development	related modifications are designed and constructed to the highest possible standard and are fit for purpose.

Judgement and	Maintain integrity and independence in all 
Integrity	professional decisions and judgements made.

Management and	Endeavour to promote an ethical approach to 
Ethical Conduct	new and existing product developments or any maintenance being conducted.

Reputation and	A professional software engineer should 
Professionalism	endeavour to maintain and increase professional reputation in line with public interest.

Colleagues and	Make every effort to ensure the workplace 
Workplace	remains fair and supportive of all team members, and offer assistance where needed.

Profession and	Participate in lifelong learning regarding new 
Education	technologies and best practices, while always aiming to promote an ethical approach to the profession.
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