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ANSWER THREE QUESTIONS

Q1. 

You have been commissioned to design a “Smart Garden” using a Wireless Network (WN) technology of your choice for monitoring the Trinity Garden at the new UWTSD SA1 Waterfront campus.  

a. Design a blueprint network architecture model(s) to conceptualise your design and implementation to address the following:
· Staff and visitors to the garden should be able to tell what areas are available for use such as seating, grass areas and meeting places.  
· The WN of choice should be linked to the main campus network so that the usability of the garden can be monitored and managed by estates and display screens across the campus.
· Considerations should be made for monitoring of the air quality, weather conditions and temperature with the use of suitable sensor.
· The design of the blueprint is up to you, but you must state all assumptions made and justify your design decisions.  
										(20 marks)
Solutions:
[bookmark: _GoBack]Blue print may vary among student, however should be labelled and explained. Diagram should highlight seating areas, sensors (type of sensors such co2, temperature, humidity, occupancy, etc.), grass areas, meeting places. How it’s connected to the main university backbone.  More marks will be given if a server room for monitoring the space is been considered.   A sample examples:

[image: Carpark Blueprint] 

[image: Server Blueprint]


b. Explain how the concepts and principles of computer networks relates to communication systems in terms of the following modulation techniques:
· Amplitude Shift Keying (ASK)
· Quadrature Phase Shift Keying (QPSK)
· Quadrature Amplitude Modulation (QAM)
(5 marks)
Solutions:
	Definition for each with reasonable explanation is accepted

ASK is a form of amplitude modulation that displays digital data as variations within the amplitude of a carrier wave. This form of modulation typically uses binary functions to determine what information is sent, each sending a unique fixed-amplitude signal across the carrier signal. Due to this, ASK modulation can also be known as On Off Keying (OOK). Examples of ASK implementation are through RFID readers and badges. ASK has a number of advantages such as:
· Very easy to use ASK modulation
· Cost effective 
· Transmitters are simple
· Requires little bandwidth 

QPSK, which is the most common modulation method used in communication. One advantage QPSK has over BPSK is that it has double the information capacity, possessing four message points making this modulation technique highly bandwidth efficient. Key advantages of this modulation method are:
· High bandwidth efficiency [9].
· High information capacity [9].
· Is a widely used modulation technique [10].
There are also certain disadvantages when using QPSK, such as:
· Increased receiver design complexities [9].
· More sensitive to phase variations compared with BPSK [9].
QAM – This modulation technique is different from BPSK and QPSK, symbols created in QAM incorporate both amplitude and phase, and the main reason is to allow bits of data to transmit further. There are a number of variants of QAM for example 8QAM 16QAM, 64QAM and 256QAM again these techniques will allow for more bits to be transmitted increasing accordingly from 4 to 8 bits per symbol.
QAM modulation makes use of the spectrum, however demodulation is proven to be difficult when noise is introduced, and mainly affecting the amplitude signal randomly, QAM also requires power amplification which must be linear. QAM modulation is more commonly applied within the Cable TV industry, Wireless Local Area Networks, Wi-Fi™, Satellites and Mobile telecommunication systems. As all of these applications need to make use of large data being transmitted across limited bandwidths.




Q2.

The Internet of Things (IoT) is a system of interrelated computing devices, mechanical and digital machines, objects, animals or people with unique identifiers and the ability to transfer data over a network without requiring human interaction.

a. Discuss the IoT vision and Future Communication Challenges
(10 Marks)
Solutions:
[image: I:\SMU\Masters\ENT\Assessments\2017-2018\IOT.png]



b. Identify and explain some security challenges associated with IoT
(15 marks)
Solutions:
· Trust for IoT
· Lightweight Public Key Infrastructure (PKI) as a basis for trust management.
· Lightweight Key management systems to enable trust relationships to be established.
· Quality of Information
· Decentralised and self-configuring systems as alternatives to PKI for establishing trust e.g. identity federation, peer to peer.
· Novel methods for assessing trust in people, devices and data, beyond reputation systems.
· Assurance methods
· Access Control to prevent data breaches.
· Security for IoT
· DoS/DDOS
· General attack detection and recovery/resilience to cope with IoT-specific threats e.g. compromised nodes, malicious code hacking attacks
· Cyber situation awareness tools/techniques
· Privacy for IoT
[image: ]


Q3. 

a) Describe three types of multiplexing; you should include their advantages and disadvantages.


Solutions:
	3 marks for describing each type
Frequency:
· Separation of the whole spectrum into smaller frequency bands
· A channel gets a certain band of the spectrum for the whole time
· Advantages:
· no dynamic coordination necessary
· works also for analog signals
· Disadvantages:
· waste of bandwidth 
if the traffic is 
distributed unevenly
· inflexible
· guard spaces 
Time:
· A channel gets the whole spectrum for a certain amount of time
· Advantages:
· only one carrier in the medium at any time
· throughput high even for many users
· Disadvantages:
· Precise synchronization necessary 

Code:
· Each channel has a unique code
· All channels use the same spectrum 
at the same time
· Advantages:
· bandwidth efficient
· no coordination and synchronization necessary
· good protection against interference and tapping
· Disadvantages:
· lower user data rates
· more complex signal regeneration
· Implemented using spread spectrum technology

b) What is cognitive radio? Describe its architecture and state some of its challenges and issues.
(10 marks)
Solutions:
	Any 2 of these points [2 marks]
· Cognitive radios are software defined radios that are perform according to algorithms are the basic building blocks.
· It takes advantage of waveform programmable hardware platform that is so called software-defined radio. Signal processing and machine learning is the core of the whole learning.
· It also autonomously exploit locally vacant or unused spectrum in order to achieve new options of spectrum access.

CR Architecture, the diagram or any 4 of these points [4 marks]

· The SDR including the hardware and the software-defined at the physical layer. 
· The cognition layer is directly above the physical layer. 
· the CR engine gets inputs from, and controls, the SDR. 
· The logical position on the MAC layer level points out the basic potential function of the cognitive engine
· The cognitive layer knows the available hardware resources, e.g., the capabilities and characteristics of the available modulations. 
· The Policy engine would watch and control the decisions of radio in order to prevent the violation of any restrictions defined by the operator or regulation bodies. 
· A waveform library provides all transmission modes that adhere to the local regulations. Thus, a minimal user interaction would be necessary to control the physical layer.
· Build upon Software Define Radios (SDRs)
· Has the ability to operate on several bands simultaneously which increases the utility for a dynamic resource allocation over different transmission standards. 
· The CRA is made up of two subsystem:
· Cognitive unit which makes decisions based on various output.
· A flexible SDR whose operating software provides a range of possible operating modes.


[image: ]






Challenges and issues, any 4 of these points [4marks]
[image: ]








c) Explain the difference between contention-based and contention-free protocols.
(6 marks)

Solutions:
3 marks each

[image: ][image: ]

Q4.

Referring to Long Term Evolution (LTE) and LTE Advanced, 
a. Do a comparative analysis of both. Diagrams may be used.   
(10 marks)
Solutions:
[image: ]

[image: ]

c. What are some security concerns
(3 marks)
Solutions:
	Any three or more concerns mention give full marks
[image: ]


d. Consider figure 2 below with a single high-power transmitter which provides a radio communication service to a city with total bandwidth available is 25MHz and each user requires 40 KHz of bandwidth for voice communication. 
[image: ]
Figure 2

i. If one antenna is use to cover the entire town, 
1. How many users can be supported simultaneously?

Solutions:
Show all necessary work outs.
i. If one antenna is use to cover the entire city, 
2. How many users can be supported simultaneously?
Solution:
The city can support 25,000KHz/30KHz = 833 users simultaneously. [3 marks]
 
ii. If the city is split into hexagonal cells with seven cells per cluster
2. How much allocated spectrum each cell has?
Solution:
Each cell has 1/7 of the spectrum available in any cell. [1 mark]

3. Hence, how many users can each cell supported?
Solution:
Each cell can support 1/7 x 833 = 119 users. [3 marks]

iii. If a cellular topology was employed where 20 lower power antennas are opportunistically located to minimize both kinds of interference: 
4. Now, what is the total number of simultaneous users?
Solution:
The total number of simultaneous user is 119 x 20 = 2,380. [5 marks]
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There are a number of areas where advances are required:

e Cryptographic techniques that enable protected data to be stored pro-
cessed and shared, without the information content being accessible
to other parties. Technologies such as homomorphic and searchable
encryption are potential candidates for developing such approaches.

e Techniques to support Privacy by Design concepts, including data
minimisation, identification, authentication and anonymity.

e Fine-grain and self-configuring access control mechanism emulating the
real world

There are a number of privacy implications arising from the ubiquity and
pervasiveness of [oT devices where further research is required, including

e Preserving location privacy, where location can be inferred from things
associated with people.

e Prevention of personal information inference, that individuals would
wish to keep private, through the observation of loT-related exchanges.

e Keeping information as local as possible using decentralised computing
and key management.

e Use of soft Identities, where the real identity of the user can be used to
generate various soft identities for specific applications. Each soft identity
can be designed for a specific context or application without revealing
unnecessary information, which can lead to privacy breaches.
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Basically the CR idea, in the most aggressive form, leads to extremely high
dynamic range requirement for the receiver In traditional RF systems, the
nearby adjacent channels and blockers are assumed to be at a reasonable
level from the RF implementation point of view.

In the CR case, there are no specifications for spectral components close to
the potential white spaces in the sensing phase or next to the frequency slot
to be used for communication once it has been determined to be empty.

Due to the requirement of flexibility and spectral agility, advanced SDR
technologies are expected to be used for the RF functions Wideband
sampling with the related ADC-dynamic range and sampling jitter issues.

Also the effect of all other RF imparements becomes more critical.

High spectral purity requirement for the transmitter SU’s spectral leakage
would introduce interference to nearby primary transmissions.

PU’s spectral leakage destroys SU’s transmission
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*The contention based protocols use the Carrier Sense Multiple Access
(CSMA) scheme

* for a tation (STA) to transmit, it must sense the medium to determine if
another station i ransmitting.

® [ the medium is busy, the STA will defer until the end of the current
transmission.

* After deferral o just before attempting to transimit again, the STA shall
select a random back-off interval and shall decrement the back-off
interval counter while the medium is idle.

* The transmitting and receiving STA exchange short control frames (RTS
and CTS frames) after determining that the medium s idle and afier any
deferrals or back-offs, prior to data transmission.

* The CSMA/CA protocol is designed to reduce collision between multiple
stations aceessing the medium.

* However CSAM/CA tends to suffer from hidden and exposed node
problems.
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* Thecontenion freprotocols are more efficent than those of the
contention based:

* they do not make the assumption that networktraffic s itrinscally
random, instead traffc are ordered in a bounded channel assignment.

* These schemes are generally based on TDMA, FDMA or CDMA

0 they utlzesthe synchronizaton technigue and the channel access mechanism
ofthe physicallaer

0 the network structure i spatially divided into sotsor ells
0 These protocols works wellfor multimedia trafc
* They are more applicable for static networks with centralize control.

* Howiever,these schemes are more complex,requie entralze control, use
multiple channels simultancously

* there is a dependency on the physicl layer.
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