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Analysing and testing of current security measures in a home network and recommending new security features to be implemented into the network.
1. [bookmark: _Toc39239408][bookmark: _Toc39239498]Introduction
In this current moment in time, there is an ever-increasing risk of hackers gaining access to the privacy of people’s homes through their home networks. With the increase in smart technologies such as smart television, smartphones, smart fridges, and many more. There are a lot more routes for a hacker to take to access a user's home network and inevitably increasing the risk of the network being compromised. There is currently around 40% of the population of the world that has internet connectivity and that statistics is currently climbing by a rate of around a quarter of a billion people having connectivity each year [1], with so many home networks being compromised because of hackers gaining access to the networks there is always room for improvement on the current security measures taken place in home networks across the UK. With many new IoT devices being released every year, It is inevitable that more attacks will happen to people’s home networks across the United Kingdom, but with the best security features and practices in place, the risk of the network being attacked will fall dramatically.
 Two types of cyber-attack types occur within home networks these include outbound attacks and inbound attacks. Outbound attacks are cyber-attacks that occur where a cybercriminal external compromise a home network and can include exploits like the 'MS17-010 SMB' related attacks that are most common in-home networks. This exploit uses the Windows server message block protocol, this exploit was related to the 'WannaCry' ransomware exploit that took out most of the major business around the world. Inbound attacks are cyberattacks that target computers and smart IoT devices within the network. These attacks come from the internet and travel into people’s networks. Outbound attacks are more common than inbound attacks. This is because it is easier for someone to download and run a virus than for a cybercriminal to breach a network from a remote location [2]. Some vulnerabilities are easily avoidable, with some change to the default setup of home routers, like having guest networks disabled can prevent cybercriminals from having any sort of access to your network for free without a password and in most cases, guest networks are not set up securely and is a free doorway for cybercriminals to access and comprise the network [3].
There are many ways in which a user can reduce the risk of their network getting hacked. This includes:
· Changing the factory default settings of devices to make them more secure.
· Deleting any unused or untrustworthy software and pieces of hardware in the network.
· Changing the default passwords and usernames on network devices such as routers or switches and using numbers and special characters to increase the security and strongness of the password.
· Adding firewalls on the network and in the devices that use the network.
· There are a lot more security features that will be investigated and implemented in the home network in this project [4].
This project will be based on examining the different security measures currently taking place in users’ homes across the UK and to find new security measures to implement into home networks.
2. [bookmark: _Toc39239409][bookmark: _Toc39239499]Aim	
The aim of this project is -
 To analyse existing security measures in home networks and introduce new security features into a home network to decrease the risk of an attacker gaining access to the network.         

3. [bookmark: _Toc39239410][bookmark: _Toc39239500]Objectives of the project
Below are set objectives that must be complete to meet the requirements of the aim.
i. To investigate rigorously the existing security measures in a home network.
ii. To penetration test the home network.
iii. To research three new security measures for a home network and implement them into the network.
iv. To penetration test the secured home network.Top of Form
4. Data collection for objectives
i. The first objective is ‘To investigate rigorously the existing security measures in a home network.’ This objective will be measured by observation of the current security features in a home network.  

ii. The second objective is ‘To penetration test the home network’, this will be measured by running an experiment that will produce data that is predicted to discover a lot of vulnerabilities in the insecure home network. 
iii. The third objective is ‘To research three new security measures for a home network and implement them into the network’, the method for collecting this data is to observe other secure home networks and experiment with the security measures that the home networks have implemented in them .
v. The last objective is ‘To penetration test the secured home network. Top of Form’, The method used to collect the data is through an experiment. The data gathered from this objective will determine whether the hypothesis or null hypothesis is true or false.


5. [bookmark: _Toc39239411][bookmark: _Toc39239501]Experiment Hypothesis
The hypothesis will create an outcome of whether implementing security measures will decrease the risk of an attacker gaining access to a home network or the opposite.
Hypothesis – More penetration attacks were successful on the original network rather than the secured network.
Null Hypothesis – More penetration attacks were successful on the secured network rather than the original network.

6. [bookmark: _Toc39239412][bookmark: _Toc39239502]Critical Review of literature 

[bookmark: _GoBack]From the 'Rethinking Home Network Security' paper, there is the use of semi-structured interviews to gain an understanding of how much people know about the security of their home network, the researcher also interviewed ISP's (Internet service providers) to get their perspective on what measures are in place for securing customers home networks. This paper included a collection of results from interviews given by the researcher to see how users would manage and mitigate different security scenarios, users' understanding of security, and how internet service providers approach the security of their customers. Also, the identification of security practices used in current home networks and using the practices from enterprise networks to overall increase the security of a user’s home network. [5].
From the 'Home Network Security' paper, there is an overlook on the current security flaws on service discovery in a home network. This paper focuses on the service discovery side of a network and how there are a lot of flaws within the protocols used in service discovery. The paper shows that the current protocols in service discovery cover the basic aspects of security with messages freely being sent across the network, security is more prioritised in the higher layers such as the application layer. This paper is aimed to provide a more secure way of using service discovery by implementing a security exchange called 'Diffe-Hellman key exchange' and building a more secure service discovery to protect users from outside hackers [6].
With various smart IoT devices being brought into homes every day there is a lot of traffic being filtered through the router. With this increase in traffic and smart connected devices, it is becoming ever more difficult to configure networks and especially secure them. Most of the devices are connected for a bridge connection that causes the devices to continuously be transmitting and receiving data. Most devices that are connected to the internet once configured are automatically connecting to the internet every time they come in range. For example, if a smartphone had a piece of malware inside it and it connected to the home network it would have access to all the other smart devices that are connected automatically. Securing a home network is overwhelming for an average user. All that is need is one IoT device to gain a virus for a whole network to go down. The need for security in a smart home network is crucial, to build a secure network one of the principles is to limit the access of an IoT device to a network without disabling or limiting the functionality of the IoT device. Different aspects such as IoT traffic filtering and SDN-Based attack prevention will help optimise and protect IoT devices from filtering unwanted traffic into the network [7].
With the billions of people using smart devices every day, there is an increased risk of home networks being disrupted and compromised due to these smart devices infecting the networks. There is an increase in smart wear because of ability, practicality, and easy access to the internet on the devices. With everyday users of smart devices, the majority of them do not realise the security risk of them within a network, most users just use the default settings on the devices and those settings are some are configured for ease of accessibility in a network and not for security [8].
With the increase in different network topologies such as PAN, VAN, PN there are a lot more ways in which a home network can be defined. Also, with the increase in IoT devices, there is an increasing pathway for cybercriminals to access home networks. With smart devices controlling different pieces of hardware around the home, there is an increasing chance of someone getting injured. There is an increasing number of users buying more than one smart device which equivalates to more smart devices entering homes [9].
To conclude there is a lot of literature found on IoT devices and the security aspect of those devices when placed in a home network. With the increase in IoT devices there is going to be an increase in the vulnerabilities found in networks due to the new holes that IoT devices create. Also most home network users tend to leave every piece of hardware in a network to its factory default settings, there can only be assumptions on whether users do not understand the full consequences of not having a secure network or its too difficult for the average user to change them.

7. [bookmark: _Toc39239413][bookmark: _Toc39239503]Methodology 
i. Philological
a. Positivism
The philosophy that fits well with the project is positivism, the project is based on creating an experiment and then verifying the hypothesis. The outcome of the experiment can either be true or false. In this project, if the hypothesis is correct then more attacks are successful on the insecure network and if the null hypothesis is correct then more attacks were successful on the secured network [9]. The project will be created by the knowledge that is gained by observing the phenomena in the experiment [10].
ii. Approach
a. Deductive
This project will take a deductive approach, the deductive approach will allow the project to take an approach of developing a hypothesis based on a theory then processing that hypothesis to produce an outcome of true or false depending on the hypothesis set. The deductive approach will allow the project to be completed in a short time and will not include a lot of risks [11]. Based on newton’s theory the project will be predicted and then the predicted outcome will be tested by experiments [12].
b. Simulation
The simulation process of the project will be in a lab environment where everything is kept in perfect conditions. The simulation software for creating the home network will either be GNS3 or Packet Tracer. The simulation approach will give a guideline on what works and does not work in a home network in a perfect environment and scenario [13].
iii. Strategies
a. Experiment 
To test the hypothesis and produce an outcome there will be two penetration attempts on the home network, the risk will be measured by how many successful attacks will take place on the original and secured network. The first penetration test will be on the original network with existing security measures and the second penetration test will be on the secured network with new security measures in place. The measurement of the experiment will be based on the hypothesis and null hypothesis. To keep the experiment fair, the tools used to penetration test the insecure home network will be the same as the tools used to penetration test the secured network.

8. [bookmark: _Toc39239414][bookmark: _Toc39239504]Resources
The resources that are needed to complete this project is access to the networking lab for testing on live switches and routers, a computer to write up the project (home computer) and access to Kali Linux for the penetration testing aspect of the project.
Some resources are already accessible for the project include a home network to test on with permission, access to more switches and routers at home, an ethical hacking lab environment, and multiple IoT devices that are connected to the home network.
9. Analysis of data
The analysis of data will be completed at the end of the project and will consist of analysing data that is produced by the experiments run. To evaluate the data, the data will be compared to the hypothesis to see if the hypothesis or null hypothesis is correct. If the hypothesis is true, it will produce a result that shows if a secure network is proving to be more secure than an insecure home network or vice versa.
10. [bookmark: _Toc39239415][bookmark: _Toc39239505]Outcomes
The author of this project predicts that the unsecured home network will have more vulnerabilities than the secured home network, The author hopes to design and produce a more secure home network and show there different techniques that are used to break into the network. To prove the expected outcomes of the project there will be multiple simulations of testing the security of both instances (secure and unsecure) of the network.

11. [bookmark: _Toc39239416][bookmark: _Toc39239506]Project Plan
In the appendix is a screenshot of a Gantt chart that is created to create a structure for the project, the Gantt chart will change closer to the start of the project due to the known deadlines for the project will be given.
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