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The rapid transformation of how organizations operate in the digital age has fundamentally redefined the information security paradigm. The transition to hybrid work models – where employees alternate between the corporate environment, personal home networks, public spaces and cloud applications – has generated a fluid, decentralized technology ecosystem that is much more exposed to cyber risks. In this context, the old perimeter-based security model can no longer provide the necessary protection, as network boundaries are no longer fixed, and access to organizational resources is achieved from a variety of locations, devices and contexts. This reality requires the adoption of modern, adaptive and identity-oriented architectures, capable of ensuring data protection throughout its entire lifecycle.
Information security in hybrid environments is no longer limited to protecting internal infrastructure, but requires a holistic approach, in which policies, technologies and user education work together to prevent, detect and respond to threats. Data is stored in the cloud, transmitted over insecure networks, and processed on managed or unmanaged devices, which increases vulnerabilities and diversifies attack vectors. In this context, frameworks such as McCumber Cube become essential to analyze the interdependencies between information states, security objectives, and necessary protection measures. At the same time, technologies such as Zero Trust Network Access (ZTNA), Secure Access Service Edge (SASE), and Data Loss Prevention (DLP) become central pillars of a modern defense strategy.
The threats that organizations face are increasingly sophisticated: from phishing and credential theft to ransomware, data exfiltration, attacks on cloud services, and risks generated by internal users. In parallel, compliance obligations – such as GDPR, HIPAA, or ISO and NIST standards – impose a high level of responsibility in the management of sensitive data. Thus, security is no longer just a technical function, but a strategic component of organizational governance.
This paper explores in depth the challenges, risks, and protection mechanisms specific to hybrid environments, analyzing how policies, technologies, and education can be integrated into a coherent security model. By applying the McCumber Cube, assessing threats, defining controls, and aligning with governance standards, a comprehensive approach is outlined, necessary to ensure organizational resilience in an ever-changing digital landscape.
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[bookmark: _Toc228137093]Foundations of Information Security in the Hybrid Enterprise
The rapid evolution of hybrid work has fundamentally reshaped how organizations manage, protect, and govern information. As employees operate across corporate offices, home networks, public Wi‑Fi, and cloud‑hosted applications, the traditional perimeter‑based security model has become obsolete. Instead, modern enterprises must adopt a security architecture capable of anticipating, protecting against, detecting, and automatically responding to threats that emerge beyond the boundaries of the corporate network. This shift has elevated the importance of Zero Trust Network Access (ZTNA), Secure Access Service Edge (SASE), and Data Loss Prevention (DLP) as foundational components of contemporary cybersecurity strategies [1].
Information security, at its core, seeks to preserve the confidentiality, integrity, and availability of data across its lifecycle. The hybrid workforce introduces new complexities to this mission. Data now exists in multiple states simultaneously- stored on cloud servers, transmitted across untrusted networks, and processed on personal devices or virtualized environments. Each state introduces unique vulnerabilities that adversaries can exploit. As a result, organizations must adopt a holistic, multi‑layered approach that integrates policy, technology, and education to safeguard information assets.	
The McCumber Cube provides a structured framework for analysing these challenges. By examining the intersection of information states, security goals, and protective measures, the model enables a comprehensive evaluation of how hybrid work environments can be secured. This framework is particularly relevant in scenarios where employees access sensitive corporate resources remotely, often using unmanaged devices or insecure networks. Threat actors exploit these conditions through phishing, credential theft, ransomware, session hijacking, and data exfiltration attacks. The distributed nature of hybrid work amplifies these risks, making proactive and adaptive security essential.
ZTNA, SASE, and DLP collectively address these challenges by enforcing identity‑centric access, integrating cloud‑delivered security services, and preventing unauthorized data movement. However, their effectiveness depends on how well they are aligned with organizational policies, user behaviour, and technological infrastructure. Security measures must not operate in isolation; instead, they must interact cohesively to create a resilient security posture capable of responding to evolving threats.
This section establishes the foundational concepts required to analyse the hybrid workforce security challenge. The following subsections apply the McCumber Cube to identify information states, security goals, and appropriate measures, followed by a critical discussion of risks, alternative controls, and the interplay between selected security mechanisms [2].
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The hybrid workforce introduces a complex security landscape in which traditional perimeter‑based defences are no longer sufficient. Employees now access corporate resources from diverse locations, using a mixture of managed and unmanaged devices, often over insecure networks. This decentralisation of access significantly increases the attack surface and exposes organisations to a wide range of threats. As a result, the need for robust, adaptive, and intelligence‑driven security mechanisms has never been more critical [3].
Identifying Threats
Hybrid work environments face a broad spectrum of threats, including credential theft, phishing, ransomware, insider misuse, misconfigurations, and data exfiltration. Attackers exploit remote access channels, cloud misconfigurations, and weak authentication practices to infiltrate systems. Additionally, accidental threats such as user error or device loss contribute to data exposure risks.

	Threat Category
	Specific Threats / Examples
	Security Tenet Impacted (CIAAN)
	Description of Risk
	Mitigation Measures (Existing + Additional)

	Internal Threats

	Malicious insiders stealing data
	Confidentiality
	Insiders intentionally exfiltrate sensitive information
	ZTNA, least privilege, SIEM monitoring, UEBA

	
	Employees misusing access privileges
	Accountability / Integrity
	Abuse of legitimate access for unauthorized actions
	RBAC + ABAC, CIEM, audit trails

	
	Cloud service misconfigurations
	Confidentiality / Availability
	Incorrect settings expose data or disrupt services
	CSPM, CIEM, automated compliance checks

	
	Accidental data sharing or deletion
	Integrity / Confidentiality
	Human mistakes lead to data loss or exposure
	DLP, user training, backups, version control

	External Threats

	Phishing & spear‑phishing
	Confidentiality
	Attackers steal credentials or sensitive data
	MFA, phishing‑resistant authentication, email filtering

	
	Ransomware & malware
	Availability / Integrity
	Encryption or corruption of systems and data
	EDR/XDR, segmentation, immutable backups

	
	DDoS attacks
	Availability
	Cloud services become unavailable
	Cloud WAF, rate limiting, auto‑scaling

	
	Credential stuffing & brute force
	Confidentiality
	Compromise of accounts through automated attacks
	MFA, passwordless auth, anomaly detection

	
	Advanced Persistent Threats (APTs)
	Confidentiality / Integrity
	Long‑term infiltration by sophisticated attackers
	Zero Trust, EDR/XDR, SIEM + UEBA

	Incidental Threats

	Human error (wrong recipient)
	Confidentiality
	Sensitive data sent to unintended parties
	DLP, email validation prompts

	
	Device loss or theft
	Confidentiality
	Lost devices expose corporate data
	Full disk encryption, remote wipe

	
	Accidental deletion / misconfiguration
	Integrity / Availability
	Unintentional changes disrupt systems or delete data
	Backups, IaC, change management

	
	Shadow IT exposure
	Confidentiality / Accountability
	Unapproved apps expose data or bypass controls
	CASB, SaaS governance, monitoring
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Hybrid work environments must comply with a range of legal, ethical, and professional obligations. Organizations are responsible for protecting personal and sensitive data under regulations such as GDPR, HIPAA, and industry‑specific standards. Ethical considerations include respecting user privacy, ensuring transparency in monitoring practices, and preventing misuse of surveillance technologies.
Professionally, organizations must adhere to best practices outlined by bodies such as ISO, NIST, and ISACA. Failure to implement adequate controls can result in legal penalties, reputational damage, and loss of stakeholder trust. Ethical governance ensures that security measures do not infringe on employee rights while maintaining organizational resilience [4].
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Mission Statement
Our mission is to ensure the confidentiality, integrity, and availability of organizational data across hybrid work environments by implementing robust governance, advanced security technologies, and continuous user education.
Importance of Security Governance
Security governance ensures alignment between business objectives and security controls. It establishes accountability, defines risk tolerance, and ensures compliance with legal and regulatory requirements. Governance frameworks also guide resource allocation and ensure consistent implementation of policies [4]. A detailed mapping of governance responsibilities across organizational roles is provided in Appendix A, supporting the governance structure described in this section.
Key Objectives
1. Protect sensitive data across all environments
2. Ensure secure remote access
3. Maintain compliance with regulatory standards
4. Enhance threat detection and response capabilities
5. Promote a culture of security awareness
Steps to Achieve Objectives (ISO 27001‑Aligned)
· Identify stakeholders: IT, security teams, HR, legal, executives
· Establish policies: Access control, remote work, data handling, incident response
· Define standards and procedures: Encryption standards, authentication requirements, monitoring processes
· Allocate resources: Security tools, training programmers, staffing
· Implement controls: ZTNA, SASE, DLP, MFA, SIEM
· Monitor and review: Regular audits, risk assessments, compliance checks
Plan Summary
The plan integrates governance, technology, and education to secure hybrid work environments. It aligns mission, objectives, and actionable steps to ensure a resilient security posture .
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Key Risks
· Credential compromise
· Data exfiltration
· Ransomware
· Cloud misconfigurations
· Insider threats
· Compliance violations
Risk Categories
· Strategic: Loss of customer trust, reputational damage
· Operational: Service outages, workflow disruption
· Technical: Vulnerabilities, misconfigurations
· Compliance: GDPR violations, audit failures
Mitigation Strategies
· Credential theft: MFA, ZTNA, bevavioural analytics
· Ransomware: EDR, backups, network segmentation
· Data exfiltration: DLP, CASB, encryption
· Misconfigurations: Automated compliance tools, audits
· Insider threats: Least privilege, monitoring, training
Each strategy reduces likelihood or impact by addressing root causes [5].
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Security Requirements
· Strong authentication
· Least‑privilege access
· Role‑based permissions
· Secure remote access
· Monitoring and auditability
Access Control Model Evaluation
· DAC: Flexible but weak for enterprise use
· MAC: Highly secure but too restrictive
· RBAC: Ideal for structured organisations
· ABAC: Highly adaptive, context‑aware
Chosen Model: RBAC + ABAC Hybrid
RBAC provides stable role‑based permissions, while ABAC adds contextual controls (device, location, risk score). This hybrid model aligns with Zero Trust principles.
AAA Implementation
· Authentication: MFA, biometrics, hardware tokens
· Authorisation: Role‑ and attribute‑based policies
· Accounting: SIEM logging, audit trails, behavioural monitoring
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Firewall Selection
NGFWs are most suitable due to deep packet inspection, application‑layer filtering, and threat intelligence integration.
Recommended Product: Palo Alto Networks NGFW
· Strong vendor reputation
· Advanced threat prevention
· Cloud integration
· Scalable licensing
VPN Selection
Best Fit: Remote Access IPSec VPN
· Strong encryption
· Suitable for employees and contractors
· Integrates with identity providers
· Supports compliance requirements
Best Practices
· Firewall rules: Whitelisting, segmentation, DPI
· VPN: MFA, AES‑256 encryption
· Monitoring: Log analysis, anomaly detection

[bookmark: _Toc228137101]Advanced Detection and Cryptographic Foundations
IDS/IPS Selection
Hybrid IDS/IPS offers signature‑based and anomaly‑based detection.
Recommended Product: Snort or Suricata
· Open‑source and scalable
· Strong community support
· SIEM integration
Honeypots
High‑interaction production honeypot recommended for studying attacker behavior and diverting attacks.
Solution: Cowrie or Dionaea
· Easy deployment
· Strong logging
· Supports research and defence
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Information security in hybrid environments is one of the most complex challenges of the digital age, as it combines rapid technological dynamics with a high level of operational uncertainty. The analysis highlights that protecting data in a decentralized ecosystem requires a multidimensional approach, in which technology, policies and user education complement each other. The McCumber Cube model has proven its usefulness in structuring this analysis, providing a clear perspective on how information states, security objectives and protection measures must be correlated to build a robust and adaptive system.
The implementation of advanced technologies such as ZTNA, SASE and DLP is an essential step in strengthening security, as they enable identity-based access control, secure cloud traffic and prevent data leaks. However, their effectiveness depends on their coherent integration into organizational policies and their responsible adoption by users. In parallel, additional mechanisms such as CASB, UEBA, EDR, advanced encryption and incident automation contribute to creating a defensive ecosystem capable of responding to emerging threats.
Governance plays a central role in ensuring a coherent strategic direction. Regulatory compliance, clear definition of responsibilities, periodic risk assessment and alignment with international standards are indispensable elements for maintaining a high level of security maturity. At the same time, the organizational culture must promote individual responsibility, risk awareness and the adoption of best practices in the use of technology.
Assessing the risks specific to hybrid environments – from credential compromise and data exfiltration, to ransomware, human error and insider threats – underlines the need for a proactive and adaptive approach. The analyzed mitigation strategies demonstrate that reducing the impact and probability of incidents is only possible through a combination of technical controls, well-defined policies and continuous training.
Ultimately, security in hybrid environments is not a static goal, but a continuous process of adapting to an ever-evolving threat landscape. Organizations that successfully combine governance, technology, and education into a coherent model will be able to not only protect data and infrastructure, but also maintain operational resilience and stakeholder trust. This paper demonstrates that a well-founded strategy, based on modern security principles and a deep understanding of risks, is the key to successfully navigating the complexity of hybrid environments.
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MediTrust Analytics Ltd is at a critical juncture in its evolution. From an innovative HealthTech company developing AI-powered clinical decision support systems, MediTrust is transforming into an international provider of digital infrastructure for hospitals, private clinics and research partners. This transition involves significant responsibilities, as its products manage some of the most sensitive types of data: medical records, diagnostic imaging, real-time IoT data from patient monitoring devices and AI models that can influence critical clinical decisions.
At the same time, the company operates in a complex technological environment: a hybrid workforce, third-party partners, multi-cloud providers, distributed software development and an ever-changing AI system. All of this creates an extensive attack surface, where vulnerabilities can appear anywhere: in the code, in the infrastructure, in the software supply chain, in cloud configurations or even in the data used to train AI models.
Expanding into the EU market amplifies these challenges. European regulations — notably GDPR, DORA, and NIS2 — require high standards of data protection, operational resilience, and governance. For a company that processes medical data and provides critical digital services, compliance is not only a legal obligation, but also a prerequisite for maintaining the trust of clinicians and patients.
In this context, MediTrust recognizes the need for a unified, modern security program based on Zero-Trust principles that provides end-to-end protection, mitigates emerging risks, and supports innovation in AI. Zero-Trust is not just a technical architecture, but an organizational philosophy: no one and nothing is inherently trusted, and access is granted only based on identity, context, and continuous verification.
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To implement a mature Zero-Trust program, MediTrust needs a clear organizational structure with well-defined roles and transparent lines of responsibility. In a company that operates in the cloud, develops AI, and collaborates with global partners, security cannot be centralized in a single isolated department. It must be integrated into all processes, from development to operations, from data management to supplier relations.
The CISO role and central governance
At the top of the structure is the Chief Information Security Officer (CISO), responsible for the overall security strategy, compliance and reporting to the board. The CISO is not just a technical manager, but a strategic leader who must connect security with business objectives: EU expansion, clinical partner trust, intellectual property protection and operational continuity.

Under the CISO operates the Security Governance & Compliance Office, which includes specialists in GDPR, DORA, NIS2 and risk management. This team ensures that all policies, procedures and controls are aligned with European regulations and that the organization can demonstrate compliance to auditors and authorities.
Cloud Security Architecture
A key element of the structure is the Cloud Security Architect, a newly introduced role responsible for the design and implementation of Zero-Trust architecture in multi-cloud environments. This role is critical as MediTrust operates across AWS, Azure and GCP, and each platform has its own risks, configurations and security mechanisms [6].
The Cloud Security Architect works with development, DevOps and infrastructure teams to implement:
· network segmentation,
· IAM controls based on the principle of “least privilege”,
· continuous monitoring via CSPM,
· end-to-end encryption,
· IoT data protection,
· CIEM controls for privilege management.
DevSecOps Lead and Integrating Security into the Development Lifecycle
In a company developing AI and medical software, security must be integrated into CI/CD pipelines. That is why the role of DevSecOps Lead is essential. He coordinates a team of DevSecOps engineers who implement:
· automated code scans (SAST),
· dynamic security tests (DAST),
· open-source dependency analysis (SCA),
· automatic SBOM generation,
· code integrity verification,
· software artifact signing,
· protecting CI/CD pipelines against supply-chain attacks.
The DevSecOps Lead is responsible for the “security-by-design” culture, ensuring that every line of code is verified, every dependency is validated, and every build is secure.
AI Security & Data Protection Unit
As MediTrust develops AI models for clinical decision making, a dedicated AI security team is required. This unit manages:
· training data protection,
· poisoned data detection,
· model integrity verification,
· model exfiltration prevention,
· drift and bias monitoring,
· implementing Zero-Trust controls for model access.
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Policies are the foundation of a mature security program. They establish the rules, responsibilities, and acceptable behaviors within the organization. In a hybrid, multi-cloud, and AI-driven environment, policies need to be clear, up-to-date, and enforceable [7].
Artificial Intelligence Usage Policy
This policy sets out how AI can be used in the organisation, both in development and operations. It includes:
· prohibition of using sensitive medical data in public models,
· requirement of using isolated environments for training,
· checking datasets for toxic or poisoned data,
· strict access control to AI models,
· full logging of AI operations,
· periodic bias and drift assessments,
· training data deletion and retention procedures.
This policy is essential to prevent AI model compromise, data leaks and manipulation of clinical outcomes.
SaaS Application Secure Configuration Policy
MediTrust uses numerous SaaS applications for collaboration, analysis, development and project management. The SaaS policy establishes:
· standardized configurations for all applications,
· Mandatory and phishing-resistant MFA,
· prohibition of shared accounts,
· integration with SIEM for monitoring,
· security assessments before adopting any SaaS,
· restrictions on exporting data from SaaS applications.
BYOD Policy for Hybrid Workforce
In an organization with remote developers and data analysts working from various locations, BYOD is inevitable. BYOD policy includes:
· mandatory installation of EDR on personal devices,
· separation of personal and professional environments through containerization,
· prohibition of local storage of sensitive data,
· access only through ZTNA,
· compliance with CIS standards for personal devices.
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DORA Compliance
DORA requires financial organizations and ICT service providers to demonstrate digital operational resilience. For MediTrust, this means:
· implementing an ICT risk management program,
· regular resilience testing,
· management of critical vendors,
· 24-hour reporting of major incidents,
· regularly tested business continuity and recovery plans.
MediTrust must maintain a complete inventory of ICT assets, classify data and systems according to criticality, and implement appropriate controls for each category.
NIS2 Compliance
NIS2 expands security requirements for organizations providing essential digital services. For MediTrust, this involves:
· implementing robust technical and organizational measures,
· software supply chain risk management,
· 24-hour incident reporting,
· executive-level accountability,
· regular security audits.
NIS2 emphasizes transparency, accountability, and the ability to demonstrate that the organization has taken appropriate measures to prevent and manage incidents [8].
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NIST CSF 2.0 introduces the Govern function, which reinforces the importance of governance in cybersecurity. The proposed model for MediTrust links security strategy to business objectives.
Identify Function
MediTrust must identify all assets, data, processes, and risks. This includes:Complete inventory of healthcare data, Data classification, Identification of software dependencies, Cloud provider assessment.
Protect Function
Data and systems protection is achieved through:
· End-to-end encryption,
· IAM Zero-Trust,
· Network segmentation,
· DevSecOps controls,
· AI model protection.
Detect Function
Early detection is essential for preventing major incidents. MediTrust implements: SIEM with behavioral analytics, EDR/XDR with automated response, CSPM monitoring, AI drift detection.
Respond Function
Incident response includes: clear escalation procedures, automatic endpoint isolation, communication with authorities according to DORA/NIS2, coordination with clinical partners.
Recover Function
Incident recovery is based on: immutable backup, multi-cloud replication, restoration of AI models, lessons learned and improved controls [9].
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Software supply chain risks
The software supply chain is one of the most vulnerable components of the MediTrust ecosystem. Open-source dependencies, external libraries, and third-party vendors can introduce significant risks.
A major risk is AI model poisoning, where attackers inject toxic data into training datasets. This can affect the accuracy of the models and lead to erroneous clinical decisions.
Another risk is the compromise of open-source dependencies, as happened in the SolarWinds or Log4j attacks. MediTrust must implement SCA, SBOM, and code integrity checks to prevent such incidents.
Cloud misconfiguration risks
Misconfigurations are one of the most common causes of data leaks. Examples include: Publicly exposed S3 buckets, Overly permissive IAM, Lack of network segmentation, Kubernetes misconfigurations, Insufficient API key rotation.
CSPM and CIEM are essential for detecting and remediating these issues.
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In a complex digital ecosystem like MediTrust’s, modern protection mechanisms must function as a coherent whole, integrated into a Zero-Trust architecture. This approach starts from the premise that no user, device or service is inherently trusted, and access to resources is granted only after continuous checks based on identity, context and behavior. For a company that processes sensitive medical data and operates in multi-cloud environments, adopting such mechanisms is an essential condition for resilience and compliance.
A fundamental element of this architecture is Cloud Security Posture Management (CSPM), which provides complete visibility into cloud configurations and automatically detects errors that can expose sensitive data.
In parallel, MediTrust needs a centralized security monitoring mechanism, capable of correlating events from various sources and identifying abnormal behaviors. The modern SIEM fulfills this role, analyzing logs from infrastructure, SaaS applications, IoT devices and endpoints. By using behavioral analysis algorithms, SIEM can detect subtle activities that indicate an attack in progress, giving the SOC the ability to react quickly.
Endpoint protection is equally important, especially in an organization with a hybrid workforce. EDR/XDR monitors device behavior and can identify malicious activities such as massive encryption attempts or privilege escalation.
In a Zero-Trust architecture, identity becomes the main security perimeter. Therefore, phishing-resistant multi-factor authentication is mandatory. Modern solutions such as FIDO2 or passkeys significantly reduce the risk of account compromise, eliminating the dependence on passwords and protecting access to sensitive medical data.
The software supply chain also requires advanced protection. Software Composition Analysis (SCA) and SBOM generation allow the identification of vulnerable dependencies and verification of the integrity of open-source components, reducing the risk of supply chain attacks.
Access to resources must be controlled through Zero-Trust Network Access (ZTNA), which replaces traditional VPNs and provides access based on identity and context, limiting exposure in the event of an account compromise.
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To operate securely in a complex digital ecosystem, MediTrust needs a set of modern protection mechanisms that work together in a Zero-Trust architecture. Every user, device or service must be authenticated, authorized and constantly monitored, regardless of location or role.
A key element in this architecture is the monitoring of cloud configurations through Cloud Security Posture Management (CSPM) solutions. These allow for the rapid identification of misconfigurations, one of the most common causes of data leaks.
In parallel, a modern SIEM becomes the security command center, collecting and correlating events from infrastructure, SaaS applications, IoT devices and endpoints. Through behavioral analysis and pattern-based detection, the SIEM can identify abnormal activities that could indicate an ongoing attack, allowing the SOC team to react quickly.
Endpoint protection is provided by EDR/XDR, which monitors device behavior and can automatically block malicious activities such as ransomware-specific encryption attempts.
In addition, identity is becoming the main security perimeter, which is why phishing-resistant MFA is mandatory. Modern solutions such as FIDO2 eliminate the risks associated with passwords and significantly reduce account compromise.
Cloud privilege management is strengthened by CIEM, which identifies excessive permissions and enforces the principle of “least privilege”. At the same time, the software supply chain is protected by SCA and SBOM, which allow for integrity verification of open-source dependencies.
Finally, access to resources is controlled by Zero-Trust Network Access (ZTNA), which provides contextual and limited access, replacing traditional VPNs and reducing the attack surface.
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Conclusion
The proposed Zero-Trust security program for MediTrust Analytics Ltd represents a solid strategic foundation for the company’s evolution in an increasingly complex and regulated digital environment. The expansion into the European market, combined with the highly sensitive nature of the medical data processed and the reliance on multi-cloud infrastructures, requires a mature, integrated and future-oriented approach. Zero-Trust is not just a technical architecture, but an operational model that redefines the way an organization manages identity, access, data and internal processes.
By adopting a modern organizational structure, which includes specialized roles such as Cloud Security Architect and DevSecOps Lead, MediTrust strengthens its ability to integrate security into all stages of the software development lifecycle and across all areas of its digital infrastructure. The proposed policies — from responsible use of artificial intelligence to secure configuration of SaaS applications and BYOD management — create a coherent framework that protects both data and operational processes.
Integrating DORA and NIS2 requirements into the security program ensures not only legal compliance, but also real operational resilience, based on transparency, accountability, and the ability to respond quickly to incidents. The governance model inspired by NIST CSF 2.0 provides a clear connection between business objectives and security controls, transforming security into an enabler of innovation, not a barrier.
The risk assessment highlights the challenges specific to the HealthTech industry — from the software supply chain to the integrity of AI models — and the proposed contingency plan demonstrates the organization’s ability to manage critical scenarios such as ransomware attacks. Finally, modern protection mechanisms, integrated into a Zero-Trust architecture, provide MediTrust with a high level of visibility, control, and adaptability.
By implementing this program, MediTrust not only protects its data and infrastructure, but also strengthens its position as a trusted provider in the field of medical technologies, ready to meet the challenges of the digital future.
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Appendices
	Responsibilities
	Functional Role

	Oversee overall corporate security posture
	Chief Executive Officer

	Brief board, customers, public
	Chief Security Officer

	Set security policy, procedures, training
	Chief Information Officer

	Respond to security breaches
	Chief Risk Officer

	Coordinate independent audits
	Department/Agency Head

	Implement, enforce, assess compliance
	Mid‑Level Manager

	Communicate policies, training
	Enterprise Staff

	Report vulnerabilities and breaches
	Employees


Appendix A
