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Comparison and Modeling of IT Security and Governance Models

[bookmark: _Toc61389795]Abstract 
With the rapid development of Information Technology, the importance of IT for the whole social field has been self-evident. More and more senior managers are aware that the success or failure of IT determine the success or failure of enterprise. Enhance the understanding of IT governance, comprehensive understanding of IT governance tools, and how choose the IT governance tool, then make it produce the maximum business value and improve the competitive advantage, there are concern topic of people. At present, there are a lot of IT governance tools, but lack a framework, which can reflect the whole process of IT governance. This paper first compares several famous IT security and governance models, and then designs a better and more comprehensive security governance model based on the scenario on CaribbeanCoffee.
Key words: IT (Information Technology), Security, Governance, Model.
[bookmark: _Toc38189069][bookmark: _Toc61389796]1 Introduction
As the daily operations of enterprises increasingly rely on information systems, many researchers have also proved that the implementation of IT security governance is positively related to company performance, and many companies have also realized the importance of IT governance. How to implement IT security governance to solve these problems, increase the business income of the enterprise and improve the competitive advantage of the enterprise is a problem that enterprises and researchers are increasingly concerned about. [1] Therefore, in-depth research on IT security governance is necessary.
There are many theoretical content of IT security governance, and in-depth study and study are the prerequisites for implementing IT security governance. The implementation of IT governance is inseparable from the IT governance model. IT governance is achieved through IT governance standards or models. Therefore, in-depth research, comparison and analysis of IT governance tools are essential. At present, although there are many IT governance models and standards, there is a lack of a management framework or structure that comprehensively guides IT governance. In addition, there are many IT governance models, which cause great difficulties for enterprises when choosing IT governance models. Currently, there is no IT governance framework or architecture that can well illustrate the entire process of implementing IT governance. [2]
In view of this, this article briefly introduces, compares and analyzes IT security governance models, and on this basis, it is meaningful to propose a model that can reflect the entire process of IT security governance.
[bookmark: _Toc61389797]2 IT Security Governance Model Application
Choosing an appropriate IT governance model is a prerequisite for an enterprise to implement IT governance. Only with a full understanding of IT security governance tools can we choose a suitable model and implement IT governance based on the company's own IT construction and operation. [3]
The core of IT governance research is the research on IT governance model. At present, there are many proposed IT governance models. From the "Global IT Governance Report" released by ITGI in 2006 and 2008, [4]and the "GEIT 2011" released in 2011, we can get the global IT governance model application from 2003 to 2009, as shown in Table 2.1.
Table 2.1 Comparison of application of global IT governance models
	IT security governance model
	Application proportion（%）

	
	2003      2005    2007      2009

	ITIL/ISO 20000
ISO 9000
Internal development framework
COBIT/COBIT Quickstart
ISO 17799/IEC 27000/ISO TR13335/ISF
Software Maturity Model
IT Balanced Scorecard
No decision which model to be used
PRINCE2
PMI, PMBOK
Six Sigma
COSO ERM
	6        13     24       28
11       21     14        0
16       33     14        0
11        9     14       12.9
6         9     10       12.1
6         4     4        9.3
0         7     4         0
0         22    3         0
0         3     2        6.4
0         3     1        12.7
0         5     2        15.1
1         4     1         1.6



As can be seen from the table, ITIL, ISO standards and COBIT standards are currently more popular IT security governance models.
[bookmark: _Toc61389798]3 Comparative Analysis of Security Governance Models
This section will select the following 8 IT governance models or standards for comparison: CISR, COBIT, PRINCE2, IT-CMM, ITIL, IT-BSC, ISO 17799 and ISO 38500, mainly around the basic situation, content scope, focus, characteristics and Insufficiency and so on.
[bookmark: _Toc38189077][bookmark: _Toc61389799]3.1 Basic situation comparison
These IT security governance models have their own advantages in the IT governance process. Each model has its own goals, is suitable for different environments, and is based on different assumptions to solve specific problems. [5] Therefore, based on the introduction of IT governance tools, it is necessary to compare, analyze and summarize in many aspects.
Different scholars or institutions conduct continuous research on IT governance from different application fields and form different IT security governance models or standards. Different application fields determine the different application occasions of the IT governance model. At present, the main applications involved are: service management, safety management, project management and performance evaluation. It is summarized and compared from the three aspects of release time, release organization and application field, as shown in Table 3.1.
Table 3.1 Base case comparison of IT governance models
	Name
	Release Date
	Release Organization
	Application Domain

	ITIL
ISO 17799

COBIT
	
1995

1996
	British Government Department
British Standards Institute

International information system audit and control
	IT Service Management
Information security management
IT Business Processes

The project management
Software development

IT's performance

	PRINCE2          1996      Institute of IT Governance, 
System Association
	

	IT-CMM           1987      British Government Computer 
and Telecommunications center
	

	IT-BSC                      Carnegie Mellon University
 of America
	

	CISR             2004     Component engineering research institute   IT's performance

	ISO 38500            2008       Grem Bergen                           Generic framework


IT security governance is a complex process. Often not only one aspect needs to be governed, but the entire process must be governed. The current IT governance tools only propose standards or models in a certain field, and these tools are developed separately. Whether it can be fused, whether it can be cut into other models or standards through tailoring, these are issues that researchers did not think of at the beginning, and they are also issues that will be concerned in the future.
[bookmark: _Toc61389800]3.2 Content range comparison
Governance concept, that is, the ideology contained in IT governance model. The different origins also determine the different governance concepts of these IT governance tools. Through the introduction of IT governance tools above, it is obvious that the content scope and core of each IT governance tool are also different, as shown in Table 3.2. [6] [7] [8]
Table 3.2 Comparison of IT governance model content scopes
	Name
	Governance Concept
	Content Range
	Core

	IT   
	Controlling 

	6 models; 10 process
	Service support 
and service provision


	ISO 17799
	Controlling 

	10managementprinciples;
36 management objectives; 
127 control measures
	PDCA Model


	COBIT   
	Controlling 

	Four key areas: planning 
and organization, acquisition 
and implementation, delivery 
And support, and monitoring 
and evaluation;34 IT processes;
318 control targets
	Effective IT resource planning in the IT process


	PRINCE2
	Controlling 

	8 process
	Management of 8 processes

	IT-CMM
	  Guiding

	Five maturity levels
	Determination of maturity level

	IT-BSC
	  Guiding
	Four key aspects
	IT is associated 
with the Business
Balanced Scorecard

	CISR
	  Guiding
	Five key decisions; 
Six types of governance archetypes
	IT governance 
decision scheduling matrix

	ISO 38500
	  Guiding
	IT governance frame work model; 
Six guiding principles
	Evaluate a leader-monitor cycle -model


IT governance itself is a complex process. With the complexity of IT governance tools, it is unrealistic for any organization to adopt all tools; the application scope of each IT governance tool is different, and it is not feasible to adopt a set of standards alone. Therefore, when companies implement IT governance, how to choose IT governance standards in a targeted and selective manner is what the company is concerned about and concerned about.
[bookmark: _Toc61389801]3.3 Focus comparison
When companies choose IT security governance standards, they naturally think about the current problems in the company, that is, what problems they want to solve through IT governance. At this time, it is particularly important to understand the purpose, focus and role of each IT governance tool. Based on the introduction of IT governance tools, this is summarized as shown in Table 3.3.
Purpose, focus and function are interrelated and cannot be considered separately. These IT governance tools focus on IT security control, some focus on decision-making power allocation, and some emphasize IT processes. The role played is also different. Some can play a role in sorting out IT service management processes, some can play a role in an overall understanding of IT governance, and some can play a role in performance evaluation and management. [5]
The idea of choosing IT governance tools for enterprises can be: first clarify the problem to be solved; then clarify the goal to be achieved, combine the focus and role of IT governance tools to determine IT governance tools; finally implement IT governance.








Table 3.3 Comparison of IT governance model priorities
[image: ]
[bookmark: _Toc61389802]3.4 Comparison of Features and Deficiencies
It is not enough to understand the scope and focus of IT governance tools, but also to understand the characteristics and deficiencies of each IT governance tool. In this way, after determining which IT governance tool to use, implement it according to its characteristics, circumvent its deficiencies, and use other means to make up for its deficiencies, so as to achieve good results. The comparison of the characteristics and deficiencies of IT governance tools is shown in Table 3.4.
Table 3.4 summarizes the characteristics and deficiencies of each IT governance tool, and finds that many IT governance tools have insufficient practical operation guidance. It can be seen that simply identifying IT governance tools is not enough. How to better implement IT governance tools is the focus
Table 3.4 Comparison of the characteristics of IT governance tools
[image: ]
[bookmark: _Toc61389803]4 Building an IT Security Governance Model
[bookmark: _Toc61389804]4.1 IT security governance workflow
IT governance must first determine "what is the goal", then determine "the current state", then determine "how to achieve the goal", and finally evaluate "whether the goal is reached". [9]IT governance is a continuous cycle of processes, as shown in Figure 4.1.
Figure 4.1 Workflow of IT governance
[image: ]
Among them, the goal is determined according to the corporate vision and goals; the current state of the enterprise can be judged by self-assessment or evaluation; the goal can be achieved or reached through the design of the IT program; and the goal can be judged by measurement. It can be seen that the determination of the target is very important. A clear goal and current situation is the beginning of IT governance. It is also the basis for the evaluation of IT governance effects.
[bookmark: _Toc61389805]4.2 Construction method of IT security governance model
[bookmark: _Toc61389806]4.2.1 Construction of IT governance structure
According to the work content system and work process of IT governance, an IT governance structure is constructed, as shown in Figure 4.2.
Figure 4.2 IT security governance model
[image: ]
IT security governance is a cyclical process of continuous improvement, modification and perfection, which can be cut from any point. The IT security governance structure in Figure 4.2 includes the five parts of the IT governance work content system and contains the continuous cycle of IT governance. There are one big cycle and two small cycles in the IT governance structure. The big cycle refers to: formulating IT goals according to corporate goals, and judging whether IT security governance goals are achieved through IT governance effect measurement, and then whether to meet the corporate goals. If the enterprise goals and IT goals are reached, it is an ideal state; if there are deviations, they are corrected. Two small cycles refer to: First, IT governance effects can first consider whether to achieve IT goals, and if there are deviations, first correct them; second, match IT goals and corporate goals, adjust IT goals according to changes in corporate goals. 
The value realization of IT security governance is through analysis and design, development and implementation, and operation management. Value realization is the core part of IT governance. Among them, resource management is required to control and audit, risk identification, assessment and avoidance, and information security management are required. Finally, perform performance evaluation on the realization of value. [10]Explain the IT governance tools or methods implemented in each part of the IT governance architecture, as shown in Figure 4.3.
Figure 4.3 Implementation tools or methods of IT governance architecture
[image: ]
IT governance first needs to have an overall grasp of IT governance, and you can choose to use the ISO38500 standard. After formulating IT goals, it is necessary to make judgments on corporate IT, that is, to understand the current situation of corporate IT, and choose IT-CMM at this time. The IT decision model chooses the CISR model. COBIT standards are selected for control and audit. In the value realization, analysis and design use object-oriented analysis and object-oriented design methods; development and implementation use PRINCE2 with project management ideas; operation management uses ITIL. Information security management adopts ISO 17799 standard. Risk management adopts M_O_R thinking. Performance appraisal adopts IT-BSC.
M_O_R (Management of Risk, risk management) is a major application in the field of risk management issued by the British Government Office of Commerce. Its main function is to control, expose and continuously deal with risks within the organization. [11]
[bookmark: _Toc61389807]4.2.2 Implementation and optimization ideas of IT security governance structure
     Each model proposed has its limitations. This model is no exception. This model is only a theoretically feasible model and should be flexibly applied in actual enterprise implementation in order to achieve better IT security governance effects. The tools or methods for implementing IT governance processes are given in the model, and sometimes they can be combined with related methods or tools in other fields. For example: the IT-CMM to determine the level of enterprise informatization can be combined with interpolation, which can make up for the shortcomings of the lack of quantitative IT-CMM; when IT-BCS performs performance evaluation, it can combine the indicators in COBIT, and according to the actual situation of the enterprise Under the circumstances, set the weight of each indicator for more accurate evaluation; IT-BSC can also be combined with analytic hierarchy process.
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