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Assessment 2 
 
 
Virtual machines (VMs) are emulated computer systems that run on top of 
physical hardware. They utilize resources like virtual hard drives, virtual CPUs, 

and virtual memory to function as if they were physical machines. VMs are 

created and managed using hypervisors, which are software or hardware 

platforms that allow multiple VMs to share a single physical host. In this report, 
we will discuss the resources associated with VMs, focusing on Azure VMs, and 

provide an in-depth explanation of virtual networks and network security groups. 

 
1. Resources associated with VMs: 

A. Virtual Hard Drives (VHDs): 

Virtual Hard Drives (VHDs) are the storage medium for VMs in Azure. They are 

files stored on the host's physical storage that act as virtual storage devices for the 
VMs. VHDs have several features: 

 

a. Types of VHDs: 
• Fixed-size VHD: These VHDs have a pre-allocated size, which ensures 

better performance but may lead to wasted storage if the VM doesn't use the entire 

allocated space. 

• Dynamically expanding VHD: These VHDs start small and grow as data 
is added. This type can help save storage space, but it may have slightly lower 

performance compared to fixed-size VHDs. 

 
b. Managed Disks: 

Azure offers managed disks, which are fully managed VHDs that simplify storage 

management for VMs. Managed disks provide automatic scaling, high 

availability, and improved security. They come in various performance tiers, 
including Standard HDD, Standard SSD, Premium SSD, and Ultra Disk, 

depending on the IOPS and throughput requirements. 

 

 
 

 

 



c. Disk Encryption: 
Azure Disk Encryption enables users to secure their data at rest using industry-

standard encryption methods. Azure integrates with Azure Key Vault to manage 

keys and secrets used for encryption. 

 
B. Virtual CPUs (vCPUs): 

Virtual CPUs (vCPUs) represent the processing power allocated to a VM. They 

are logical units derived from the physical CPUs of the host machine. Azure 
offers a wide range of VM sizes with varying vCPU configurations to meet 

different workload requirements. 

 

a. VM Sizes: 
Azure provides various VM sizes, each with a different combination of vCPUs, 

memory, and storage. They are designed for different workloads, such as general-

purpose, compute-optimized, memory-optimized, storage-optimized, and GPU-
enabled VMs. 

 

b. CPU Overcommitment: 

In some cases, the hypervisor can allow for CPU overcommitment, which means 
allocating more vCPUs to VMs than there are physical cores available. This can 

improve resource utilization, but it may also lead to performance degradation if 

the VMs compete for CPU resources. 

 
C. Virtual Memory: 

Virtual memory is the RAM allocated to VMs from the host's physical memory. 

It allows VMs to run applications and store data as if they were physical 
machines. 

 

a. Memory-Optimized VMs: 

Azure offers memory-optimized VMs, which provide a higher memory-to-vCPU 
ratio for workloads that require more memory, such as databases and in-memory 

caching. 

 
b. Memory Ballooning: 

Memory ballooning is a technique used by hypervisors to dynamically adjust the 

memory allocated to VMs based on their needs. It helps improve memory 

utilization and allows for the overcommitment of memory resources. 
 

D. Virtual Network Interfaces (vNICs): 

Virtual Network Interfaces (vNICs) are the virtual representation of a network 
interface card that connects VMs to the virtual network (vNet). They enable VMs 

to communicate with other resources within the vNet and beyond. 







 
 

 

 



E. Additional VM Resources: 
 

a. Extensions: 

VM extensions are software components that can be installed on Azure VMs to 

automate tasks such as configuration management, security, and monitoring. 
 

b. VM Scale Sets: 

Azure VM Scale Sets enable the creation of multiple VM instances from a single 
configuration. They simplify the management and scaling of VMs, allowing them 

to automatically increase or decrease based on demand. 

 

c. Availability Sets and Zones: 
To ensure high availability and fault tolerance, Azure provides availability sets 

and zones. Availability sets distribute VMs across multiple fault domains 

(physical hardware) and update domains (planned maintenance) within a single 
data centre. Availability zones distribute VMs across multiple data centers within 

a region. This helps protect VMs from hardware failures, network outages, and 

other potential issues. 

 
d. Backup and Disaster Recovery: 

Azure VMs can be backed up using Azure Backup, which creates point-in-time 

snapshots of VMs and stores them in a geographically separate region. In case of 

a disaster, VMs can be restored from these backups, ensuring minimal data loss 
and downtime. 

 

e. Monitoring and Diagnostics: 
Azure provides built-in monitoring and diagnostics capabilities for VMs using 

Azure Monitor. It collects and analyses performance metrics, logs, and other data 

to help users understand the health, performance, and availability of their VMs. 

Users can also set up alerts and notifications based on specific conditions. 
 

f. Resource Groups and Tags: 

Azure uses resource groups and tags to help users organize and manage their VMs 
and other resources. Resource groups are logical containers for resources 

deployed within an Azure subscription, while tags are metadata assigned to 

resources to categorize them based on user-defined criteria. 

 
6. VM Lifecycle Management: 

Managing the lifecycle of VMs in Azure involves several steps, such as 

provisioning, configuration, monitoring, and decommissioning. 
 

 

 



a. Provisioning: 
VMs can be provisioned in Azure using the portal, Azure CLI, SDKs, or 

Infrastructure as Code (IaC) tools like Azure Resource Manager (ARM) 

templates or Terraform. Users can choose from a variety of images, including 

marketplace images and custom images, to create VMs with specific 
configurations. 

 

b. Configuration: 
After provisioning, VMs can be configured to meet specific requirements. This 

includes configuring networking settings, attaching additional storage, installing 

software and applications, and applying security configurations like NSGs and 

firewalls. 
 

c. Monitoring: 

Once a VM is up and running, it's essential to monitor its performance, 
availability, and health. Azure Monitor and other third-party monitoring tools can 

help users keep an eye on their VMs and troubleshoot issues when they arise. 

 

d. Scaling: 
Azure VMs can be scaled vertically (by changing the VM size) or horizontally 

(by increasing the number of VM instances) to meet changing workload demands. 

VM Scale Sets and auto-scaling capabilities make it easier to manage and 

automate the scaling process. 
 

e. Maintenance and Patching: 

Regular maintenance and patching are necessary to keep VMs secure and up to 
date. Azure Automation, Update Management, and other tools can help automate 

the process of applying updates and patches to VMs. 

 

f. Decommissioning: 
When a VM is no longer needed, it should be decommissioned to free up 

resources and avoid unnecessary costs. This includes deleting the VM, its 

associated storage, and any other related resources. 
 

2. vNets (Virtual Networks) and Network Security Groups: 

 

• vNets are virtual networks in Azure that provide a private, isolated network 
environment for VMs and other resources. They enable communication between 

resources within the network and can be connected to on-premises networks using 

VPN or ExpressRoute. 
 



• Network Security Groups (NSGs) are used to control inbound and 
outbound traffic to VMs and other resources within a vNet. They act as a virtual 

firewall, allowing or denying traffic based on rules defined by the user. 

 









 
3. Use of images in Azure: 

VM images in Azure play a crucial role in creating and deploying virtual 

machines. They serve as templates containing a pre-configured operating system, 

applications, and settings. By using images, users can quickly deploy VMs with 
consistent configurations and easily manage their virtual infrastructure. 

 

There are three primary types of images in Azure: 
 

1. Azure Marketplace Images: 

 



The Azure Marketplace is an online store that offers a wide variety of images 
created and maintained by Microsoft, third-party vendors, and the community. 

These images include various operating systems (such as Windows Server, 

Ubuntu, CentOS, and more), development platforms (like Node.js, .NET, Java, 

and others), and applications (such as SQL Server, WordPress, Jenkins, etc.). 
 

Benefits of using Azure Marketplace images include: 

 
a. Quick deployment: Users can quickly deploy VMs with pre-installed software 

and pre-configured settings, significantly reducing the time and effort required 

for manual installation and configuration. 

 
b. Verified and up-to-date: Marketplace images are verified by Microsoft and 

their respective vendors, ensuring that they are secure, reliable, and up-to-date 

with the latest patches and updates. 
 

c. Customization: Users can customize Marketplace images during the 

deployment process by adding additional applications, configurations, and 

settings as needed. 
 

2. Custom Images: 

 

Custom images are user-created images based on their specific needs. They can 
be created from an existing VM, a VHD, or even imported from another 

environment, such as on-premises or another cloud provider. Custom images 

enable users to create VMs with a consistent configuration, ensuring that all VMs 
have the same applications and settings installed. 

 

Benefits of using custom images include: 

 
a. Consistency: Custom images ensure a consistent configuration across VMs, 

reducing the risk of errors and inconsistencies caused by manual configuration. 

 
b. Streamlined deployment: Custom images allow users to deploy VMs with pre-

installed applications and settings, eliminating the need for manual configuration 

after deployment. 

 
c. Simplified management: Custom images simplify the management of VM 

configurations, making it easier to maintain and update applications and settings 

across multiple VMs. 
 

Creating custom images involves several steps: 

 



a. Prepare the source VM: Install the required applications, configurations, and 
settings on a VM. Sysprep the VM for Windows or use the corresponding tool 

for Linux to generalize the VM, making it ready for image creation. 

 

b. Capture the image: Create a VHD from the generalized VM and store it in a 
storage account or Azure Managed Disks. 

 

c. Create an image resource: Use the captured VHD to create an image resource 
in Azure, which can then be used to deploy new VMs. 

 

3. Shared Image Gallery: 

 
Azure Shared Image Gallery is a service that allows users to store, manage, and 

share images across subscriptions and regions. It simplifies the management of 

custom images and enables faster deployment of VMs by storing replicas of 
images in multiple regions. 

 

Benefits of using Shared Image Gallery include: 

 
a. Global distribution: Users can store and distribute images across multiple 

Azure regions, ensuring faster deployment and improved performance. 

 

b. Versioning: Shared Image Gallery supports versioning of images, allowing 
users to manage and deploy different versions of an image. 

 

c. Access control: Shared Image Gallery provides granular access control, 
enabling users to share images with specific users, groups, or subscriptions. 

 
 



By understanding these VM resources and lifecycle management aspects, users 
can efficiently manage their VMs in Azure and ensure optimal performance, 

security, and cost-effectiveness. Combined with the in-depth knowledge of vNets 

and network security groups, users can create a secure, scalable, and highly 

available virtual infrastructure in Azure. This report provides an overview of the 
various resources associated with VMs, how they are created and managed, the 

role of virtual networks and network security groups, and the use of images in 

Azure, amounting to a comprehensive understanding of Azure VMs for the user. 
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