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[bookmark: _Toc50028553]Abstract
The following main section contains two reports and one set of discussion notes all relating to the same information security incident scenario regarding personal data sent outside of the Agency. There are reports for the Head of Information Governance and the Executive Board, as well as discussion notes for an upcoming Information Governance Committee meeting.
[bookmark: _Toc50028554]Main
[bookmark: _Toc50028555]Head of Information Governance Report
[bookmark: _Toc50028556]The Data
In this case, personal data has been held, specifically names and addresses of multiple staff members. From further investigation it has also been discovered that staff sick notes and occupational health reports have been held, both of which can be classified as special category data.

The names and addresses of staff are held mainly to contact staff members where required for business purposes, such as sending out documents and information related to their employment. Specifically it is processed to “…support the government workforce and help departments and professions to build a modern, effective Civil Service” as outlined in the Civil Service Employee Policy privacy notice [1], under the lawful basis defined in Article 9(2)(g) of the GDPR [2]: “…it is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.” [1].

Staff sick notes and occupational health reports are held to monitor staff attendance, and to ensure staff are receiving the support they need to perform their role, as well as to ensure any reasonable adjustments can be made to working conditions. Specifically this specially category data is processed under the condition defined in Article 9(2)(h) of the GDPR [2]: “…purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee…”.

All of this data should be held in the secure portal as provisioned by our third party provider, and should not be stored on employee devices. If there is a requirement to scan in physical documentation, this should immediately be uploaded to the portal and the local copy deleted from the device. 

[bookmark: _Toc50028557]The Breach
In this particular occurrence a manager had downloaded a list of staff member’s names and addresses from the portal and stored these locally on their device. This had been done in order to carry out a task more efficiently. The manager then accidentally attached this file to an outbound email which was subsequently delivered externally to a member of the public.

Further investigations have revealed that this staff member also had a number of staff sick notes and occupational health reports stored locally on the device.

All of these files were stored in an easily accessible location on the desktop, not making use of any sort of file structure or records management procedures.

[bookmark: _Toc50028558]Data Protection Implications
The actual breach included the personal data of the staff members (names and addresses) as received by the member of the public. However there is a need to address this alongside the special category data (sick notes and occupational health reports) which were also stored incorrectly, and could have just as easily been attached to the email.

GDPR is engaged under these circumstances.

The fourth data protection Principle (d) - Accuracy [3] has potentially been breached. The ICO states [4]:
“Personal data processed for any of the law enforcement purposes must be accurate and, where necessary, kept up to date, and;
Every reasonable step must be taken to ensure that personal data that is inaccurate, having regard to the law enforcement purpose for which it is processed, is erased or rectified without delay.”
No record management procedures have been employed in this case, meaning data downloaded from the system may well be out of date and as a result, inaccurate. This has the potential impact of an incorrect address being used for a staff member resulting in a further data breach if their information is sent to the wrong property. 
The fifth data protection Principle (e) – Storage Limitation [5] has also potentially been breached. The ICO states [4]:
“Personal data processed for any of the law enforcement purposes must be kept for no longer than is necessary for the purpose for which it is processed. Appropriate time limits must be established for the periodic review of the need for the continued storage of personal data for any of the law enforcement purposes.”
Without proper records management it cannot be said whether this data should have already been already erased, which would be the case if it is no longer required for the purpose it was collected; this has the potential impact of breaching a data subject’s right to erasure. The lack of records management also means it is unlikely a periodic review of the data stored had been scheduled.
The sixth data protection Principle (f) – Integrity and Confidentiality (Security) [6] has also been breached. The ICO states [4]:
“Personal data processed for any of the law enforcement purposes must be processed in a manner that ensures appropriate security of the personal data, using appropriate technical or organisational measures (and, in this principle, “appropriate security” includes protection against unauthorised or unlawful processing and against accidental loss, destruction or damage).”
The data has not been held and processed in a secure manner, technical measures were not in place to prevent the data being stored in this way, and organisational measures have been circumvented for potential process efficiency; as a result the data has been incorrectly shared externally.
[bookmark: _Toc50028559]Risk Exposure
	 
	 
	Likelihood / Frequency

	 
	
	1
	2
	3
	4
	5

	 
	
	Rare
	Unlikely
	Possible
	Likely
	Almost 
Certain

	Impact
	5 Catastrophic 
	5
	10
	15
	20
	25

	
	4 Major 
	4
	8
	12
	16
	20

	
	3 Moderate 
	3
	6
	9
	12
	15

	
	2 Minor 
	2
	4
	6
	8
	10

	
	1 Negligible 
	1
	2
	3
	4
	5



The likelihood of this event occurring should be classified as a level 4 – likely. By allowing staff members to download and store data in this unmanaged way, there is a relatively high chance that an accident like this will occur again. The impact will depend on the data stored on the device, for example a statistics sheet containing no identifiable or personal information being accidently shared would have a lower impact than special category data being disclosed, which could potentially cause real life damage to an individual or group of people. 

The impact in this case should be classed as 2 – minor. The data released in this breach was limited to a small number of staff, and only two items of personal information for each were released. No special category data was included in the breach. However the data involved could have a potential impact on these individuals as it could be used for harassment, or alternatively combined with other data sources for identity theft purposes.

As has become evident from investigation, the device also contained incorrectly stored special category data (sick notes and occupational health reports). If these had been included in the breach the impact would be classified higher at 3 – moderate, as a breach of this kind could require professional intervention and may cause reputational damage to the Agency, but is likely to impact less than 100 individuals.

Overall this gives a score of 8 for this particular breach, but a potential score of 12 given the data stored on the device in question.


[bookmark: _Toc50028560]Policy
This breach is the result of non-adherence to key agency policies:

Information Security Policy [7]
This is the overarching policy governing all aspects of information security across the Agency, it intends to make all of those within the scope of the policy aware of their responsibilities, authority and accountability in respect of the protection of Agency information assets. It defines cultural awareness and training responsibilities, identifies risk management methods and requirements including DPIA guidance, and outlines other more specific policies relating to use of technology and information.

This breach touches on multiple aspects of this policy, but an interesting consideration is the following:

“DVLA will incorporate the principles of security by design and employ technical controls commensurate with the value of the data and the harm that may result from a data security breach to ensure data is appropriately protected when processed, at rest and in transit.” 

Further research would need to be complete to determine whether the fact the system has allowed this data to be downloaded in a batch is cause for concern and out of step with this policy statement.

Information Management Policy [8]
This policy defines the way information must be managed across the agency to ensure confidentiality, integrity, availability and resilience of information is maintained in line with our statutory and regulatory requirements. Specifically the policy states:

“Records management contributes to the successful operation of the Agency by:
Ensuring that information is captured accurately, stored securely and retrieved systematically to maintain confidentiality, integrity, availability and resilience;”

In this scenario, no records management procedure has been employed and the data has been stored in a non-organised or catalogued manner in a non-approved location. This has an impact on the accuracy of the data stored as it may not be up to date, and as a result this breach has resulted in the loss of confidentiality of the data which has been sent to a member of the public. 

Email Usage Policy [9]
This policy guides the usage of email across the estate for sending and receiving Agency information. It defines requirements of sharing personal data over email, as well as validating the identity of the requestor or recipient. It specifically covers areas such as ensuring the minimum amount of personal data required is sent, starting new email chains for each email to keep data in the chain to a minimum, as well as checking for keying errors in the address, email and any attached files.

In this scenario the manager has not checked that they have attached the correct file before sending to the recipient, which is in breach of this policy.

Data Incident Policy [10]
[bookmark: _GoBack]This policy outlines the scenarios which would classify a data incident, as well as the reporting process and next steps. The manager has followed the correct reporting process in line with this policy by identifying this event as a data incident, and alerting us to the error made.

[bookmark: _Toc50028561]Actions
There are a number of recommendations for improvement that can be garnered from this breach.

A campaign should be created to remind all staff of their responsibilities; training should be implemented to advise staff on proper storage of information and records management procedures, as well as to reiterate their responsibilities surrounding email usage including checking email content before sending.

A clear process gap has been identified in that the manager states they downloaded the names and addresses of their staff members in order to carry out a task more efficiently. This task should be identified and analysed to determine where the inefficiency lies, and a new process or tool should be implemented to enable managers to carry out the task efficiently on the system, without needing to download the personal data to their local device. Other managers with access to the system should be contacted directly to reiterate their responsibilities, and to ask that any such information they might have downloaded is correctly deleted from their devices. It may also be worthwhile setting up a removable media amnesty so that any other incorrectly stored data can be destroyed securely.

This also calls into question a potential technical issue that may need to be fixed, as it stands managers have access to the facility to download this data. Investigations should be completed to see whether this is a requirement for all managers, and if so, for what purposes. If this is not a requirement the functionality should be removed, if it is required by a small number of staff members then access to this facility should be granted to these accounts only on a case by case, the principles of least privilege must be applied.

Considerations for the future might include employing Data Loss Prevention software to look for outbound personal data and sanitise it or flag it up before delivery, allowing senders to correct any mistakes before the breach occurs.

Data subjects need to be informed of the loss of this data to an external party, and due to the fact that this breach has the potential to result in physical, material or non-material damage to the data subjects, it should also be reported to the ICO [11]. This breach has the potential to impact on the subjects financially as the data could be used as part of an identity fraud operation, but more immediately could have potential impacts to the individuals whose addresses have been shared. The relationship with the member of the public is not clear and it may be that they are unhappy with the Agency, and could use the addresses of staff members to negatively impact them and their families, for example by sending harassing letters or parcels to their properties, or potentially visiting the properties to continue a dispute in person. There is also the potential that they could share or publish this information, allowing other customer’s to do the same. The ICO may issue Undertakings or Enforcement Notices which might provide further actions we would need to consider.

Disciplinary recommendations should be determined based on whether this is a standalone incident with this staff member or part of a larger trend in their behaviour, this should be determined by local management and HR, and disciplinary processes should be determined based on this.

[bookmark: _Toc50028562]Other considerations
As part of the investigation it was also discovered that special category data (sick notes and occupational health reports) had been stored on the local device after it had already been uploaded to the secure portal. These were stored in the same location as the file involved in the above data breach, and consequently could have just as easily been shared. Had this been the case the potential impact would have been more serious, the risk assessment above takes this into account. The higher the impact, the more likelihood that the ICO could impose enforcement action, including a fine of up to €10 million, or 2% global annual turnover if higher [12].

It is evident that this process should also be investigated to determine whether technical controls could be put into place to prevent this from happening, such as a new process where physical documents such as sick notes could be scanned directly to the portal rather than needing to be temporarily stored on a local machine.


[bookmark: _Toc50028563]Executive Board Report
[bookmark: _Toc50028564]The Data
In this particular breach, personal data including name and addresses of multiple staff members has been shared externally. This data is usually held for staff management purposes and is kept on file to provide contact details for staff members. It is processed under the lawful basis defined in Article 9(2)(g) of the GDPR [2]: “…it is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.” [1].

[bookmark: _Toc50028565]The Breach
A file containing a list of the names and addresses of staff members was downloaded from the third party secure portal and stored locally on the desktop of a manger, this was done to make a task more efficient. This file was then accidentally attached to an email which was sent externally to a member of the public.

[bookmark: _Toc50028566]Data Protection Implications
This is classified as a breach due to the loss of personal data of multiple staff members.

GDPR is engaged under these circumstances and multiple principles have been breached:

Principle (d) – Accuracy [3]
“Personal data shall be accurate, and where necessary, kept up to date…”
No record management procedures have been employed in this case, meaning data downloaded from the system may well be out of date and as a result, inaccurate. 
Principle (e) – Storage Limitation [5]
“Personal data shall be kept in a form which permits identification of data subjects for no longer than is necessary…”
Without proper records management it cannot be said whether this data should have already been already erased if no longer required for the purpose it was collected. This has the potential impact of breaching a data subject’s right to erasure. 
Principle (f) – Integrity and Confidentiality (Security) [6]
“Personal data shall be processed in a manner that ensures appropriate security of the personal data…”
The data has not been held and processed in a secure manner, and as a result the data has been shared externally, resulting in a loss of confidentiality.
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The likelihood of this event occurring should be classified as a level 4 – likely. By allowing staff members to download and store data in this unmanaged way, there is a relatively high chance that an accident like this might occur again. 

The impact in this case should be classed as 2 – minor. The data released in this breach was limited to a small number of staff, and only two items of personal information for each were released. No special category data was included in the breach. However the data involved could have a potential impact on these individuals as it could be used for harassment, or alternatively combined with other data sources for identity theft purposes.

It was also discovered that the device contained incorrectly stored special category data (sick notes and occupational health reports). If these had been included in the breach the Impact would be classified higher at 3 – moderate.

Overall this gives a score of 8 for this particular breach, but a potential score of 12 given the data stored on the device in question.

[bookmark: _Toc50028568]Actions
There are a number of recommendations for improvement that can be garnered from this breach.

A campaign should be created to remind all staff of their responsibilities, training should be implemented to advise staff on proper storage of information and records management procedures, as well as proper email usage.

A new process should be developed to prevent managers from needing to download data in this way, preventing this type of data from being stored on local devices.

Other managers with access to this system should be contacted directly to reiterate their responsibilities, and ask that any such information is correctly deleted. A removable media amnesty may be set up for other incorrectly stored data to be securely destroyed. 

Investigations should be completed to see whether all managers require the functionality to download this data. If not, the functionality should be removed, if it is required by a small number of staff members then access to this facility should be granted to these accounts only on a case by case only.

Considerations for the future might include employing Data Loss Prevention software to look for outbound personal data and sanitise it or flag it up before delivery, allowing senders to correct any mistakes before the breach occurs.

Data subjects need to be informed of the loss of this data, and due to the fact that this breach has the potential to result in physical, material or non-material damage to the data subjects, it should also be reported to the ICO [11]. This data could be used as part of an identity fraud operation, but more immediately has potential impacts to the individuals whose addresses have been shared; it could be used for harassment of the individuals included in the breach, or shared more widely. The ICO may issue Undertakings or Enforcement Notices which might provide further actions we would need to consider.

Disciplinary recommendations should be determined based on whether this is a standalone incident with this staff member or part of a larger trend in their behaviour, this should be determined by local management and HR, and disciplinary processes should be determined based on this.

[bookmark: _Toc50028569]Other considerations
As part of the investigation it was also discovered that special category data (sick notes and occupational health reports) had been stored on the local device after it had already been uploaded to the secure portal. Had these files been accidentally shared, the potential impact would have been more serious, the risk assessment above takes this into account. The higher the impact, the more likelihood that the ICO could impose enforcement action, including a fine of up to €10 million, or 2% global annual turnover if higher [12].

It is evident that this process should also be investigated to determine whether technical controls could be put into place to prevent this from happening.

[bookmark: _Toc50028570]Governance Committee Discussion Notes
[bookmark: _Toc50028571]Summary
A file containing a list of the names and addresses of staff members was downloaded from the third party secure portal and stored locally on the desktop of a manger, this was done to make a task more efficient. This file was subsequently accidentally attached to an email which was sent externally to a member of the public.

Further investigation determined the device also contained copies of special category data (sick notes and occupational health reports) which had been scanned on to the device as part of a separate process.
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	Likelihood / Frequency

	 
	
	1
	2
	3
	4
	5

	 
	
	Rare
	Unlikely
	Possible
	Likely
	Almost 
Certain

	Impact
	5 Catastrophic 
	5
	10
	15
	20
	25

	
	4 Major 
	4
	8
	12
	16
	20

	
	3 Moderate 
	3
	6
	9
	12
	15

	
	2 Minor 
	2
	4
	6
	8
	10

	
	1 Negligible 
	1
	2
	3
	4
	5



The likelihood of this event occurring should be classified as a level 4 – likely. By allowing staff members to download and store data in this unmanaged way, there is a relatively high chance that an accident like this might occur again. 

The impact in this case should be classed as 2 – minor. The data released in this breach was limited to a small number of staff, and only two items of personal information for each were released. No special category data was included in the breach. However the data involved could have a potential impact on these individuals as it could be used for harassment, or alternatively combined with other data sources for identity theft purposes.

If the special category data had been included in the breach the impact should be classified higher at 3 – moderate.

Overall this gives a score of 8 for this particular breach, but a potential score of 12 given the data stored on the device in question.

[bookmark: _Toc50028573]Actions
A campaign should be created to remind all staff of their responsibilities, training should be implemented to advise staff on proper storage of information and records management procedures, as well as proper email usage. User education minimises the risk of accidents occurring.

A new process should be developed to prevent managers from needing to download data in this way, preventing this type of data from being stored on local devices. This would reduce risk by eliminating the need for local storage. 

Other managers with access to this system should be contacted directly to reiterate their responsibilities, and ask that any such information is correctly deleted. A removable media amnesty may be set up for other incorrectly stored data to be securely destroyed. 

Investigations should be completed to see whether all manager require the functionality to download this data. If not, the functionality should be removed, if it is required by a small number of staff members then access to this facility should be granted to these accounts only on a case by case only. This would reduce risk by limiting the ability of staff to download this data on local devices, which could not then be accidentally attached.

Considerations for the future might include employing Data Loss Prevention software to look for outbound personal data and sanitise it or flag it up before delivery, allowing senders to correct any mistakes before the breach occurs. This is a technical control that would reduce risk by adding a safety net to outbound communication.
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