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1. [bookmark: _Toc229382451][bookmark: _Toc229401593][bookmark: _Toc229401806]Introduction
Cloud computing has completely changed how businesses develop, implement, and grow their apps. What exactly was previously only possible with pricey on premise technology is now available on demand from international data centres that are reachable through the internet. This change is supported by two fundamental technologies: containerisation, which packages software with all of its dependencies into portable, lightweight units that work consistently in any environment, and virtualisation, which allows shared physical hardware to be divided into isolated virtual machines[1].
Through virtualised infrastructure and cloud native technologies, current cloud computing platforms like Microsoft Azure, Amazon Web Services (AWS), and Google Cloud Platform offer scalable computing resources. Companies have been able to increase operational effectiveness, save infrastructure costs, and speed up software development processes because to this transition.
One of the key technologies that made cloud computing possible was virtualisation. Through abstraction layers known as hypervisors, virtualisation enables several operating systems and applications to share physical hardware resources. This technology enhanced system utilisation and made it possible for cloud providers to effectively offer Infrastructure as a Service (IaaS) solutions[2]. However, because each virtual machine has its own operating system, classic virtual machines frequently utilise a lot of system resources.


An alternative lightweight deployment technique that overcomes many of the drawbacks of virtual machines is containerisation. Within portable runtime environments, containers isolate applications and dependencies while sharing the host operating system kernel. Because it makes application deployment simpler, enhances portability, and facilitates DevOps workflows, Docker has become known as the industry standard containerisation platform. These days, microservices designs, cloud native environments, and continuous integration and deployment (CI/CD) pipelines all make considerable use of containers.
Five fundamental ideas in cloud engineering are examined in this report: virtualisation principles, such as CPU privilege levels and hypervisor operation; containerisation principles and advantages, such as the fundamental idea of portability; Docker images and publishing to DockerHub; container volumes; and container networking. In order to demonstrate each of these ideas, the report provides real world Docker examples that show a full nginx web server implementation. The three primary cloud computing concepts load balancing, scalability, and application gateways are then examined using Microsoft Azure as the reference provider, mirroring the platform covered in class[3].
[image: ]
Figure 1. Cloud computing architecture[4].
2. [bookmark: _Toc229382452][bookmark: _Toc229401594][bookmark: _Toc229401807]Principles of Virtualisation
The process of building a software based (virtual) representation of physical resources including processors, memory, storage, and networking is known as virtualisation. Virtualisation enables several virtual machines (VMs) to share a single physical server, each of which believes it has exclusive access to specialised hardware by abstracting hardware from the operating system. The hypervisor, a crucial software layer that sits between the real hardware and the guest operating systems operating inside virtual machines, is responsible for maintaining this illusion. By dividing and controlling physical resources, the hypervisor multiplexes access to the underlying hardware and keeps virtual machines (VMs) from interfering with one another[1].
Resource consolidation is the main advantage: a single physical server that previously handled a single workload may now run tens or hundreds of isolated virtual machines (VMs), significantly increasing hardware utilisation from the usual rates of 10-20% in non virtualised systems to over 75% in virtualised ones. This idea is the foundation of cloud service providers like Microsoft Azure, Google Cloud, and Amazon Web Services.
[bookmark: _Toc229401595][bookmark: _Toc229401808]2.1 CPU Virtualisation and Privilege Levels
The ring based privilege model used by current x86-64 CPUs allows programs to run at various levels of access to hardware instructions. The operating system kernel uses Ring 0 (kernel mode), the most privileged level, to directly carry out hardware instructions. Normal apps operate in Ring 3 (user mode), which is the least privileged. In practice, rings 1 and 2 are rarely utilised. A problem with full virtualisation is that a guest operating system within a virtual machine (VM) also anticipates operating in Ring 0 and carrying out privileged commands. This would enable the guest to modify the actual hardware without assistance. 
To address this, early hypervisors used binary translation, intercepting and rewriting privileged guest instructions at runtime. However, a new privilege level below Ring 0 often referred to as Ring -1 or VMX root mode is introduced by contemporary hardware assisted virtualisation (Intel VT-x and AMD-V). Because the hypervisor runs at Ring -1, it has more privileges than any guest operating system. A VM exit occurs when a guest tries a privileged instruction that needs hardware access. The hypervisor processes the instruction properly on the guest's behalf before returning control in a VM entry. This method removes the need for complicated binary translation and achieves near native performance[1].

[image: ]
Figure 2. Protection rings in x86 CPU architecture[5]
[bookmark: _Toc229401596][bookmark: _Toc229401809]2.2. Full Virtualisation
This virtualisation approach belongs to the category of server virtualisation. Both the guest operating system that operates on the physical hardware and the physical resources on the physical host are abstracted by server virtualisation. To put it another way, full virtualisation simulates every aspect of real hardware resources. This method enables the virtualisation environment to fully replicate the underlying physical hardware. The end product is a system in which any operating system supported by the underlying physical host can run in each individual virtual machine (VM), and any software that can be executed directly on the physical host can run in the VM[5].
In a full virtualisation setup, multiple operating systems can operate simultaneously. Additionally, by simulating the physical devices in the VMM, the Input/Output (I/O) devices are assigned to the guest operating systems. The host OS driver or the VM driver then directs interactions with these I/O devices in the virtual environment to the actual physical devices. The full virtualisation concepts are shown in Figure 3[5].
[image: ]
Figure 3. Full virtualisation concepts[5]
[bookmark: _Toc229401597][bookmark: _Toc229401810]2.3 Para virtualisation
This approach is defined as a subset of server virtualisation. It is different from complete virtualisation, though, in that the guest operating system must be modified in order to function in the virtualised environment. A partial simulation of the underlying hardware is made possible by para virtualisation. wherein the majority of hardware components though not necessarily all of them are simulated. The modified guest OS and the physical hardware are connected by a thin software interface. The fact that the guest virtual machines are conscious that they are operating in a virtualised environment is an intriguing aspect of this method[5].
To put it another way, the guest OS kernel serves as an interface between the host hardware execution and the apps. Hypercalls, which interact directly with the VMM, are used in place of nonvirtualised instructions in para virtualisation. The idea behind a Hypercall is comparable to that of a system. wherein any application at the user level uses system calls to request OS services. As a result, it offers the interface between the OS and the application. However, the application and the hypervisor themselves communicate when using Hypercalls[5].
The fact that Para virtualisation is simpler to implement than the full virtualisation strategy is one of its primary features. The reason for this is that when the host OS starts up, the virtual machine emulator is started, which causes the host OS to enter suspension mode while the guest OS operates in an active state. Furthermore, in the absence of hardware support, the guest OS exhibits excellent network and I/O disc performance. When it comes to its drawbacks, the guest virtual machines (VMs) operating in a Para virtualised environment need a significant amount of OS kernel modification, have weak backward compatibility, and are not very portable or simple to transfer to different hosts. The Para virtualisation notion is shown in Figure 4[5].
[image: ]

Figure 4. Para virtualisation concepts[5]

[bookmark: _Toc229401598][bookmark: _Toc229401811]2.4. Hardware Assisted Virtualisation
Depending on the manufacturer, this method is also referred to as hardware virtualisation, native virtualisation, and accelerated virtualisation. Neither the binary translation used in full virtualisation or the hypercalls used in para virtualisation are used in this virtualisation approach. However, it is an approach that allows CPU operation set communication in which the hypervisor operates below the OS kernel level in a new level called the root level mode. The privileged and important instructions in this virtualisation form are configured to immediately trap the hypervisor. Since this method was only recently developed, one of the initial generation's drawbacks was that it performed worse than full virtualisation. However, the second generation of hardware assisted solutions can address this. The basics of hardware assisted virtualisation are shown in Figure 5[5].
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Figure 5.Hardware assisted virtualisation concepts[5]

[bookmark: _Toc229401599][bookmark: _Toc229401812]2.5. Operating System Virtualisation
This method, commonly referred to as container based virtualisation or Single Kernel Image (SKI), is a type of server virtualisation. This idea is based on running many instances of the same operating system simultaneously, or a single OS instance. To put it simply, the host operating system rather than the hardware itself is being virtualised, and all of the resulting virtual machines (VMs) share the same virtualised OS image. The virtualisation layer refers to the virtualised operating system image[5].
By enabling resource allocation both during the creation of a virtual machine (VM) and dynamically during runtime, this design simplifies system administration. OS layer virtualisation is generally more effective than other server virtualisation configurations, although it falls short of offering the same level of isolation[5]. 
However, this approach has drawbacks as well. For example, it becomes difficult to run Windows on top of Linux since the virtual machines must utilise the same kernel as the host operating system.
[bookmark: _Toc229401600][bookmark: _Toc229401813]2.6. Application Virtualisation
With this type of virtualisation, the user can use the server application resources to run a server application locally without having to deal with the hassle of installing the necessary program on their personal computer[5]. 
These on the fly virtualised applications are made to function in a tiny virtual environment with just the resources needed to run the program. As a result, every user in this method has a virtual, separated application environment. 
[bookmark: _Toc229401601][bookmark: _Toc229401814]2.7. Network and I/O Virtualisation
Virtual NICs (vNICs) are presented to each virtual machine (VM) in order to virtualise physical network devices. vNICs are connected and traffic between virtual machines (VMs) and the physical network is routed via a virtual switch inside the hypervisor, such as the Linux
 bridge or Open vSwitch. A private MAC and IP address are assigned to each virtual machine (VM), and the hypervisor uses VLAN tagging and firewall rules at the virtual switch layer to enforce isolation. Similar virtualisation is used for storage I/O: each virtual machine (VM) sees a physical disc as a virtual block device, and the hypervisor uses its own storage I/O scheduler to convert read/write operations[6].
[bookmark: _Toc229401602][bookmark: _Toc229401815]2.8. Memory Virtualisation
Isolated, continuous virtual memory is needed for each virtual machine. In order to transfer guest virtual addresses through guest physical addresses to actual machine (host) physical addresses, the hypervisor implements a Virtual Memory Management Unit (vMMU), sometimes known as shadow page tables. When a guest tries to change its page tables, the hypervisor receives a trap and modifies the relevant shadow tables. Through AMD Rapid Virtualisation Indexing (RVI) and Intel Extended Page Tables (EPT), modern CPUs provide hardware support for memory virtualisation, allowing hardware to walk a two level address mapping without software trapping and greatly lowering memory virtualisation overhead. Additionally, the hypervisor can enable page sharing and memory ballooning, which permits memory oversubscription by reclaiming pages with similar content across several virtual machines (VMs). In Linux, this technique is called Kernel Same Page Merging (KSM)[6].
[bookmark: _Toc229401603][bookmark: _Toc229401816]2.9. The Hypervisor
VMMs were created in response to very particular needs and date back to the 1970s. These days, VMMs enable us to fully utilise the potential of increasingly powerful modern processors. Today, it is far more common to refer to them as hypervisors, as the term "virtual machine monitor" has gradually disappeared[7].
There are two categories of hypervisors. A Type 1 (bare metal) hypervisor operates directly on the hardware, such as VMware ESXi, Microsoft Hyper V, or the Linux KVM subsystem, in which the Linux kernel serves as the hypervisor. Type 1 hypervisors provide more security separation and less overhead since there is no host OS layer. In production cloud data centres, they are the most popular option. On top of a traditional operating system, a Type 2 (hosted) hypervisor, like VMware Workstation or Oracle VirtualBox, operates as an application. Although the extra host OS layer adds overhead, Type 2 systems are more practical for testing and developer workstations[8][9].
The main public cloud's hypervisor, KVM (Kernel based Virtual Machine), views the Linux kernel as the Type 1 hypervisor. QEMU offers device emulation, and each virtual machine operates as a typical Linux process[8]. 
The entire Linux scheduler, memory management, and driver ecosystem are beneficial to this architecture, and the performance burden of software virtualisation is removed by hardware-assist instructions (VT-x/AMD-V).
Depending on the environment in which they operate, hypervisors can be divided into two categories. They are shown in Figure 6 and Figure 7.
[image: ]
Figure 6. Type 1 hypervisor[7].
[image: ]
Figure 7. Type 2 hypervisor[7]

Hypervisor enables virtualisation by abstracting physical hardware into virtual resources, allowing multiple operating systems to run simultaneously on a single machine.




3. [bookmark: _Toc229401604][bookmark: _Toc229401817]Principles and Benefits of Containerisation
3.1. [bookmark: _Toc229401605][bookmark: _Toc229401818]Containerisation Fundamentals
Containerisation is an operating system virtualisation technique that uses the same shared operating system kernel to run applications in separate user areas known as containers. An application and all of its dependencies, libraries, binaries, and configuration files are contained in a container, which allows the application to function reliably in a variety of computer environments[10].
3.2. [bookmark: _Toc229401606][bookmark: _Toc229401819]Principles of Containerisation
Global kernel resources are divided into separate instances for every container by Linux namespaces. PID (process IDs), NET (network interfaces and routing tables), MNT (filesystem mount points), UTS (hostname and domain name), IPC (inter-process communication), and USER (user and group IDs) are the six namespaces that offer the fundamental isolation. By imposing resource restrictions on CPU, memory, block I/O, and network bandwidth, control groups (cgroups) work in tandem with namespaces to prevent one container from using up shared resources at the expense of other containers[11].
3.3. [bookmark: _Toc229401607][bookmark: _Toc229401820]Why containerisation is good?
Portability is the key component of containerisation. A Docker container image combines all of an application's requirements into a single artefact that is guaranteed to function the same on a production cloud virtual machine (VM), a CI/CD pipeline, and a developer's laptop. The "works on my machine" issue that has long beset software distribution is now resolved. Containerisation has become the default for cloud-native development because of its portability[12].
3.4. [bookmark: _Toc229401608][bookmark: _Toc229401821]Benefits of Containerisation
The main performance benefit of containers over virtual machines (VMs) is lightweight execution. Containers start in milliseconds instead of the tens of seconds needed to load a virtual machine (VM) because they share the host kernel instead of executing a full guest operating system. Additionally, a typical container image is much smaller typically tens of megabytes as opposed to several gigabytes for a virtual machine image allowing for quicker deployment, scaling, and distribution. An operator may usually run an order of magnitude more containers than virtual machines (VMs) on the same physical hardware[11].
The layered image concept leads to reproducibility and immutability. Read-only filesystem layers placed in accordance with the Dockerfile instructions make up a Docker image. A thin writable layer is added on top of a container when it runs. Any two instances launched from the same image will operate exactly the same since the picture itself never changes during runtime. This immutability allows for safe rollbacks by simply redeploying an earlier image version, which is crucial for dependable CI/CD pipelines[12][10].
Because of their density and resource efficiency, containers enable cloud operators to lower the cost per job by increasing the density of workloads on each physical server. Instead of expanding a complete monolithic application in response to demand, a cloud application made up of microservices small, independently deployable services each running in its own container can scale individual components horizontally[11].
Additionally, Docker Desktop and Docker Compose enhance the developer experience by enabling a developer to replicate the production stack locally by setting up an entire multi-service environment with a single command. This reduces configuration drift between environments and speeds up development cycles.
3.5. [bookmark: _Toc229401609][bookmark: _Toc229401822]Containers and Virtual Machines Comparison

[image: ]
Table 1. Comparison of Virtual Machines and Containers.
4. [bookmark: _Toc229401610][bookmark: _Toc229401823]Docker Implementation
[bookmark: _Toc229401611][bookmark: _Toc229401824]4.1. Dockerfile – Building an Image
The instructions that Docker employs to create a container image are included in a text file called a Dockerfile. In the example that follows, a custom HTML page is served by a nginx web server. This paper uses this example to illustrate networking, volumes, and graphics in a cohesive setting.
[image: ]
Figure 8. Dockerfile for a custom nginx web server.
A new read-only layer is added to the image for each instruction in the Dockerfile. By setting the base image, FROM creates the initial filesystem state. Files from the construction context are added to the image layer using COPY. Container networking and documentation tools use the port that the container will listen on, which is declared via EXPOSE. The default process that launches when the container starts is set by CMD.
The image is built with:
docker build -t cloud-webserver:1.0 .
The image is tagged with a name and version via the -t flag. Docker processes each instruction sequentially while caching each layer after reading the Dockerfile located in the current directory (.). Docker reuses the cached layer if a layer remains unaltered between builds, speeding up subsequent builds.
[bookmark: _Toc229401612][bookmark: _Toc229401825]4.2. Running the Container
Once the image is built, a container instance is created and started with:
docker run -d --name my-webserver -p 8080:80 cloud-webserver:1.0
The -d flag runs the container in detached mode (background). -p 8080:80 maps port 8080 on the host to port 80 inside the container, so a browser request to http://localhost:8080 is forwarded into the container.
[bookmark: _Toc229401613][bookmark: _Toc229401826]4.3. Publishing Images to Dockerhub
A centralised repository for sharing and versioning container images, DockerHub is a public container registry. The portability concept is strengthened when an image is published because it can be deployed on any computer or cloud environment. 
The process for uploading an image to DockerHub is:
docker login

# Step 2 — Tag the image with the DockerHub username and repository
docker tag cloud-webserver:1.0 <dockerhub-username>/cloud-webserver:1.0

# Step 3 — Push the image to the registry
docker push <dockerhub-username>/cloud-webserver:1.0

# Step 4 — Pull from any machine
docker pull <dockerhub-username>/cloud-webserver:1.0
Docker submits each image layer to the registry after compressing it. Because layers are content-addressed (identified by a SHA-256 hash), only the custom layers are transmitted if a base layer, like nginx:1.25-alpine, already exists in the registry. Pushing and pulling photos is quite effective because to this delta-upload method[12].
[bookmark: _Toc229401614][bookmark: _Toc229401827]4.4 Container Volumes
Containers are ephemeral by design; all data written inside the container is lost when the container is removed, destroying the writable layer that was established during runtime. This issue is resolved by container volumes, which offer persistent storage that is independent of the container lifespan[11].
Three a variety of data persistence are supported by Docker. Docker is in charge of named volumes, which are kept at /var/lib/docker/volumes/. Because Docker manages their creation, lifespan, and backup, they are the suggested method for production data. Bind mounts are helpful for development workflows when source code on the host must be reflected live inside the container. They map a specific path on the host disc directly into the container. Tmpfs mounts store data only in the host's memory, providing temporary high-performance storage that does not persist beyond the container's life — useful for sensitive runtime data.
To create and use a named volume:
[image: ]
Figure 9. Creating a name volume.
The webdata volume in the aforementioned example is mounted inside the nginx container at /usr/share/nginx/html. Nginx provides the modified content without restarting when a helper container writes index.html to the volume. All data remains intact if the nginx container is deleted and a new one is built using the same disc. This is essential for stateful services such as databases, file uploads and configuration state in containerised cloud deployments[11].

[bookmark: _Toc229401615][bookmark: _Toc229401828]4.5. Container Networking
By default, Docker creates a bridge network (docker0) on the host. The host kernel provides Network Address Translation (NAT), which allows containers connected to this bridge to connect to the outside world and interact with one another using their container names as hostnames. Docker manages an embedded DNS server so containers resolve each other by name rather than by IP address a critical feature for microservice architectures where IP addresses change as containers are replaced[12].
Docker provides several network drivers. The bridge driver is the default and suitable for standalone single-host deployments. The host driver removes the network namespace so the container shares the host's network stack directly useful for maximum network performance at the cost of isolation. In order to facilitate container communication over a Docker Swarm or Kubernetes cluster, the overlay driver builds virtual networks that span several Docker hosts.
This illustrates how to establish a user-defined bridge network and link containers to it:
[image: ]
Figure 10. Docker network inspect output showing cloud-net with both containers listed.

[bookmark: _Toc229401616][bookmark: _Toc229401829]5. Load Balancing, Scalability and Application Gateways
[bookmark: _Toc229401617][bookmark: _Toc229401830]5.1. Cloud Provider Implementation — Microsoft Azure
Three concepts together form the foundation of resilient, high-performance cloud services: load balancing, scalability and application gateways. For each, Microsoft Azure offers sophisticated, closely linked services.
[bookmark: _Toc229401618][bookmark: _Toc229401831]5.1.1. Load Balancing — Azure Load Balancer and Azure Application Gateway
For distributing incoming traffic among compute targets—virtual machines, containers, or Azure Functions—Azure offers two main load balancing services. The Azure Application Gateway operates at Layer 7 (HTTP/HTTPS) and makes routing decisions based on URL paths, host headers and HTTP methods. For example, requests to /api/* are routed to one backend pool while requests to /static/* are served by another. The Azure Load Balancer (Standard tier) operates at Layer 4 (TCP/UDP) and is optimised for ultra-low latency and high throughput across internal and external traffic[13]
Key features of Azure Application Gateway include: session affinity (cookie-based), which links a user session to a particular backend instance; SSL/TLS termination with integration into Azure Key Vault, which offloads encryption from application servers; path-based and host-based routing to direct requests to appropriate microservices; health probes, which the gateway periodically polls each backend target; if a target fails probes, it is removed from the pool and traffic is rerouted to healthy instances.
[bookmark: _Toc229401619][bookmark: _Toc229401832]5.1.2 Scalability — Azure Virtual Machine Scale Sets and Azure Autoscale
Azure Virtual Machine Scale Sets (VMSS) enable the creation and management of a collection of identical, load-balanced virtual machines (VMs) as a single resource. Azure Autoscale automatically modifies the number of active virtual machine instances in response to application parameters, such as CPU utilisation, memory, incoming requests per instance, or custom Azure Monitor metrics. Scale-out rules add instances when load increases; scale-in rules terminate excess instances when load decreases, ensuring cost-efficiency during low-traffic periods. For common VM sizes, Azure VMSS can grow horizontally in less than 60 seconds[13].
Additionally, Azure offers predictive autoscale, which employs machine learning to examine past load trends and proactively supply capacity ahead of expected demand surges. For containerised workloads, Azure Kubernetes Service (AKS) integrates with the Kubernetes Horizontal Pod Autoscaler (HPA) to scale individual container instances rather than entire VMs a much finer granularity of scaling. Additionally, AKS supports the Cluster Autoscaler, which dynamically adds or removes worker nodes in the underlying VMSS in response to changes in node scheduling demand.
[bookmark: _Toc229401620][bookmark: _Toc229401833]5.1.3 Application Gateways - Azure API Management (APIM)
Azure API Management (APIM) is a fully managed service that serves as a reverse proxy and policy engine and serves as the single point of entry for all client requests to a distributed backend. Azure APIM offers rate limiting and throttling to safeguard backend services from spikes in traffic; request and response transformation to separate client and server API formats; authorisation and authentication through OAuth 2.0, JWT validation, and Azure Active Directory; response caching to lessen backend load; and monitoring and logging through Azure Monitor and Application Insights. APIM is typically positioned in front of Azure Functions for serverless architectures, converting HTTP queries into function invocations while enforcing usage and security rules at the gateway layer[13].
[bookmark: _Toc229401621][bookmark: _Toc229401834]5.2 Why Load Balancing and Scaling are Complementary


Because neither load balancing nor auto-scaling can provide significant value without the other, they are complementary. A fixed-size pool of backends is produced via load balancing without scaling. As traffic grows beyond the aggregate capacity of those backends, response times degrade and the load balancer itself becomes a bottleneck requests queue up even though they are distributed evenly across all targets. The distributed distribution does not create capacity; it only distributes existing capacity. 
On the other hand, auto-scaling without load balancing results in some capacity units that are inaccessible to clients. When an application server grows from two to ten instances, the extra eight instances don't receive any traffic since client requests are exclusively routed to a hardcoded IP address. There is no use for the scaling event.
The two ideas work together to create a feedback loop: the Azure Application Gateway's health probe recognises the new backend and starts directing traffic to it when Azure Autoscale adds a virtual machine instance to a Scale Set; when scale-in removes an instance, the gateway removes it before any connections are broken. Because of this tight coupling, the integrated system automatically adjusts both its routing table and its capacity at the same time. The gateway is always aware of the current set of scaling targets[13].
[bookmark: _Toc229401622][bookmark: _Toc229401835]5.3 Benefits of Combining All Three Technologies
A resilient, effective, and secure service delivery architecture is produced by combining load balancing, auto-scaling, and an application gateway. Think about a Microsoft Azure-deployed e-commerce application that interacts with customers:
The only public endpoint is Azure API Management. It routes /products/* to the product microservice and /orders/* to the order microservice, imposes rate limitations, and authenticates users using Azure Active Directory. It provides TLS termination and caches catalogue responses. Because all client traffic passes through APIM, the backend services are never directly exposed to the internet, significantly reducing the attack surface.

Traffic is distributed to a fleet of containerised microservices operating on Azure Kubernetes Service (AKS) by an Azure Application Gateway behind APIM. Every thirty seconds, the Application Gateway conducts health probes, promptly eliminating any unhealthy container pod from the backend pool.
Azure Autoscale policies use Azure Monitor to track how many requests each container pod receives. During a flash sale, when traffic spikes 20-fold in minutes, the AKS Horizontal Pod Autoscaler launches additional container instances and the Application Gateway begins routing to them. When the sale ends and traffic normalises, the Cluster Autoscaler scales down the node pool, eliminating idle compute cost. The core promise of cloud computing is a consistently quick and available service for the client, regardless of load[13].
[bookmark: _Toc229401623][bookmark: _Toc229401836]6. Driving Forces of Cloud Computing and Serverless Functions

[bookmark: _Toc229401624][bookmark: _Toc229401837]6.1 Driving Forces Behind Cloud Adoption

The growth of cloud computing over the past decade has been driven by a convergence of economic, operational and technological forces. Cost savings, adaptability, and the increasing speed of digital transformation are the most important of these.
[bookmark: _Toc229401625][bookmark: _Toc229401838]6.1.1. Cost
The transition from Capital Expenditure (CapEx) to Operational Expenditure (OpEx) is the primary economic justification for cloud adoption. Large upfront investments in hardware, data center space, power and cooling infrastructure, and a staff of specialists are needed for the purchase, installation, and upkeep of on-premise servers. During off-peak times, a large portion of this capacity is idle. These fixed costs are changed by cloud computing into variable costs that are only paid for resources used. By charging per second for computing, per gigabyte for storage, and every request for managed services, Microsoft Azure, Google Cloud, and other providers allow businesses to precisely correlate their IT expenditures with business operations[3].
[bookmark: _Toc229401626][bookmark: _Toc229401839]6.1.2. Flexibility and Elasticity
Hardware purchasing and capacity provisioning are separated by cloud computing. Instead of spending weeks or months acquiring, shipping, and racking actual hardware, a firm that wants to grow from one server to a thousand servers may do so in minutes. With on-premise infrastructure, capacity must be reserved for peak load even though peak load may only occur momentarily, making this elasticity the capacity to scale both up and down quickly in response to demand impossible[3].
[bookmark: _Toc229401627][bookmark: _Toc229401840]6.2. Serverless Functions - Functions as a Service (FaaS)
Functions as a Service (FaaS), or serverless computing, is an advancement of the cloud abstraction concept that completely does away with infrastructure administration. Under the FaaS approach, programmers create discrete, stateless functions that carry out specific tasks and submit them to a platform like Azure Functions. When the function is activated, the platform automatically sets up the runtime environment, scales to any number of concurrent invocations, and ends the execution environment when it's finished[14].
[bookmark: _Toc229401628][bookmark: _Toc229401841]6.3. Serverless vs Containerisation: Comparing the Two Approaches
Table 2 provides a structured comparison of serverless functions and containerisation in the context of the driving forces identified above.



[image: ]
Table 2: Serverless Functions vs Containerisation.

[bookmark: _Toc229401629][bookmark: _Toc229401842]6.3.1 Cost
For workloads that are event-driven and occasionally triggered, serverless functions are incredibly economical. Azure Functions on the Consumption plan costs about £0.000016 for each GB-second of execution and £0.20 for every million executions. The first 400,000 GB-seconds of execution per month are free. This is essentially free for a webhook receiver that fires several hundred times a day. Regardless of traffic, a containerised alternative that operates continuously on a small Azure virtual machine (such as B2s) has a set monthly cost[14].
[bookmark: _Toc229401630][bookmark: _Toc229401843]6.3.2 Flexibility
Another benefit of containers' flexibility is their portability. Any compatible runtime, such as Azure AKS, Google GKE, Amazon ECS, or a self-hosted Kubernetes cluster, can run a Docker image that complies with the OCI (Open Container Initiative) standard without any changes. Vendor lock in is hard to break because FaaS functionalities are closely linked to provider-specific triggers, SDKs, and configuration formats[15].
[bookmark: _Toc229401631][bookmark: _Toc229401844]6.3.3 Scalability
Azure Functions scale instantly from zero to thousands of concurrent executions without pre-provisioning, configuration, or cluster management, making them ideal for bursty, unpredictable workloads like ticket sales or real-time IoT telemetry. In contrast, container auto-scaling via Azure Kubernetes Service (AKS) or VMSS is slower, as new containers must be scheduled and nodes may need to be provisioned, causing 60–90 second delays unless capacity buffers are maintained. While KEDA enables scale-to-zero for containers, managing AKS remains more complex than using Azure Functions[14][15].
[bookmark: _Toc229401632][bookmark: _Toc229401845]6.3.4 Convergence
The differentiation between the two approaches is becoming unclear. Developers may now use Docker tooling for packaging while also taking advantage of FaaS event driven scaling and per invocation charging thanks to Azure Functions' support for bespoke container images as the deployment artefact through the Azure Container Apps platform. By enabling both long-running containerised microservices and event-driven serverless tasks within the same managed environment, supported by KEDA for autoscaling, Azure Container Apps further closes the gap. In reality, well designed Azure systems frequently incorporate both strategies: stateful core services, databases, and persistent APIs operate as long-lived containers on AKS, while stateless event handlers and integration glue are deployed as Azure Functions[14][15].
[bookmark: _Toc229401633][bookmark: _Toc229401846]7. Conclusion
The development of cloud engineering from Ring-1 hardware virtualisation to OS-level containerisation and event-driven serverless architectures has been examined in this study. Cloud platforms accomplish the required balance between security and near-native performance by utilising Linux kernel primitives and deep-level privilege separation. The useful Docker procedures showed that portability, which guarantees consistency from development to the Azure cloud, is still the primary motivator for contemporary deployment. The inherent synergy between load balancing and auto-scaling at the infrastructure level guarantees that system capacity dynamically satisfies user demand. Finally, operational control and precise cost-optimization are traded off in the strategic decision between Containers and Serverless Functions. The capacity to coordinate these disparate technologies becomes the hallmark of robust, economical, and scalable software engineering as cloud models converge.
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# Create a named volume
docker volume create webdata

# Inspect the volume
docker volume inspect webdata

# Mount it when starting the container (html directory persists)
docker run -d \

name my-webserver \

-p 8080:80 \

-v webdata:/usr/share/nginx/html \

cloud-webserver:1.8

# Demonstrate persistence: write a file into the volume via a hel
docker run --rm -v webdata:/data busybox \
sh -c 'echo "<hl>Hello from volume</h1>" > /data/index.html’

# The running nginx container immediately serves the updated file
curl http://localhost:8088
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# Create a custom bridge network
docker network create --driver bridge cloud-net

# Launch the web server on the custom network
docker run -d \

--name webserver \

--network cloud-net \

-p 8080:80 \

cloud-webserver:1.8

# Launch a second container (e.g. an API service) on the same
network
docker run -d \

--name api-service \

--network cloud-net \

myapi:1.©

# Containers resolve each other by name over the custom bridge
# From inside api-service:

# curl http://webserver:80 <-- Docker DNS resolves
'webserver”

# Inspect the network to see attached containers
docker network inspect cloud-net
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