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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

	This essay will discuss the Organisational Justice Theory and explain the sub categories which are contained within it. It will reflect on how such influences have had an effect on myself as an employee within the Police Service and what steps South Wales Police are taking to raise ethical standards.
The Institute of Employment Studies states that ‘Organisational Justice’ “refers to the extent to which employees perceive workplace procedures, interactions and outcomes to be fair in nature. These perceptions can influence attitudes and behaviour for good or ill, in turn having a positive or negative impact on employee performance and the organisation’s success” (Baldwin, 2006). 
College of Policing discusses organisational justice and state that it can have both “direct and indirect influences” (Quinton et al., 2015) on employees. Two sub-categories of this theory are “Distributive Justice” (Quinton et al., 2015), which describes “how fairly employees feel that inputs and rewards are allocated across the organisation” (Quinton et al., 2015), whereas the other being “Procedural Justice” (Quinton et al., 2015), which refers “to ‘how well’ they feel treated in the organisation” (Quinton et al., 2015) and how fair an outcome is processed. 
In 1986, Bies and Moag discussed a third theory known as ‘Interactional Justice’, which has been defined as “the fairness of the interpersonal treatment that one receives at the hands of an authority figure” (Organizational Justice Theory, n.d.) and involves how employees have been treated with dignity and respect.
Generally, organisational justice has been said to be “a framework through which to explore and understand employees’ feelings of trust or mistrust more fully” (Saunders and Thornhill, 2003). 
	Being an employee within the police service, I have certainly felt valued and respected within my role, which in turn, had an effect on my behaviour and performance. This stemmed from the trust within the organisation in terms of leadership and management. If an officer has been acknowledged or credited for work they have carried out, this will undoubtedly make them feel noticed and appreciated. This is also achieved when an employee is given a voice in the decision making process, which links back to the sub categories ‘Distributive Justice’ and ‘Interactional Justice’. If employees feel that their opinions are valued or considered, then decisions made will be thought of as fair and employees will be more supportive to an organisation. Fairness is key within the police service and such “experiences of fairness and respect at work send out signals to employees about their status in, and worth to, the organisation. They help to foster a greater sense of inclusion and pride in the wider work group, as well as greater attachment and commitment to the organisation” (Quinton et al., 2015).
	In turn, if an officer believes that they can trust their organisation and their perception of the police service is a positive one, then this will have an effect on public perception and how we treat members of the public. This will create a willingness for an officer to do more than what they are usually required to do in order to reach an end goal to meet the needs of not just the organisation, but the public, without any personal gain, and has been said that “employees are more likely to act in the interests of the organisation and the people it serves” (Quinton et al., 2015). As a result, an officer’s confidence will grow not just within themselves but in their ability to fulfil their respected role. 
	Within South Wales Police, all officers follow the Code of Ethics which “sets out the standards of behaviour that the public can expect from officers and staff at every role and at every level and will help guide decision making” (Code of Ethics launched, 2014). If any of these ethics aren’t adhered to or any officers found to be lacking in their ability to carry out their duties then this can have a profound effect on both the organisation and public. This does not only mean the officers behaviour and attitudes themselves but also police methods and procedures. If these areas within the police service “do not meet high ethical standards then the authority of the police will be undermined, and the public may have less trust in the police and the law” (Bryant and Bryant, 2018).
	Some police officers may fall short in meeting these standards when dealing with certain events or situations, which can be as a result of making decisions “in an arbitrary manner, or according to emotional response of prejudice” (Bryant and Bryant, 2018) or this can also be as a result of following a certain sub-culture. While an officers personal ethics could cause potential to be unsatisfactorily, if “a police officer’s actions are to ring true, his/her own rules of moral behaviour need to correspond with the force’s formal requirements” (Bryant and Bryant, 2018). 
	South Wales Police have, on occasions involved their employees in expressing their views on decisions to be made. As an organisation, they prioritise the welfare of their staff, however, policing is a profession where at times we are told to act one way but then this guidance is contravened when a certain incident presents itself. The coronavirus pandemic has seen South Wales Police canvas and consult with their staff members on matters relating to welfare and personal protective equipment. A large amount of guidance has been issued by the force in daily emails to officers, relating to maintaining health and safety in the workplace and dealing with coronavirus cases. Despite issuing guidance, there have been occasions where these guidelines have been redundant to the decisions of management, who have contravened the guidance by ordering officers into premises where there were a large number of confirmed coronavirus cases. Being issued with one set of orders and immediately told something else can have the potential to undermine the confidence that officers have in managerial decisions and question the priorities of the force when it comes to maintaining safe working practices. 
	To conclude, this essay has analysed and discussed the principle of organisational justice and its practical implementation within South Wales Police. It can be said that fairness and treatment of employees are key within an organisation. Where officers and employees feel respected and valued by the organisation, the benefit to the individual and the public can increase with performance and job related satisfaction increasing. There are occasions, however, when orders change, this can have detrimental effect on confidence in the short term, with officers and employees questioning the decisions of senior management, causing a decline in motivation. Therefore, if management figures of an organisation act in accordance with their ethics and treat their employees with respect and consideration then it will increase the likelihood of a positive outcome. 
	


Words (with references 1,123)
Words (minus references 1,068)
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1200 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

[bookmark: _GoBack]	Through the use of Donald Schon’s reflective model (Getting started with Reflective Practice, n.d.), this essay will discuss a domestic related incident in which I attended and was allocated as officer in the case throughout the investigation. Throughout the body of the essay, I will discuss how I adopted a multi-agency approach and the options considered. I will explain my decision making to tackle the problem through the evaluation of available evidence and justify my intervention but also highlighting the potential consequences that could have risen.
	I attended a call where a female reported that her ex-partner had attended at her home address uninvited. On attendance the female was in company with a close friend who she had also called to attend. The female, who is the victim in the incident, informed officers that she had returned that evening from the gym and felt as though she was being watched by someone in the street, but when she went to see who the person was they had left her line of sight. She explained that as she was approaching the front door she saw, from the reflection in the window, someone jump over her gate and run up from behind her. This person she knows as her ex-partner, who proceeded to push her causing her to fall to the floor in the porch area before he ran into her home and up her stairs then making good his escape through the main door again. The victim disclosed that she had already contacted police previously as since ending the relationship, the ex-partner has turned up unannounced several times to her new address and received unwanted calls and text messages. The victim explained that when in a relationship with this male, he was very controlling and abusive and as a result, had separated. The victim went on to explain that since leaving the relationship she had found out through mutual friends that he had in fact served time in prison as a result of being involved in an incident where he had discharged a firearm. 
Utilising Schon’s ‘reflection-in-action’ stage, I began by taking all information obtained from the victim to come to the best decision on what action needed to be taken immediately (Getting started with Reflective Practice, n.d.). On initial attendance I started with obtaining all ‘Golden Hour’ enquiries such as a statement from the victim, photographs of any injuries and CCTV from the doorbell on the main door of the property. I took all relevant details from the victim to ensure I had all information for the purpose of submitting the relevant public protection notification, otherwise known as a PPN. I carried out a search on the police database of the subject’s details however this did not return any results. From speaking to the victim, it transpired that the subject lived in West Midlands and had no connection to this force area. 
	The Crime and Disorder Act 1998, “places a statutory duty on a number of responsible authorities to work in partnership to reduce crime and disorder” (Partnership working and multi-agency responses, 2018). With this in mind a multi-agency approach needed to be implemented. This is where the Police and other agencies “work together to protect their local communities from crime, focusing on local issues and priorities. They reassess local crime priorities on a yearly basis and develop community safety plans in consultation with partners and the local community” (Partnership working and multi-agency responses, 2018). 
As discussed, a PPN was submitted with all the relevant information on and with the consent given by the victim was later shared with partner agencies. The body of the PPN discussed the incident itself and what steps the police service had already taken. This was then shared with the victim’s GP so that they were made aware, especially given that she suffered injuries from the incident. This was also referred on to a mental health specialist as the later stated that she suffered with her mental health due to the anxiety and stress of the past relationship has caused her to develop. This pointed the victim in the direction of support from Women’s Aid, who are a national charity who look to help those in domestic abuse relationships. They help from 24/7 helplines to online support and can assist with accommodation for those who have fled such violent relationships. Not only do they help with this but can also put a support worker in contact with a victim to “help women experiencing domestic violence from those who are thinking of leaving to those who need support after leaving” (Handbook, n.d.). In this instance, they were able to house the victim to an emergency accommodation which was in a safe house and not known to the subject.
A victim focus referral was also made for the victim, who are run by the national charity Victim Support. Confidential and free, they have “Specially trained staff and volunteers are based locally and can offer you immediate and long term help and support to enable you to cope and recover from the effects of crime” (Swansea - South Wales Victim Focus, 2019). In this instant they were able to help to report further incidents that the victim felt scared to report and going forward helped with process of attending court and the criminal justice system. 
I considered a multi-agency risk assessment conference, otherwise known as a MARAC which when planned discusses “highest-risk domestic abuse cases is shared between representatives of local police, probation services, health, child protection, housing practitioners, IDVAs and other specialists from the statutory and voluntary sectors. Once the representatives have shared all relevant information they have about a victim, potential risks are outlined and options are discussed to improve the safety of the victim. These are turned into a coordinated action plan” (Partnership working and multi-agency responses, 2018). This focused on the safeguarding of the victim, “address the perpetrator’s behaviour” (Partnership working and multi-agency responses, 2018) and help towards any “future risk assessment” (Partnership working and multi-agency responses, 2018).
Domestic violence incidents are a high priority for South Wales Police and the safeguarding of victims are paramount. As a result, the victim was advised to stay with friends or family, where the subject would not be able to locate her. Further safeguarding was put in place by the Community Safety Team within the police service which attended her address to fit alarms on doors and windows in order to make the home a safer place to live. 
By utilising Schon’s ‘reflective-on-action’ stage of the model, I considered how my previous experience dealing with domestics may have led me to make these decisions (Getting started with Reflective Practice, n.d.). To tackle this issue, the use of gathering information and intelligence was key in order to develop a working strategy. In order to make the best decisions, I adopted an evidence-based policing approach where it is said that “police officers and staff create, review and use the best available evidence to inform and challenge policies, practices and decisions” (What is evidence-based policing? | What Works Centre for Crime Reduction, 2020), however, this approach does not always provide a definitive answer in dealing with problems. 
	This essay has discussed how the police service and their intervention at an early stage was paramount for the victim’s safety. As a police service along with other partner agencies we were able to safeguard the victim in the first instance and take the necessary steps in order to do so. Had police not been contacted about the incident this could have led to further incidents occurring and the victim not contacting any services altogether out of fear and repercussions. Data sharing through the use of PPN’s and police databases allowed information to be shared regarding the safeguarding of the victim but also the subject and his actions. If information was not shared within the police service then South Wales Police would have not known about the risk and threat that the subject posed on not just the victim but other members of the public. This allowed for measures to be put in place if he was to be found, such as firearm packs. 

Words (with references 1,361)
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Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1400 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

	This essay will discuss a specific police incident which involved a vulnerable person being targeted by anti-social behaviour. It will discuss how my role involved working with the victim of such crime and will reflect on what happened. The essay will evaluate the appropriateness of different approaches in supporting such victims who are at risk of such harm and assess the processes in place to tackle repeat victimisation and repeat offending. Throughout the body of the essay, I will be reflecting on the incident by utilising the Gibbs’ Reflective Cycle model (Gibbs' Reflective Cycle, 2020).
As defined by the Anti-social Behaviour, Crime and Policing Act 2014, “anti-social behaviour is behaviour which has ‘caused or is likely to cause harassment, alarm or distress to any person’” (Bryant and Bryant, 2018). During my time on response, I have attended numerous calls relating to ongoing anti-social behaviour, which has been occurring in a specific location of the community. Over the course of four months, there has been a rise in a large number of youths congregating next to a local off-license, situated in the heart of a housing estate. When these youths are present, they are more often than not involved in alcohol and drug abuse, occasionally criminal damage and the theft of bikes. These issues have increased over the course of the months, especially during the coronavirus pandemic and has had a major impact on the community, leaving residents feeling as though they cannot attend the local shop without fear. One resident in particular, who lives adjacent to the shops, has been constantly targeted by these youths and is one of those who lives in fear every day and affects her day to day life. Daily, the youths will throw eggs at the doorway to her property and spray paint onto her wall which is part of the alleyway next to her house. This resident lives alone, is elderly and does not have such a great support network around her.
The College of Policing defines vulnerability as if a person “as a result of their situation or circumstances, they are unable to take care of or protect themselves or other from harm of exploitation” (Vulnerability | College of Policing, 2020). 
The police have a critical part to play in the process of safeguarding and supporting those who are seen to be the vulnerable members of a community. Although, it is not just the police who takes on the full responsibility of protecting those at risk but a partnership approach is crucial in order to achieve the best appropriate outcomes. 
	The National Police Chief’s Council sets out a National Vulnerability Action Plan for 2018 – 2021, which is “aimed at supporting police forces to deliver 7 identified key themes that have specific actions” (National Vulnerability Action Place 2018 - 2021, 2018). The first stage is where “potential indicators of vulnerability can be identified at an early stage” and an early intervention with partner agencies can be approached “so that the risk of harm is reduced” (National Vulnerability Action Place 2018 - 2021, 2018). The second stage allows both the police service and those partner agencies to “develop a comprehensive understanding of the causes of risk of harm” (National Vulnerability Action Place 2018 - 2021, 2018) and work together to put measures in place to manage them. The third stage covers intelligence and information the police service have obtained in order to assess the risk posed and to “consider an appropriate and proportionate response” (National Vulnerability Action Place 2018 - 2021, 2018). When data is collected and a risk assessment carried out, the appropriate action is considered and steps are taken in order to help those who are vulnerable and provided with the support they need. The fifth and sixth stage of the plan discusses that all those involved whatever their rank should “exercise their professional judgement in determining the most appropriate response” (National Vulnerability Action Place 2018 - 2021, 2018) which in turn will help with developing skills and knowledge to recognise such vulnerability. The last stage of the action plan explains the need to widen this information to all persons involved and “utilise information to ensure that people understand how to reduce potential risks, and our officers and staff understand what is expected of them” (National Vulnerability Action Place 2018 - 2021, 2018).
For this incident early intervention was key at tackling this issue and to safeguard the vulnerable resident. On reflection and utilising the first stage of Gibb’s model, I started look at in depth the situation, including identifying patterns in locations, times and people (Gibbs’ Reflective Cycle, 2020). This led on to the second stage of the model, allowing me to have an understanding of how such crime and disorder is effecting residents and the impact it is having on them (Gibbs’ Reflective Cycle, 2020). 
I started to look at the resident who was most vulnerable. I attended at the address of the resident and obtained all necessary information from her that I would be able to use going forward. As the female mentioned that she had not had much support from police or agencies previously and explained that she did not have much of a support network due to her immediate family living in England, I explained the process of a PPN. A Public Protection Notification, otherwise known as a ‘PPN’ is a “notice goes to the force public protection unit (PPU) which uses the information to assess the risk. A marker is created relating to the individual victim on the online intelligence system to indicate the level of risk to that victim” (PEEL: Police effectiveness 2015 (Vulnerability), 2015). Not only does this identify the risk posed but allows, with consent of the person, for their information to be shared with partner agencies such as Doctor’s and Victim Support. By using the third stage of Gibbs’ Model, I looked at what worked previously when officers attended and what didn’t and from then looked at the analysis stage where the police service could “target the different aspects that went well or poorly and ask yourself why” (Gibbs’ Reflective Cycle, 2020). 
The local GP and NHS were put in contact with the female to help with support for her mental health, which seemed to have decreased rapidly as the incidents grew more and more frequent. Victim Support worked alongside the female to offer further help and support in reporting such incidents. They provided support not just over the phone or in meetings but by “speaking to the different agencies involved on your behalf”, “keeping you up to date on what is being done”, “helping you understand the process of tackling crime and antisocial behaviour” and “giving you advice about your personal safety and home security” (Antisocial behaviour | Victim Support, 2020). The local council were made aware of the issues ongoing in the area and after putting in prevention tactics, such as a gate in the alleyway and removal of benches outside the shops to stop the gathering of the youths, they also kept in regular contact with the resident and even fitted an alarm on her door which would contact their control room should there be an issue. 
The local Neighbourhood Policing team linked in with the community and carried out more high visibility patrols in the area to help with tackling the anti-social behaviour. Plain clothes operations were put in place to help with further development of intelligence and information to help with identifying those involved and link them in with agencies such as Youth offending teams. PPN’s were also submitted for those youths involved as they posed a risk to themselves when associating with those who were dealing in drugs and committing other crimes. The Community Safety Team were also put in contact with the resident and attended at the address to fit alarms on windows and doors and provided her with further crime prevention advice such as installation of CCTV and further target hardening measures. I began to look at what happened and “highlight what changes to your actions could improve the outcome in the future” (Gibbs’ Reflective Cycle, 2020). 
Dorset Police states that repeat victimisation is “a person who, within twelve months, becomes the victim of personal ASB, personal crime and/or personal non-crime on more than one occasion” (Repeat Victimisation Policy and Procedure, 2003). Once an individual such as this elderly resident in particular or a specific location has been targeted then it is more than likely it will be targeted again in future. To help tackle such repeat victimisation and repeat offending in these circumstances is to address the cause of such crimes at an early stage. For example, a case review was conducted regarding Fiona Pilkington, her son and daughter who were victims of harassment and anti-social behaviour. In the review found that police officers failed to identify the vulnerability of the family and “criticised Leicestershire Police for failing to respond to Pilkington’s complaints and also the local councils responsible for tackling antisocial behaviour where the family lived” (Fiona Pilkington (Leicestershire) | Hampshire Safeguarding Adults Board, n.d.). This allowed for an action plan to be implemented for future instances should they arise (Gibbs’ Reflective Cycle, 2020).
To conclude, it has been shown in this essay that early intervention is key when identifying a vulnerable person. It is crucial to support victims who are at risk of harm not only through the police service but with the additional help and support from partner agencies. Addressing the causes of such crimes will result in fewer victims, less offences being committed and less demand on the police service. 
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Task 4

Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1250 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:

	Through the use of Donald Schon’s reflective model (Guide to models of reflection – when & why should you use different ones?, 2016), this essay will discuss an incident involving a sexual assault and my actions for the whole investigation. It will explain how I gathered, analysed and evaluated all relevant information and intelligence from a variety of sources for dissemination of tasking and co-ordination purposes. From experience with dealing with such incidents previously, this essay will reflect how previous encounters with such incidents has played a part in identifying key principles in such investigations and how best to utilise intelligence obtained from available sources from the initial investigation.  
	This incident involved a female who made a report to police having been sexually assaulted by a male unknown to her without her consent. The female explained that she had attended at her local fish and chip shop, not far from her home address and whilst waiting to be served, two males who appeared intoxicated began making inappropriate comments towards her. Not receiving a reaction towards their comments, one of the males walked over to the female and grabbed her towards her chest area. A member of the public could see the female was upset and distressed and intervened, forcing the two males to leave. Whilst discussing the incident with the female, she disclosed that she had already been through a similar process before having been sexually assaulted two years prior and remembers the process as being stressful and upsetting. As a result of this, the victim was very hesitant on taking police action as she advised it affected her mental health and was afraid this would have the same outcome.
	Covered in Part 2 of the Criminal Procedure and Investigations Act 1996 Code of Practice, states that “all investigators have a responsibility for carrying out the duties imposed on them under this code, including in particular recording information and retaining records of information and other material” (Managing investigations, 2013). With this in mind, I adapted an investigative mind-set to ensure that I was “thorough and thoughtful to the material” (Bryant and Bryant, 2018) obtained, ensuring there was order in the way the investigation was carried out. 
	Utilising ‘reflection in action’ (Guide to models of reflection – when & why should you use different ones?, 2016), I began by gathering the necessary information by obtaining a first account from the victim in a statement form detailing the incident itself, timings, locations and description of suspects. This built a bigger picture of what leads I could follow and what further information and intelligence I needed to obtain to help with identifying the suspects involved. The victim described how the suspect had made contact with her and the clothing he had touched. With the consent of the victim, I seized the jumper that had been in contact with one of the males and sent this off for forensic opportunities. The victim informed me that when returning home her friend had hugged her to comfort her, therefore coming into contact with the jumper. In light of this, with consent of both the victim and friend I obtained elimination swabs from them to ensure they were excluded from any possible matches on the clothing. 
	As the victim had already left the initial scene and reported the incident some time later, I was unable to secure the scene for any further forensics and after conferring with the Crime Investigations Department, this would have not been necessary due to the sexual assault being from touching. I attended at the location of the incident at the earliest opportunity to carry out CCTV enquiries. Unfortunately due to the shop fitting new CCTV, the camera which would have captured the assault was not live. There was one camera upon entering the premises which, together with timings from the victim and her description of the suspects, I was able to obtain CCTV of the two males entering the premises shortly after the victim. Unfortunately due to the camera being on a ‘birds eye view’ angle, it did not capture facial images of the two males, nonetheless captured their clothing in more detail. I began a CCTV trawl of both private properties and business premises nearby, resulting in a camera recording the males walking away from the area, capturing one of the male’s faces. This CCTV opened up further enquiries, as unknown to the victim the males were captured getting into a parked vehicle and a clear vehicle registration mark could be obtained. 
	Checks were carried out on the police database such as NICHE by inputting the vehicle registration which returned a result of a vehicle registered to a different area to that of the incident location. With this information, I submitted an intelligence log detailing the vehicle and the incident it had been involved in and sent this to be disseminated for the attention of traffic officers and ANPR should the vehicle be sighted. Arrest enquiries were conducted at the address that the vehicle was registered to however the current occupiers advised they had recently moved in to the property and did not have information of the previous tenant’s.  The vehicle was added to the local intelligent bulletins and disseminated for tasking purposes across the force.
	The still image obtained which captures one of the males was attached to the incident and tasked to the intelligence department who disseminated the image on further intelligence bulletins for any possible identification that could be made. I also tasked the appropriate department who were able to analyse the image and looked at using the Automated Facial Recognition system, otherwise known as AFR. This system “takes still images of unidentified persons (usually captured via CCTV or mobile phone camera) and compares these against the police custody database in an effort to generate investigative leads” (Evaluating the Use of Automated Facial Recognition Technology in Major Policing Operations, 2018) and in this case returned two matches. With this information, I was able to look at any intelligence or previous occurrences linked to both persons. One of the males identified in the AFR results, was linked to historical sexual assault incidents and had intelligence for this although he was never arrested due to evidential difficulties the cases posed. This intelligence led to information that this male was also linked to the vehicle, identified in the CCTV, as being a passenger when it had previously made off from police in a drug related incident.
	Attempts were made to identify any further potential witnesses, such as speaking to staff at the premises, though they did see the assault and could not provide an identification statement on the males involved. In the first account, the victim explained that a member of the public intervened however she did not have details nor did she recognise him and he could not be identified through CCTV. Further additional sources of intelligence such as house to house enquiries were conducted to ascertain any further information from any further potential witnesses, although in this case there were none.
	Utilising ‘reflection on action’ (Guide to models of reflection – when & why should you use different ones?, 2016), all information and intelligence received in the investigation helped with building a bigger picture of the series of events and helped with obtaining authorisation for arrest enquiries to be conducted where the male was located and subsequently arrested for the offence. 
	On reflection, an incident such as this is where the primary investigation is significant by ensuring that all relevant information is obtained from the first account at the scene and all Golden Hour Principles are achieved. Past dealings with such incidents and understanding the use of how to submit relevant intelligence has shown the importance with identifying suspect. Through the use of obtaining all relevant and significant information at the earliest opportunity allowed for best evidence to be gathered, analysed and actioned in order to result in the suspect being arrested. 


Words (with references 1,320)
Words (minus references 1,259)





Task 5

Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

	This essay will discuss a policing incident involving a fraud case which occurred through digital technology. I was part of an evidential chain and initial investigation before handing it over to Action Fraud for progression. It will involve discussing the immediate actions I took in order to reduce the risk of harm caused through the use of preservation of intelligence and how such incidents can have a major effect on those who may be more vulnerable to fraud. Throughout the body of the essay, I will discuss the reflection of the incident through the use of Borton’s Reflective Model (Borton’s Model of Reflection, 2018).
On reflection and through the use of the first stage of Borton’s Model and being the first initial officer to deal with the victim I started to preserve as much intelligence I could and get a better understanding of the digital environment (Borton’s Model of Reflection, 2018). 
The National Police Chief’s Council states that “Policing has to adapt and respond to the digital environment, to ensure it can relentlessly pursue criminals, protect the vulnerable, and reduce crime, wherever that occurs” (Digital policing, n.d.). The Digital Policing Portfolio which is responsible for delivering the Policing Vision 2025. The Policing Vision 2025, sets out a plan to help “shape decisions around transformation and how we use our resources to help to keep people safe and provide an effective, accessible and value for money service that can be trusted” (Policing Vision 2025, 2020) which will be ongoing for the next ten years. One challenge that is discussed is that “criminals are exploiting technology, and the tools to preserve anonymity online, more quickly than law enforcement is able to bring new techniques to bear” (Policing Vision 2025, 2020). 
I had been assigned to an incident which involved a male reporting someone hacking into his business account which resulted in numerous amounts of money being withdrawn from the business account. The victim in this case was a successful business man and had recently looked at buying a software for the business computer to help with protection against cybercrime. Unfortunately, in this instance the software that the businessman bought was from a spam internet web browser and was not a safe and secure company. The victim was also an elderly male, who was very isolated and unaware of how to use the internet safely. 
Malware has been described as “a contraction of malicious software, is often created by teams of hackers” (What Is Malware? How Malware Works & How to Remove It, 2019) and can affect many things when downloaded such as “damaging a system’s core functionality and deleting or corrupting files” (What Is Malware? How Malware Works & How to Remove It, 2019) to spying on what you do on the computer “takes notes on what you do online, including your passwords, credit card numbers, surfing habits, and more” (What Is Malware? How Malware Works & How to Remove It, 2019). 
On reflection, I looked at what the implications if I were not to act upon what had happened and what effect it might have on individual’s reactions towards me (Borton’s Model of Reflection, 2018). For example, the victim might be reluctant to trust in the police in future incidents if not dealt with effectively on this occasion. Such handling of an incident could result in the victim not taking on board any crime prevention advice given and could pose threats to the continued safety of such cybercrime.
I obtained a statement detailing the circumstances and how the victim came about noticing the amount of money which had been deducted from the account. I ensured that in the statement included what websites the victim used to download the software, this would help with submitting intelligence to help with identifying those involved. It covered how much money had been taken and from which account. In the statement, the victim explained what type of business he owns and manages and how this type of incident has had an impact upon not just his business financially but also his own confidence. 
I started to look in depth at the account the money had been withdrawn and put into. Hacking is known as “any type of misuse of a computer to break the security of another computing system to steal data, corrupt systems or files, commandeer the environment or disrupt data-related activities in any way” (What is Hacking? - Definition from Techopedia, 2020). By looking into this, helped with identifying the location to where the hacker worked from. In this instance the subject behind the hacking lived in a different force area. I made contact with the local force and provided them with the crime reference number. I submitted intelligence and submitted this to be disseminated to neighbouring forces so they were also aware of the company being used, name of possible subjects involved and the bank account being used which would reduce the possibility of further incidents occurring and the subjects going unnoticed.
With the crime reference number, the bank that the businessman used was able to reimburse the majority of the money that had been taken. I gave the victim advice sent from Action Fraud which provided him with information on how to protect his business from future incidents relating to hacking. This included ensuring that when he downloaded software in future to double check the provider to ensure it is a legitimate and trustworthy site. I explained that the victim could restrict what ‘pop-ups’ were enabled on his web browsers so that any viruses could be blocked which are usually sent through pop up advertisements.
Reflecting on this incident, I considered the possibilities of consequences for the action I had taken (Borton’s Model of Reflection, 2018). Most people are not fully aware of the potential for them to become victims of crime like hacking, malware and other types of cybercrime. Malware and hacking is usually committed randomly, with the subjects not always having a specific target. According to the Crime Survey for England and Wales, for the year ending in March 2019, “adults aged 65 years and over were less likely to be a victim of fraud than those in younger age groups. An estimated 4.8% of adults aged 65 to 74 years and 3.6% of adults aged 75 years and over were victims of fraud” (Nature of fraud and computer misuse in England and Wales: year ending March 2019, n.d.). However Age UK has said that “older people are overrepresented as victims of particular frauds” (Older People, Fraud and Scams, n.d.) and in this instance the victim was an elderly male and was seen as an easy target for fraudsters. A statistic provided by Age UK states “Almost 5 million older people (65+) believe they have been targeted by scammers” (Older People, Fraud and Scams, n.d.).
Those with learning difficulties are also more vulnerable in incidents involving cyber-crime. Predators often prey on vulnerable individuals and take advantage because through no fault of their own they are susceptible to not being able to make decisions based on risk, threat and identifying fraud.
Launched at the Police ICT Summit in 2020, the National Digital Policing Strategy 2020-2030 studies “the internal and external pressures facing the service and presents five key digital ambitions, each with a set of digital priorities to guide focus and investment” (National Policing Digital Strategy – Police ICT, 2020). One of the three key ambitions include tying together “the power of digital technologies and behaviours to identify the risk of harm and protect the vulnerable in the physical and digital world” (National Policing Digital Strategy – Police ICT, 2020). 
	In summary, through support of policing strategies put in place there are objectives which are to be met in order to best police and protect those who are victims of such crime through digital technologies. It has been shown that if officers have an understanding of what digital policing and what crimes this can bring then we will be able to identify those who may be most vulnerable to intervene at an early stage to help protect them. 
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