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Investigating the Role of Artificial Intelligence in Improving the Accuracy and Trustworthiness of Community Emergency Alert Systems

[bookmark: _Toc234929726]1. Introduction
[bookmark: _Toc234929727]1.1 Context and Background

Artificial Intelligence is becoming an important part of many systems that support everyday decision-making, including public safety and emergency management. Its ability to analyse large amounts of information in a short time makes it particularly valuable in situations where fast and accurate decisions are needed. As AI technologies continue to develop, they are increasingly being explored as tools for improving public safety and supporting emergency response [1], [2].
At the same time, the way emergency information is shared has changed significantly (Figure 1). Community members can now report incidents almost instantly using mobile applications and online platforms. This allows emergency information to spread much faster than through traditional communication channels. However, it also creates new challenges, as reports may be incomplete, inaccurate or intentionally misleading. Verifying this information quickly has become one of the biggest challenges for community emergency alert systems [3], [4], [5].
[image: ][bookmark: _Ref234926030]Figure 1. Evolution of Community Emergency Information










Recent developments in machine learning, natural language processing, large language models and explainable AI have created new opportunities to support information verification and credibility assessment. Rather than replacing human decision-makers, these technologies are increasingly being used to assist them by providing faster analysis, identifying potential misinformation and improving confidence in emergency reporting [6], [7]. This research is situated within this rapidly developing area and explores how AI can contribute to making community emergency alert systems more accurate and trustworthy.

[bookmark: _Toc234929728]1.2 Research Problem

Community emergency alert systems have become increasingly important tools for sharing information about local incidents and public safety concerns[3], [4]. These platforms allow citizens to report emergencies and receive updates in real time, contributing to greater community awareness and faster information dissemination [8]. However, the growing reliance on user-generated content has introduced significant challenges regarding information quality and credibility. The relationship between user-generated reports, verification difficulties and reduced public trust is illustrated in Figure 2.
[image: ][bookmark: _Ref234926639]Figure 2. Research Problem and Its Consequences












False reports, misleading information, incomplete incident descriptions, and unverified claims can reduce the reliability of emergency alert systems and negatively affect public trust [5], [9]. As the volume of user-generated information continues to increase, manual verification becomes increasingly difficult, creating a need for more intelligent and scalable approaches to information assessment [6]. 
Even though Artificial Intelligence has been widely applied in areas such as misinformation detection, content moderation, and information verification, there remains a limited understanding of how these technologies can be effectively utilised within community emergency alert systems [10], [11], [12]. 
This research seeks to address this gap by examining the potential role of Artificial Intelligence in improving both the accuracy of reported incidents and the trustworthiness of emergency alert platforms.


[bookmark: _Toc234929729]1.3 Aim

To investigate how Artificial Intelligence can improve the accuracy and trustworthiness of community emergency alert systems by reducing misinformation and false reports.
[bookmark: _Toc234929730]1.4 Objectives
· To examine the current challenges affecting community emergency alert systems, including misinformation, false reporting, and issues related to user trust. 
· To critically review existing Artificial Intelligence (AI) techniques used for information verification, credibility assessment, and emergency event detection in digital reporting environments. 
· To analyse the strengths, limitations, and effectiveness of current AI-based approaches for improving the reliability of user-generated emergency information. 
· To investigate how AI can help increase public trust in community emergency alert systems and reduce the impact of inaccurate or misleading reports. 
· To develop a conceptual framework demonstrating how AI technologies can be integrated into future community emergency alert systems to enhance information quality and trustworthiness. 
[bookmark: _Toc234929731]1.5 Research Significance
This research is significant because it addresses a growing challenge faced by modern community emergency alert systems: maintaining information accuracy while preserving public trust [1], [2]. By investigating existing Artificial Intelligence approaches and their potential applications within emergency reporting environments, the study aims to contribute to current knowledge in the fields of Artificial Intelligence, public safety, and digital communication systems [13].
The findings may provide valuable insights for researchers, software developers, and public safety organisations seeking to design more reliable emergency reporting platforms. Furthermore, the study may establish a foundation for future development of intelligent community alert systems capable of automatically assessing the credibility of incident reports before they are distributed to users [14], [15].
The main potential contributions of the proposed research are summarised in Table 1

	Contribution area
	Potential value

	Academic
	Integrates credibility assessment, explainable AI and Human-Centred AI, which are often studied separately.

	Technical
	Identifies AI-supported components for information verification and credibility assessment.

	Professional
	Guides developers and public-safety organisations designing future emergency alert systems.

	Societal
	Supports more reliable emergency information and may improve public trust in community alert platforms.


[bookmark: _Ref234926826]Table 1. Potential Academic, Technical, Professional and Societal Contributions of the Proposed Research

[bookmark: _Toc234929732]2. Literature Review
[bookmark: _Toc234929733]2.1 Scope and purpose of the review
This literature review examines how Artificial Intelligence could improve the accuracy and trustworthiness of community emergency alert systems. The review focuses on research published mainly between 2023 and 2026 and brings together five closely connected areas: emergency communication, misinformation, automatic credibility assessment, explainable and human-centred AI, and AI-supported decision-making during disasters. A thematic structure is used because the research does not develop in one clear chronological sequence. Instead, different fields address separate parts of the same problem.
The purpose is not simply to list existing AI techniques. It is to compare what current studies have achieved, where their limitations remain, and whether their findings can be transferred to community-based emergency reporting. Attention is given to the difference between detecting false information and assessing whether information is sufficiently credible to support decisions. The review also considers how technical performance must be balanced with transparency, human oversight and public trust.

[bookmark: _Toc234929734]2.2 Emergency communication and the problem of unreliable information
Public alert and warning systems are intended to communicate urgent information quickly, but their effectiveness depends on more than speed. Information must also be understandable, relevant and trusted by the people receiving it. Sadiq et al. found that existing warning-system research remains fragmented and that important gaps continue to exist between technical capability, public behaviour and practical implementation [3]. Stewart similarly argues that disaster communication is not simply the delivery of information. It is shaped by relationships between authorities, communities, communication channels and the conditions under which people interpret risk [4].
These findings are important for community emergency platforms because they suggest that a technically correct alert may still fail when users do not understand it or trust its source. Public risk communication has become a broad multidisciplinary field, but links between communication theory, digital participation and technological systems remain uneven [8]. Together, these studies establish that trustworthiness cannot be treated as a small interface feature added after a system has been built. It is part of the communication process itself.
The challenge becomes more serious when alerts depend on user-generated information. Citizens can provide early local knowledge that may not yet be available to public agencies, but the same openness allows inaccurate, incomplete or deliberately misleading reports to enter the system. AI has increasingly been used to address misinformation during hazards and disasters, particularly through machine learning, natural language processing and social-media analysis [5]. Their review also shows that research remains uneven across disaster contexts and often evaluates detection performance without fully examining how results would support real emergency decisions.
AI tools may help process large volumes of information during disasters, but their value depends on the quality of available data and the ability to apply their outputs responsibly [9]. This creates a central tension for community alert systems: automatic verification is needed because manual assessment cannot easily scale, but automation may introduce new errors that are difficult for users and responders to recognise.
[bookmark: _Toc234929735]2.3 From misinformation detection to credibility assessment
Much of the technical literature treats misinformation as a classification problem. A piece of content is labelled true or false, genuine or fake. The methods used to detect, verify and mitigate online misinformation showed that the field includes content-based, source-based, propagation-based and knowledge-based approaches [10]. These methods provide useful foundations, but a binary decision can oversimplify emergency reports, which may contain a mixture of accurate, uncertain and incomplete details.
Recent research on credibility assessment offers a more suitable direction for this study. Srba et al. distinguish credibility from simple veracity. Their survey explains that credibility can be assessed through multiple signals, including factuality, bias, subjectivity, persuasion techniques, logical fallacies and the presence of check-worthy claims [6]. Instead of relying on one hidden model output, these signals can be combined into a credibility score or presented separately to a human decision-maker.
The difference between binary misinformation detection and multi-signal credibility assessment is illustrated in Figure 3.
[image: ][bookmark: _Ref234927207]Figure 3. From Binary Misinformation Detection to Credibility Assessment

















This is a major contribution because emergency information is not always immediately verifiable. A report may describe a real event but contain an incorrect location, exaggerated severity or uncertain source. In such cases, a credibility-based approach is more useful than forcing the entire report into a true-or-false category. Srba et al. also identify an important gap: credibility signals are usually studied separately, and relatively few systems combine several signals within one common framework [6]. This gap is directly relevant to the proposed research, which seeks to explore how different forms of evidence could be brought together before a community alert is distributed.
At the same time, credibility assessment should not be assumed to solve the problem completely. Its output is still influenced by the quality of training data, the definition of credibility and the context in which a message is produced. A style that appears suspicious in one situation may be normal during a stressful emergency. The literature, therefore, supports the use of credibility assessment as decision support rather than as an unquestionable automated judgement.

[bookmark: _Toc234929736]2.4 Technical developments: machine learning, deep learning and large language models.
Early misinformation detection commonly relied on traditional machine-learning algorithms such as Support Vector Machines, Logistic Regression and Naive Bayes. These methods are relatively efficient and easier to interpret, but they depend heavily on manually selected features and often struggle with changes in language, topic and context [11].
Deep-learning approaches improved the ability to recognise complex textual patterns by using neural architectures and word embeddings. Hashmi et al., for example, combine deep learning, FastText and explainable AI to strengthen fake-news detection [12]. These models can achieve strong results, but improved predictive performance does not automatically mean that they are suitable for emergency environments. Deep models may behave as black boxes, require large datasets and perform poorly when tested on information that differs from the training data.
Large Language Models have added a further stage to this development. LLMs can interpret context more effectively than many earlier techniques and may support more nuanced misinformation detection [16]. They also create a new risk. The same models that help analyse misleading content can generate highly convincing false information. Their survey presents LLMs as both part of the solution and part of the problem.
For the proposed study, LLMs are relevant because community reports are usually short, informal and context-dependent. Their language understanding may help identify contradictions, urgency, location references and missing details. Yet their outputs can be inconsistent, difficult to validate and vulnerable to fabricated reasoning. The literature does not support replacing conventional methods with LLMs in every situation. A combined approach may be more suitable, where machine learning, credibility signals, external evidence and human assessment support one another. compares the main strengths, limitations and potential relevance of the AI approaches identified in the literature. Table 2 compares the main strengths, limitations and potential relevance of the AI approaches identified in the literature.

	AI approach
	Main strengths
	Main limitations
	Potential relevance to community alerts

	Traditional Machine Learning
	Efficient, relatively transparent and suitable for structured features
	Depends on manual feature selection and may struggle with changing language or context
	Useful for baseline credibility scoring and classification

	Deep Learning
	Identifies complex patterns in large text datasets
	Requires large datasets, may act as a black box and may not generalise well
	Useful for detecting complex linguistic patterns in reports

	Natural Language Processing
	Extracts meaning, locations, urgency and sentiment from text
	Performance depends on language quality and context
	Useful for analysing short user-generated emergency reports

	Large Language Models
	Strong contextual understanding and flexible language analysis
	Can produce inconsistent outputs, fabricated reasoning and high computational costs
	Useful as decision support when combined with verification and human review

	Explainable AI
	Makes model decisions more visible and understandable
	Explanations may be incomplete or misleading
	Supports transparency and human oversight


[bookmark: _Ref234927445]Table 2. Comparison of AI Approaches Identified in the Literature

[bookmark: _Toc234929737]2.5 Trust, explainability and human-centred AI
Technical accuracy alone is not enough in a high-risk system. People must understand how AI contributes to a decision, particularly when an alert may influence evacuation, public behaviour or the allocation of emergency resources [1], [2], [13]. Research on explainable AI attempts to address this problem by making model outputs more understandable. Gong et al. argue that explanations should not be limited to technical feature importance. They should also account for the social context in which misinformation is judged and challenged [14]. Kumar and Taylor demonstrate how feature-importance methods can reveal which elements influence multimodal misinformation detection [15].
These approaches improve visibility, but explainability is not the same as trustworthiness. A model can provide a clear explanation and still reach an incorrect conclusion. Trust should therefore be supported by evidence, transparent limitations and meaningful human control.
Human-Centred AI offers a wider theoretical foundation. In a recent study, HCAI is organised around three connected elements: purpose, values and system properties [17]. Purpose concerns whether AI augments, automates or replaces human activity. Values include safety, ethics and performance, while system properties include oversight, comprehension and integrity. This framework is well-suited to community emergency systems because it treats AI as part of a human and organisational environment rather than as an independent technical solution.
The same point appears in disaster-specific research. Domfeh and Dancy identify four Human–AI collaboration patterns in disaster decision-making: decision support, task and resource coordination, trust and transparency, and simulation and training [18]. Their review suggests that AI is most useful when it strengthens situational awareness and supports responders rather than removing them from the decision process. It also identifies scalability, interoperability and interpretability as continuing weaknesses. 
Research on transparency in emergency management reinforces this concern. Poorly documented data sources and unclear model recommendations can create a trust deficit among responders and communities [19]. The proposed study adopts the position that AI should assess and organise evidence, while final responsibility for high-risk decisions remains with humans.

[bookmark: _Toc234929738]2.6 Research gap and relation to the proposed study
The literature provides strong evidence that AI can detect misinformation, identify credibility signals, process large quantities of emergency information and support disaster-related decisions. It also provides useful theoretical foundations through risk communication, Human-Centred AI, credibility assessment and Human-AI collaboration.
The weakness is that these areas are still largely separated. Research on emergency communication concentrates on warnings and public response. Fake news detection focuses on classification performance. Credibility studies examine textual signals, while Human-Centred AI studies focus on oversight, ethics and design. Few studies bring these elements together within a community emergency alert system where reports are submitted by ordinary users and must be assessed quickly before wider distribution [18], [19].
The proposed research will address this gap by synthesising these separate areas and developing a conceptual framework for AI-supported community emergency reporting. The framework will not assume that one algorithm can decide whether every report is reliable. Instead, it will explore how several forms of evidence, including content analysis, credibility signals, source information, explainable outputs and human review could work together. This broadens earlier work by moving from general misinformation detection towards a context-sensitive process designed specifically for community alerts.
The contributions and remaining gaps across the main research areas are summarised in  Table 3.

	Research area
	What current studies contribute
	Remaining gap

	Emergency communication
	Explains warning delivery, public response and risk communication
	Limited integration with AI-based credibility assessment

	Misinformation detection
	Provides methods for identifying false or misleading content
	Often uses simplified true-or-false classification

	Credibility assessment
	Uses multiple signals to assess information reliability
	Signals are often examined separately

	Explainable and Human-Centred AI
	Supports transparency, oversight and responsible use
	Limited application in community alert platforms

	Disaster decision support
	Shows how AI can support emergency response
	Often focuses on professional systems rather than citizen reporting

	Proposed study
	Synthesises these areas
	Develops an integrated framework for community emergency alerts


[bookmark: _Ref234927583]Table 3. Research Areas and Remaining Gaps

[bookmark: _Toc234929739]2.7 Literature summary
Current research shows that AI can improve information processing during emergencies, but no single technique provides a complete solution. Traditional machine learning offers efficiency, deep learning captures complex patterns, and LLMs provide stronger contextual understanding. Each also introduces limitations involving bias, generalisability, explainability or reliability.
Credibility assessment provides a more flexible alternative to simple true-or-false classification, while Human-Centred AI explains why oversight, transparency and human values must remain part of the system. The main gap is not the absence of AI techniques. It is the lack of an integrated approach that connects technical verification with public trust and the practical needs of community emergency communication [18]. This gap provides the foundation for the proposed research and the conceptual framework that it aims to develop.
[bookmark: _Toc234929740]3. Design and Methodology

[bookmark: _Toc234929741]3.1 Research Design
The purpose of this research is to investigate how Artificial Intelligence can improve the accuracy and trustworthiness of community emergency alert systems by examining existing academic literature rather than developing a new AI solution or collecting user data. The study aims to understand what has already been achieved, identify the main challenges discussed in current research, and explore how existing AI techniques could be applied to improve the quality and credibility of community emergency reporting. For this reason, a qualitative secondary research design was considered the most appropriate approach for achieving the research aim.
A secondary research approach was selected because the topic has developed rapidly over the past few years and a substantial body of recent literature is already available, providing an opportunity to compare different approaches, identify common findings, and critically evaluate current knowledge without collecting primary data [20]. This approach also makes it possible to examine studies conducted in different countries, application domains and emergency contexts, offering a broader understanding than would be possible through a small-scale empirical investigation.
This study adopts a Systematic Literature Review (SLR) approach because it provides a transparent, structured, and reproducible method for identifying, selecting, and synthesising evidence from published research [21], [22], [23]. This reduces selection bias and improves the reliability and reproducibility of the research process, making it particularly suitable for investigating the relationship between Artificial Intelligence, information credibility and community emergency alert systems.


The research follows the structured Systematic Literature Review process presented in Figure 4.

[image: ][bookmark: _Ref234929010]Figure 4. Systematic Literature Review Workflow




















[bookmark: _Toc234929742]3.2 Research Method
The research will follow the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) framework to ensure that the literature selection process is transparent, structured and repeatable. PRISMA provides a recognised methodology for documenting how studies are identified, screened, assessed for eligibility and finally included in the review [21], [23]. Using this framework also makes it easier to demonstrate that the final selection of literature was based on predefined criteria rather than personal preference.
The literature search will be conducted using three established academic databases: IEEE Xplore, Scopus and ScienceDirect. These databases were selected because together they provide extensive coverage of peer-reviewed research within Artificial Intelligence, Computer Science, Information Systems and Emergency Management [24]. Using these three databases also reduces the likelihood of overlooking relevant publications and limits unnecessary duplication across publishers.
To ensure consistency throughout the review process, predefined search strings will be developed using combinations of keywords related to the main concepts of the study, including Artificial Intelligence, community emergency alert systems, misinformation, credibility assessment, trust, information verification and emergency communication. Multiple search strategies will be applied to reflect different aspects of the research topic, including general Artificial Intelligence applications within emergency alert systems, AI techniques for misinformation detection, credibility assessment and information verification [20]. 
Only studies published between 2023 and 2026 will be considered for inclusion in the review [20]. This decision reflects the rapid development of Artificial Intelligence technologies, particularly following recent advances in generative AI and large language models. Older studies may provide useful background information, but they are less likely to represent the current capabilities, limitations and practical applications of modern AI systems. Priority will therefore be given to recent peer-reviewed journal articles, systematic literature reviews and high-quality conference papers published in English.
The selection process will follow several stages. Initially, search results from all databases will be exported and combined. Duplicate records will then be removed before screening article titles and abstracts against the predefined inclusion and exclusion criteria [21], [23]. Studies meeting the initial screening requirements will proceed to a full-text assessment, where their relevance to the research objectives will be evaluated in greater detail. 

[bookmark: _Toc234929743]3.2.1 Quality Assessment
Before analysing the selected studies, each article will be carefully reviewed to ensure that it is relevant and of sufficient quality for this research. The assessment will consider whether the study clearly explains its research aim, methodology, data sources, and findings, and how closely it relates to the research objectives. Studies providing limited methodological information or making only a minor contribution to the topic will not be included in the final review. This additional assessment helps ensure that the discussion is based on reliable and relevant evidence, while reducing the risk of concluding weak or less suitable sources [20], [25].
Following the selection process, the included studies will undergo thematic analysis. Rather than examining each article individually, the research will compare findings across multiple studies to identify recurring themes, similarities, differences and existing research gaps [26]. Attention will be given to four key themes that emerge from the literature: current challenges affecting community emergency alert systems; Artificial Intelligence techniques for information verification; credibility and trust assessment; and future opportunities for integrating AI into community emergency reporting environments. This approach supports a deeper understanding of the research landscape while maintaining a clear link to the research objectives.
The predefined eligibility criteria used during the screening process are presented in Table 4.

	Inclusion criteria
	Exclusion criteria

	Published between 2023 and 2026
	Published before 2023

	English language
	Non-English publication

	Peer-reviewed research
	Blogs, editorials and non-academic sources

	Relevant to AI, credibility or emergency communication
	Unrelated to emergency information

	Full text available
	Abstract only

	Clear methodology and findings
	Insufficient methodological detail


[bookmark: _Ref234928047][bookmark: _Ref234928059]Table 4. Inclusion and Exclusion Criteria

[bookmark: _Toc234929744]3.3 Research Materials
The primary research materials for this study will consist of peer-reviewed academic publications obtained from IEEE Xplore, Scopus and ScienceDirect. The final body of literature will include systematic literature reviews, journal articles and selected conference papers that satisfy the predefined selection criteria [24]. Additional reference tracking will be used where appropriate to identify influential studies cited within the selected publications.
To support the review process, Microsoft Excel will be used to record search results, remove duplicates and document each stage of the screening process. The PRISMA flow diagram will be used to illustrate the number of records identified, screened, excluded and included during the literature selection process [21]. This provides a clear audit trail and improves the transparency of the review methodology.
Each selected article will be examined using a structured data extraction approach.  This will enable systematic comparison across studies and help identify patterns within the literature [22], [25]. The resulting evidence will form the basis of the critical discussion presented in the literature review and will support the development of a conceptual framework demonstrating how Artificial Intelligence could improve the accuracy and trustworthiness of future community emergency alert systems.
As this research is based entirely on published academic literature, no human participants will be involved, and no personal data will be collected. Consequently, the study presents minimal ethical risk. All sources will be accurately referenced, intellectual property will be respected, and the review process will be conducted objectively to minimise researcher bias and ensure that the findings are supported by credible academic evidence.

[bookmark: _Toc234929745]4. Expected Outcome
[bookmark: _Toc234929746]4.1 Anticipated Results
The expected outcome of this research is the development of a conceptual framework that demonstrates how Artificial Intelligence can be integrated into community emergency alert systems to improve the accuracy and trustworthiness of user-generated emergency reports. The framework is expected to combine credibility assessment, information verification, explainable AI and human oversight into a single process that supports more reliable emergency reporting. In the next stage of the research, this framework is intended to guide the development of an enhanced version of the existing Neighbour Alert platform, where the proposed AI components can be implemented and evaluated in practice.
[bookmark: _Toc234929747]4.2 Implications
The proposed framework could contribute to both research and practice by providing a structured approach for integrating AI into community emergency alert systems. From a theoretical perspective, it brings together concepts that are often studied separately, including credibility assessment, explainable AI and Human-Centred AI. From a practical perspective, it may support the development of emergency reporting platforms that provide more reliable information, reduce the impact of false reports and help users make better-informed decisions during emergency situations.
[bookmark: _Toc234929748]4.3 Limitations
At the proposal stage, the framework will remain conceptual and will not yet be validated through implementation or user testing. The effectiveness of the proposed solution will depend on the quality of future system development, the availability of suitable datasets and the performance of the selected AI techniques. As Artificial Intelligence continues to evolve rapidly, the framework may also require further refinement as new methods and technologies become available.
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[bookmark: _Toc234929749]5. Timeline
[image: ]The proposed timeline outlines the main project stages from initial research and systematic literature review to AI design, development, testing, and final submission.Figure 5. Proposed Project Timeline and Key Milestones


[bookmark: _Toc234929750]References
[1] C. Lee, T. Comes, M. Finn, H. Pak, C. Hsu and A. Mostafavi, "Roadmap Toward Responsible AI in Crisis Resilience and Management," vol. 14, pp.11200–11215, 2026, 
[2] T. Comes, "AI for crisis decisions," vol. 26, no. 1, pp.12, 2024, 
[3] A. Sadiq, R. B. Dougherty, J. Tyler and R. Entress, "Public alert and warning system literature review in the USA: Identifying research gaps and lessons for practice," Nat.Hazards, vol. 117, no. 2, pp.1711–1744, 2023, 
[4] I. S. Stewart, "Advancing disaster risk communications," Earth-Sci.Rev., vol. 249, pp.104677, 2024, 
[5] R. Vicari and N. Komendatova, "Systematic meta-analysis of research on AI tools to deal with misinformation on social media during natural and anthropogenic hazards and disasters," vol. 10, no. 1, pp.332, 2023, 
[6] I. Srba et al., , "A survey on automatic credibility assessment using textual credibility signals in the era of large language models," vol. 17, no. 2, pp.1–80, 2026, 
[7] S. Schmager, I. O. Pappas and P. Vassilakopoulou, "Understanding Human-Centred AI: a review of its defining elements and a research agenda," vol. 44, no. 15, pp.3771–3810, 2025, 
[8] L. A. Agyepong and X. Liang, "Mapping the knowledge frontiers of public risk communication in disaster risk management," vol. 26, no. 3, pp.302–323, 2023, 
[9] N. Komendantova and D. Erokhin, "Artificial intelligence tools in misinformation management during natural disasters," vol. 25, no. 1, pp.81–105, 2025, 
[10] A. Bodaghi, K. A. Schmitt, P. Watine and B. C. Fung, "A literature review on detecting, verifying, and mitigating online misinformation," vol. 11, no. 4, pp.5119–5145, 2023, 
[11] O. Bashaddadh, N. Omar, M. Mohd and M. N. A. Khalid, "Machine learning and deep learning approaches for fake news detection: A systematic review of techniques, challenges, and advancements," 2025, 
[12] E. Hashmi, S. Y. Yayilgan, M. M. Yamin, S. Ali and M. Abomhara, "Advancing fake news detection: Hybrid deep learning with fasttext and explainable ai," vol. 12, pp.44462–44480, 2024, 
[13] M. Kaufhold, "Exploring the evolving landscape of human-centred crisis informatics: current challenges and future trends," vol. 23, no. 2, pp.155–163, 2024, 
[14] Y. Gong, L. Shang and D. Wang, "Integrating social explanations into explainable artificial intelligence (XAI) for combating misinformation: Vision and challenges," vol. 11, no. 5, pp.6705–6726, 2024, 
[15] A. Kumar and J. W. Taylor, "Feature importance in the age of explainable AI: Case study of detecting fake news & misinformation via a multi-modal framework," Eur.J.Oper.Res., vol. 317, no. 2, pp.401–413, 2024, 
[16] S. Kuntur, A. Wroblewska, M. Paprzycki and M. Ganzha, "Under the Influence: A Survey of Large Language Models in Fake News Detection," TAI, vol. 6, no. 2, pp.458–476, Feb 2025, doi: 10.1109/TAI.2024.3471735. 
[17] S. Schmager, I. O. Pappas and P. Vassilakopoulou, "Understanding Human-Centred AI: a review of its defining elements and a research agenda," vol. 44, no. 15, pp.3771–3810, Sep 14 2025, doi: 10.1080/0144929X.2024.2448719. 
[18] E. A. Domfeh and C. L. Dancy, "Human-AI Use Patterns for Decision-Making in Disaster Scenarios: A Systematic Review", inpp. 1–10. doi: 10.1109/ISTAS65609.2025.11269624.
[19] J. Visave, "Transparency in AI for emergency management: building trust and accountability," AI Ethics, vol. 5, no. 4, pp.3967–3980, Aug 2025, doi: 10.1007/s43681-025-00692-x. 
[20] E. C. Martinez et al., , "Ten steps to conduct a systematic review," vol. 15, no. 12, 2023, 
[21] E. A. Akl et al., , "Extension of the PRISMA 2020 statement for living systematic reviews (PRISMA-LSR): checklist and explanation," BMJ, vol. 387, 2024, 
[22] V. Mishra and M. P. Mishra, "PRISMA for review of management literature–method, merits, and limitations–an academic review," 2023, 
[23] S. Agrawal et al., , "Analysis and recommendation system-based on PRISMA checklist to write systematic review," vol. 61, pp.100866, 2024, 
[24] T. Heck, C. Keller and M. Rittberger, "Coverage and similarity of bibliographic databases to find most relevant literature for systematic reviews in education," vol. 25, no. 2, pp.365–376, 2024, 
[25] R. Moguel-Sánchez, C. S. Martínez-Palacios, J. O. Ocharán-Hernández, X. Limón and A. J. Sánchez-García, "Bots in software development: A systematic literature review and thematic analysis," vol. 49, no. 8, pp.712–734, 2023, 
[26] I. Kushnir, "Thematic analysis in the area of education: a practical guide," vol. 12, no. 1, pp.2471645, 2025, 


image3.png
Traditional Alerts

Authorities to Public

- o
I — %

Slower but controlled
communication

I Limited public input

E Community Reporting

I Faster local reporting

Risk of incomplete
or false information

H Al-Supported Reporting

>>é>%‘m

Scalable credibility
assessment

Improved information
trustworthiness





image4.png
High Volume of
User-Generated
Reports

Incomplete, False
or Misleading
Information

A
AEiE

Manual Verification
Becomes Difficult

Unreliable Alerts
and Delayed
Decisions

&

Reduced Public
Trust

Large and fast inflow of
community reports.

Reports may be
inaccurate, partial or
deceptive.

Human review does not
scale easily.

Poor-quality information
affects response quality.

Confidence in the
platform declines

Research Gap

Existing Al studies often examine misinformation, credibility, or emergency
communication separately, but rarely integrate them within community alert systems.

This is the key problem addressed by the proposed research.





image5.png
Misinformation Detection

True / False
Classification

[Q True ] | X False]

Main limitation:

Emergency reports may contain partly
correct and partly uncertain
information.

Credibility Assessment

=0
v

Multiple Evidence Signals

= 9@

Contgnt Source Zﬁﬁaﬁg
quality reliability consistency
A i I
Bi_as or Cross-source | [ Check-worthy
subjectivity agreement claims

Credibility Score + Human Review ( V Validated
\

Human judgement validates and contextualizes E
findings for trusted decision-making.

>
J/
§

Alert for
Action





image6.png
Research Questions

Define the review
focus and objectives.
J

Database Search

Search IEEE Xplore,
Scopus and
ScienceDirect.

Record Management
and Duplicate Removal

Combine search results\
and remove duplicates

Tool: Rayyan.
yy )

Screen records using

Title and AI?StraCt inclusion and exclusion
Screening criteria.
_J
B Assess eligibility )
Full-Text and Quality b
relevance and
Assessment

methodological quality.)

Fi N
Data Extraction and Exgé.'gt kffy findings
Thematic Analysis 2nd dentlly recurring
Y themes. )

\4
2
\4
3
\ 4
\4
5
\4
o

Conceptual Framework
Reporting framework: PRISMA

Synthesize findings into an AI-\
supported framework for
community emergency alert
systems. )





image7.png
1. Research & Proposal

14
12
13
m

2. Systematic Literature oy

24
22
23
mz

3. Al Design & Plan:

a1
32
a3
ms

Background research and literature review
Research design and methodology planning
Proposal witing and revision

Proposal completed

Database searching and record collection
Screening, duplicate removal and quality check
Data extraction and thematic synthesis

SLR completed

9
Define credibity criteria and system requirements

Design Al workflow and human-review framework
Select tools, architecture and evaluation approach

Al design finalised

4. Development & Integration

44
a2
43
ma

Develop credibilty and verification features
Al and decision-support components.
Integrate Al nto the Neighbour Alertplatform

Prototype ready

5. Testing, Writing & Submission

51
52
53
M5

Syste testing, validation and refinement
Results analysis and dissertation writing
Final editing, review and submission

Project submitted

aY o

A

ocr




image1.png




image2.png
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David




