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ANSWER ALL QUESTIONS

1. With a use of a topology
a. Explain the importance of STP protection mechanisms.  (12 marks)

b. Design a best suiting network topology to accommodate static route, floating static route and static null routes. Justify your design with appropriate network details. (13 marks)


2.  Briefly explain
a. Route Summarization in EIGRP. (5 marks)
b. Discuss common OSPF Optimization techniques. (7 marks)
c. Explain the LSA types in OSPF (8marks)
d. Authentication, Authorization and Accounting Framework and its use cases. (5 marks)


3. ABC Multinational company is planning on setup its branches in Wales. Initially, they propose to set up two branches (one at Swansea and another at Cardiff). You have been hired as a Network Infrastructure Associate. You are asked to lead and successfully complete this new setup. The key objectives of your design must provide

· Secure scalable network 
· Efficient network manageability
· High Availability 
· Secured Remote Access

Your answer must address (not limited to) the technical aspects (LAN/WAN design, topology, architecture, choice of devices, redundancy, technologies, implementation, etc) addressing the key objectives including planning, designing, project management, risk assessments, etc (50 marks)
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