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[bookmark: _Toc155449270]Introduction.

[bookmark: _Hlk121126212]This technical document describes the database schema covering the product, customer, sales and repair tables.
Test data is provided, along with various but not exhaustive unit tests.  Section 7 demonstrates an example 2 stage order process using transactions to ensure data integrity.

[bookmark: _Toc155449271]Installation.

[bookmark: _Toc155449272]File 1: MelodyHwb_SQL1.sql

Init: Create MelodyHwb Db
Section 1: Product/Stock Management
Section 2: Customer Management
Section 3: Sales and Orders
Section 4: Repair and Maintenance Services

[bookmark: _Toc155449273]File 2: MelodyHwb_SQL2.sql

Section 5: Import Data
Section 6: Unit Tests
Section 7: Example order
Section 8: Reports

Note: SQL script 1 may be run as a whole, sections 5 to 8 in script 2 are intended to be run individually.



[bookmark: _Toc155449274]Data Security and Access Control.

[bookmark: _Toc155449275]Database server access.

Data held within the database can in many cases be considered sensitive or privileged.  To prevent unauthorised access, access to the database should be controlled by creating user accounts on the database server and assigning roles and/or specific privileges to them.
When installing the database server, it should be decided who and what applications will access the database.  SQL server can be configured to use Windows authentication (WA) or SQL Server authentication (SQLA).
Window authentication is usually employed in enterprise environments where user accounts are centrally assigned and managed  from an Active Directory server.  The credentials of the current active Window user will be used to authenticate against the server.  This is the recommended and most secure method of authentication but may not be suitable for all applications.
SQL authentication allows the more traditional username and password method for database access.  SQL accounts are independent of Windows and can be used to allow legacy or third-party applications that do not support the WA method to connect to the database, usually via an ODBC connection string, for example:
Data Source=<db_server>;Initial Catalog=<default>;UserID=<user>;Password=<password>;Connect Timeout=10;Pooling=True
Setting SQLA is mixed mode and still allows authentication via WA, replacing UserId and Password in the above string with Integrated Security=True will send the credentials of the currently logged in Windows user.




[bookmark: _Toc155449276]User accounts.

For SQL server, a server authority (sa) account is created at the point of installing the database server.  This account has full system administration rights (sysadmin) and can be used to create additional users.
[image: A screenshot of a computer

Description automatically generated]This can be done by using the MSQL Server Management Studio (MSQLSMS) either via the graphical interface or using the CREATE USER command (Transact SQL).  Users can be created either at server level or under individual databases.
User accounts may be found under Security -> Logins in the left object explorer window.
It is recommended to create a user other than “sa” for admin purposes.
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To add a new user to the database, bring up the login form (right click Logins -> New Login).  For this example, we are going  to use SQL server authentication to create an extra admin user.
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This user will have the server role “sysadmin” granting them all the rights as that of the default “sa” user.
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This can also be achieved with the following SQL commands:
USE [master]
GO

CREATE LOGIN [dbadmin] WITH PASSWORD=N'<password>', DEFAULT_DATABASE=[master], DEFAULT_LANGUAGE=[us_english], CHECK_EXPIRATION=ON, CHECK_POLICY=ON
GO

ALTER SERVER ROLE [sysadmin] ADD MEMBER [dbadmin]
GO

Using our new “dbadmin” account we can then create other users with specific database privileges.




[bookmark: _Toc155449279]Adding a new normal user to the MelodyHwb database:
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The default database is changed to MelodyHwb so that this is automatically selected when the user logs in.  Note: This by itself will not prevent the user from accessing any other database on the server.
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The user will need to perform create, read, update, and delete operations against the database, two commonly used roles can be assigned to facilitate this.  Here we also map the user to the MelodyHwb database restricting access to this specific database only:
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The user is assigned the roles:
· db_datareader: Allows the user to perform an SQL SELECT statement against any table or view in the database.
· db_datawriter: Allows the user to perform SQL INSERT, UPDATE and DELETE commands against any table in the database.
These roles are commonly used but represent a broad brush, for more fine-grained access we can assign specific securable items such as individual tables, views, stored procedures, etc.
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Unlike db_datareader, this is a more secure deny/allow type policy and will only allow the user to perform a SELECT query against the Invoices table.
Sometimes, given a large database with many tables, it may be easier to implement an allow/deny policy for global access (via db_datareader/db_datawriter). Access to specific tables is then controlled by selecting Deny for a table and will prevent the user from performing any action against it.
This can also be achieved by using the GRANT command:
USE [MelodyHwb]
GO

GRANT SELECT ON [dbo].[Invoices] TO [dbuser] WITH GRANT OPTION
GO

WITH GRANT OPTION should be used with care as it not only imparts the privilege of the function but also allows that user to grant the same privilege to others.
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[bookmark: _Toc155449283]Suppliers, Products, Customers and Orders.
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[bookmark: _Toc155449284]Repairs and Maintenance.
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[bookmark: _Toc155449286]Product/Stock Management.

	Suppliers

	Field Name
	Field Type
	Key
	Description

	Id
	Bigint
	PK
	NOT NULL, IDENTITY

	Name
	varchar(64)
	
	

	contactName
	varchar(64)
	
	

	address1
	varchar(128)
	
	

	address2
	varchar(128)
	
	

	town
	varchar(64)
	
	

	county
	varchar(64)
	
	

	postcode
	varchar(8)
	
	

	telephone
	varchar(15)
	
	

	mobile
	varchar(15)
	
	

	email
	varchar(254)
	
	

	active
	Bit
	
	DEFAULT 1




	Products

	Field Name
	Field Type
	Key
	Description

	id
	bigint
	PK
	NOT NULL, IDENTITY

	supplierId
	bigint
	FK_Product_Supplier
	NOT NULL

	categoryId
	int
	FK_Product_Category
	NOT NULL

	itemCode
	varchar(64)
	
	NOT NULL

	oemNumber
	varchar(64)
	
	NOT NULL

	name
	varchar(64)
	
	NOT NULL

	description
	varchar(max)
	
	

	unitPrice
	decimal(10,2)
	
	NOT NULL

	discountPct
	decimal(10,2)
	
	NOT NULL

	weightKg
	decimal(10,2)
	
	NOT NULL

	colour
	varchar(64)
	
	

	picturUrl
	varchar(64)
	
	DEFAULT ‘’

	quantityStock
	int
	
	NOT NULL, DEFAULT 0

	reorderLevel
	int
	
	NOT NULL, DEFAULT 0

	lastStock
	date
	
	

	discontinue
	bit
	
	DEFAULT 0
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	Customers

	Field Name
	Field Type
	Key
	Description

	id
	bigint
	PK
	NOT NULL, IDENTITY

	forename
	varchar(64)
	
	NOT NULL

	surname
	varchar(64)
	
	NOT NULL

	telephone
	varchar(15)
	
	

	mobile
	varchar(15)
	
	

	email
	varchar(254)
	
	NOT NULL

	prefAddrType
	Tinyint
	FK_Customer_AddressType
	NOT NULL

	active
	bit
	
	DEFAULT 1




	Address

	Field Name
	Field Type
	Key
	Description

	id
	bigint
	PK
	NOT NULL, IDENTITY

	customerId
	bigint
	FK_Address_Customer
	NOT NULL

	addrTypeId
	bigint
	FK_Address_AddressType
	NOT NULL

	address1
	varchar(128)
	
	

	address2
	varchar(128)
	
	

	town
	varchar(64)
	
	

	county
	varchar(64)
	
	

	postcode
	varchar(8)
	
	




	AddressType

	Field Name
	Field Type
	Key
	Description

	id
	tinyint
	PK
	NOT NULL, IDENTITY

	name
	varchar(16)
	
	NOT NULL




	LoyaltyScheme

	Field Name
	Field Type
	Key
	Description

	id
	bigint
	PK
	NOT NULL, IDENTITY

	customerId
	bigint
	FK_LoyaltyScheme_Customer
	

	loyaltyPoints
	int
	
	DEFAULT 0
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	Orders

	Field Name
	Field Type
	Key
	Description

	id
	bigint
	PK
	NOT NULL, IDENTITY

	customerId
	bigint
	FK_Order_Customer
	NOT NULL

	addressId
	bigint
	FK_Order_Address
	NOT NULL

	reference
	varchar(16)
	
	DEFAULT ‘’

	orderDate
	date
	
	NOT NULL

	shippedDate
	date
	
	




	OrderItems

	Field Name
	Field Type
	Key
	Description

	id
	bigint
	PK
	NOT NULL, IDENTITY

	orderId
	bigint
	FK_OrderItem_Order
	NOT NULL

	productId
	bigint
	FK_OrderItem_Product
	NOT NULL

	quantity
	int
	
	DEFAULT 0

	
	
	
	

	
	
	
	




	Invoices

	Field Name
	Field Type
	Key
	Description

	id
	bigint
	PK
	NOT NULL, IDENTITY

	customerId
	bigint
	FK_Invoice_Customer
	NOT NULL

	orderId
	bigint
	FK_Invoice_Order
	NOT NULL

	reference
	varchar(16)
	
	DEFAULT ‘’

	invoiceDate
	date
	
	NOT NULL

	dueDate
	date
	
	NOT NULL

	netAmount
	decimal(10,2)
	
	DEFAULT 0

	discount
	decimal(10,2)
	
	DEFAULT 0

	vat
	decimal(10,2)
	
	DEFAULT 0

	total
	decimal(10,2)
	
	DEFAULT 0
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	Repairs

	Field Name
	Field Type
	Key
	Description

	id
	Bigint
	PK
	NOT NULL, IDENTITY

	customerId
	bigint
	FK_Repairs_Customer
	NOT NULL

	productid
	bigint
	FK_Repairs_Product
	NOT NULL

	dateIn
	date
	
	NOT NULL

	dateOut
	date
	
	

	statusId
	tinyint
	FK_Repairs_Status
	NOT NULL

	notes
	varchar(max)
	
	




	RepairStatus

	Field Name
	Field Type
	Key
	Description

	id
	tinyint
	PK
	NOT NULL, IDENTITY

	description
	varchar(32)
	
	NOT NULL




	Notifications

	Field Name
	Field Type
	Key
	Description

	id
	bigint
	PK
	NOT NULL, IDENTITY

	customerId
	bigint
	FK_Notification_Customer
	NOT NULL

	productid
	bigint
	FK_Notification_Product
	NOT NULL

	datePurchased
	date
	
	

	intervalDays
	int
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	OrderView

	Field Name
	Field Type
	Key
	Description

	orderId
	bigint
	PK
	

	productid
	bigint
	
	

	itemCode
	varchar(64)
	
	

	oemNumber
	varchar(64)
	
	

	name
	varchar(64)
	
	

	quantity
	int
	
	

	unitPrice
	decimal(10,2)
	
	

	discountPct
	decimal(10,2)
	
	

	discountAmount
	decimal(10,2)
	
	

	discountPrice
	decimal(10,2)
	
	

	total
	decimal(10,2)
	
	




	CustomerRefsView (Unit Test)

	Field Name
	Field Type
	Key
	Description

	source
	
	
	

	customerId
	bigint
	
	

	id
	bigint
	
	










[bookmark: _Toc155449291]Conclusion.

Database availability and resilience can be further enhanced using a distributed model.  Here, two or more separate Database Management Systems (DBMS) servers each have a copy of the database, one is assigned the primary role, the rest as secondary.  Data is then replicated, commonly called mirroring, across these servers from the primary.  Should the primary server fail, a secondary is promoted to primary and access to the database is restored.  With modern DBMS this transition can be automatic, sometimes managed by an “arbiter” server and any failover is transparent to the end user.  By physically distancing these servers, resilience to not just server but also whole site failure can be achieved. 
[image: A screenshot of a computer

Description automatically generated]


image2.png




image3.png
Comnect~ ¥ "§ © Y &

58 RQFSBLAP2016720 (SQL Server 15.0.434¢
 Databases
5 Security

 Logins

# Server Roles

i Credentials

# Cryptographic Providers

 Audits

# Server Audit Specifications

# Server Objects





image4.jpeg
| Login-New
‘Select a page T Seipt v @ Help
¥ General
="
# Staus. (O Windows authentication
O SQL Server authentication
e
S
8 Enforce password polcy
8 Enforce password expiration
8 User must change password at nextlogin
© Mapped to certificate:
© Mapped to asymmetric key
() Mep to Credential v ade
I e [ =
puasy
s
i
Y
¥ View connection properties:
— R —
Fendy; Default database: master ~
o :





image5.png
B Login - New

Selectapage
# General

# Server Roles
# User Mapping
# Securables
# Status

O Sciipt v @ Help

Server role s used to grant server-wide security privileges to a user.

Server roles:

(] bulkadmin
(] dbcreator

(] diskadmin

(] processadmin
(8 public

(] securityadmin
(] serveradmin
(] setupadmin





image6.jpeg
B Login Properties - dbuser - o x

Select a page T Scipt ~ @ Help
£ Genersl
& ServerRoles
£ UserMapping g e aus, Sear
# Securables e
® sous
Password
Confirm possword:
(0] Specity old password

8 Enforce password policy
18 Enforce password expiration

() Map to Credential
i Mapped Credentels Credentiol Prl

Server.
MRMEESEEKS

Connection
MR-MEESEEKSjames.

¥ Visw connection properies

Remove.

Defout dotabose: MelodyHub. v
Defoultlanguage: Engish -us_english e

Cancel





image7.jpeg
B Login Propertes - dbuser

- o x
Select a page T Script v @ Help.
# General
& SorverRoles
# UserMapping Users mapped to this login:
¥ Socurabies
£ S Mop Detabose User Default Schema
) OreamHome
O master
8 MelodyHwo dbuser
O model
O msdo
O tempad
Connection
Guest account enabed for. MelodyHwb
Sarver.
MR-MEESEEKS Database role membership for: MelodyHwb
Connection: db accessadmin
MR-MEESEEKS jomes [Ceb backusoperator
V¥ Viow connecton properties db datareader
b datowrtar
db ddadmin

db denydatareader
db denvdatowriter

db owner
db securivadmin
Ready

Cancl




image8.jpeg
8 Database User - dbuser

Select a page.

# General

# Owned Schamas
 Membership
 Securables

' Exended Properies

Connection

Server.
MRMEESEEKS

Connection
MR-MEESEEKStjames.

¥ View connection properties

Progress

@) Srving compited
[k

T scipt v @ Help

User nome: ~ dbuser

Search.

Column Permissions.

Securables:
Schema Nome Type
B do Address. Table
B dbo AddressType. Toble.
B doo CustomerRefsView View
B dbo Customers, Table.
m{dbo Invoices Toble.
B dbo LoyaltyScheme Tble.
B do Notifcations Toble.
B do Orderttems. Toble.
B do Orders Toble.
B doo OrderView View
B do ProductCategory Table
Grantor With Gr.

°
]D.DDGDDg

Deny

0000000

Cancal





image9.jpeg
Suppiers Products Orders Customers
PK | id bigint NOT NULL AUTO  [—— PK | id bigint NOT NULL AUTO PK | id bigint NOT NULL AUTO PK | id bigint NOT NULL AUTO
name varchar(64) FK1| supplierld bigint NOT NULL FK1| customerld bigint NOT NULL forename varchar(64) NOT NULL|
contactName varchar(64) —|FK2| categoryld int NOT NULL FK2 | addressld bigint NOT NULL 'surname varchar(64) NOT NULL
address1 varchar(128) itemCode varchar(64) NOT NULL. reference varchar(16) telephone varchar(15)
address2 varchar(126) oemNumber varchar(64) NOT NULL orderDate date NOT NULL. mobile varchar(15)
town varchar(64) name varchar(64) NOT NULL. shippedDate date email varchar(254) NOT NULL.
county varchar(64) description varchar(max) NOT NULL. prefAddrType tinyint NOT NULL.
Orderttems
postcode varchar(8) unitPrice decimal(10,2) NOT NULL active bit
P | id bigint NOT NULL AUTO
telepnone varchar(15) oA PN oLl
FK1 | orderld bigint NOT NULL Address
mobile varchar(15) weightKg decimal(10,2) NOT NULL.
FK2 | productd bigint NOT NULL PK | id bigint NOT NULL AUTO
email varchar(254) colour varchar(32)
quantiyint LidlPK1 | customertd bigint NOT NULL
actve it pictureUrlvarchar(ma)
prce decimai(10.2) FK2 | addrTypeld tinyint NOT NULL
quantityStock int NOT NULL
ProductCategory address varchar(126)
reorderLevel nt NOT NULL
Invoices
Pk |mtNoTNULLAUTO | address2 varchar(128)
IastStock date
PK | id bigint NOT NULL AUTO
name varchar(64) NOT NULL | town varchar(64)
discontinue bit
FK | customertd bigint NOT NULL.
description varchar(max) county varchar(64)
| Kz orderdbigint NOT NULL
postcode varchar(s)
reference varchar(16)
invoiceDate date AddressType
dueDate date ek 1NOT NULL AUTO
netAmount decimal(10,2) name varchar(16) NOT NULL
discount decimal(102)
14—t 1
LoyaltyScheme
vatdecimai(102) o
1 1Mandatoy PK | id tinyint NOT NULL AUTO
g total decimal(10.2)
1 #—ot 1 Oplonal — FK | customertd bigint NOT NULL.

11— Many

loyaltyPoints int





image10.jpeg
Customers

PK

id bigint NOT NULL AUTO

forename varchar(64) NOT NULL.

Notifications
= ‘sumame varchar(64) NOT NULL
PK | id bigint NOT NULL AUTO
FK1| customerld bigint NOT NULL
FK2| productid bigint NOT NULL
Products
datePurchased date NOT NULL -
PK | id bigint NOT NULL AUTO
intervaiDays int
FK1| supplierld bigint NOT NULL

2

categoryld int NOT NULL.

Repairs.

PK

FK1

2

FK3

id bigint NOT NULL AUTO
customerd bigint NOT NULL
productd bigint NOT NULL.
dateln date NOT NULL.
dateOut date

statusid tinyint NOT NULL.

notes varchar(max)

RepairStatus

+{ PK | id tinyint NOT NULL AUTO

name varchar(16) NOT NULL





image11.jpeg
(e (e

(e

E— 77 e
111117
T 1 1
\s11007 \s11007 iz =
Primary Secondary Secondary 2

(miror) (mirror)





image1.png




