a. [bookmark: _GoBack]The attacker on the wireless access port is trying to connect with SSH to the servers. As outputted from Argus the attacker is connecting on port 22 (the port SSH uses by default). 
Seems to be on Human Resource VLAN, maybe they have higher level of access.
The attacker’s next move may be to try and discover other servers on the network and try to connect with them.

b. Is the wireless access point on a separate VLAN? 
System security on DMZ systems. Not on about external protection (hence the DMZ) but in regards to protection unauthorised SSH and other remote connections.
Wireless security method is inadequate (possibly WEP)
Inter VLAN routing appears to be taking place on the boundary router on the other side of the firewall.
Hub device.
VLAN 1 is default, shouldn’t be used.
VLAN 0 is reserved, can’t be used.
No redundancy.

c.  

d. A network can be secure against known external threats through the proper use of firewalls to allow external access to desired services and not to others. However new penetration methods and loop holes could be discovered, at which point the external security would be need to re-evaluated.
Internal threats are harder to protect against, as the intruder is already within the network. The prevention of movement needs to occur, however this can hinder legitimate users from actually accessing services they require.
Can’t take everything into account with security.
