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[bookmark: _Toc176522707]Project Background
For my project, I am looking to implement Microsoft Azure Arc, which is essentially a centralized cloud facing operations center that will allow me and the organization I currently work for to monitor, remediate and administer all of our server environment including the on-premise, edge and cloud estate over the internet whilst leveraging the full benefits of Microsoft’s hardened identity and security platforms. 
[image: What Is Microsoft Azure Arc?]Figure 1 – What is Azure Arc? [1]

Currently all our server estate is managed through VMWare that carries limited functionality when it comes to its security and disaster recovery features, so any works that are required in relation to the upkeep of all our servers including any High Available infrastructure can only be accessed through our corporate network through the use of a VPN. In order to look at delivering such a project, I firstly need to discuss key areas in relation to requirements and detailed background rationale, these include: 
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· Flexibility and Scalability – As the organizations infrastructure grows, scalability will be a big factor to take into consideration for on-premise hardware in future, even if we are in a position to move a lot of services to cloud, as based on our current management solution design, we are quite limited in these areas.

· Compliance and Security – Providing a baseline set of policies and security configurations across the entire server estate can be very tough to ensure efficient consistency across the board when there are multiple management solutions in place enforcing different rules from one another.

· Different Management Solutions – In order to manage hybrid environments effectively, there can be scenarios that require multiple management solutions to be in place to allow this to happen as a wider whole. The issues you can encounter by having multiple solutions in place for management, is that this can result in high costs for the hardware these solutions are hosted on, for example additional air cooling, higher energy consumption, additional support contracts with a third-party provider for the hardware/software. 

· Hybrid Environment Manageability and monitoring – When your server estate has a mixture of edge, cloud and on-premise hardware, managing and monitoring these are far from seamless, due to it becoming quite resource intensive and complex as each management and monitoring solution have their limitations between them, so potentially requires much higher resources and labor time when working between these different platforms. 
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· Efficiency – When it comes to managing hybrid environments, from a business point of view there are always strong requirements to find a solution that can help reduce costs along with efficiency improvements and help make processes and procedures to be effectively more fluid across the board.

· Cloud adaptation – In our current climate within the industry, there are increasing demands for moving services to cloud compute due to a number of advantages, some being higher resiliency, lower costs with regards to overheads etc. Whilst this is the case, in certain scenarios, organisations have requirements where some services have to remain on-premises due to them being legacy services that are not cloud ready or for regulatory purposes. 

· Security and Governance – A number of sectors require rigorous measures in terms of security and governance, especially any services hosted by the government, health and even the financial sector. Ensuring that these measures are maintained and consistent in adherence to regulations can be really challenging, even so with hybrid server environments.

· Digital Transformation – These policies are starting to be highly adopted across a vast majority of industries. An important part of this transformation policy or strategy is that organisations need to start looking at moving their on-premise environments to cloud, alongside this effective integration measures put into place to allow both realms of the infrastructure to communicate and be managed between one another.
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· Improved Operational Efficiency – By allowing management to be carried out centrally gives organisations the capabilities to reduce costs and complexity supporting those systems in a hybrid manner.

· Hardened Security and Compliance – When using hybrid server management solutions, this gives system admins the ability to apply compliance rules and security policies at a consistent standard across all environments no matter if it’s on cloud or on-premise.

· Centralised management – By going down the hybrid server route with Azure Arc, it helps allow organisations to manage both cloud facing and on-premise servers on one pane of glass at ease.

· Flexibility and Scalability – Hybrid computing provides organisations with the tools to scale up their environment at ease if and where needed no matter what side of the environment they are located.
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Project management methodologies and development can be routed back to around the early 20th century. This was around the same era where the Gantt chart project roadmap method was developed by Henry Gantt along with the Critical Path Method (CPM) being developed in the 1950s [2].  With more modern solutions back then being introduced to help streamline and improve project management practices, this instance in history was known to have drastically improved the underlaying foundations of project management as a whole. Further developments started to then be introduced around the 60s and even 70s, where a new set of methodology were upcoming, these include agile and waterfall [3]. 
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Systems and Techniques Used
There are such a diverse amount of project management types being used in the world today, that require different methodologies to allow them to be fulfilled successfully and effectively.

Agile – This method is mainly found in Software development where it primarily focuses on iterative development, flexibility and customer collaboration to receive results. Gathering data from this method can be aggregated using feedback forms, standups or seminars [4].
Kanban – Can be used for continuous delivery and process improvements that can be found in forms of visual boards that can help with managing any work in progress [5]. 
Lean – Mainly found within any manufacturing industry, this project management method looks at improving efficiency by removing any waste processes in between. By using this method, it tends to provide more added value to the outcome [6].
Waterfall – This can be found as a more linear sequential flow [7], that has been on the scene for many years. It basically requires each project management stage to be successfully fulfilled before moving on to the next task. The benefits with this are that you can guarantee that the previous stage has been successfully applied before continuing, but the limitations with this are that it could cause the project to be delayed if any problematic scenarios are encountered. 
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The projects aim is to implement hybrid computing management through Azure Arc to allow me to manage and govern Edge servers, on-premise hardware and cloud, along with other environments that are hosted through a different organization environment that can be accessed via a single control plane. The overarching objectives in delivering this project are to find a suitable way to get the on-premises and cloud infrastructure both accessible through one pane of glass using the Azure Arc console that will help improve organization efficiency, along with delivering enhanced security, compliance and improving efficiency from an operational level and to finally ensure that management for the hardware and software are in a consistent manner.
The success of the project can be decided depending on how well the initial implementation has progressed with regards to getting the foundations up and running by onboarding all the server estate over to Arc management effectively and ensuring thorough compliance and security reporting and forecasts proving efficiency gains are in place to gather telemetry on if the system is making a wider difference as a whole. In order for this to be achieved I need to ensure that a subset of servers is successfully onboarded on Arc, along with Azure monitor features being turned on to collect performance metrics and logs along with basic security and compliance policies being applied as part of the Minimum viable project (MVP). In addition, comprehensive tests will be carried out during this phase to gather further feedback from the system admin team within IT, through the use of feedback forms to see if they are able to reflect on its satisfaction and if scalability and reliability has been achieved where it will allow me to then validate if the implementation setup was success. 
Day to day operational management will be centralized within an additional component within the cloud suite called Azure Monitor. This allows me to track performance health metrics of resources, where autonomous tasks to help remediate any issues detected can be leveraged using Azure Automation and Azure Logic Apps to create the workflows. With regards to any application deployments, these will all be handled through the use of GitOps that is essentially one single collaboration repository hosting application and infrastructure management configurations. Using GitOps in in partnership with Azure Arc, I will be able to deploy a subset of configuration and applications as a baseline across the board to provide consistency throughout. In addition to this all-performance metrics will be aggregated using Azure Application Insights and Azure Monitor where needed. This will provide flexibility in future in creating advanced alerting to our infrastructure team of any server-based issues.
During the course of the project, data collection and analysis will be collated using security data, logs and performance metrics that are all provided for managed servers within Azure Monitor that used Azure Log Analytics to store all the raw data of each server node dependent on what metrics are required to be probed. Within these Monitoring solutions not only am I able to monitor live time-series based data, but I will be able to trigger anomaly detection, trend/pattern analysis where I can then look at building remediation scripts and look to create further improvements based on where the data takes me from there.
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When looking to implement my project, I am looking roughly at a 10-week rollout, that gives adequate timescales to allow me to carefully plan, test and fully implement the solution within the organization. There could be instances where some tasks may overlap others due to them being not so straight forward as anticipated, so this may result in the project timescales to potentially increase in certain areas. If this is the case, further time can be allocated during one of the weeks where tasks have been completed earlier than expected. As a guideline I have set out my project plan as follows:
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Phase 1: Planning
Week 1
· Assess the scope of the project and set goals.
· Look to bring in any stakeholders into the project team where required.
· Assess the stature of the infrastructure by carrying out a full assessment.
· Gather all requirements along with specifying criterion for projects success.

Week 2
· Look at what resources are required to help deliver the project
· Put together a project plan detailing how the work is going be delivered in a comprehensive manner encompassing the information gathered from week 1.
· Build pilot environment for extensive testing for onboarded servers.
· Collate a list of servers that will be targeted as part of pilot testing.
· Plan/schedule training or development time in relation to Azure Arc technology.
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Week 3
· Configure the initial compliance and connected machine-based policies
· Roll out the Arc connected machine agent to servers that are part of the pilot list.
· Thoroughly test server management functionality from console to ensure that pilot servers are operating effectively through Arc management.
· Log any issues encountered whilst testing into a raid log where they will be remediated.

Week 4
· Gather feedback from the infrastructure team on how they are finding managing the pilot servers.
· Carry out further evaluations by aggregating security and performance metrics.
· Look to map out implementation to the production environment.
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Week 5
· Raise a high-change control for authorization from senior management within my organization detailing the plan of implementing to all production servers, along with information on how to roll out if there any issues are encountered.
· Schedule recurring meetings with stakeholders and the infrastructure team to discuss projects progression and future improvements
· Deploy the Arc connected machine agent to production server environment.
· Gather telemetry on the deployment’s progression from both the device management solution rolling the agent out and the Arc console. Carry out any remediations where required.

Week 6
· Continue to monitor implementation progression.
· Verify that the connected machine agent has successfully installed on all servers and they are actively communicating with the Arc console.

Week 7
· Carry out further testing to ensure nothing else has been missed in terms of configuration and apply additional policies in place to ensure compliance and functionality is met.
· Consult with Cyber Security team to verify if any additional compliance policies are required to all Arc enrolled servers and that staff are able to access the server estate only via internal connections limiting access from the outside world that is dictated by using Conditional Access policies from our Azure tenant.

Week 8
· Update any documentation and guidance on the technologies use and update the project task lists reflecting what has been achieved so far and what remains.
· Consideration in providing further training to key users if required.
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Week 9
· Carry out a thorough review of Arc estates overall posture.
· Review areas that potentially require further improvements.
· Implement improvements and performance enhancements where required.
Week 10
· Move all daily management and monitoring for servers over from VMWare to Arc as the central operations center.
· Look at the development roadmap from Microsoft and remain aware of any upcoming features that can be leveraged.
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When it comes to considering the plan for project delivery, one major factor that needs to be given a serious thought, is not only the resources required, but if the budget allocated is adequate enough to see the project through to completion. With regards to this project, the following factors will need to be considered to allow a successful server onboarding to Azure Arc. 
As a start point, I need to guarantee that the network infrastructure and backbone of the organization is adequate enough to handle the bandwidth from both when the onboarding process commences and when the servers are actively communicating with the Azure Arc services on a daily basis. In addition, I need to be sure that we have qualifying server infrastructure available to onboard, this can either be on-premises, edge or cloud. Having server infrastructure available is an absolute from a pre-requisite point of view, because without any server hardware available to onboard over to Arc management, the project won’t be achievable.
Another element that needs to be taken into considering is if there are any licensing requirements and costs. Azure Arc is available out of the box as part of the Azure ID P1 subscription, but additional consumption costs will occur, due to storage clusters being required to host the log analytics and Azure performance monitor metrics as part of the operational purposes. These are charged on a pay-as-you go basis, so your only charged for the storage space used through these workspaces through that month or year. Also, for future sakes I need to consider costings for ongoing support, scaling and maintenance along with how much it will cost to host a dedicated cloud computer to allow me to leverage further capabilities from Arc, such as Kubernetes, that is effectively a containerization solution to host multiple servers off one box.
Most projects that involve implementing any type of technology these days requires rigorous security measures to be implemented. With Arc, hardened security measures will be put in place as part of this project to allow secure access to the management and monitoring features, along with further measures implemented to help protect any sensitive data hosted from being accessed. Only authorized accounts with the appropriate role-based access permissions can access what they should. Data protection regulations have to be adhered to in this instance, so that’s a critical factor to ensure is fulfilled as part of the works.
Professionals in the field will be required to not only ensure successful delivery of the project, but to support ongoing daily operations when the system is fully active, as the infrastructure team who primarily support the server estate will need to access Arc to carry out the maintenance, upgrades or optimizations and monitoring of the server estate from there and the Arc solution as a whole, along with gaining a solid understanding on how to onboard any new servers onto the solution in future and how the decommissioning process entails when servers are removed from the environment due to no longer being needed. Along side this we need to ensure that ongoing training and development opportunities are available for staff, so they can remain abreast of the technology and are readily equipped if any further developments emerge within the cloud technology, that will help unlock further capabilities within Azure Arc.
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From this aspect, implementing Azure Arc provides the ability to drastically strengthen operations between on-premise, edge and other cloud environments centrally, with this in mind, it can help improve on cost efficiency within the organisation due requiring less overheads as there are capabilities for the servers to be migrated to Microsoft’s regional datacenters that will cover a bulk of the upkeep charges, in turn this could result in organisation’s having less hardware to upkeep within their datacenters that could help make drastic savings in the long run, as air conditioning, power consumption and third party support wont cost as much as it did when remaining on-premise only, so there is also additional value when it comes to scalability and flexibility on element.
As with everything that has to be considered within project delivery, unfortunately there are limitations that highly need to be taken into consideration. Ensuring security policies across environments with a range of server platforms and hardware can sometimes be challenging and when it comes to implementing the solution, specialist skills may be required as the initial integration phase can become quite challenging to start. In addition to the integration phase, costs may become high not only during the early stages, but during the daily upkeep of those environments.
When it comes to further research techniques, exploring additional security hardening features should help advance robustness of the environment as a whole or even adopting further optimization techniques that will assist with improving integration processes that will help alleviate any complexity.
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As a conclusion to this report, I feel I have gained extensive knowledge in how to put together a detailed project plan that will help me with the success of its delivery, due to through research being put into place to determine what’s within scope, what is required, exploring the aims and objectives along with future potential prospects. With that being said I feel that going down the Azure Arc implementation route as part of my final year project will be an exciting piece of work, as the solution is definitely something the seniors within the organisation I work for are eager to get put into place due to its many advantages over the way our current server management and monitoring solutions currently operate. Not only that, but there is so much further potential that can be leveraged through Azure Arc, as Microsoft are most heavily investing a lot of resources into introducing further innovation through these services so once our environment is onboarded onto there the opportunities are limitless.
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