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[bookmark: _Toc224666716]Introduction
The rapid development of digital technologies has had a strong impact on everyday life, especially through the increasing use of Internet of Things (IoT) devices in homes. Many households now use smart TVs, security cameras, voice assistants and other connected devices, which improve convenience and make daily tasks easier.
However, despite these advantages, IoT devices also introduce new security risks. Many of these devices are not designed with strong security features, which can make them vulnerable to cyber attacks. For example, previous research has shown that insecure IoT devices have been used in large-scale attacks such as the Mirai botnet [1].
Another important issue is user awareness. Many users are not fully aware of how to properly secure their devices and may ignore basic security practices such as changing default passwords or updating software [2]. This means that security problems are not only technical but also related to user behaviour.
This project focuses on investigating common security vulnerabilities in home IoT networks and understanding how users interact with these technologies. The aim is to identify key issues and suggest simple ways to improve home network security. The project also shows how innovation can create both benefits and risks in modern digital environments.
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[bookmark: _Toc224666719]Project Scope and Proposed Solution
The main focus of this project is to investigate common security vulnerabilities in home Internet of Things (IoT) networks and to understand how users manage the security of their devices. As smart home technology becomes more popular, more devices such as smart TVs, cameras and voice assistants are connected to home networks. While these devices make everyday life easier, they can also create new security risks.
Many IoT devices are known to have weak security features, including default passwords, poor encryption or lack of regular updates. This makes them easier to exploit by attackers [1]. In some cases, compromised devices can be used in large cyber attacks or allow unauthorised access to home networks.
To address this issue, the project focuses on both technical and behavioural aspect of security. Instead of only analysing device vulnerabilities, it also looks at how users interact with their devices and what common mistakes are made. Based on this, the project aims to suggest simple and practical ways to improve home network security, such as better password management and regular updates.
[bookmark: _Toc224666720]Technologies and Resources
This project is mainly based on secondary research using academic and industry sources. Databases such as Google Scholar and IEEE Xplore will be used to find relevant information about IoT security, common vulnerabilities and user behaviour.
No primary data was collected for this project due to time constraints. Instead, the analysis relies on existing research and cybersecurity reports. For example, guidelines provided by organisations such as ENISA offer practical recommendations for securing IoT devices and home networks [3].
Microsoft Word and Microsoft Excel will be used to create basic charts, tables and diagrams. These tools are accessible and sufficient for presenting information clearly without requiring advanced software. They will also be used to support the visual part of the project, such as a Gantt chart and simple network diagrams.
[bookmark: _Toc224666721]Project Timelines and Schedule
The project follows a structured timeline divided into several key stages. The first stage involves conducting a literature review in order to understand existing research related to IoT security vulnerabilities and user behaviour. This helps to build a strong foundation for the project.
The next stage focuses on planning and organising the research. This includes defining the project scope, identifying key issues and deciding on the overall approach. Since the project is based on secondary research, this stage mainly involves selecting and reviewing relevant sources.
After this, the main analysis stage takes place. During this phase, information from academic papers and industry reports is analysed in order to identify common patterns, risks and security issues in IoT environments.
The final stage involves summarising the findings and developing recommendations. These recommendations focus on improving user awareness and suggesting simple actions that can reduce security risks in home networks. A Gantt chart has been created to present the project timeline and key stages, as shown in Figure 1.

Figure 1: Project Gantt Chart
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There are several limitations that may affect this project. One of the main constraints is time, as the project is completed within a limited academic schedule. This restricts the depth of analysis and the amount of research that can be carried out.
Another limitation is the lack of primary data. Since no survey or direct data collection was conducted, the project relies entirely on existing sources. While this still provides useful insights, it means that the findings are based on general research rather than specific user data.
In addition, the technical scope of the project is limited. The project does not include advanced testing of IoT devices or real network analysis. Instead, it focuses on identifying known issues through literature and understanding general patterns in user behaviour.
Despite these limitations, the project still provides valuable insight into common security risks and highlights the importance of improving awareness in IoT environments.

[bookmark: _Toc224666723]Development Method
To organise the project effectively, a simple Agile-based approach is used. Agile methods focus on working in stages, allowing flexibility and gradual improvement throughout the project.
The project is divided into several phases, including research, planning, analysis and final evaluation. Each stage builds on the previous one, allowing adjustments to be made if needed. For example, during the literature review, new topics or important issues may be identified, which can then be included in the analysis.
This approach works well for this type of project because it is flexible and supports continuous learning. Since cybersecurity is a constantly evolving field, the ability to adopt and update the project focus is important.

[bookmark: _Toc224666724]Q2. Project Design
Two main design elements are included in this project to support both the technical and research aspects.
The first is a home network diagram, which shows how different IoT devices are connected within a typical household. This includes devices such as smart TVs, cameras and voice assistants connected to a central router. The diagram highlights possible points where security weaknesses may occur, such as unsecured devices or weak passwords.
The second design element is a research flowchart, which presents the overall structure of the project. It shows the key stages, starting from literature review, through analysis and ending with conclusions and recommendations. This helps to clearly explain how the project was developed step by step.
Both of these elements help make the project easier to understand and support the explanation of key ideas.
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	Figure 2: Home IoT Network Diagram









The network diagram shown in Figure 2 illustrates a typical home IoT environment, where multiple smart devices are connected to a central router and the internet. The diagram highlights potential security risks, such as weak passwords, default configurations and lack of updates, which may expose the network to cyber threats.
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	Figure 3: Research Process Flowchart
The flowchart shown in Figure 3 presents the main stages of the research process used in this project. It outlines the progression from literature review to the identification of IoT security issues, followed by analysis and the development of recommendations. This helps to clearly illustrate the logical structure of the project.
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[bookmark: _Toc224666727]PEST Analysis
A PEST analysis can be used to examine the external factors that may influence a technology company such as Amazon, particularly in relation to its smart home products like Alexa and Ring devices.
From a political perspective, governments are increasingly introducing regulations related to data protection and cybersecurity. Laws such as the General Data Protection Regulation (GDPR) require companies to protect user data and ensure transparency in how information is collected and used [3]. This creates additional responsibilities for organisations but also helps to increase user trust.
Economic factors also influence the development of IoT technologies. The demand for smart home devices continues to grow as more consumers are interested in convenience and automation. However, economic instability or rising costs of living may reduce spending on non-essential technologies, which could impact the market.
Social factors are particularly important in the context of IoT devices. While users value convenience and connectivity, there is increasing concern about privacy and data security. Many users are becoming more aware of cybersecurity risks, which may influence their willingness to adopt smart technologies [2].
Technological factors play a key role in the IoT industry. Rapid innovation allows companies to improve device functionality and introduce new features. However, it also increases the risk of vulnerabilities if security is not properly implemented. Smart and connected products continue to transform how value is created and delivered in modern industries [4]. The key factors identified in the PEST analysis are summarised in Table 1.
	Political
	Economic

	GDPR regulations and data protection laws increase responsibility for companies [3]
	Growing demand for smart home devices but economic instability may reduce spending

	Social
	Technological

	Increasing concerns about privacy and user awareness of cybersecurity risks [2]
	Rapid development of IoT technologies but higher risk of vulnerabilities [4]


Table 1: PEST Analysis of Amazon Smart Home Ecosystem
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A SWOT analysis helps to evaluate the strengths, weaknesses, opportunities and threats related to Amazon’s smart home ecosystem.
One of the main strengths of Amazon is its strong market position and well-developed ecosystem of connected devices. Products such as Alexa are widely used and can be integrated with a range of other services, creating a competitive advantage.
However, a key weakness is the ongoing concern regarding data privacy and security. Issues related to data collection and potential vulnerabilities may reduce user trust and affect the company’s reputation.
There are also significant opportunities for growth. The smart home market continues to expand and the increasing use of IoT devices creates potential for innovation and new product development [5].
At the same time, there are threats related to cybersecurity risks and strong competition from other technology companies such as Google and Apple. In addition, any major security breach could have serious consequences for both users and the organisation.
The main elements of the SWOT analysis are presented in Table 2.
	Strengths
	Weaknesses

	Strong ecosystem and market position (Alexa, Ring)
	Privacy and security concerns affecting user trust

	Opportunities
	Threats

	Growing smart home market and innovation potential [5]
	Cybersecurity risks and strong competition (Google, Apple)


Table 2: SWOT Analysis of Amazon Smart Home Ecosystem
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Legal and Ethical considerations are very important in the context of IoT devices and smart home technologies. Companies must comply with data protection regulations such as GDPR, which require secure handling of personal data and transparency in how data is used [3].
From an ethical perspective, organisations have a responsibility to ensure that their products are safe and secure for users. This includes providing regular updates, protecting user data and reducing the risk of cyber attacks. Failure to do so may lead to serious consequences including loss of trust and legal penalties.
Another important ethical issue is user privacy. Companies must clearly inform users about what data is being collected and how it is used. This is especially important in smart home environments, where devices may continuously collect personal information.

[bookmark: _Toc224666730]Q2. Development and Implementation in a Large Organisation
If this project was implemented within a large organisation such as Amazon, a structured and scalable approach would be required to ensure effective development, deployment and maintenance.
During the development stage, the project would involve collaboration between multiple teams, including cybersecurity specialists, software developers and network engineers. The focus would be on identifying vulnerabilities in IoT devices and developing secure solutions to reduce potential risks. Agile methods could be used to allow continuous improvement and adaptation throughout the development process [4].
In the deployment stage, the solution would need to be integrated into existing smart home systems. This could involve updating device software, improving security settings and ensuring compatibility with different devices within the IoT ecosystem. Large organisations would also need to test the solution carefully before full deployment in order to minimise risks and ensure reliability.
Maintenance is an important part of the project lifecycle. In a large organisation, continuous monitoring of devices and networks would be required to detect new vulnerabilities and respond to potential threats. Regular software updates and security patches would be necessary to maintain system security over time. Continuous monitoring and regular updates are essential to maintain security in IoT systems [3].
Finally, the project would need to evolve as technology and user behaviour change. This could involve improving security features, adapting to new types of cyber threats and responding to user feedback. In addition, organisations may use data analysis to better understand user behaviour and improve future security solutions.
Overall, implementing this project in a large organisation would require a combination of technical expertise, continuous monitoring and a strong focus on user security. This approach would help to reduce risks and improve the overall safety of smart home environments.

[bookmark: _Toc224666731]Task 3 – Project Reflection
This project has helped to develop both technical and research skills related to cybersecurity and networking. It improved understanding of how IoT devices work within home networks and how common vulnerabilities such as weak passwords or lack of updates can create security risks.
The project also supported the development of analytical skills. By reviewing academic and industry sources, it was possible to identify key issues and understand different perspectives related to IoT security. This is important because cybersecurity is influenced by both technical factors and user behaviour.
The project can have a positive impact on society, as more people are using smart home devices in everyday life. Many users are not fully aware of security risks, which can lead to unsafe networks [2]. By raising awareness and suggesting simple improvements, this project may help reduce the risk of cyber attacks and improve overall digital safety. However, there are some challenges. One limitation is that the project is based only on secondary research, which may not fully reflect real user behaviour. In addition, technology is constantly evolving, meaning new security risks may appear over time.
To reduce these issues, future work could include collecting primary data, such as surveys to better understand user behaviour. It is also important to keep the research updated and provide simple recommendations that users can easily apply.
Overall, this project has highlighted the importance of cybersecurity in modern IoT environments and the need for better awareness among users.
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This report has explored the topic of IoT security within home networks, focusing on both technical vulnerabilities and user awareness. The project demonstrated how the increasing use of smart devices creates both opportunities and risks in modern digital environments.
Through the application of project management techniques, the report outlined a structured approach to analysing IoT security issues. The use of tools such as a Gantt chart and design diagrams helped to present the project in a clear and organised way.
In addition, the analysis of external factors and organisational implementation highlighted the importance of cybersecurity in large technology companies. The findings suggest that improving user awareness and applying basic security practices can significantly reduce potential risks.
Overall, the project emphasises the importance of balancing innovation with security, ensuring that the benefits of smart technologies can be achieved without compromising user safety.
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