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1.Abstract 

This report offers a discussion on the information security governance needs of NatureGarden (NG). The international organisation is facing increased cybersecurity risks due to its extreme dependence on cloud services, wireless networking, and a Bring Your Own Device (BYOD) policy. Since emerging digital threats are more centralised and complex, organizations need a strong governance framework, effective policies, and robust compliance strategies to protect their digital assets and meet their regulatory requirements. This report reviews several key security frameworks, including ISO/IEC 27000, ISO/IEC 27014, ITIL, NIST Cybersecurity Framework, and COBIT, to assess their feasibility in the context of NG. It also presents a security roadmap that aligns with these frameworks, addressing the special issues faced by NG, such as data protection, risk management, and employee use of their devices. The literature review examines these models in the context of an organisation's security needs, as well as their strengths and weaknesses. The report guides the establishment of a comprehensive governance framework and the implementation of revised policies to enhance the security status of NG, based on the findings. The research finds that a policy-based approach to risk management and employee education, with identified frameworks, is crucial in ensuring the long-term security of NG's information assets and the overall resilience of its operations.
[bookmark: _Toc201568430]2. Introduction 
The increased use of the internet worldwide has expanded the attack surface of cyber threats. It is projected that over 30 billion Internet of Things (IoT) devices will be connected by 2025. The threats to data and infrastructure also grow as organizations digitalise their processes (Ali et al., 2020). In today's world, cyberattacks are not only committed by individuals but also by organised criminal groups and nation-state actors. Markets that rely on cloud computing, mobile access and social media are under increasing pressure to treat security as a strategic, consistent effort.
NatureGarden (NG) is an international health product company relying on cloud services and wireless networks to enable personnel and clients. The network is approximately 95 percent wireless and employees and clients access its resources on personally owned devices. The company is also handling sensitive customer data and driving innovation. Nonetheless, NG also lacks an official security plan or system, making it highly vulnerable to data incidents and compliance violations.
This report aims to review the current state of NG, analyse applicable frameworks and standards, and provide recommendations on how to enhance information security governance and compliance. The report will be organised in four parts, including a literature review of the key frameworks, a proposed approach to security, a discussion of policy updates and compliance, and a conclusion with the key recommendations. This report aims to identify a feasible, sustainable, and compliant security solution that meets the organisational requirements of NG by analysing popular governance models and aligning them with the business and technology environment.
[bookmark: _Toc201568431]3. Literature Review of Information Security Frameworks and Models 
Given the growing number of data breaches, there is an increasing need to implement robust security structures. In 2023 alone, more than 5 billion records were compromised (Salako et al., 2024). Frameworks provide principles and models that organizations use to operate and safeguard their information systems. Major models in this section include ISO/IEC 27000, ISO/IEC 27014, ITIL, NIST, COBIT, and GRC, and how they apply to NatureGarden (NG).
[bookmark: _Toc201568432]3.1 ISO/IEC 27000 Series
The standards of the ISO/IEC 27000 family cover information security management. Included are the ISO/IEC 27001 standard for security management systems and the ISO/IEC 27002 standard for controls. This is a risk-based framework that safeguards the confidentiality, integrity, and availability of information. ISO 27001-certified organizations exhibit a 40% decrease in data breach rates and an enhanced level of trust among stakeholders (Folorunso et al., 2024). To NG, ISO 27001 may provide a systematic approach to identifying risks and implementing controls, as well as ongoing monitoring and management.
[bookmark: _Toc201568433]3.2 ISO/IEC 27014: Governance of Information Security
ISO/IEC 27014 adds governance to the ISO 27000 family of standards. It helps organizations align security with business goals. The standard proposes six principles: a risk-based approach, performance review, investment direction, internal and external conformance, security culture, and organizational-wide adoption (Calder and Watkins, 2024). NG's lack of internal policy or alignment makes ISO 27014 particularly suitable. Its focus on board-level responsibility ensures that information security becomes part of NG's strategic direction.
[bookmark: _Toc201568434]3.3 ITIL (Information Technology Infrastructure Library)
ITIL focuses on IT service management, including service delivery, risk handling, and incident response. Though ITIL is broader than security, its principles help maintain service continuity, which is essential in NG's wireless and cloud-heavy environment. By integrating ITIL's change management and service continuity processes, NG can better handle disruptions from security events (Maleh et al., 2021).
[bookmark: _Toc201568435]3.4 NIST Cybersecurity Framework
The National Institute of Standards and Technology (NIST) developed a cybersecurity framework based on five core functions: Identify, Protect, Detect, Respond, and Recover. NIST is widely adopted in both public and private sectors, especially in the U.S., and helps tailor controls based on organization-specific risks. NG can use NIST to assess its current posture and prioritize actions. Its practical and scalable approach suits NG's diverse and mobile environment (Zografopoulos et al., 2021).
[bookmark: _Toc201568436]3.5 COBIT and GRC Approach
COBIT (Control Objectives for Information and Related Technologies) is a governance and management framework for enterprise IT. It includes performance goals, metrics, and maturity models. COBIT 2019 emphasizes value creation, risk optimization, and compliance, aligning IT efforts with business objectives (Chhetri, 2022). For NG, COBIT can be utilized to enhance governance structures and define responsibilities across departments. 
The GRC (Governance, Risk, and Compliance) approach integrates security planning with business management to ensure effective risk management and compliance. It helps ensure that risks are identified, resources are appropriately managed, and compliance with laws is maintained (Sikdar, 2021). GRC also promotes accountability, a significant issue for NG since no team currently owns security responsibilities.
[bookmark: _Toc201568327]Table 1: Comparative Summary
	Framework
	Focus
	Strength for NG

	ISO/IEC 27001
	Risk-based controls
	Systematic management of risks and policies

	ISO/IEC 27014
	Governance principles
	Board involvement and strategic alignment

	ITIL
	Service management
	Continuity and recovery from incidents

	NIST CSF
	Cybersecurity lifecycle
	Flexibility and prioritization of risks

	COBIT
	Governance and audit
	Aligns IT and security with business goals

	GRC
	Integration model
	Organizational-wide accountability and control



[bookmark: _Toc201568320]Figure 1: Comparative strength of selected information security frameworks based on suitability for NG's needs.
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This bar chart visually compares the relative strength or suitability of major security frameworks—ISO 27001, ISO 27014, ITIL, NIST CSF, COBIT, and GRC—based on their relevance and benefits for NatureGarden (NG). Each framework has unique strengths. ISO standards focus on system-level management, NIST provides an operational blueprint, ITIL enhances service readiness, COBIT ensures governance, and GRC creates integration across departments. 

[bookmark: _Toc201568437]Relevance to NG
Given NG's global reach and regulatory exposure, ISO/IEC 27001 and 27014 can provide a structured and certifiable model. COBIT and GRC can help NG define accountability and align IT efforts with broader business goals. NIST's functions can guide tactical improvements, while ITIL helps structure service-level protections. Combining these frameworks can support a holistic transformation of NG's information security program. Organizations that adopt hybrid frameworks, such as combining ISO 27001 with NIST or GRC, have shown up to a 30% improvement in audit performance and risk mitigation (Salihu and Dervishi, 2024). NG can adopt a similar approach, tailored to its infrastructure and compliance needs.
[bookmark: _Toc201568438]4. Proposed Security Strategy for NatureGarden (NG)
NatureGarden (NG) requires a detailed information security plan that integrates governance and policy with the company's business goals. The part describes the following two-part plan: (1) a governance structure involving transparent roles and strategic alignment, and (2) security policies and controls that are relevant to the environment of the company. The strategy aligns with the best practices outlined in ISO standards, IT governance principles, and recent scholarly studies.
[image: ]
[bookmark: _Toc201568439]         Figure 2: Proposed Information Security Strategy for NatureGarden (NG)

4.1 Governance and Strategic Planning
A successful governance model starts with assigning the right roles. The Chief Information Officer (CIO) leads IT operations and reports to the board. The Chief Information Security Officer (CISO) focuses on protecting data and ensuring that the security strategy supports business goals. The board sets direction and provides oversight. Department leads are responsible for applying security policies in their teams. Each role must have defined tasks and accountability. This structure allows the company to track security efforts and evaluate performance. NG should follow a top-down planning approach. In this model, security goals are first linked to the company's overall strategy. From there, the objectives are passed to IT and security teams who turn them into actions.  The security strategy should also reflect NG's mission, vision, and values. The mission explains why NG exists and what it does. The vision describes its long-term goals. Values guide decisions and behavior. Aligning security practices with these three elements improves staff understanding and support. A company that values trust and transparency, for example, must prioritize privacy and responsible data handling. Studies show that when organizations link security planning to values, employee policy compliance improves by 25% (Dhillon et al., 2020). Governance frameworks, such as COBIT and GRC, help structure this process. Chhetri (2022) highlights how GRC integration leads to better decision-making and fewer compliance issues.
	Role
	Responsibility

	Board of Directors
	Provides strategic direction and oversight of InfoSec governance

	CIO (Chief Information Officer)
	Oversees IT operations and aligns IT strategy with business goals

	CISO (Chief Information Security Officer)
	Develops and implements InfoSec strategy; ensures policy compliance

	Departmental Leads
	Enforce security policies within teams; report incidents to CISO

	Employees
	Follow policies, report suspicious activity, and complete security training


                 Table 2: Key Governance Roles at NatureGarden (NG)

[bookmark: _Toc201568440]4.2 Designing Security Policies and Controls
Security policies must match NG's structure and risks. A layered policy model is recommended. This includes enterprise-wide policies (EWP), issue-specific policies (ISP), and system-specific policies (SSP). Together, they create a clear and flexible framework. The EISP sets the general direction. It outlines who is responsible for security and what the company expects from employees. For example, it may state that all staff must complete basic security training. The ISSP covers topics like internet use, mobile devices, and social media. NG needs a firm BYOD policy, as many staff use personal devices. According to Goh and Teoh (2021), weak BYOD governance is linked to poor compliance and increased data leaks. The SysSP provides detailed steps for managing individual systems. This includes access rules, data encryption standards, and backup schedules. Access control is a core part of policy design. It should limit users based on job roles. This can prevent internal data misuse. Encryption should be used for data storage and transfer, mainly for client records and intellectual property. As NG uses cloud services, cloud-specific controls must be included. Salako et al. (2024) note that poor cloud governance is a top cause of data breaches in global firms. Policies should be easy to understand and apply. Lawo and Stevens (2024) developed a scale that shows many policies fail because they are hard to follow. NG should test its policies for clarity before fully implementing them. A short training program can help staff understand their roles. Khando et al. (2021) argue that security awareness programs enhance compliance, particularly when policies are linked to real-world risks. Together, governance planning and well-structured policies will help NG mitigate risks and achieve its security objectives. By applying this model, NG can move from reactive to proactive security management. This shift is necessary in today's digital environment, where companies must be ready to adapt quickly to threats and regulations (Folorunso et al., 2024).
	Policy Type
	Description
	Example

	Enterprise-wide Policy
	Sets the overall direction and expectations for InfoSec
	All staff must complete annual security training

	Issue-specific Policy
	Focuses on specific areas like the internet, BYOD, and email usage
	Use of personal devices must follow MDM rules

	System-specific Policy
	Details of technical controls and configurations for systems and devices
	Database access requires 2FA and audit logs


              Table 3: Structure of NG’s Information Security Policy Framework
[bookmark: _Toc201568441]5. Addressing Key Information Security Concerns at NG
NatureGarden (NG) faces growing challenges in managing data and system security. With its global presence, wireless network usage, and BYOD environment, NG must address risks tied to compliance, operations, and data protection. This section highlights the company's primary concerns and presents actions that align with best practices.
[bookmark: _Toc201568442]5.1 BYOD (Bring Your Own Device) Challenges and Compliance
The ability of employees and customers to use personal systems to access systems may provide greater flexibility and cost reduction. This, however, brings about security concerns. The first issue relates to the use of personal devices. These devices may not be well-equipped with antivirus software, secure settings, or updates. In a legal and ethical perspective, organizations have the duty to segregate individual and business information. In the event of lost or stolen devices, both company and personal data are at risk. It is also possible that employees can install unauthorised apps or other tools that might create a leakage of sensitive information. Access to intellectual property or customer details should be possible in the case of NG. Local data protection laws, such as GDPR, oblige firms to ensure the safe processing of personal data. This can be punishable by law. For example, the GDPR can also impose a fine of up to 20 million euros or 4% of the corporation's annual turnover. Since NG is an international operation, it must comply with various laws based on the customer's location. According to Goh and Teoh (2021), Bring Your Own Device (BYOD) guidelines are less likely to be followed by users when there is poor governance and unclear policies. To address this issue, NG must be clear about BYOD usage. It must feature device registration, encryption, routine updates, and remote capability to wipe the machines in case of necessity. Palanisamy et al. (2022) estimate that compliance rates increase by as much 30 percent when the firm uses a Mobile Device Management (MDM) software.
[bookmark: _Toc201568443]5.2 Risk Management and Contingency Planning
Security governance includes risk management as one of its components. It entails risk detection, identification, evaluation of effects and deciding on a response. A basic model can be implemented by NG, which is the identification of risks, the assessment of likelihood and impact, the selection of control measures, and the review of results. As an example, NG may detect data theft via BYOD, server failure, or phishing. The risks are ranked by their probability of occurrence and the harm they are likely to cause. The risks can be mitigated through controls such as firewalls, two-factor authentication, and employee training. Also, contingency planning is necessary. It enables the business to operate effectively during and after a crisis. This involves the business continuity plan (BCP) and disaster recovery plan (DRP). The BCP helps the company maintain its activities in the event of interruptions, such as cyberattacks. DRP addresses the recovery of data and the rehabilitation of systems following events. According to Salihu and Dervishi (2024), ISPa-certified organizations overcome 40 percent quicker because their planning exercises are robust. NG needs to base their planning on ISO 27001. This involves maintaining timely backups, conducting regular recovery tests, and developing communication plans in the event of an incident.
[image: ]
                              Figure 3: Risk Impact vs. Likelihood for NG

Three significant risks to NatureGarden (NG) are presented in this scatter plot:
· BYOD Data Theft 
· Server Failure
· Phishing Attack
Each point is the likelihood (x-axis) and the impact (y-axis) of the risk stakes. BYOD-related data theft presents a high probability and, therefore, a high consequence, which should be mitigated.
[bookmark: _Toc201568444]5.3 Security Management Practices
Security management entails actions that are taken to safeguard systems. A significant means is the Service Level Agreement (SLA). An SLA is a contract between the company and service providers (such as cloud vendors). It outlines expectations, including service uptimes, issue response times, and security controls. In the case of NG, service-level agreements (SLAs) with vendors specify the providers that must meet security requirements. It is essential because 95 percent of NG has a wireless and cloud-based network. A failure by a provider may impact the entire company. SLAs can also include backup and recovery plans, which support business continuity. Monitoring is another essential part of security management. NG should track login patterns, system access, and data transfers to ensure security and compliance. Automated tools can alert staff when strange activity is detected. Szczepaniuk et al. (2020) note that real-time monitoring can reduce the impact of a breach by up to 50%. User accountability is also essential. Each user should have a unique ID. Their actions should be logged to track responsibility. Hwang et al. (2021) explain that when users are aware they are being monitored, they are more likely to follow the rules. Finally, security management should include regular audits and updates to ensure ongoing security. Audits help find weak points. Updates keep systems safe from new threats. NG must follow a cycle of monitoring, auditing, and improving to manage ongoing risks.
[bookmark: _Toc201568446]7. Conclusion 
This report assessed NatureGarden's (NG) current cybersecurity environment and proposed a complete security governance strategy. The company's use of cloud services, wireless networks, and Bring Your Device (BYOD) policies makes it vulnerable to risks such as data loss, unauthorized access, and compliance failures. A review of recognized frameworks—ISO/IEC 27001, ISO/IEC 27014, COBIT, NIST, and ITIL—showed that combining their strengths helps build a robust, adaptable security system tailored to NG's needs (Calder and Watkins, 2024; Chhetri, 2022). The report recommended a governance structure with clear roles for the board, CIO, and CISO, along with a layered policy design that includes enterprise, issue-specific, and system-specific policies. Key focus areas include managing BYOD risks, improving policy compliance, and ensuring business continuity. Regular policy updates are necessary to stay current with emerging threats and evolving legal requirements (Ali et al., 2021; Saadat and Abbasi, 2021). Overall, strong security planning, backed by established frameworks, enhances data protection, minimizes downtime, and enables the company to meet regulatory standards. It also improves employee understanding and accountability (Folorunso et al., 2024). By applying the strategies discussed, NG can move toward a secure, well-governed IT environment that supports long-term business growth.
[bookmark: _Toc201568447]8. Assumptions 
The recommendations in this report are based on several assumptions. It is assumed that NG operates in multiple regions and is subject to international data protection laws such as GDPR. The organisation is assumed to have a robust IT infrastructure, including cloud services and wireless networking capabilities. It is also assumed that the company does not currently have a formal security governance model in place. The proposed roles of CIO and CISO are based on standard enterprise structures. Lastly, the report assumes that NG has the financial and human resources to implement a multi-layered governance and compliance strategy over time.
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