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So far, we discussed about Information security, the 
threats and attack vectors. In continuation to that, I 
hope you all have understood the hacking concepts 
and the reasons to stay ethical. Add more insight, we 
also discussed various security laws and standards. To 
conclude, we covered various “Risk” concepts like risk 
factors, cyber risk resilience in the process of 
enhancing security.
In continuation, we discussed Footprinting concepts 
focusing on different methodologies like Search 
Engines, Google Hacking Techniques etc. giving a 
walkthrough on Website Footprinting, Email 
Footprinting, Competitive Intelligence, Network 
Footprinting etc.

Previous sessions…
 Understanding Information Security, Risks 

involved, assessing, managing and monitoring 
Risks, Cyber risk resilience

 Purpose and role of Hackers, Penetration 
Testing, Various Laws and Standards

 Understanding Footprinting and 
Reconnaissance Concepts, Methodology. 

 Using various Tools, Taking Countermeasures



Continuing the earlier lecturers, we discussed on 
Network Scanning, different tools and methodologies 
used like Banner Grabbing and mitigation methods 
etc. following that enumeration concepts, its 
different tools and techniques were discussed.

During the tutorials, under isolated lab environment 
you might have practiced different Footprinting, 
scanning and enumerating methods using various 
tools.

Previous sessions…
Scanning and Enumeration
 Network Scanning, Tools and Techniques
 Banner Grabbing
 Scanning – Pen Testing
Enumeration 
 Concepts, Techniques
 Countermeasures

Lab/ Tutorials
 Coursework Description.
 Activity 1 Getting Ready
 Activity 2 Information Gathering 
 Activity 3 Scanning and Enumeration



During this week, with applied knowledge and 
understanding on Footprinting, Network Scanning, 
and Enumeration, we shall move forward focusing on 
assessing vulnerabilities within a network (either it is 
our target to attack or defend), different tools used to 
assess and techniques

During the tutorials, under isolated lab environment 
you will be using different tools to assess, manage 
and report vulnerabilities.

Understanding and Assessing Vulnerabilities
 What is Vulnerability? How is it classified?
 Assessing Vulnerabilities.
 Managing Vulnerabilities

Lab/ Tutorials
 Activity 4 – Vulnerability Assessment



Vulnerability 
• So far, we discussed different tools and techniques to look for 

information (Reconnaissance & Footprinting). 
• With the available information we tried to scan the target and 

identify potential attack vectors & vulnerabilities. 
• To identify attack vectors and vulnerabilities, we need to first know 

what is in the target’s network. So, we started identifying hosts, 
ports and services. (Network scanning)

• Using the identified hosts, ports and services, we tried to connect 
to the system to deliberately confirm more details. (Enumeration)

• Now What? By deliberately confirming details, we now have the 
privilege to find out/ identify the vulnerabilities. i.e: Look for any 
flaws in the design, configurations etc., in the Operating Systems, 
Installed Applications etc.,  that could help us to attack.



Vulnerability - Classification
o Vulnerabilities could be classified based on their SEVERITY and EXPLOIT Range.

 SEVERITY (Low, Medium, High) 

 EXPLOIT Range (Local, Remote)

o As a Security Professional, you need to assess vulnerability for

 Identify weaknesses before an attack

 Gather Information to prevent an attack

 Recover from an attack

 Keep updated on recent security trends, threats and attacks



Vulnerability - Classification
o Look for 

SDN Arc.Open Services

Flaws 

Buffer Overflows

Default Settings

Malicious Apps

Misconfigurations



Vulnerability Assessment
o Assessing Infrastructure

o VA is testing the security aspects of the system/ application recognizing and classifying the weaknesses.
o Identify weaknesses that could be exploited
o Test the efficiency of the existing security implementations.  

o VA can be done using various tools/ scanners. These scanners gather and classify information like
o Vulnerabilities within a network
o Port status (Open, Closed Ports and its associated services)
o Application Status (Its Services, vulnerabilities, configuration errors etc)

o Types:
o Active Assessment
o Passive Assessment
o External Assessment
o Internal Assessment

o Host-based Assessment
o Network Assessment
o Application Assessment
o Wireless Network Assessment



Vulnerability Assessment– Life Cycle

Life Cycle to manage Vulnerability

Assess Risk, 
Mitigate, Test, 

Verify and Monitor
Assess VulnerabilityCreate a Baseline

o VA Approaches
o Product Based Solutions
o Service Based Solutions 
o Tree Based Assessment
o Inference Based Assessment



Vulnerability Assessment 

o Product Based Solutions
o Internal Operation
o Installed in Internal Network
o Private/ Non-routable Network
o Because, it is behind the firewall, detecting outside attacks is limited

o Service Based Solutions
o Third Party Operation
o Inside the network or outside the network
o Because, it is outside the network, this is exposed to the attackers

o Tree Based Assessment
o Different strategies are selected for individual component of the Information System

o Inference Based Assessment
o An inventory of protocols is identified. Based on the identified services, vulnerabilities are selected on each machine 

and executed.

Discover Services running

Locate Nodes

Test services for vuln.Findings & 
Recommendations

Term of 
References



Vulnerability Assessment - Tools
o Host Based Vulnerability Assessment Tools
o Application Layer Vulnerability Assessment Tools

o Depth Assessment Tools
o Scope Assessment Tools

o Active/ Passive Tools
o Location/ Data Examined Tools



Vulnerability Assessment - Tools
o Characteristics of a Good Vulnerability Assessment Solution:

o Reliable Outcomes
o Inference Based Approach
o Classify vulnerabilities based on severity level
o Supports Multiple Networks
o Gives adequate solutions

o Selecting Tools :
o Test a wide range of vulnerabilities. 
o Has different attack signatures
o Fits your infrastructure
o Updated scripts
o Report Generation
o Efficient and Accurate scanning results
o Smart Search Capabilities
o Logging Options



CVSS

o Open Framework for communicating the characteristics and impacts of IT 
Vulnerabilities. 

o CVSS is designed to give accurate measurement, enabling users to see the 
underlying vulnerability characteristics that were used to generate the scores.

Vulnerability - Scoring System



CVE

• Common Vulnerabilities and Exposures is a public/ free to use list of standardized identifiers for commonly found 
vulnerabilities and its exposures. 

Vulnerability - Scoring System



Vulnerability Assessment - Reports
o The purpose of Vulnerability Assessment report is to give a clear picture on the detected risks once a scan is completed.

o Based on the detected risks (reports), adequate countermeasures to prevent the attacks/ mitigate the risks need to be 
proposed.

Report Information on Scan

Information on Target

Results



Vulnerability Assessment - Overview
o Vulnerability research is a process of finding out vulnerabilities and configuration mistakes that could lead to an attack.

o Vulnerabilities need to be classified based on severity levels and exploit range

o Vulnerability Assessment is to test the ability of the system.

o Tools are used to test the host/ application for any vulnerability.

o The Assessment Report helps in listing out the risks.



Activities & Reminders
o Demonstrate a simple Network Scan on your simulated environment, pick up a vulnerability and try to 

enumerate the vulnerability. 
o Demonstration Time: 10 Minutes 
o Do the scan in advance – Demo on what your scan picked up and your approach in detailing the 

vulnerabilities and enumerating them.
o Demonstration slot will be done by ChatGPT. Others will use the assignment link to submit their 

demonstration by recordings. 

Volunteers are welcome to do the demonstration.
This could be a good exercise for your Coursework Demonstration.
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Any Questions?

• Advanced Cybersecurity 
• (ACCB6000)

• Applied Computing - WISA

References
 EC-Council CEH

 Cisco Networking Academy

 Tevel Cyber Corps

 Certified Ethical Hacker (CEH) Version 10 Cert Guide, 3rd edition

 Wikipedia

 Other website sources given in this presentation

 * The intension of usage is for Educational Purpose Only
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