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1. Introduction

	The expectations are that each year the number of devices connected to the Internet and requiring a unique IP address to communicate will grow . The most significant reason for such an expectation is the intensive supply of consumer electronics and, above all, consumer electronics, of devices whose functionality and remote management are based on fourth-generation mobile communications technology. 
 	4G technologies are expected to be the main users of unique IP addresses. Typical representatives of these innovative consumer products are intelligent electrical appliances and home-based smart home appliances. Enhanced availability and use will boost the demand for an ever-increasing number of unique IP addresses, which in turn will make the implementation of the new IPv6 protocol an inevitable process.
	Due to the impressive growth in the use of the Internet and its technology based around the world, the public domain with IP addresses is becoming less and less. The current version of the Internet Protocol (IPv4) already has a limited number of remaining addresses that will only reach 2011-2012. Technology mergers and the growing number of devices on the Internet also require space with new addresses
	IPv6 (Internet Protocol Version 6) is standardized by the IETF protocol to inherit and overcome the IPv4 constraints. The widely used IPv4 protocol (Internet Protocol Version 4) was designed in the 1970s and can not meet today's current needs.
The main difference between IPv4 and IPv6 is in the address length. IPv6 addresses are encoded in 128 bits, allowing almost unlimited number of devices to be connected to the Internet. These 128 bits consist of 2 different parts:	
· The first 64 bits identify the network
·  The last 64 bits identify the interface
· The primary goal of IPv6 is to overcome the growing shortage of addresses in recent years. He adds some new possibilities:
·  Hierarchical addressing: Enhanced aggregation capabilities will reduce the size of routing bases
· Automatic configurations: Workstations can receive addresses automatically using the self-addressed mechanisms integrated specifically in the IPv6 protocol.

2. Compare IPv4 and IPv6

In this case, the IPv6 address protocol solves the problem of growing demand for unique IP addresses because it uses addresses of 128-bit integers (RFC 4291) for addresses. IPv6 addresses are set in the user interface for setting up the network functions of the operating system using a hexadecimal description (for the record). By default, each group of four consecutive hex digits is separated from its neighboring groups with a colon, for example, 

fe80: 43e3: 9095: 02e5: 0216: cbff: feb2: 7474. 
.With a good organization of the process of allocating IPv6 addresses from RIRs and LIRs to end-user addressing devices on the Internet, the 128-bit unique addressing address space thus defined should be seen as a virtually inexhaustible numbering resource. Indeed, there is room for such consideration because their number is 2 on 128 or 340,282,366,920,938,463,463,374,607,431,768,211,456 possible addresses.
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· 1. Tabular presentation of differences between IPv4 and IPv6

	IPv4
	IPv6

	The addresses of the source and recipient are 32 bits
	The addresses of the source and recipient are 128 bit

	 IPSec support is optional
	IPSec support is required

	The header does not have packet identification for better QoS treatment
	In the header, there is packet identification for better QoS treatment

	Fragmentation is done by the sending host and the routers that delay the router's performance 
	Fragmentation is performed only by the sending host

	There is no packet size requirement in the channel layer and should be able to collect 576 byte packets
	The channel layer must support 1280 byte packets and be able to collect 1500 byte packets

	The Heather includes an amount check
	Heather does not include an amount check

	Heather includes options
	All eligible data has been moved to the extension headers

	
ARP uses broadcast ARP Request to turn the IPv4 address into the channel layer address
	ARP Request has been replaced with multicast Neighbor Solicitation in messages

	To manage the local subnet, the Internet Group Management Protocol (IGMP)
	IGMP has been replaced with Multicast Listener Discovery (MLD) messages

	The ICMP Router Discovery, which is optional, is used to determine the default gateway address
	ICMPv4 Router Discovery has been replaced with ICMPv6 Router Solicitation and Router Advertisement messages that are required

	Broadcast addresses are used to send traffic to all nodes in the subnet
	There are no IPv6 broadcast addresses. Multicast addresses are used instead

	Must be configured manually or via DHCP
	Does not require manual configuration or via DHCP

	Uses the host address (A) entry in Domain Name System (DNS) to name names in IPv4 addresses
	Uses the AAAA record in DNS for name resolution in IPv6 addresses

	Uses PTR in IN-ADDR.ARPA DNS to convert addresses to hostnames
	Uses PTR in IP6.INT DNS to address addresses in hostnames




3.  Security and security threats

· Security of the new protocol
The main goals of IPv6 security are the same as for any network infrastructure. These include the following:
· Strength of infrastructure
· Authentication, Confidentiality and Integrity
· Unable to cancel
· Access control
· IP accounting and billing

· Security threats for IPv6
	There are no few attacks that can damage the system. These threats also occurred with IPv4. But there is a significant difference between the threats that can occur with IPv4 and IPv6. It means that IPv6 is a protocol where security is much higher than the IPv4 protocol. We will look at each of the attacks, while at the same time show what security measures have been taken with IPv6 to increase security .
· Scanning gateways and hosts for vulnerabilities
	The first threat to security is the scanning of gateways and hosts by hackers or systems that want to break into the network or attack it. They scan all of the external addresses of the gateways or hosts that they find and look for defects in their protection. Due 


to the large IPv6 address space, network scanning for vulnerable systems has become more complex. Exhaustive scanning of each subnet address has become very difficult. In addition, port scanning software like NMAP does not even support network scanning for IPv6. But obviously the scan will continue to exist. 
Due to the need for public servers to be available from DNS, hackers still have hosts to attack. Additionally, administrators can also accept easy-to-remember addresses. The "fixed part" of the address facilitates the attacker. New address collection techniques can use DNS information or logs. Finally, hackers can find new scanning addresses by compromising routers at key ticks on the web.


· Scanning for multicast addresses
 	IPv6 expects all implementations to support multicast. New multicast addresses that support IPv6 can enable hackers to identify key network resources and attack them. "Any node" and "each router" multicast addresses can also be used as new attack vectors. In order to make the multicast addresses out of the reach of the outside, they must be filtered on the border. This is the default situation if the IPv6 multicast is allowed. The security of the IPv6 addresses Network and Information Security Exercise 6, 2017 can be improved using Cryptographically generated addresses. These are IPv6 addresses that carry hashed information about the public key in the identifier. Cryptographically generated addresses provide IP addresses with public keys without the need for a management infrastructure.

· Unauthorized access
	Unauthorized access is the third threat - Mobile IPv6, using Protocol for Authentication and Network Access to prevent unauthorized access. PANA provides a solution that enables authentication of network access. In the mobile IPV4, the mobile node interacts with an external agent for its authentication. In mobile IPv6, this authentication function is not managed by an external agent, but by a PANA agent or PANA Authentication Agent (PAA).
· Breakthrough weaknesses with NAT (network address translation) and vulnerabilities in firewalls
IPv6 firewalls can be set up in different ways. However, to avoid weaknesses, the architecture of IPv6 and the firewall itself must meet certain requirements. Once IPv6 does not need NAT, the same level of security and privacy as IPv4 can be used. This level is even increased due to the end-to-end security offered by the mandatory IPSec implementation. And because NAT is not needed, packet filtering weaknesses can no longer be hidden. Additionally, the IPv6 architecture and firewall must support IPv6 header and IPv4 / IPv6 transitions and cohabitations. Finally, they should not break the security of IPv4. It must be ensured that despite the additional complexity of the locks, there is no real weakness.

· Productivity attacks with fragmented headers
	The fifth threat consists of a productivity attack with headers fragmentation. To avoid this, any IPv6 administrator should follow the following practices: o Reject IPv6 fragments designed for inter-network devices that are used as a DOS vector for attacking the infrastructure. o Providing adequate filtering ability for fragmentation. o All fragments must be shipped within 60 seconds. If this can not happen they are released.


· Weaknesses of the protocol
	 In IPv4 these weaknesses can lead to spoofing levels 3 and 4, or ARP and DHCP attacks. In IPv6, this is no longer the case. However, lockers between two environments remain a serious target. In IPv4, ARP and DHCP are able to destroy host initialization. In IPv6, ARP was replaced by Neighbor Discovery. With Neighbor Discovery, attack tools like "ARP cache poisoning" disappear, but security tools such as DHCP snooping disappear. Nevertheless, Neighbor Discovery is a better solution.

· Distributed Denial of Service (DDoS)
	Broadcast reinforcements and "Smurf" attacks that work by sending ACMP packets to broadcaster addresses are eliminated in IPv6 because IPv6 uses global multicast addresses instead of broadcasted addresses.
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5. Design an IP addressing scheme for School of Computerscience and  Engineering
	
	
	Class B - private addresses
	
	
	
	

	
	
	
	
	
	
	

	Building
	Needed hosts
	Needed host for future growth
	Subnet mask
	IP Address
	
	

	School a applied computing
	711
	1312
	255.255.248.0
	172.21.0.0/21
	
	

	School of automotive engineering
	303
	832
	255.255.252.0
	172.28.0.0/22
	
	

	School of engineering
	406
	736
	255.255.252.0
	172.29.4.0/22
	
	

	
	
	
	
	
	
	

	School a applied computing
	 

	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast address
	Subnet mask
	Prefix

	Open Access lab  245 pcs + 5 printers=250
	172.21.0.0
	172.21.0.1
	172.21.1.254
	172.21.1.255
	255.255.254.0
	/23

	Lab 308/140 hosts
	172.21.2.0
	172.21.2.0
	172.21.2.254
	172.21.2.255
	255.255.255.0
	/24

	Lab301/60 hosts
	172.21.3.0
	172.21.3.1
	172.21.3.126
	172.21.3.127
	255.255.255.128
	/25

	Lab 309/50 hosts
	172.21.3.128
	172.21.3.129
	172.21.3.190
	172.21.3.191
	255.255.255.192
	/26

	Lab304/45 hosts
	172.21.3.192
	172.21.3.193
	172.21.3.254
	172.21.3.255
	255.255.255.192
	/26

	Lab 306/40 hosts
	172.21.4.0
	172.21.4.1
	172.21.4.62
	172.21.4.63
	255.255.255.192
	/26

	Lab 303/36 hosts
	172.21.4.64
	172.21.4.65
	172.21.4.126
	172.21.4.127
	255.255.255.192
	/26

	Lab 302/30 hosts
	172.21.4.128
	172.21.4.129
	172.21.4.190
	172.21.4.191
	255.255.255.192
	/26

	Test centre 20 pcs + IP phone+ printer=22 hosts
	172.21.4.192
	172.21.4.193
	172.21.4.222
	172.21.4.223
	255.255.255.224
	/27

	Staff/20 hosts
	172.21.4.224
	172.21.4.225
	172.21.4.254
	172.21.4.255
	255.255.255.224
	/27

	Lab 310/18 hosts
	172.21.5.0
	172.21.5.1
	172.21.5.30
	172.21.5.31
	255.255.255.224
	/27

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	School of automotive engineering
	 

	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast address
	Subnet mask
	Prefix

	Lab 301/50 hosts
	172.28.0.0
	172.28.0.1
	172.28.0.126
	172.28.0.127
	255.255.255.128
	/25

	Lab206/48 hosts
	172.28.0.128
	172.28.0.129
	172.28.0.254
	172.28.0.254
	255.255.255.128
	/25

	Lab 102/25 hosts
	172.28.1.0
	172.28.1.1
	172.28.1.126
	172.28.1.127
	255.255.255.128
	/25

	Lab 205/40 hosts
	172.28.1.128
	172.28.1.129
	172.28.1.254
	172.28.1.255
	255.255.255.128
	/25

	Lab 101/40 hosts
	172.28.2.0
	172.28.2.1
	172.28.2.126
	172.28.2.127
	255.255.255.128
	/25

	Lab 103/35 hosts
	172.28.2.128
	172.28.2.129
	172.28.2.190
	172.28.2.191
	255.255.255.192
	/26

	Staff/25 hosts
	172.28.2.192
	172.28.2.193
	172.28.2.254
	172.28.2.255
	255.255.255.192
	/26

	CAD lab/20 hosts
	172.28.3.0
	172.28.3.1
	172.28.3.62
	172.28.3.63
	255.255.255.192
	/26

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	School of engineering
	 

	Lab no
	Network address
	First ip address
	Last ip address
	Broadcast address
	Subnet mask
	Prefix

	Lab 202/80 hosts
	172.29.4.0
	172.29.4.1
	172.29.4.126
	172.29.4.127
	255.255.255.128
	/25

	Lab 409/80 hosts
	172.29.4.128
	172.29.4.129
	172.29.4.254
	172.29.4.255
	255.255.255.128
	/25

	Lab 203/65 hosts
	172.29.5.0
	172.29.5.1
	172.29.5.126
	172.29.5.127
	255.255.255.128
	/25

	Lab 404/45 hosts
	172.29.5.128
	172.29.5.129
	172.29.5.190
	172.29.5.191
	255.255.255.192
	/26

	Lab 410/45 hosts
	172.29.5.192
	172.29.5.193
	172.29.5.254
	172.29.5.255
	255.255.255.192
	/26

	Lab 408/28 hosts
	172.29.6.0
	172.29.6.1
	172.29.6.62
	172.29.6.63
	255.255.255.192
	/26

	Lab 205/25 hosts
	172.29.6.64
	172.29.6.65
	172.29.6.126
	172.29.6.127
	255.255.255.192
	/26

	Lab 201/20 hosts
	172.29.6.128
	172.29.6.129
	172.29.6.190
	172.29.6.191
	255.255.255.192
	/26

	Staff/18 hosts
	172.29.6.192
	172.29.6.193
	172.29.6.222
	172.29.6.223
	255.255.255.224
	/27

	
	
	
	
	
	
	


[bookmark: _GoBack]
	DNS
	Unique local address
	FD6D:8D64:AB0C:7::
	Unique local addresses may be used freely inside a single site or organization or spanning a limited number of sites or organizations

	Email
	Unique local address
	FD6D:8D64:AB0C::
	Unique local addresses may be used freely inside a single site or organization or spanning a limited number of sites or organizations

	Finance
	Unique local address
	FD6D:8D64:AF0C:2::
	Unique local addresses may be used freely inside a single site or organization or spanning a limited number of sites or organizations

	Registry
	Unique local address
	FD6D:8E64:AF0C:3::
	Unique local addresses may be used freely inside a single site or organization or spanning a limited number of sites or organizations

	File server
	Unique local address
	FD6D:8D64:AF0C:3::
	Unique local addresses may be used freely inside a single site or organization or spanning a limited number of sites or organizations

	Print server
	Local -link address
	FE80:8B34:1:AC30:200::
	Valid only for communications within the network subnet

	Link between MP and ISP
	Global unicast
	2001.0DB8:4D4D:0015::1A2D:1A2B
	Global unicast address is similar to a public IPv4 address
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