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As computing and networking systems have become increasingly complex, they have taken a far more central role in both our personal lives and in the structure of large, often highly regulated organisations.  Whilst keeping up with the ever-changing landscape of software development and emerging technologies can be a challenge, it is often beneficial to strip back these layers of complexity and gain a solid understanding of how computer systems work at a more fundamental level. 
The following report aims to provide an overview of the functions and uses of two of the most ubiquitous Operating Systems used on modern machines, Windows OS and Linux. We will highlight some useful Command Line Interface (CLI) commands in both PowerShell (Windows) and Bash (Linux), as well as demonstrating their functions in the form of an example script for each language. 
By outlining some of these basic concepts, we hope to provide a foundational context for how Operating Systems function and give the reader some useful tools for navigating command-line environments.
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Operating Systems are a type of software that manages hardware and system-level software resources, acting as an interface between the user and their device [1].
General-purpose Operating Systems, such as Windows, Linux or MacOS, can run a multitude of applications simultaneously and are commonly used in Personal Computers (PCs) and laptops due to their versatility in dealing with a wide range of hardware and software applications [2]. The key functions of general-purpose OS’s can be broken down into the following categories: 

· Memory & Process Management
· Device Management
· File & Directory Management 
· Performance Monitoring 
· System Security 
















Memory & Process Management
The memory of a system is a key resource which needs to be closely monitored and managed [3]. As most systems have high-speed main memory (RAM) capacities of 16 GB, 32 GB or 64 GB, running multiple memory-intensive programs can cause the system to slow down or even crash. As a result, Operating Systems need to allocate memory to specific processes efficiently whilst allowing the user to track memory usage in real time for troubleshooting purposes. Fig. 1 shows Windows Task Manager, which allows the user to do just this, providing a quick overview that tracks memory usage as well as CPU usage, among other factors. If the user requires more information for detailed diagnostics, they can also utilise Windows Resource Monitor (Fig. 2).

[image: ]
Fig. 1 Windows Task Manager, highlighting memory and CPU usage of running processes.

[image: ]
Fig. 2 Windows Resource Monitor.  

Device Management
In order for the user to interact with the computer, input and output (I/O) devices are required such as a mouse, keyboard and screen. In order to process communication to and from I/O devices, the Operating System requires a program called a device driver [4]. These drivers act as a translator between the hardware and operating system and can be easily updated. The operating system uses two programs, the I/O Traffic Controller and the I/O scheduler to monitor the device’s status and prioritize between devices accordingly. In Windows, information regarding I/O devices and drivers can be found in the Device Manager (see Fig. 3).







[image: ]
Fig. 3 Windows Device Manager.











File & Directory Management
Modern systems are required to maintain an ever-increasing number of files, any of which may be required to be accessed almost instantaneously. The Operating System is responsible for creating, storing and organising all of this data in directories [3]. Starting at the root directory, files are stored in a hierarchical tree of directories and can be accessed through their specific directory path using either the Operations System’s GUI or CLI. Each operating system uses it’s own management protocols for this purpose, for example, Windows NFTS or Linux EXT4. To further facilitate the user’s ability to troubleshoot issues, Fig. 7 shows the Reliability Monitor from Windows which provides the time and date of any errors, categorising them into critical and non-critical events and providing an ongoing reliability score which can help to identify if a system is operating significantly below it’s expected level of performance.
[image: ]
Fig. 4 Windows GUI representation of file directories.






Performance Monitoring 
Operating systems are required to constantly monitor hardware and software elements to ensure that the overall system runs smoothly and that any issues can be identified by a user/ administrator. As can be seen in Fig. 5 and Fig. 6, operating systems like Windows and Linux maintain a record of any errors or faulty processes which may be affecting a systems performance, as well as providing tools for the user to run diagnostic reports and analyse the system for any underlying issues. 
[image: ]
Fig. 5 Event Viewer in Windows Computer Management.
[image: ]
Fig. 6 System Diagnostics Report in Windows Computer Management.

[image: ]
Fig. 7 Windows Reliability Monitor.
System Security
Finally, Operating Systems need to manage system security. This is vital to ensure that resources are protected and can only be used by authorized users [5]. Modern Operating Systems are designed in a hierarchical system known as ‘protection rings’, ranging from Ring 0 (aka the kernel) which has direct access to the RAM and CPU, to Ring 3 which operates surface-level applications. The purpose is to restrict access to the critical processes and hardware, requiring a higher level of permissions to make any changes at the more fundamental levels of the system. 
Along with ensuring that only authorized users are able to access lower levels of the system, Operating Systems also monitor and protect against malware. Fig. 8 shows Windows Security, the built-in antivirus, firewall and network protection tool on Windows systems. Using this tool, the user can scan for any potential threats and customise the firewall to allow certain trusted sites or processes to run unimpeded. 

[image: ]
Fig. 8 Windows Security.
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	Area
	Example
	Description

	







Process Management
	[image: ]

Fig. 9 Get-Process. 
	Using the “Get-Process” cmdlet in PowerShell shows all current processes that are running on the system. This can be used to monitor system performance, and results can be filtered further by the name of a specific process or by attributes like RAM usage or priority [6].

	
	[image: ]




Fig. 10 Start-Process and Stop-Process. 
	“Start-Process” allows the user to open an application or process from the terminal, bypassing the GUI. Similarly, “Stop-Process” can be used to terminate an application. This can be useful both for automation and for ending unresponsive or problematic processes [7]. 

	File & Directory Management
	[image: ]

Fig. 11 ls (an alias for Get-ChildItem). 
	The “ls” cmdlet retrieves all of the contents of a given directory and displays information like file size and file name. “ls” is actually an alias for the cmdlet “Get-ChildItem” which supports switches like [8]:

-Recurse
-Filter
-File

	
	[image: ]




Fig. 12 mkdir (alias for New-Item) and Remove-Item.
	“mkdir” is an alias for the “New-Item” cmdlet in PowerShell. It allows the user to create a new directory from the terminal and can be used to created multiple nested directories with a single command [9]. Similarly, “Remove-Item” can be used to delete a specified directory.

	Network Testing/ Monitoring 
	
[image: ]

Fig. 13 Get-NetIPAddress. 
	The “Get-NetIPAddress” cmdlet displays useful information about the IP Address configured on the system. With the use of an additional “-AddressFamily” parameter, the user can specify whether they wish to retrieve an IPv4 or IPv6 address [10].

	
	[image: ]

Fig. 14 Get-NetAdapter.
	“Get-NetAdapter” retrieves information about the system’s network adapters, including the interface description and Mac address. This is useful in troubleshooting network connectivity issues [11].

	User Management
	
[image: ]



Fig. 15 Get-LocalUser. 
	The “Get-LocalUser” cmdlet retrieves basic information about user accounts configured on the system. This can assist in system auditing and security, especially for regulated organisations [12].

	
	[image: ]



Fig. 16 whoami / priv. 
	“whoami / priv” displays the security privileges assigned to the current user’s session, showing what the user can and cannot alter at the Operating System’s level. This is vital in assessing permission related issues on a system [13].

	Task Scheduling
	[image: ]

Fig. 17 Get-ScheduledTask.
	“Get-ScheduledTask” retrieves all scheduled tasks on the system and can be used to further filter the information to display tasks that are currently running or tasks that are disabled. This can be particularly useful in system performance auditing, where the results can be exported to a CSV file for further analysis [14].
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Fig. 18 Get-ScheduleTaskInfo.
	The “Get-ScheduledTaskInfo” cmdlet can be used to gain additional information about scheduled tasks, such as the last time the task was run and when it is next scheduled to trigger. This is often used in conjunction with “Get-ScheduledTask” for the purpose of compliance, as organisations need to demonstrate that scheduled tasks like antivirus scans and backups are being completed on schedule [15].
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	Area
	Example
	Description 

	Process Management
	

[image: ]

Fig. 19 top.
	The “top” command retrieves a list of the current processes running on a system, updating in real-time. This can show how many processes are running, as well as each process’ CPU usage and RAM usage which is useful for system administration and identifying performance issues [16]. 
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Fig. 20 kill.
	The “kill” command sends a signal for a process to be terminated. On a deeper level, the command can send different signals, depending on the circumstances. For example, the signal SIGTERM attempts to terminate the process gracefully, however, this can be ignored. Alternatively, the SIGKILL signal will forcefully terminate the process immediately [17]. 

	File & Directory Management
	
[image: ]

Fig. 21 ls.
	The “ls” command in Linux is used to list the contents of any directory. This is key for basic navigation, as well as for monitoring storage usage [18].
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Fig. 22 touch and rm.
	In order to create a file from the terminal in Linux the “touch” command can be used. The “rm” command can also be used to delete a file. This is not only efficient but can also be used to modify timestamp information relating to the file [19].

	Network Testing/ Monitoring 
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Fig. 23 netstat.
	The “netstat” command can be used to retrieve basic information about the system’s network connections, as well as network interface statistics. This provides a solid overview of how a system is communicating over a network [20].
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Fig. 24 arp -a.
	The command “arp -a” can retrieve information about active devices on the system’s network, such as IP and Mac addresses. The ARP (Address Resolution Protocol) cache can be a useful tool in troubleshooting connectivity issues over a network [21]. 

	User Management
	[image: ]







Fig. 25 id.
	The “id” command retrieves information about the current user: User ID, Group ID and the groups the user belongs to. This is helpful in troubleshooting permission or access related issues [22].

	
	
[image: ]

Fig. 26 adduser.
	The “adduser” command allows you to enter a new user profile from the terminal. This particular command is a user-friendly version of the “useradd” command, providing a step-by-step guide for setting up a new user [23].

	Task Scheduling
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Fig. 27 crontab -e.
	By using the “crontab -e” command in Linux, the user can enter a text editor like nano to create or edit scheduled events and processes. This is a fundamental tool used for general task scheduling and automation in Linux [24].
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Fig. 28 systemctl list-timers – all.
	The command “systemctl list-timers – all” retrieves both active and inactive timers, showing when each scheduled task will run and when the last instance was performed. This is vital for monitoring that key scheduled tasks are running as expected [25].
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As a scripting language, PowerShell is an incredibly useful tool for automating repetitive administrative tasks, monitoring/ managing system resources and creating interactive programs directly from the command line in the Windows Operating System [26]. Several of the special features of the PowerShell language are demonstrated below, in the form of a simple, interactive number guessing game.   
To begin, the program provides the user with a menu to input the level of difficulty for their game, expanding the target number range as the settings get harder. This introduces a key feature of the PowerShell scripting language, the switch statement. As you can see on lines 8-25 in Fig. 29, a switch statement can be used to check one value against multiple options. In more real-world applications, this can be used in network administration to perform certain actions depending on the specific server or in user administration when writing scripts that run different code depending on the user’s permission level [27].
The usefulness of switch statements would be greatly diminished without the fundamental ability to store and retrieve information in the form of variables [28]. As can be seen in Fig. 29 and Fig. 30, the following information is stored in variables, preceded by the “$” symbol, and are utilised at later points in the script: 
· Difficulty 
· Maximum number 
· Answer
· Guess
· Number of guesses
To expand on the usefulness of variables, PowerShell allows the use of arrays, storing multiple values in one list, as can be seen on line 33 of Fig. 29. This means that a script can iterate over multiple points of data, such as usernames or file paths, without needing to manually check each variable one-by-one [29].
In order to allow the user to guess multiple times until they reach the correct answer, a while loop has been implemented on lines 37-51 of Fig. 30. This is a feature that is heavily utilised in task automation, as the script can evaluate the condition of the statement to determine whether the code in the loop will continue to run or needs to be terminated, without the need for further manual input [30]. 
Whilst this simple game does not include an exhaustive set of PowerShell’s tools, it outlines some of the key features of the Windows scripting language that are widely applicable to real-world scenarios in areas such as system administration, task automation and user management. 
[image: ]
Fig. 29 PowerShell script for a simple number guessing game (part 1).

[image: ]
Fig. 30 PowerShell script for a simple number guessing game (part 2).

[image: ]
Fig. 31 Output of PowerShell script on Easy Mode.
[image: ]
Fig. 32 Output of PowerShell script on Medium Mode.
[image: ]
Fig. 33 Output of PowerShell script on Hard Mode.
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Similar to PowerShell for Windows, Bash scripting is the most popular and language used on Linux-based machines. Bash scripts are often used for system and network administration, as well as automation. Therefore, to demonstrate some of the features of this language, the simple bash script below presents the user with a “System Administration” menu, allowing the user to monitor basic information from the terminal. 
The first line of the script reads “#!/bin/bash”, as can be seen in Fig. 34. This line is essential for all Bash scripts, as it specifies the which interpreter should be used when the Operating System attempts to run the file [31]. The script then moves on to retrieve the current user and the date through a process called command substitution (Fig. 34 lines 8-9). This means that, rather than hardcoding a set of variables, the variables themselves can adapt to the machine’s environment in real-time, which can be useful in reducing the amount of manual re-configuration necessary in system, user or network administration contexts [32].
The bulk of the script consists of separate functions like disk(), memory() and processes(). Separating the various parts of the script into distinct functions improves reusability, as updating the information in the function will automatically change the other instances where the function is called later in the script [33]. In some instances (such as the “-h” on Fig. 4 line 18), additional flags have been used to present the output of the function in a more readable format. 
In Fig. 36, the menu is presented to the user, and an input is requested, read and actioned via a case statement. Similar to the switch statement in PowerShell (Fig. 29 lines 8-25), this evaluates the user’s input ($choice) against the set of predetermined options, which then triggers the relevant function to run. The wildcard (*) is also included as an option to catch any invalid inputs. This is a clean and concise alternative to using a stack of if/elif statements to check the value of the input [34].
To further demonstrate some of the more useful aspects of Bash scripting, an array and for loop have been included (Fig. 35 line 54 and lines 62-64). This further highlights what was mentioned in the PowerShell section where, by storing the options for the user menu in an array, the script can print each line out by iterating over the elements, rather than having to manually print each option with “echo”. 




[image: ]
Fig. 34 Bash script for a system administration menu in Linux (part 1).
[image: ]
Fig. 35 Bash script for a system administration menu in Linux (part 2).
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Fig. 36 System administration menu created by Bash script 
[image: ]
Fig. 37 Bash script – Output 1: Disk usage.
[image: ]
Fig. 38 Bash script – Output 2: Memory usage.
[image: ]
Fig. 39 Bash script – Output 3: Running Processes.
[image: ]
Fig. 40 Bash script – Output 4: System Uptime.

[image: ]
Fig. 41 Bash script – Output 5: Network Information.
[image: ]
Fig 42. Bash script – Output 6: Exit.
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Throughout this report, we have provided a brief overview of the main functions of modern Operating Systems. We have broken these down into five key areas: process management, file and directory management, network testing/ monitoring, user management and task scheduling. Whilst this report is not exhaustive, an understanding of these key areas may form the foundation of understanding that allows for further research into more complex areas of system and network management. 
For those previously unfamiliar with the Command Line Interface, the report’s sections on PowerShell and Bash commands provides a great starting point for utilising simple but effective tools to gain a deeper insight into Operating Systems. These commands, with accompanying examples, allow the user to efficiently access critical system information like disk usage, IP or Mac address information and scheduled tasks. With this information, monitoring and troubleshooting issues on any particular machine or network becomes much easier. This is especially important in the context of a regulated business or organisation, where regular auditing is necessary to ensure compliance. 
Finally, this report applies the introductory information outlined in previous sections and combines it in the form of example scripts for both PowerShell and Bash. Whilst these scripts are simple in nature, the concepts that they contain, such as modular functions, switch/ case statements and while/ for loops, are widely used to automate repetitive or time-intensive administration tasks. 
By grasping the basic concepts in this report, the user is empowered to explore more advanced CLI commands and scripting to further enhance their understanding of Operating Systems and the tools that are available to navigate, manage and automate tasks within these environments. 
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LinkedIn Learning - “Learning PowerShell” Course Overview
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Quiz results - Section 1 “PowerShell Overview” 
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Quiz results – Section 2 “Using PowerShell”
[image: ]
Quiz results – Section 3 “Taking PowerShell on Premises and Online”
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> () Performance
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v 3 storage
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7 Number of events: 298

Level Date and Time Source EventID Task Category
[ 09/02/2026 153422 'NET Runtime 1022 None
0 Error 09/02/2026 15:34:14 NET Runtime 1022 None
@crror 09/02/2026 15:21:58 'NET Runtime 1022 None
@Error 09/02/2026 150625 'NET Runtime 1022 None
@ Error 09/02/2026 14:05:41 NET Runtime 1022 None
@crror 09/02/2026 1400:57 'NET Runtime 1022 None
@crror 09/02/2026 12:10:32 'NET Runtime 1022 None
@Error 09/02/2026 120631 'NET Runtime 1022 None
@ Error 09/02/2026 12:05:16 NET Runtime 1022 None
@crror 09/02/2026 11:2932 'NET Runtime 1022 None
o Error 09/02/2026 10:53:35 NET Runtime 1022 None
@Error 09/02/2026 102029 'NET Runtime 1022 None
@ Error 09/02/2026 10:17:46 NET Runtime 1022 None
@crror 09/02/2026 09:56:53 'NET Runtime 1022 None
@crror 09/02/2026 09:12:11 'NET Runtime 1022 None
Ei 09/02 /2026 000757 NET Runtime. 1022 N
Event 1022, .NET Runtime
General Details.

NET Runtime version 4.0.30319.0 - There was a failure initializing profiling APl attach

infrastructure. This process will not allow a profiler to attach. HRESULT: 0x80004005. Process ID

(decimal): 20256. Message ID: [0x2509] |

LogName:  Application
Source: NET Runtime Logged: 16/02/2026 10:1027
EventiD: 1022 Task Category: None
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Computer: ALED
Collected: 16 February 2026 10:20.06
Duration: 52 Seconds

e

Warnings

Warning

— .

Symptom:  Missing Events in Event Log

Details:  Investigate why 35% (29,062) events were lost during data collection. The settings for Event
Tracing for Windows (ETW) maximum buffers and buffer size may not be optimal depending
on which data sets are being collected.

Related:  Event Tracing for Windows

Basic System Checks

Tests Result  Description
4 Checks for attributes of the operating system
':s eq  Checks for disk status
o

Checks for state of Security Center related information.

[ System Service Checks passed  Checks for state of system services

= Hardware Deviceand Driver ~ @ Survey of Windows Management Infrastructure supported
Checks Passed  devices.

Performance S}

Done

More Actions
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¥ Reliability Monitor

« > v

Review your computer's reliability and problem history

W Control Panel > System and Security > Security and Maintenance > Reliability Monitor

v C

Search Control Panel v

The stability index assesses your system’s overall stability on a scale from 1 to 10. By selecting a specific period in time, you may review the specific hardware and software problems that have impacted your

system.
View by: Days | Weeks Last updated: 16/02/2026 09:00
10
| T
5
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. [<] (<] (<] , | Application failures
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Reliability details for: 31/01/2026
Source Summary Date Action
Qitical events (2) ~
€ Windows Windows stopped working 31/01/2026 2117 View technica...
€ Windows Windows was not properly shut.. 31/01/2026 2118 View technica...
A\ Warnings ~
57 INHTORB2F4HD-Microsof... Failed Windows Update 31/01/202621:12  View technica...
@ nformational events (11) ~
(57 9NODX20HKT01-Microsof... Successful Windows Update ~ 31/01/2026 21:11  View technica...
| OWIZANCRERND MICRAS  Cuuernertul Winrouwe Lind 1012006 2111 N

Save reliability history..  View all problem reports
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& C:\Program Files\WindowsAp X

PowerShell 7.6.0

+

PS C:\Windows\System32> Get-Process

pH(M)

NPH(K)
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PowerShell 7.6.1
PS C:\Windows\System32> Get-Process explorer

NPM(K) pH(M) ws(m) CpPU(s) Id

160  347.92 395.97 128.06 11564

PS C:\Windows\System32> Start-Process explorer
PS C:\Windows\System32> Stop-Process 11564
PS C:\Windows\System32>

SI ProcessName

1 explorer
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PS C:\Windows\System32> 1ls C:\Users\aled_\Documents

Mode

Directory: C:\Users\aled_\Documents

LastWriteTime
02/05/2026
29/09/2025
30/04/2026
18/02/2026
31/01/2026
11/01/2026
10/11/2025
10/11/2025
01/12/2025
08/01/2026
27/10/2025
26/01/2026
11/01/2026
24/11/2025
24/11/2025
21/10/2025
25/10/2025
24/11/2025
01/12/2025
18/02/2026

Length

1310720
6684672
1433600
602112
491520
66173
14240
978944
598016
622592
13323
347739
741376
655360
1396

Name

Bike_Share.accdb
Databasel.accdb
Database2.accdb
Database3.accdb
Databasel.accdb
Google_Sites_(2014-2020).svg.png
Lecture_Number_Systems.docx
Library_Management.accdb
Library.accdb

Library2.accdb

Snip.docx

softSkills.png

University.accdb
Validation_Rules.accdb
Voiceover.RfxChain
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PS C:\Users\aled_\Documents> mkdir test

Directory: C:\Users\aled_\Documents
Mode LastWriteTime Length Name
d-—- 02/05/2026 12:25 test

PS C:\Users\aled_\Documents> Remove-Item C:\Users\aled_\Documents\test
PS C:\Users\aled_\Documents>
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PS C:\Windows\System32> Get-NetIPAddress

IPAddress
InterfaceIndex
InterfaceAlias
AddressFamily
Type
PrefixLength
PrefixOrigin
SuffixOrigin
AddressState
ValidLifetime

PreferredLifetime :

SkipAsSource
PolicyStore

IPAddress
InterfaceIndex
InterfaceAlias
AddressFamily
Type
PrefixLength
PrefixOrigin
SuffixOrigin
AddressState
ValidLifetime

PreferredLifetime :

SkipAsSource
PolicyStore

: fe80::6b89:fbe3:a3e2:b507%12

12

: Local Area Connection* 2

IPv6

: Unicast
o6l

: WellKnown
© Link

: Deprecated

Infinite ([TimeSpan]::MaxValue)
Infinite ([TimeSpan]::MaxValue)
False

: ActiveStore

: fe80::65ae:fffd:U7blU:e38%6
6
: Local Area Connection* 1

IPv6

: Unicast
o6l

: WellKnown
© Link

: Deprecated

Infinite ([TimeSpan]::MaxValue)
Infinite ([TimeSpan]::MaxValue)
False

: ActiveStore
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B comm oty X+ v

o
Powershell 7.6.1

PS C:\Windows\Systen32> Get-NetAdapter

Nane InterfaceDescription ifIndex Status Wacaddress Linkspeed
Ethernet ASIX USB to Gigabit Ethernet Family Ad-. 10 Up 9C-69-D3-72-F8-20 1 Gbps
WiFi Tntel(R) Wi-Fi 6 AX201 160MHz 9 Disconnected EC-C-8C-82-7-D1 6 bps.
Bluetooth Hetwork Connec.. Bluetooth Device (Personal Area Networ. 4 Disconnected EC-4C-8C-82-47-D5 3 Mops

PS C:\Mindows\Systen32> |
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PS C:\Windows\System32> Get-LocalUser

Name Enabled Description

Administrator False
aled_ True
DefaultAccount False
Guest False

WDAGUtilityAccount False

Built-in account for administering the computer..

A user account managed by the system.
Built-in account for guest access to the comput..
A user account managed and used by the system f..
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PS C:\Windows\System32> whoami /priv

PRIVILEGES INFORMATION

Privilege Name Description State

SeShutdownPrivilege Shut down the system Disabled

SeChangeNotifyPrivilege Bypass traverse checking Enabled
SeUndockPrivilege Remove computer from docking station Disabled
SeIncreaseWorkingSetPrivilege Increase a process working set Disabled

SeTimeZonePrivilege . Change the time zone Disabled
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PS C:\Windows\System32> Get-ScheduledTask

TaskPath

\GoogleUserPEH\

\Microsoft\Office\
\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\0ffice\
\Microsoft\Windows\.NET Framework\
\Microsoft\Windows\.NET Framework\
\Microsoft\Windows\.NET Framework\
\Microsoft\Windows\.NET Framework\
\Microsoft\Windows\AccountHealth\

\Microsoft\Windows\Active Directory Rights Ma..
\Microsoft\Windows\Active Directory Rights Ma..

\Microsoft\Windows\AppID\
\Microsoft\Windows\AppID\
\Microsoft\Windows\Application Experience\
\Microsoft\Windows\Application Experience\
\Microsoft\Windows\Application Experience\

TaskName

OneDrive Per-Machine Standalone ..
OneDrive Reporting Task-S-1-5-21.
OneDrive Startup Task-S-1-5-21
RunPlatformExperienceHelper_Firs..
Office Actions Server

Office Automatic Updates 2.0
Office Background Push Maintenan..
Office ClickToRun Service Monitor
Office Feature Updates

Office Feature Updates Logon
Office Performance Monitor

Office Serviceability Manager
Office Startup Maintenance

.NET Framework NGEN vi4.0.30319
.NET Framework NGEN v4.6.30319 64
.NET Framework NGEN v4.6.30319 6..
.NET Framework NGEN v4.6.36319 C..
RecoverabilityToastTask

AD RMS Rights Policy Template Ma..
AD RMS Rights Policy Template Ma..
PolicyConverter
VerifiedPublisherCertStoreCheck
MareBackup

Microsoft Compatibility Appraise..
PcaPatchDbTask

Disabled
Disabled
Ready
Disabled
Ready
Ready
Ready
Ready
Ready
Ready
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PS C:\Windows\System32> Get-ScheduledTask | Get-ScheduledTaskInfo

LastRunTime
LastTaskResult
NextRunTime

NumberOfMissedRuns :
: Office Performance Monitor
: \Microsoft\Office\

TaskName
TaskPath
PSComputerName

LastRunTime
LastTaskResult
NextRunTime

TaskName
TaskPath
PSComputerName

LastRunTime
LastTaskResult
NextRunTime

TaskName
TaskPath
PSComputerName

LastRunTime
LastTaskResult
NextRunTime

©22/64/1932 11:30:14
: 267011

0

: 02/05/2026 15:20:06
)

: 02/05/2026 16:50:05
NumberOfMissedRuns :
: Office Serviceability Manager
: \Microsoft\Office\

0

: 22/64/1932 11:30:14
: 267011

: 02/05/2026 21:51:44
NumberOfMissedRuns :
: OneDrive Per-Machine Standalone Update Task

EAN

0

: 02/65/2026 15:41:38
)
: 03/65/2026 12:5u:14
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1450ac@IMGHLAAZUre :~$ top ~
top - 15:25:40 up 10 min, 1 user, load average: 0.05, 0.20, 0.21

Tasks: 34 total, 1 running, 33 sleeping, O stopped, © zombie

%Cpu(s): 0.6 us, ©.7 sy, 0.0 ni, 98.5 id, 0.0 wa, 0.0 hi, 0.2 si, 0.0 st

MiB Mem :  7941.2 total, 6526.1 free,  403.4 used, 1011.8 buff/cache

MiB Swap:  2048.0 total, 2048.0 free, 0.0 used.  7382.8 avail Mem

20 © 167208 12156 8060 S 1.0 0.1 0:12.87 systemd
20 © 44164 37384 10112 S 0.7 0.5 0:06.28 python3
20 @0 3120 1920 19205 0.0 0.0 0:00.05 init-systemd(Ub
20 @ 3120 1792 1792 S ©.0 0.0 0:00.00 init
19 -1 47664 14720 13952 S 0.0 0.2 0:00.52 systemd-journal
20 © 23104 6012 4604 S ©.0 0.1 0:00.67 systemd-udevd
112 root 20 @ 4856 1552 1152 S 0.0 0.0 0:01.81 snapfuse
114 root 20 0 4492 1284 1152 S 0.0 0.0 0:00.00 snapfuse
116 root 20 © 4624 768 640 S 0.0 0.0 0:00.01 snapfuse
120 root 20 @ 4772 1320 1024 S 0.0 0.0 0:09.47 snapfuse
121 root 20 @ 4940 1624 1152 S 0.0 0.0 0:03.22 snapfuse
131 systemd+ 20 © 25532 13184 8960 S 0.0 0.2 0:00.58 systemd-resolve
163 root 20 @ 4304 2560 2432S 0.0 0.0 0:00.02 cron
165 message+ 20 © 8600 4480 3968 S 0.0 0.1 0:00.59 dbus-daemon
173 root 20 © 30100 18816 10240 S 0.0 0.2 0:00.33 networkd-dispat v
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7 root 20 o 3120 1792 1792 S 6.6 0.6 0:00.00 init ~
64 root 19 -1 47664 14720 13952 S 0.8 0.2 0:00.52 systemd-journal
98 root 20 @ 23104 6012 4604 S 0.0 0.1 0:00.67 systemd-udevd
112 root 20 o 4856 1552 1152 S 0.0 0.0 0:01.81 snapfuse
114 root 20 o 4492 1284 1152 S 0.0 0.0 0:00.00 snapfuse
116 root 20 o 4624 768 640 S 0.0 0.0 0:00.01 snapfuse
120 root 20 o 4772 1320 1024 S 0.0 0.0 0:09.47 snapfuse
121 root 20 o 4940 1624 1152 S 0.0 0.0 0:03.22 snapfuse
131 systemd+ 20 @ 25532 13184 8960 S 0.8 0.2 0:00.58 systemd-resolve
163 root 20 o 4304 2560 2432 S 0.0 0.0 0:00.02 cron
165 message+ 20 @ 8600 4480 3968 S 0.0 0.1 0:00.59 dbus-daemon
173 root 20 © 30100 183816 10240 S 0.8 0.2 0:00.33 networkd-dispat
1450ac@IMGWLAAZUre:~$ htop
14s0ac@IMGWLAAZUr $ free
total used free shared buff/cache available
8131824 436352 6647444 3864 1048028 7536284
H 2097152 L 2097152
14s0ac@IMGWLAAZUr $ kill -9
kill: usage: kill [-s sigspec | -n signum | -sigspec] pid | jobspec ... or kill -1 [sigspec]

14s0ac@IMGWLAAZUre :~$ o
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14soac@IMGWLAAzure:/$ cd / ~
14soac@IMGWLAAzZure:/$ 1s

bin  dev home lib  1ib64 lostifound mnt proc run snap sys usr

oot etc init 1ib32 1ibx32 media opt root sbin srv [N var
14soac@IMGWLAAZuUre:/$ o
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aled_GAled MINGWG4
$ cd Documents

aled_GAled MINGWG4
$ touch file.txt

aled_GAled MINGWG4
$ rm file.txt

aled_@Aled MINGW64
s |

~/Documents.

~/Documents.

~/Documents.




image25.png
1led_@Aled MINGW64 ~/Documents
 netstat

\ctive Connections

Proto Local Address Foreign Address State

TCP 127.0.0.1:7768 Aled:52622 ESTABLISHED
TCP 127.0.0.1:49740 Aled:49741 ESTABLISHED
TCP 127.0.0.1:49741 Aled:49740 ESTABLISHED
TCP 127.0.0.1:49742 Aled:49743 ESTABLISHED
TCP 127.0.0.1:49743 Aled:49742 ESTABLISHED
TCP 127.0.0.1:49744 Aled:49745 ESTABLISHED
TCP 127.0.0.1:49745 Aled:49744 ESTABLISHED
TP 127.0.0.1:50792 Aled:50800 ESTABLISHED
TCP 127.0.0.1:50793 Aled:50799 ESTABLISHED
TCP 127.0.0.1:50799 Aled:50793 ESTABLISHED
TCP 127.0.0.1:50800 Aled:50792 ESTABLISHED
TCP 127.0.0.1:52622 Aled:7768 ESTABLISHED
TCP  192.168.0.59:49454 172.187.86.74:https  ESTABLISHED
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aled_@Aled MINGW64 ~/Doc
$ arp -a

Interface: 192.168.0.59
Internet Address
192.168.0.1
192.168.0.26
192.168.0.255
224.0.0.22
224.0.0.251
224.0.0.252
239.255.255.250
255.255.255.255

Interface: 172.19.96.1
Internet Address
172.19.109.184
172.19.111.255
224.0.0.22
224.0.0.251
239.255.255.250

uments

--- Oxa
Physical

48-d3-43-
68-9a-87-
FF-FF-Ff-

01-00-5e-
01-00-5e-
01-00-5e-
01-00-5e-
FF-ff-ff-

—- 0x2c
Physical

00-15-5d-
FF-ff-ff-
01-00-5e-
01-00-5e-
01-00-5e-

Address

79-85-b0
93-e6-ef
FF-ff-ff
00-00-16
-00-fb
-00-f¢
ff-fe
ff-ff

B

00~
00~
7f-
-

B

Address

7e-01-af
FF-ff-ff
00-00-16
-00-00-fb
7f-ff-fa

Type
dynamic
dynamic
static
static
static
static
static
static

Type
dynamic
static
static
static
static
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aled_@Aled MINGW64 ~/Documents
$ id
uid=197609(aled_) gid=197609 groups=197609
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root@Aled:~# adduser test
info: Adding user ‘test' ...
info: Selecting UID/GID from range 1000 to 59999 ...
info: Adding new group ‘test' (1000) ...
info: Adding new user ‘test' (1000) with group ‘test (1000)'
info: Creating home directory ‘/home/test'
info: Copying files from ‘/etc/skel'
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for test
Enter the new value, or press ENTER for the default
Full Name []:
Room Number [1:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] y
info: Adding new user ‘test' to supplemental / extra groups ‘users'
info: Adding user ‘test' to group ‘users'
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root@Aled:~# crontab -—¢|
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@ root@Aled: ~ X + v

/tmp/crontab.d2aDe0/

Edit this file to introduce tasks to be run by cron

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for
minute (m), hour (h), day of month (dom), month (mon),
and day of week (dow) or use '*' in these fields (for 'any').

Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
© 5 * * 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(5) and cron(8)

HEBHAHAHBHEAHEBTHEBTHETHE TS HT

m h dom mon dow command

[ Read 23 lines ]
€ Help Write Out Bl Where Is B Cut Ml Execute
B Exit Read File g\ Replace MY Paste Y Justify
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sroot@Aled:~# systemctl list-timers --all
Command 'systemctl' not found, did you mean:

command 'systemctl' from deb systemd (255.4-lubuntu8.

Try: apt install <deb name>
root@Aled:~# systemctl list-timers —-all

NEXT LEFT LAST PASSED UNIT ACTIVATES
Sat 2026-05-02 16:39:15 BST 14min - = files=c ok Ermalvetend=brpralas=c el
Sun 2026-05-03 00:00:00 BST  7h Sat 2026-05-62 14:33:05 BST - dpkg-db-backup. timer dpkg-db-backup. service
Sun 2026-05-03 00:00:00 BST  7h Sat 2026-05-62 14:33:05 BST - logrotate. timer logrotate. service

Sun 2026-05-03 00:34:07 BST 8h Sat 2026-65-62 14:33:05 BST - apt-daily.timer apt-daily.service

Sun 2026-05-03 ©2:39:50 BST  10h Sat 2026-05-02 14:33:05 BST - man-db. timer man-db. service

Sun 2026-05-03 ©3:10:35 BST  10h Sat 2026-05-02 14:33:05 BST - e2scrub_all. timer e2scrub_all.service
Sun 2026-05-03 ©3:38:55 BST  11h Sat 2026-05-62 14:33:05 BST - motd-news. timer notd-news . service

Sun 2026-85-83 06:51:56 BST  14h Sat 2026-85-82 14:33:05 BST - apt-daily-upgrade.timer apt-daily-upgrade.se:

- - - - apport-autoreport.timer apport-autoreport . se:

- -- - fstrim. timer fstrin.service

- - - - snapd.snap-repair.timer snapd.snap-repair. serf]

12 timers listed

Lines 1-15/15 (END))|

ua-timer. timer

ua-timer.service
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Clear-Host

Write-Host "Welcome to the Number Guessing Game"
Write-Host ™ P

$difficulty = Read-Host “"Choose your difficulty: (1 = easy, 2 medium, 3 = Hard)"

switch ($difficulty) {

1 g
$maximum = 5
Mrite-Host "Easy mode — guess a number between 1 and 5" -ForegroundColor Black -BackgroundColor Green
i
o g
$naxinun = 10
Mrite-Host "Medium mode — guess a number between 1 and 16" -ForegroundColor Black -BackgroundColor Blue
¥
g
$naxinun = 20
Write-Host "Hard mode — guess a number between 1 and 20" -ForegroundColor Black -BackgroundColor Red
¥
default {
$naxinun = 10
Write-Host "Invalid choice — defaulting to Medium mode” -ForegroundColor Yellow
¥

#generating a random number -maximum is not inclusive so adding 1 gives the correct maximum number
$answer = Get-Random -Minimum 1 -Maximum ($maximum + 1)
#storing guesses in an array

$failedGuesses

e

#while loop used to keep asking for input until the correct answer is entered
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33
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36
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38
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23
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46
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49
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52
53
54
55
56

$failedGuesses = @()
#while loop used to keep asking for input until the correct answer is entered

while ($guess -ne $answer) {
$guess = [int](Read-Host "Guess my number:

$failedguesses +- Sguess

if (Sguess -1t Sanswer) {
Mrite-Output "Too low! Try again.”

¥

elseif (Sguess -gt $answer) {
Write-Output "Too high! Try again

¥
else {

Mrite-Output "Correct! You win!”
¥

#displaying the user’s guesses and how many attempts it took

Write-Host "It took you $($failedguesses.count) guesses!™
Write-Host "These were your guesses: $failedguesses”
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Welcome to the Number Guessing Game

Choose your d. ulty: (1 = easy, 2 medium, 3 = Hard): 1
asy mode — guess a number between 1 and 5

Guess my number: 1
Too low! Try again.
Guess my number: 5
Too high! Try again.
Guess my number: 4
Too high! Try again.
Guess my number: 2
Too low! Try again.
Guess my number: 3
Correct! You win!

It took you 5 guesses!
These were your guesses: 1 5 U 2 3
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Welcome to the Number Guessing Game

Choose your difficulty: (1 = easy, 2 medium, 3 = Hard): 2
Guess my number: 10

Too high! Try again.

Guess my number: 1

Too Llow! Try again.

Guess my number: 2

Too Llow! Try again.

Guess my number: 8

Too Llow! Try again.

Guess my number: 7

Too Llow! Try again.

Guess my number: 9

Correct! You win!

It took you 6 guesses!

These were your guesses: 10 1 2 8 7 9
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Welcome to the Number Guessing Game

Choose your difficulty: (1 = easy, 2 medi
Guess my number: 20

Too high! Try again.

Guess my number: 1

Too Llow! Try again.

Guess my number: 15

Too high! Try again.

Guess my number: 5

Correct! You win!

It took you U guesses!

These were your guesses: 20 1 15 5

3 = Hard): 3
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#1/bin/bash

clear

echo ” System Administration
R

PR RN NN

10
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user=$ (uhoami )
date=g(date +"%d/%n/%V")

echo "User: Suser”
echo "Date: $date”

disk() {
echo "Disk Usage”
echo "R
echo ™

processes() {
echo "Running Processes”
echo "R
echo ™

system_uptime() {
echo "System Uptime”
echo "R
echo ™
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network() {
echo "Network Information”
echo "R
echo ™"

ip -brief addr

echo ™

options=("Disk Space” "Memory

while true; do

# As arrays start at @ but the menu should start at 1, the for loop adds 1 when returning the index number|

done

echo "What do you want to check:

for i in "${!options[@]}"; do

done

read -p "Enter your choice (1-6;

echo "$((i+1)).

case $choice in

1
2)
3)
4
5)
6)

*)

esac

disk
memory ;
processes
system_upti
network ;;
echo "Goodbye
sleep 10
exit @ ;5

echo "Invalid choice!” ;;

Processes” "Uptime” "Network™ "Exit")

“${options[$i]}"

" choice
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System Administration

HEHEHHHH R
User: root

Date: 06/05/2026

What do you want to check?:

ie

Disk Space

2. Memory
3. Processes
4. Uptime
5.
6.
Ei

Network
Exit

nter your choice (1-6):
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Enter your choice (1-6): 1

Disk Usage
HEHHEHREE

Filesystem
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drivers
/dev/sdd
none
none
rootfs
none
none
none
none
none

@\
tmpfs

Size

3.9G6

3.9G6

954G
1007G
.9G
.9G
.9G
.9G
.9G
.9G
.9G
.9G
954G
782M

W wWWwWwWwww

Used Avail Use% Mounted on

0
4.0K
110G
1.6G

80K

0
2.7TM
520K

0

0

76K
76K
110G
20K

3.9G
3.9G
8UUG
955G
.96
.96
.96
.96
.96
.96
.96
.96
8UUG
782M

W wWWwWwWwww

0% /usr/lib/modules/6.6.87.2-microsoft-standard-WSL2
1% /mnt/wsl

12% /usr/lib/wsl/drivers
1% /

1% /mnt/wslg

0% /usr/lib/wsl/lib

1% /init

1% /run

0% /run/lock

0% /run/shm

1% /mnt/wslg/versions.txt
1% /mnt/wslg/doc

12% /mnt/c

1% /run/user/0
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Enter your choice (1-6): 2
Memory Usage
SR

total used free shared buff/cache available
Mem: 8000712 503072 728136 3588 103308 TU97640
Swap: 2097152 [} 2097152
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Enter your choice (1-6): 3
Running Processes

BB
PID TTY TIME CMD
588 pts/0 o 0 bash

2609 pts/0 o 0 ps
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Enter your choice (1-6): 4
System Uptime
HEHHE

20:47:37 up © min, 1 user, load average: 0.00, 0.00, 0.00





image44.png
Enter your choice (1-6): 5
Network Information
HEH

lo UNKNOWN 127.6.0.1/8 10.255.255.254/32 ::1/128
ethe up 172.19.109.184/20 fe80::215:5dff:fe7e:7a9/64
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Enter your choice (1-6): 6
Goodbye!
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OS - Lecture Activity Log 1

What is an Operating System?

A collection of software that manages a computer’s hardware and applications by
allocating resources, CPU, I/0 and file storage.

SRC: What is an Operating System? | IBM

What does an operating system do?
File, memory and process management
1/0 handling

Allows user to interact with computer

SRC: Understanding operating systems - University of Wollongong - UOW

Layers:

- u

- System Services

- Kernel

- Hardware Abstraction Layer (HAL)
- Hardware

Kernel manages memory and communication between hardware and software
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Q. What are some of the most common standard directories in Linux Oss and what do
they do?

Below is a list of the most common directories in Linux OSs:

-/ -root directory — top level directory and contains the other standard first-level
sub directories

—contains files for booting up system

—Binary programs such as BASH commands

- /sbin - These are system binaries meant for the superuser (e.g. reboot, ifconfig)
and are typically used for system admin tasks

- /etc - Configurations file

- /home - personal directories for regular users such as user settings and user
documents

- /media - external storage is automatically mounted
- /proc - contains info about processes that are running
- /sry—contains data for servers
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Linux and Bash

Linux is a very popular OS for working with networks

Alan Cox from Swansea — helped develop Linux with Linus Torvalds

Linux kernel used for Android and CERN

Linux has a family of Operating Systems referred to as Linux distributions
Ubuntu, OpenSUSE, Fedora, Debian, POP, Kali Linux

Space shuttles and Satellites use Linux - critical systems

Linux is open Source - can be modified by anyone
File system known as EXT - Extended File System

EXT3 released in 2001 included File Journaling System — allows for transactions i.e. roll
back to last saved point —file not lost if system crashes

This was later adopted bﬁWindows NTFS file system
EXT4 - 1 exabyte (1 million terabytes)
/- root directory - start of directory file system

Deleting root directory will delete operating system
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Course details
1h 23m - Beginner - Updated: 2/14/2020

47 %Ry 3.858)

What is PowerShell? PowerShell is a powerful language used for scripting and automation
for your IT Infrastructure. In this short course, author Matt Hester provides an overview of
the most current release, PowerShell 5.0, including how to read the PowerShell language
and scripts, get help, and use cmdlets.

Matt then dives into PowerShell's functions and What If statements, working with output,
and coding in the Integrated Scripting Environment (ISE). The course wraps up with some
tips on using PowerShell for both on-premises and cloud deployments involving Office
365 and Azure.

Learning objectives

o Identify the purpose of a delimiter.

* Recognize the tools needed to build a command using the ISE.

e Identify the options to use when running Get-Service from a remote computer.
* Recognize the capabilities of four cmdlets.

® Explain how to transfer aliases from a file into PowerShell.

* Determine if a cmdlet will generate an error when executed.
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- P

You answered 4 of 5 questions correctly.
Keep practicing! Review your answers and retake the quiz.
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.OO

You answered 3 of 3 questions correctly.
You successfully completed all questions in this quiz.
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.OO

You answered 1 of 1 question correctly.
You successfully completed all questions in this quiz.




