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[bookmark: _Toc721091814]1. Virtualisation and Containerisation in Cloud Computing
[bookmark: _Toc84452151]1.1 Introduction
The concept of cloud computing has transformed how modern applications are developed, maintained and deployed. The main driving factor behind this is  the move from monolithic applications to microservices and containerisation [1]. Containerisation technologies like Docker and Podman enable applications to be scalable as well as portable across different environments [2]. In this section of the report, principles like virtualisation and containerisation will be explored, and why they are important when it comes to the cloud and how we can implement this in a real world scenario when it comes to web applications. 
[bookmark: _Toc1118594311]1.2 Principles of Virtualisation
Virtualisation refers to the process of creating a software simulated representation of a physical computer otherwise known as a virtual machine or VMs [3]. To implement virtualisation, we have to move away from traditional systems that use the system of  machine > operating system > application. 
To do this, another layer is added just after the hardware layer, called the virtualisation layer. This allows the creation of several VMs within a single machine.
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(https://stl.tech/wp-content/uploads/2022/01/virtualization2.jpg)

[bookmark: _Toc308531324]1.2.1 Type 1 & 2 Virtualisation
When it comes to virtualisation, you can opt for two types. Type 1 also known as bare-metal, due to it being installed directly onto the machine. While Type 2 virtualisation is installed after the operating system layer. Both have their own advantages and disadvantages [4].
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(https://tecadmin.net/wp-content/uploads/2023/09/type-1-vs-type-2-virtualization.png)
[bookmark: _Toc1997433569]Type 1 (Bare-Metal)
This can run directly on the physical hardware without any preexisting host operating system. This allows the layer to work directly between the hardware and VMs. 
Such examples that are widely used:
· VMware ESXi
· Microsoft Hyper-V
· Proxmox VE (KVM)
· Linux KVM
Due to the architecture of the Type 1 hypervisor. This allows the layer to have direct access to the hardware, leading to high performance and efficiency due to minimal overhead compared to Type 2 hypervisors that rely on a preexisting operating system. Additionally, it also helps to provide a strong isolation between virtual machines, ensuring that each VM runs independently and securely without interacting with each other. Making it an ideal choice for cloud environments. However, there are some drawbacks when it comes down to this hypervisor. If you’re setting such a system up locally instead of relying on preexisting hosting. The setup can be rather complex, and requires dedicated hardware.
[bookmark: _Toc126537012]Type 2 (Hosted)
These types of hypervisors can run on top of an existing operating system such as Windows, macOS or Linux. It acts like any other application that is installed on the system, meaning it replies on the host OS to access hardware. 
Such examples that are widely used:
· VirtualBox
· VMware Workstation
· Parallels Desktop
· QEMU
Due to it being installed on top of an preexisting OS. It makes installing and setting up more accessible and simplistic compared to Type 1 virtualisation software. This makes it ideal for development environments. It also doesn’t require dedicated hardware, helping to keep costs down. However, performance is generally lower due to the additional overhead and there can be increased security risks since the overall system security is tied to the host OS.
[bookmark: _Toc1174788708]1.2.2 Example: Setting up a virtualised cloud instance
For the web application, an azure cloud instance is created to host the docker container containing the web application. To do this:
· A resource group will need to be created
· Creating a virtual machine 
· Accessing the virtual machine through SSH

First a resource group will need to be created. To do this, it can be done either by the web UI or azure console. For this tutorial, this will be done via the web UI.
[image: ]
Under the report, the resource group called “acca7027-assignment” was created with a simple name to easily identify where we will be creating the instances.
This then allows Azure users to create new instances under the given resource group. With this example, an instance that has 2vCPUs and 1GB RAM can be created.
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[bookmark: _Toc950016593]1.3 Principles and Benefits of Containerisation
Containerisation is a different approach when it comes to isolating computing resources. It is done by grabbing an application with its runtime, dependencies and required system libraries and then packaged into an image / container. Containers are designed to run consistently across different environments such as local development machines to cloud computing. A widely used platform for containerisation is Docker [5].
A key principle that is behind containerisation is the operating system sharing. Unlike traditional virtualisation where each VM has its own OS, containers share the host OS. This leads to a reduction in overhead as well as making them start up quicker. 
Another principle is isolation. Containers use Linux kernel features such as namespaces to create separate environments. This ensures that the processes, networks and file systems within one container cannot affect another. In addition, control groups (cgroups) manage and limit the resources (CPU, memory, and storage) that each container can use, preventing any single container from consuming excessive resources [6].
In practice, containerisation follows a simple lifecycle:
· Build: A configuration file defines the application and its environment.
· Ship: The application and dependencies are packaged into an image.
· Run: The image is executed as a container by a runtime environment.
There are many advantages in using containerisation:
· Portability: This ensures that containers behave the same regardless of the instance they are deployed on.
· Efficient: Multiple containers can run on a single instance, allowing the use of shared resources.
· Speed: Due to Docker using the host OS. Containers can boot up quickly.
· Support Modern Practices: With the way that Docker is designed. It helps with the development and implementation of microservices.
· Scaling: With Kubernetes (k8s). Docker can scale to demand across several instances, allowing services to respond to traffic surges.
[bookmark: _Toc1177005147]1.3.1 Example: Demonstrating the Construction of a Dockerfile
A Dockerfile is a text based script used to define how a container image is built. It specifies the base image, application code, dependencies, and commands required to run the application.
Below is a simple example of a Dockerfile for deploying a basic NGINX web server:

	FROM almalinux:9

RUN dnf -y update \
   && dnf -y install nginx \
   && dnf clean all \
   && rm -rf /var/cache/dnf

WORKDIR /usr/share/nginx/html

COPY index.html ./index.html
  
EXPOSE 80

CMD ["/usr/sbin/nginx", "-g", "daemon off;"]


Explanation:
· FROM defines the base image (alma linux).
· RUN installs dependencies.
· WORKDIR sets the working directory inside the container.
· COPY transfers application files into the container.
· CMD specifies the command that runs when the container starts.
This Dockerfile demonstrates how an application can be packaged into a portable image. Once built, the image can be deployed and run consistently across any environment that supports container runtimes such as Docker.
	docker build -t nginx-almalinux:latest . && docker run --rm -p 80:80 nginx-almalinux:latest


This command allows the image to be built and deploys the image into a container to allow access to the NGINX server.
[bookmark: _Toc1063855445]1.4 Images and Publishing Images
A Docker image is a template used to create containers. Once built, images can be stored and shared via repositories such as Docker Hub [6]. Containers are also built using layered images. These work by layering different images on top of one another that perform their individual tasks such as:
1. The first layer adds basic commands and a package manager, such as apt.
2. The second layer installs a Python runtime and pip for dependency management.
3. The third layer copies in an application’s specific requirements.txt file.
4. The fourth layer installs that application’s specific dependencies.
5. The fifth layer copies in the actual source code of the application.
This example might look like:
This example might look like:
[image: ]
(docker)
“This is beneficial because it allows layers to be reused between images. For example, imagine you wanted to create another Python application. Due to layering, you can leverage the same Python base. This will make builds faster and reduce the amount of storage and bandwidth required to distribute the images.” [7] The image layering might look similar to the following:
[image: ]
Layers let you extend images of others by reusing their base layers, allowing you to add only the data that your application needs.
[bookmark: _Toc397269906]1.4.1 Example: Building and Pushing an Image
First, the docker image needs to be built.
	docker build -t nginx-almalinux:latest .


After it has been built, authentication between Docker Hub and local device needs to be authenticated. To do this:
	docker login


Once authenticated, the image needs to be tagged to identify it. 
	docker tag nginx-almalinux:latest <username>/nginx-almalinux:latest


Once applied with the correct username, the image can then be uploaded to Docker Hub.
	docker push ziggyyy/nginx-almalinux:latest


Benefits:
· Easy sharing and collaboration
· Version control of application environments
· Deployment consistency
[bookmark: _Toc1762249417]1.5 Container Volumes
Volumes are persistent data stores for containers. They ensure that data is retained even after containers are stopped, restarted or even deleted. This makes them essential for applications that require reliable data management beyond the lifecycle of the single container / version [8].
Docker volumes are widely used in scenarios such as:
· Database storage: Ensuring that database data is preserved across container restarts or updates.
· Log persistence: Retaining application logs for monitoring, debugging, or auditing purposes.
· Shared data between containers: Allowing multiple containers to access and modify the same data volume.
By having the volumes being decoupled from containers, this enhances the reliability, portability and scalability in containerised applications.
[bookmark: _Toc1739891889]1.5.1 Example: Creating a Docker Volume
Inside the official NGINX image, the default site files live at: /usr/share/nginx/html
That's the path that the volume will be attached to.
Create a named volume:
	docker volume create nginx-data


List volumes:
	docker volume ls


Inspect it:
	docker volume inspect nginx-data


Create an nginx container and attach created volume:
	docker run --name my-nginx -p 80:80 -v nginx-data:/usr/share/nginx/html nginx


Inspect container to verify that volume is attached:
	docker inspect my-nginx


Now, the default html can be changed and saved:
	docker exec -it my-nginx sh
echo "<h1>Hello from Docker Volume</h1>" > /usr/share/nginx/html/index.html
exit


Refreshing the page should show the changed html.
Now to prove the data survives container deletion. To remove the container:
	docker rm -f my-nginx


Now start a new NGINX container using the same volume:
	docker run --name my-nginx -p 80:80 -v nginx-data:/usr/share/nginx/html nginx


[bookmark: _Toc1296053600]1.6 Container Networking
The in-build networking tools that are provided by Docker enable containers to have their own isolated network to communicate with each other. The networking tools allow the deployment of distributed systems such as microservices and managing communication between them.
Docker supports multiple network drivers to accommodate different use cases [14]:
· Bridge (default): Suitable for standalone containers on a single host. It provides automatic DNS resolution and internal isolation.
· Host: Removes network isolation by allowing containers to share the host’s network stack, offering improved performance but reduced security.
· Overlay: Enables communication across multiple Docker hosts, commonly used in clustered environments such as Docker Swarm.
· Ipvlan: This gives users total control over both IPv4 and IPv6 addressing. The VLAN driver builds on top of that in giving operators complete control of layer 2 VLAN tagging and even IPvlan L3 routing for users interested in underlay network integration.
· Macvlan: Assigns containers their own IP addresses on the physical network, making them appear as separate devices.
Docker networking offers several key advantages:
· Service isolation: Containers can be grouped into separate networks to segment application components and limit exposure.
· Secure communication: Network boundaries and configurations help control traffic flow and reduce the attack surface.
· Scalability: Networks make it easier to scale services horizontally while maintaining consistent communication patterns.
· Support for microservices architecture: Facilitates interaction between independently deployed services in a modular system.
[bookmark: _Toc1286877528]1.6.1 Example: Creating and Using a Docker Network
To create a network:
	docker network create my-nginx-network


Check if it exists:
	docker network ls


Inspect details: 
	docker network inspect my-nginx-network


Create nginx server with new network:
	docker run --name my-nginx --network my-nginx-network -p 80:80 nginx


To verify if network is working, another container will be created and attached to the existing network:
	docker run --rm -it --network my-nginx-network almalinux sh


And my running the curl command, the expected nginx output should be displayed:
	curl http://my-nginx







[bookmark: _Toc1345816316]2. Main Cloud Concepts and Cloud Computing Expansion
[bookmark: _Toc1347341498]2.1 Cloud Computing Concepts in Web Applications 
[bookmark: _Toc460764661]2.1.1 Load Balancing
Load balancing allows distributing workloads between two or more devices. In the world wide web, load balancing is often deployed to distribute web traffic among several servers. This helps to reduce strain on a singular server and makes the overall process more efficient. Load balancing is essential when it comes to high traffic web applications [9].
[image: ]
(GeeksForGeeks)
Azure provides several load balancing solutions. But in this report, only the main default Load Balancer that Azure offers will be looked at. Azure Load Balancer is a Layer 4 (transport layer) service that distributes incoming network traffic across multiple virtual machines or instances within a virtual network. Its goal is to enable high availability and reliability when it comes to distributing traffic to avoid overloading a single instance.
The implementation that Azure uses for its configuration is:
· Frontend IP: the public facing IP which allows web users to access the load balancer. One or more can be assigned to a load balancer. 
· Backend pools: Assigning pools enables the load balancer to distribute incoming traffic between the allocated instances. 
· Inbound Rules: Allows administrators to assign specific rules to ports. Specifying which pools are allowed to receive traffic from ports, and how session persistence is configured. 
· Outbound Rules: Allows the instances to interact with the internet if needed. Otherwise, this is automatically generated with the inbound rules.
· Health Probe: This enables the load balancer to distribute traffic to healthy instances. So if latency goes up within one instance, other instances are then distributed to.

[bookmark: _Toc1025538217]2.1.2 Scalability
In cloud computing, scalability is essential when it comes to handling increasing workloads efficiently [10]. This can be done in two ways. Either by adding more resources to an existing server (Vertical Scaling) or by creating more servers (Horizontal Scaling). 
Azure provides both vertical and horizontal scaling options to allow their customers to adapt to everchanging work loads. 
[bookmark: _Toc530871374]Vertical Scaling
Azure allows hosting administrators to increase or decrease the resources allocated to a virtual machine. This can be done by changing the instance type (vCPUs and memory) to match the workload requirements. 
[bookmark: _Toc861478363]Horizontal Scaling
Once a load balancer is created, Horizontal scaling can be implemented in Azure. This is done by creating or deleting instances allocated to a load balancer, allowing traffic to be distributed between them. For instance, Azure Virtual Machine Scale Sets automatically adjust the number of VM instances based on performance metrics or a defined schedule.
[bookmark: _Toc467035630]Scale Sets / Autoscaling
The autoscale feature monitors metrics like CPU usage, memory or even custom metrics. These can trigger scaling actions automatically. Either increasing or decreasing the amount of instances within the scale set.
An example of a autoscale within a scale set:
· Instance range of 1 - 3
· To create a new instance when the Average CPU usage is above 70%
· To delete an instance when the Average CPU usage is below 20 %
[image: ]
(Microsoft)
With this setup, a web application can scale with user traffic without downtime or manual intervention. 
[bookmark: _Toc1485573868]2.1.3 Application Gateways
Application gateways differ from traditional load balancers. Instead of managing traffic at the protocol level (Layer 4), Application Gateways manage traffic at the application layer (Layer 7). This allows the gateways to have more indepth configurations such as directing requests based on URLs, hostnames, headers or cookies. It often also provides security features like SSL/TLS termination and protection against common web attacks.
Azure's implementation is a managed service that combines smart traffic routing, security and scalability for web applications. It has all the configuration settings that a normal load balancer would have, but also includes additional features:
· Azure allows traffic to be distributed on an application-level. Meaning that path-based routing (e.g. splitting /api and /images between different backend pools / instances). 
· Web Application Firewall (WAF): protects the backend web applications from common exploits like SQL injection and cross-site scripting (XSS). WAF uses managed rule sets based on the OWASP core rule set or custom rules created by users to inspect incoming HTTP requests.
· SSL/TLS Termination: Decrypts traffic at the gateway, reducing the load on backend servers and allowing for centralized certificate management.
· Session Affinity: Supports cookie sessions, ensuring a website user sticks to the same instance.
· RL-based and Host-based Routing: Allows hosting multiple websites or web applications under one domain (e.g., website.com/direct vs website.com/api).
For a web application, services such as the application, image CDN and video CDN could be split into their own microservices and put into their own backend pools.
[image: ]
(Microsoft)

[bookmark: _Toc1007957325]2.2 Interplay Between Load Balancing and Scalability
Load balancing and scaling compliment each other when put together. Scaling is all about increasing or decreasing capacity. By either vertical or horizontal scaling more traffic can be handled by a service such as a web application. This is specifically true if horizontal scaling takes place. Load balancing is about distributing traffic. It efficiently distributes traffic across available instances so no single instance is overwhelmed [11]. 
Scaling without load balancing is inefficient. If you add more instances but do not distribute traffic properly, some instances may sit idle while others are overwhelmed by traffic. Load balancing without scaling is limited, distributing traffic evenly across limited resources will still result in overwhelmed instances if there is not enough resources. Together, scaling provides the capacity where demand rises and falls. While load balancing ensures that traffic is spread evenly against the capacity.
For a typical web application, traffic normally comes in as user web requests such as HTTP/HTTPS. When those web requests are sent to a load balancer or even an application balancer, the requests can be distributed between the allocated instances. 
During normal traffic, 2 instances holding the web application would handle traffic. But in the event of a sudden spike in traffic, auto scaling can detect the increase in resource usage and create additional instances 2 -> 10. This allows the load balancer to detect the new instances and start to distribute the sudden traffic surge to healthy instances [12]. With this, no instances are overwhelmed, response times are stable, and the web application stays available at surge times.

[bookmark: _Toc1540529706]2.3 Benefits of Combining All Three Technologies
When combined all together, they can create a robust cloud application:
· High Availability: Even if one instance goes down, with load balancing other instances can still handle the incoming traffic.
· Cost Effective: Resources would scale up only when needed.
· Security: Application gateways having inbuilt security helping to protect against threats. 
· Seamless Experience: Users would not notice when the web application receives a spike in traffic. As automatic scaling and distribution would handle the increase in load.
In a given web application that has unpredictable traffic demand, this results in a system that is reliable, secure and performant.
[bookmark: _Toc1354004586]2.4 Driving Forces Behind Cloud Computing Expansion and the Role of Serverless vs. Containerisation
Cloud computing has become a foundational part of modern IT infrastructure. Its growth has been achieved by the appealing nature of its economic, technical and operational factors that startups and enterprises like. Among its growth, serverless computing such as Functions as a Service (FaaS) has emerged as a compelling option when it comes to cloud computing.
[bookmark: _Toc717453147]2.4.1 The key driving forces
[bookmark: _Toc717928495]Cost efficiency
One of the major shifts in the industry is the move from investing in physical servers and hubs, to paying for cloud computing like Virtual Private Servers (VPS), Virtual Dedicated Servers (VDS) and Bare Metal Machines. Due to this, businesses only need to pay for what they use, leading to reduced upfront costs and minimised financial risks. Cloud providers handle hardware maintenance, updates, and fault tolerance. Built-in redundancy and disaster recovery capabilities improve system reliability without requiring hiring the personnel with expertise.
[bookmark: _Toc2005646592]Scalability
Hosting providers enable near instant scaling of instances. This allows customers to automatically scale up during surging traffic and scale down when the demand drops. Hosting providers also allow customers to buy resources in different regions of the world, allowing for the expansion of reach for their applications.
[bookmark: _Toc1437088377]2.4.2 Serverless Computing
Serverless computing is a product which allows developers to write and deploy their applications without managing any underlying infrastructure. Hosting providers automatically handle the resources, scaling and running of the serverless computing.
Available serverless computing that is offered by hosting providers:
· AWS Lambda
· Azure Functions
· Google Cloud Functions
[bookmark: _Toc269955427]Serverless Functions
As described by cloudflare “Function-as-a-Service (FaaS) is a serverless way to execute modular pieces of code on the edge. FaaS lets developers write and update a piece of code on the fly, which can then be executed in response to an event, such as a user clicking on an element in a web application. This makes it easy to scale code and is a cost-efficient way to implement microservices.” [13]. 
With this, developers can spend more time on actually developing the application instead of worrying about hosting and deploying. This can typically lead to a faster development cycle. 
[bookmark: _Toc1285488935]Comparing against Containerisation
When it comes to infrastructure management. Serverless Computing like FaaS does not require any management except for deploying the code. On the other hand, user management is needed when containers are created.
Included in the management, FaaS requires no input when it comes to scaling. Due to its fully managed nature, when traffic surges. The functions automatically scale to the demand. Whereas, when it comes to scaling up or down containers there are automated services like Kubernetes (k8s) or policy-based scale sets provided by a hosting provider. But these require configuration to be done beforehand. 
For cost comparison, when it comes down to FaaS you only pay for each execution of the deployed code. When it comes to containers, you need to pay for resources to host containers on.
FaaS also includes some setbacks. Having a hosting provider manage the infrastructure makes it troublesome when it comes to understanding the whole system. Also “It can be very difficult to incorporate FaaS code into a local testing environment, making thorough testing of an application a more intensive task.” [13]. 
Cost
· Serverless aligns strongly with cost efficiency due to granular billing.
· Containers may incur higher baseline costs due to always-on resources.
[bookmark: _Toc754474348]Flexibility
· Containers provide greater flexibility in runtime configuration.
· Serverless offers flexibility in development speed and deployment simplicity.
[bookmark: _Toc898760540]Scalability
· Serverless excels with automatic scaling and zero idle cost.
· Containers scale effectively but require orchestration tools and planning.
[bookmark: _Toc370755761]Operational Efficiency
· Serverless reduces operational burden significantly.
· Containers still require DevOps expertise but offer more control.
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