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[bookmark: _Hlk503309028]Abstract – This report will contain information on enterprise networks and data centres. There will then be documentation on how the data centre was created and then justification on the design. 	Comment by Carlene Campbell: 
Your abstract should include a short summary of your work that others can use as an overview. It is a short summary of your completed research. If done well, it makes the reader want to learn more about your work.
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I. Introduction	Comment by Carlene Campbell: 
The Introduction should also give some general background research information and reference about the area of studied. 
This report will contain information on construction and research of network & data centre management systems. The report will then contain information on the design and implementation of a data centre. There will then be a section on results and findings, this will be used to justify the implementation design. Finally, there will be a conclusion. This will be used to conclude the report and give recommendations.  
II. Related work
A. Enterprise Network 
An enterprise network is the network backbone that is used to connect all the different campuses, buildings, offices to the network. Enterprise networks can include local area networks (LAN) and wide area networks (WAN) depending upon the network requirements.  The enterprise network is used so that there is end to end connectivity between the users and the enterprise data centre. 
When an enterprise network is being designed it is important to look at how to reduce network traffic. This can be achieved by choosing the correct networking protocol. Separating network traffic by creating virtual local area networks (VLANs) etc. Other things that need to be considered when designing an enterprise network include fault tolerance, scalability, performance, and management. These issues that need to be considered will be covered later in this section of the document. 

B. Data Centre
A data centre is a technical facility that is used to store organisations information technology (IT) operations and equipment.  This is where an organisation would store and manage its data. There are generally four categories of data centres. These are enterprise, this is when a single organisation creates its own data centre. Colocation, this is when multiple organisations share a data centre. Hyperscale & cloud, this is when the data is stored offsite in a cloud and accessed via the internet. Service provider, this is when a organisation uses its service provider to store its data[1][2]. 

When a data centre is being designed there are four critical factors that need to be considered. The first issue is efficiency, this is critical when designing a data centre as an organisation always wants to save money. An important issue that can affect efficiency is location, the location is important as if the data centre is located somewhere with a cool climate then it will ultimately have reduced running costs. Cooling a data centre can sometimes cost as much energy as running the equipment so location is important in energy efficiency[3][4]. 

The next issue that needs to be considered is optimisation, this is important as an organisation doesn’t want to have to have two web servers when it only requires one as this would waste energy and increase running costs. The next issue is reliability, this is again important as if the data centre goes down then the organisation is losing money. Therefore, backup generators and battery rooms are additional requirements to ensure that even if there is a power cut the data centre is still operational[5]. 
The final issue that needs to be considered is physical security. This is important as creating a data centre that is has redundancy and firewalls etc to keep it from being hacked would not be helpful if someone can just walk into the data centre and steal the data or simply turn all the power off. Therefore, physical security essential to the operation of a data centre. Physical security isn’t just including things like close circuit television systems (CCTV) cameras, RFID readers, fingerprint readers, locked doors etc. In a data centre there are generally six layers of security. These security defences are designed from outside the boundary all the way into the data cabinets. 	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
The first security layer is known as the perimeter. This is outside the datacentre and is the first defence of keeping the data centre safe. The next layer is known as the clear zone, this is from the perimeter fence to the building. The next layer is reception this is the entrance and exit point for the data centre. The next layer is the service corridor. This is between reception and the data hall. The next layer is known as the data hall this is the final security layer before the data cabinets can be accessed[6]. 

C. Remote Access
Remote access is set up to allow remote access to a workstation, server and can be used to manage a network. When using remote access, it is good practise to use a virtual private network (VPN) for additional security. When using remote access to manage networking devices like switches, routers and servers then secure shell (SSH) protocol can be used. This will allow for the remote user to have a command line interface into the remote device[7], [8][9].  

D. Virtual Private Network 
A virtual private network is commonly known as a (VPN). A VPN can be used to allow workers to securely connect to an enterprise network and access its resources. When using a VPN, the user connects to the server using what is known as a VPN tunnel. This is an encrypted tunnel so that only the VPN provider can see what you are doing. When a VPN is created without using a VPN provider then it is possible to say that no one can intercept the traffic if it is created correctly[8][10].  

E. Storage Services
Storage Area Network can also be known as SAN. A san is a storage device with high bandwidth to allow rapid data access. A SAN creates an independent storage network that is separate to the user network, this allows it to manage the storage and optimise the network[11]. 	Comment by Carlene Campbell: 
Should be all caps.

Disk Arrays is a hardware based group of disk drives that allow data storage. A disk array uses a cache memory to allow data access. When data is stored on a disk array it is distributed across multiple storage disks to ensure fault tolerance. Virtualisation can additionally be used to optimise the storage onto the disk drives[12]. 

Secondary Back-up location is a backup of the organisations data, this can include duplicate copies of the servers to ensure fault tolerance and availability. This is done in a different location to the main network so that if one does go down for any reason the backup will not be affected. This is mostly done for disaster recovery planning to ensure that no data loss ever occurs within the network[13][14]. 

F. Fault Tolerance
Fault tolerance is creating a system that will have the ability to work around faults. An example of this would be a network having one server, by adding an additional server it means that if the first one went down then the second one could deal with the network requests. When creating a fault tolerance plan it is important to understand the importance of each device, this will allow an understanding of if there is a requirement for the duplication of any devices. The limitation on fault tolerance is the cost, its easy to create a network that would have a high level of availability, but it additionally needs to justify the costings of the fault tolerance[15][16].     

G. Scalability
Scalability is the ability for the network to allow for future growth. This means that if the organisation wanted to expand to a new site and increase its network size adding additional users, the network should have the ability to add in additional switches and routers to deal with the new users. If this isn’t looked at when designing an implementation then it could become a requirement to completely rebuild the network to allow for the expansion[17][18]. 

H. Management
Network management is important in maintaining a network. If a network isn’t managed correctly then the network will not have its optimum performance. If a network has sixty users and there is a second delay, then overall that’s a minute of lost time in a single second. Therefore, it is essential to ensure that the network is effectively managed. There is software that will help manage the network by alerting the administrators if there is a problem. It can even predict if there is going to be an issue, this means it can be fixed before it causes down time for the network[19]. 

I. Security 
There are two sides to security in a data centre. The first is physical security and network security. Physical security has been covered at an earlier point in this document. When it comes to network security it is essential and very important. Security is implemented to protect the integrity of the network and data stored within the network. Security that can be implemented is as follows access control, antivirus and antimalware software, behavioural analytics, email security, firewalls, intrusion prevention systems, intrusion detection systems, mobile device security, VPN and wireless security. When designing a network these are important issue that need to be addressed and included within the network to protect it from threats[20][21].
 
J. Wireless Mesh	Comment by Carlene Campbell: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.
A wireless mesh network is simply just having additional routers in the network to provide greater coverage. This means that by having at least two routers within a network it essentially at least doubles the Wi-Fi range. The advantages of a wireless mesh network is that it reduces blind spots around a building that didn’t previously have network coverage. This relates to my project as implementing it would help to provide a better coverage of the enterprise network. The down side to having wirless network access is that it provides a greater security risk than a wired solution would. 

K. Manet
A Manet network is also known as a mobile ad hok network. This is a very new network type and is up and not widely uses yet. It is essentially mobile devices that are connected using a 4G connection this allows them to communicate with one another. This implementation is very insecure and poses a great risk to all users of the network. As there is no security implementation like in an ordinary network it means it is a lot easier to gain unauthorised access to it. 

L. Wireless Sensor networks	Comment by Carlene Campbell: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.
A wireless sensor network is a network that is build using wireless sensors. These are becoming very popular within the internet of things IoT. The sensors can be used for automation within a smart home/city. 
The author did an assignment using these sensors to create a smart carpark last year. It shows that these sensors can be used to monitor and control different smart networks. 

M. Cellular	Comment by Carlene Campbell: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.
Cellular networks are very popular now and they can comprise of 3G and 4G networks. Cellular connections are used for mobile phones, tablets and some computers. They offer a low-cost data connection that has a moderate level of security.  4G connections are known as LTE connections and are the replacement for 3G networks. 

N. WiMAX 	Comment by Carlene Campbell: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.
WiMAX is also known as worldwide interoperability for microwave access. This technology is used for long range wireless networking. WiMAX is based on the 802.16 wide area communication standards. WiMAX can offer up to 40mb/s in download speed. 	Comment by Carlene Campbell: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.

O. Security issues 
These wireless networks are very good for connectivity as you don’t need any physical connections however that is the first security issue. Wireless communications are much easier to gain unauthorised access into than a wired network. WPA2 is a common authentication protocol that is used to provide a solution to the security issues faced by wireless networks. another way to provide additional security is using a VPN. This isn’t an option for all the networks however it allows the device to have an encrypted connection to the network. 

III. Implementation
The image below shows UWTSD network. This is created using 1 core switch that does the routing. 2 distribution switches and 7 access switches. At the bottom of the network can be seen the campuses.  
[image: ]	Comment by Carlene Campbell: 
Number and name all figures.

Below is the Swansea campus. This campus uses vlan 10 and has a network address of 30.30.10.0. For this network only 3 devices are connected to simulate network traffic. 
[image: ]

Below is the email server, this shows that an email server has been created and works. As the Carmarthen network was used to send an email to Swansea email address. 
[image: ]

Below is the Carmarthen campus. This campus uses vlan 20 and has a network address of 30.30.20.0. For this network only 3 devices are connected to simulate network traffic. 
[image: ]

Below is the Lampeter campus. This campus uses vlan 30 and has a network address of 30.30.30.0. For this network only 3 devices are connected to simulate network traffic. 
[image: ]

Below is the London campus. This campus uses vlan 40 and has a network address of 30.30.40.0. For this network only 3 devices are connected to simulate network traffic. 
[image: ]

Below is the UWTSD server room this shows all the servers are configured and all work. And that there is IOT devices to provide cooling and security. 
[image: ]

Below can be seen that the webpage www.uwtsdiot.com has been searched so this shows both the radius server and dns are configured correctly. 
[image: ]

Below can be seen the registration server for access to the IOT and remote controlling of the devices. 
[image: ]

Below is a screenshot of the config file being backed up to the tftp server. 
[image: ]

Below is an image of the syslog server that is used to log all commands on the networking devices.
[image: ]

Below is an image of the FTP server showing that it has been correctly configured. 
[image: ]

Below is an image of the DHCP server showing that it has been correctly configured. It is designed to give all campuses ip addresses and the IOT devices ip addresses. 
[image: ]

Below is an image of the DNS server showing that it has been correctly configured. The next three screenshots show that the DNS has been correctly configured. 
[image: ]
[image: ] [image: ] [image: ]

Below can be seen that there is SSH to log into all of the switches and routers in the three networks.  
[image: ]

Below can be seen the Moodle(extranet) network, this again has all of the same features that Swansea has and it has a remote access vpn.  
[image: ]

Below can be seen the moodle (extranet) server farm. 
[image: ]

Below can be seen the first floor of the moodle network. This shows that there is a staff vlan 10 and guest vlan 30. 
[image: ]

Below can be seen the second floor of the moodle network. This shows that there is a staff vlan 10 and guest vlan 30. 

[image: ]

Below can be seen the moodle remote access VPN being turned on. 
[image: ]

Below can be seen the moodle remote access VPN ip address.
[image: ]

Below can be seen verification that the VPN works. This can be used to remote into the moodle network or servers. 
[image: ]
 
The screenshot below shows google network. This again is fully operational and working like the other networks.
[image: ]

Google floor 1 can be seen in the screenshot below. 
[image: ]

Google floor 2 can be seen in the screenshot below. 
[image: ]

Google server farm can be seen in the screenshot below. 
[image: ]

IV. Results/Findings & discussions
Building an enterprise network and data centre has allowed the author to have better knowledge of how the data centre works and why they are so important. Form my findings I have found that the  	Comment by Carlene Campbell: 
Incorrect word used.	Comment by Carlene Campbell: 
Incomplete sentence

V. Conclusion, recommendation and future work	Comment by Carlene Campbell: 
Conclusion should summarised all key areas and findings of the entire report.
In conclusion the author thinks that the assignment was a success. The network that was created met and exceeded the requirements. Future work that could be done on this would include creating more redundancy. This could be improved as there was only one ISP per network and a single core and realistically there should have been two ISPS and two core switches. 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL] Inclusion of a wide range of research-informed literature. Some areas could do with more referencing. (Grade mark: 73.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]11

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Clear awareness of challenges to established views and the limitations of the knowledge base. (Grade mark: 73.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]11

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]A logical work, supported by evaluated evidence. AnalysissAnalysis/discussion  of the implementation aspect can be improved. developed. The Introduction should also give some general background research information and reference about the area of studied.  You should improve upon your conclusion and clearly outline your future recommendation. (Grade mark: 73.33%)
	[bookmark: totalANA]30
	[bookmark: markANA]22

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Strong implementation of the network, that said the lack of the Malaysia Campus is disappointing. Your network lacks from redundancy with regards to the Core to Distribution layers with no visible Firewall or implementation of this form of security. Consider what would happen should a core switch fail. Overall an excellent design and good implementation of the IoT devices to secure the Data  Centre elements. Look at the options available for implementing remote access not just the use of VPN. The use of DHCP, Email, DNS works well and aids the validation of pings and test emails. A nice touch adding the landing page for the web sites this shows further knowledge of server configuration (Grade mark: 79.33%)
	[bookmark: totalPAD]30
	[bookmark: markPAD]23.8

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Well formatted, flow but there is incomplete sentence.  Your figures should be named, numbered and referedreferred to in the discussions. Some other minor errors. (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]73.8%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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