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[bookmark: _Toc216293314]Project Summary
This report investigates the application of ensemble-based machine learning models for multi-class intrusion detection using the NSL-KDD dataset. The study focuses on Random Forest and Gradient Boosting classifiers, evaluating their performance using accuracy, precision, recall, F1 score, and confusion matrices. Results indicate that Random Forest offers superior generalisation, higher accuracy, and greater robustness compared to Gradient Boosting, making it more appropriate for practical intrusion detection systems. Feature importance analysis highlights key network attributes that contribute to effective attack classification. The findings support the use of ensemble learning as a reliable approach for intelligent, automated intrusion detection.






















[bookmark: _Toc216293315]Introduction
Cyber security remains a critical domain where Artificial Intelligence (AI) offers significant potential to improve defense mechanisms. Intrusion Detection Systems (IDS) represent an essential component of network protection, aiming to identify malicious behavior within traffic flows. Machine learning has become a common tool in IDS research due to its ability to recognise complex patterns and adapt to evolving cyber threats.
The NSL-KDD dataset is widely used as a benchmark for evaluating IDS models. Despite its age, it remains a valuable resource for exploring supervised learning approaches.
This study applies two ensemble methods Random Forest and Gradient Boosting to perform multi-class intrusion detection. The analysis evaluates their performance and identifies the most influential features, offering practical insights for IDS development.



















[bookmark: _Toc216293316]Random Forest
Random Forest is an ensemble machine learning method widely used for classification and regression tasks due to its accuracy, robustness, and ability to handle complex data structures. It operates by constructing a large collection, or “forest”, of individual decision trees during training. Each tree independently learns patterns from a random subset of the data, and the final prediction is made through majority voting (for classification) or averaging (for regression). This ensemble approach significantly improves generalisation compared with a single decision tree, which tends to overfit [1] [2].
The “randomness” in Random Forest comes from two key processes. Firstly, it uses bootstrap sampling, where each tree is trained on a randomly selected subset of the training data. Secondly, at each tree node, only a random subset of features is considered when deciding the best split. These sources of randomness reduce correlation between trees, meaning that even if some trees produce inaccurate predictions, the forest remains stable and accurate. This principle known as the “wisdom of the crowd” is central to the model’s effectiveness [2].
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[bookmark: _Toc216293287]Figure 1 Random Forest Algorithm [3]
Random Forest is particularly well suited to problems involving noisy data, mixed feature types, or complex, non-linear relationships. It can naturally handle both numerical and categorical variables and requires very little data preprocessing. Another advantage is its built-in ability to measure feature importance by assessing how much each attribute contributes to reducing classification error across the forest. This makes Random Forest highly valuable in domains like cyber security, where understanding influential factors such as unusual traffic patterns or protocol behavior is essential [2].
Furthermore, Random Forest is resilient to overfitting, scalable to large datasets, and relatively efficient to train. These characteristics make it a popular and practical choice for intrusion detection systems, fraud detection, medical diagnosis, and many other applied AI tasks [1] [2].


[bookmark: _Toc216293317]Gradient Boosting
Gradient Boosting is an ensemble machine learning technique that builds a predictive model in a stage-by-stage manner, combining multiple weak learners typically shallow decision trees to create a powerful and accurate classifier. Unlike Random Forest, which trains many trees independently and aggregates their predictions, Gradient Boosting trains trees sequentially, with each new tree learning from the errors made by the previous ones. This makes Gradient Boosting particularly effective at capturing complex patterns in data [4] [5].
The core idea behind Gradient Boosting is to minimize a loss function by adding new models that correct the residual errors of earlier models. At each iteration, the algorithm calculates how much the model's current predictions differ from the true values and then fits a new tree to these residuals. By repeatedly focusing on the “hard-to-predict” cases, the final model becomes highly accurate. The learning rate controls how much each tree contributes to the overall model, allowing fine-grained control over the model’s complexity and generalisation [4].
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[bookmark: _Toc216293288]Figure 2 Gradient Boosting Algorithm [6]
Gradient Boosting works well with heterogeneous data, can handle nonlinear relationships, and is highly flexible due to its tunable hyperparameters such as tree depth, number of boosting stages, and subsampling rate. However, this flexibility also makes the method more sensitive to noise and overfitting, especially if too many trees are used or if the trees are too deep. Training can also be computationally expensive because each tree must be built sequentially rather than in parallel [4] [5].
Despite these challenges, Gradient Boosting performs strongly in many real-world applications, including cyber security, fraud detection, finance, and anomaly detection. In intrusion detection, it can identify subtle attack patterns by repeatedly refining its understanding of misclassified traffic. Its ability to model complex decision boundaries makes it valuable for distinguishing between similar types of network intrusions. Nevertheless, its performance may degrade on highly imbalanced datasets unless appropriate techniques such as class weighting or sampling are applied [4].
[bookmark: _Toc216293318]Action Needed 
Traditional Intrusion Detection System (IDS) approaches often depend on rule-based detection, which struggles to identify previously unseen or evolving attacks. Machine learning models, particularly ensemble-based classifiers, can learn behavioral patterns from historical data and generalise them to new network traffic. However, the challenge lies in determining which models perform effectively across the diverse and imbalanced attack classes found in datasets such as NSL-KDD.
This study aims to address this challenge by evaluating Random Forest and Gradient Boosting classifiers, comparing their performance, and analysing feature importance to inform improved IDS design.




















[bookmark: _Toc216293319]Research Approach
This structured methodology ensures that each stage of the modelling process is transparent, repeatable, and aligned with best practices in machine learning for cyber-security. Data preprocessing was a particularly important phase due to the mixed nature of the NSL-KDD dataset, which contains both categorical protocol descriptors and continuous traffic-based variables. Applying One Hot Encoding allowed the models to interpret categorical attributes effectively, while standard scaling ensured that numerical features contributed proportionately during training [7]. 
The use of a stratified split was essential in maintaining representative class distributions, especially given the presence of rare attack types that could otherwise be excluded from the training or test.
[image: A diagram of a data analysis

AI-generated content may be incorrect.]
[bookmark: _Toc216293289]Figure 3 Research Approach [8]
During model development, pipelines were used to streamline the integration of preprocessing and learning algorithms, reducing the risk of data leakage and ensuring consistency across cross-validation folds. Hyperparameter tuning through Randomized Search CV enabled efficient exploration of the parameter space without excessive computational cost. Using macro F1 scoring ensured that optimisation prioritised balanced performance across all classes rather than favoring the majority categories [9].
For evaluation, multiple metrics were selected to provide a comprehensive understanding of model behavior. Accuracy alone is insufficient for imbalanced intrusion detection tasks, so precision, recall, and F1 scores offered deeper insights into how well each model detected both common and rare attacks. Confusion matrices were used to visualise misclassification patterns, helping identify which attack categories remained challenging. Feature importance analysis added an interpretability layer, highlighting the specific network attributes that influenced decision-making and supporting informed recommendations for IDS design. Both Random Forest and Gradient Boosting classifiers were implemented using pipeline structures to combine preprocessing and model training. Hyperparameter tuning was carried out using Randomized Search CV with macro F1 scoring. Evaluation metrics included accuracy, precision, recall, F1 score, and confusion matrices. Feature importance was extracted to identify attributes most relevant to intrusion detection [10].
[bookmark: _Toc216293320]Results
The Random Forest classifier achieved approximately 99% training accuracy and 94% test accuracy, indicating strong generalisation with low overfitting. Gradient Boosting achieved around 96% training accuracy and 87% test accuracy, showing reduced performance, particularly in minority classes.
Macro-level F1 scores followed a similar pattern, with Random Forest outperforming Gradient Boosting across most attack categories. Confusion matrices revealed that Random Forest more accurately classified common attacks such as normal, Neptune, and Satan.
Feature importance analysis found that service, src_bytes, flag, dst_bytes, and count were among the most influential predictors. These features capture essential behavioral and protocol level information used to distinguish different forms of attacks.
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[bookmark: _Toc216293290]Figure 4 First five rows of the Dataset [11]
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[bookmark: _Toc216293291]Figure 5 First Graph of the Dataset [11]






[bookmark: _Toc216293321]CODE 
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[bookmark: _Toc216293292]Figure 6 Code Name [11]
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[bookmark: _Toc216293293]Figure 7 Code Pt1 [11]
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[bookmark: _Toc216293294]Figure 8 Code Pt2 [11]
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[bookmark: _Toc216293295]Figure 9 Code Pt3 [11]
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[bookmark: _Toc216293296]Figure 10 Code Pt4 [11]
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[bookmark: _Toc216293297]Figure 11 Code Pt5 [11]
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[bookmark: _Toc216293298]Figure 12 Code Pt6 [11]
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[bookmark: _Toc216293299]Figure 13 Code Pt7 [11]
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[bookmark: _Toc216293300]Figure 14 Code Pt8 [11]
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[bookmark: _Toc216293301]Figure 15 Code Pt9 [11]
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[bookmark: _Toc216293302]Figure 16 Code Pt12 [11]
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[bookmark: _Toc216293303]Figure 17 Code Pt13 [11]
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[bookmark: _Toc216293304]Figure 18 Code Pt14 [11]
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[bookmark: _Toc216293305]Figure 19 Code Pt15 [11]
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[bookmark: _Toc216293306]Figure 20 Code Pt16 [11]
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[bookmark: _Toc216293307]Figure 21 Code Pt17 [11]
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[bookmark: _Toc216293308]Figure 22 Code Pt18 [11]
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[bookmark: _Toc216293309]Figure 23 Code Pt19 [11]
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[bookmark: _Toc216293310]Figure 24 Code Pt20 [11]
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[bookmark: _Toc216293311]Figure 25 Code Pt21 [11]
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[bookmark: _Toc216293312]Figure 26 Code Pt22 [11]
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[bookmark: _Toc216293313]Figure 27 Code Pt 23 [11]
[bookmark: _Toc216293322]Findings and Analysis
The contrasting behavior of the two models provides valuable insight into how different ensemble strategies respond to the challenges presented by the NSL-KDD dataset. Random Forest’s parallel training of independent trees enables it to capture a broad range of patterns without overfitting to minority noise, which is particularly advantageous in intrusion detection where attack categories are unevenly distributed. Its ability to maintain stable performance across both frequent and infrequent classes strengthens its suitability for real-world IDS deployment, where reliability and consistent detection rates are essential.
In contrast, Gradient Boosting’s sequential learning process allows it to model complex interactions but also makes it more vulnerable to propagating errors when the earlier stages of training are influenced by skewed class distributions. This explains its weaker performance on subtle or underrepresented intrusions. Nevertheless, when supported by improved data balancing and careful hyperparameter tuning, Gradient Boosting remains a viable method capable of capturing nuanced patterns that may be overlooked by other models. Overall, the results highlight the importance of aligning the chosen ensemble technique with the characteristics of the dataset and the operational needs of the intrusion detection system.

[bookmark: _Toc216293323]Limitations
[bookmark: _Toc216293324][bookmark: _Hlk216123270]Limitations of Random Forest 
Although the ensemble-based models developed in this study achieved strong performance, several limitations must be acknowledged when considering their practical use in intrusion detection. One notable constraint relates to the vulnerability of machine learning systems—including Random Forests to adversarial manipulation during the training stage. If an attacker can influence or contaminate the dataset used for training, the resulting model may learn incorrect or misleading patterns. This form of attack, known as data poisoning, can reduce detection accuracy, mask specific attack signatures, or force the model to misclassify malicious traffic as benign. While Random Forests are generally robust due to their ensemble structure, they remain susceptible when the underlying data pipeline is not securely managed. This highlights the need for rigorous data validation and strong security controls during model development [12] [13].
A second limitation concerns the static nature of the NSL-KDD dataset. Although it is widely used for academic benchmarking, it does not fully reflect the sophistication, diversity, and rapid evolution of modern cyber threats. Contemporary attack techniques such as polymorphic malware, encrypted command-and-control traffic, and multi-stage intrusions are not represented, meaning the model’s real-world applicability may be restricted without further retraining on current datasets [14].
Additionally, class imbalance remains a significant challenge. Several rare intrusion types appear only a handful of times in the dataset, limiting the model’s ability to learn meaningful patterns. This issue affected both Random Forest and Gradient Boosting, though the latter was more impacted due to its sequential tree building process. More extensive data augmentation or class rebalancing techniques would be required to improve detection rates for underrepresented threats [12] [15].
Finally, ensemble models such as Random Forest and Gradient Boosting, while accurate, can be computationally demanding in large scale deployments. Their complexity may pose challenges for real-time monitoring environments with strict latency requirements. These limitations underscore the importance of ongoing model refinement, continuous retraining, and secure data handling practices in operational IDS settings [13].







[bookmark: _Toc216293325]Limitations of Gradient Boosting
Although the ensemble-based models in this study demonstrated strong performance, several important limitations must be acknowledged when considering their practical deployment within intrusion detection systems. A key limitation relates to the vulnerability of machine learning models—including Random Forest and Gradient Boosting—to adversarial manipulation during training. If an attacker gains the ability to inject or influence training data, the resulting model may learn distorted or misleading patterns. This form of data poisoning attack can degrade detection accuracy, suppress specific attack signatures, or cause the system to misclassify malicious traffic as benign. Random Forests are relatively resilient due to the independence of their trees, yet they are still affected if the data pipeline is compromised [16].
Gradient Boosting, however, is even more sensitive to data poisoning because it trains trees sequentially. Any corrupted data introduced early in the boosting process can propagate through subsequent stages, amplifying errors and significantly weakening the model’s reliability. Prior studies show that Gradient Boosting Machines (GBMs) are also vulnerable to adversarial evasion attacks, where attackers craft inputs that intentionally cross decision boundaries to avoid detection. These vulnerabilities emphasise the need for strong data governance, secure pipelines, and defensive techniques such as adversarial training or robust boosting variants [17].
Beyond adversarial risks, the static and outdated nature of the NSL-KDD dataset limits the real-world applicability of the findings. Modern attacks such as encrypted C2 traffic, polymorphic malware, and multi-stage intrusions are not represented. Class imbalance also poses challenges, as several rare attack types appear only a few times, restricting the model’s ability to learn meaningful patterns. Finally, ensemble models can be computationally demanding in large-scale, real-time detection environments. These limitations underscore the importance of continuous retraining, dataset modernisation, and secure model development practices [18] [19].


[bookmark: _Toc216293326]Recommendations
Based on the findings, several recommendations for IDS improvement are proposed:
· Implement Random Forest-based IDS modules for practical deployment due to their robustness and generalisation.
· Integrate feature importance insights particularly service, protocol-type, and byte-related features into monitoring dashboards.
· Apply data balancing techniques to improve detection of rare attack types.
· Explore advanced ensemble methods such as XGBoost or LightGBM for enhanced performance.
· Continuously update training datasets to reflect modern cyber threat landscapes.


[bookmark: _Toc216293327]Conclusion
This study demonstrated that ensemble machine learning models can significantly enhance intrusion detection capabilities. Random Forest proved to be the most reliable classifier, delivering the highest accuracy and robustness across diverse attack classes. Feature importance analysis provided insight into the key factors influencing intrusion detection decisions. These findings support the adoption of ensemble-based AI methods to strengthen cyber security frameworks and develop more intelligent Intrusion Detection System (IDS) solutions.
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I am still Llearing Python and I am still unsure what Im doing!!

INTRUSION DETECTION USING MODELS ON NSL-KDD-LIKE DATSETA
Dataset: kdd_test.csv (42 columns: 41 features + 'labels’)

Models: Random Forest & Gradient Boosting (multi-class classificatio :
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B om e

# IMPORT PYTHON LIBRARIES

#oommmmm - 1----- ing--

# We import all reqfor the assinmenteep things tidy.
import os

import numpy as np # For numerical operations
import pandas as pd # For data Loading and manipulation
import time # For timing

import matplotlib.pyplot as plt # For plotting graphs
import seaborn as sns # For nicer visualisations




image9.png
from sklearn.model_selection import train_test_split, RandomizedSearchCV
from sklearn.preprocessing import OneHotEncoder, StandardScaler
from sklearn.compose import ColumnTransformer
from sklearn.pipeline import Pipeline
from sklearn.metrics import (
accuracy_score,
classification_report,
confusion_matrix

from sklearn.ensemble import RandomForestClassifier, GradientBoostingClassifier
from IPython.display import display

# contstentdom seed so results are reproducible#

RANDOM_STATE = 42

np.random.seed (RANDOM_STATE)

# Make plots a bit prettier
sns.set(style="whitegrid")
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# Make plots a bit prettier
sns.set(style="whitegrid")

i ==l ==========ss=====s====ssss===========
# LOAD THE DATASET (kdd_test.csv)
F e

# We assume the file "kdd_test.cshis notebook.
# If not, updatsv” It # <--- change this if your file is elsewhere
data_path = "C:\\Users\\paul_ \\OneDrive\\Desktop\\Artificial Intelligence\\kdd_test.csv"

print("Exists:", os.path.exists(data_path))
print("Is file:", os.path.isfile(data_path))
print(“Readable:", os.access(data_path, os.R_OK))
# Read the CSV file intoaFrame

df = pd.read_csv(data_path)

# Take a quick look at the first few rows to understand the structure
print("Fi'srthe st 5 rows of the dataset:")
display(df.head())
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# Show shape (rows, columns)
print("\nDataset shape (rows, columns):", df.shape)

B m e e
# BASIC DATA INSPECTIOEUNDERedSTANDING
B m e e
# We expect:

# - 41 feature columns (numeric + categorical)
# - 1 target column (called 'labels’ in this file)

print("\nColumn names:")
print(df.columns.tolist())

print("\nInfo This about's the dataset (data tyHopfully theren-null counts):")
print(df.info())
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# Check for missing values (ideally should be none)

# pr r of missing values per column:")

#print(din the 'labels’ column.

# Let's see what classes we have and how many of each.
print("\nClass diAn stributin (value counts for ‘'labels’):")
print(df['labels’].value_counts())

# Optional: visualise the class distribution
plt.figure(figsize=(10, 4))

df[ "labels"].value_counts().plot(kind="bar")
plt.title("Class Distribution (All Data)")
plt.xlabel("Class (Attack type / normal)™)
plt.ylabel("Count™)

plt.tight_layout()

plt.show()
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# TRAIN-TEST SPitT

*

Even though this file is nast.csv, we wilure theas a full dataset
and split it into tra and test sets ourselves. This makes sure we have

*

# data for training AND separate data for fair evaluation.

# Features (X) = all colThis part umns ex'scept 'labels’

# Target (y) = 'labels’

X = df.drop(columns=[‘labels'])

y = df['labels’]

# Perform an 80/20 train-test split, stratified by the class Labels

*

so each split keeps approximately the same class proportion.
(_train, X_test, y_train, y_test = train_test_split(
X, ¥,
test_size=0.2,
stratify=y,
random_state=RANDOM_STATE

>

print("\nTrain set shape:", X_train.shape, "Test set shape:", X_test.shape)
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# From NSL-KDD documentation, the mToricis needed tos are: the following feature
# - protocol_type

# - service

# - flag

#

# The rest of the input features are numeric.

# - need this so it can apply:

# - OneHotEncoder to categorical features

# - StandardScaler to numeric features

categorical_cols = ['protocol_type®, ‘service', ‘'flag']
numeric_cols = [col for col in X_train.columns if col not in categorical_cols]

print("\nCategorical columns:", categorical_cols)
print(“"Number of numeric columns:", len(numeric_cols))
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#Using--
BUILD PREPROCESSOR (ENCODING + SCALING)

#
#
# use ColumnTransformer to apply different transformations to different columns:

# - OneHotEncoder: converts each category in a thegorical feature into a binary column.
# - StandardScaler: standardises numeric features to have mean © and variance 1.

#

#

This helps many ML models perform better and converge faster.

categorical_transformer = OneHotEncoder(handle_unknown="ignore")
numeric_transformer = StandardScaler()

preprocessor = ColumnTransformer(
transformers=[
("cat’, categorical_transformer, categorical_cols),
("num’, numeric_transformer, numeric_cols)
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DEFINE THE ENSEMBLE MODELS

#

# -

# Look though

# - RandomForestClassifier (bagging ensemble)
#

#

#

- GradientBoostingClassifier (boosting ensemble)
Both will be wrapped in Pipelines that first preprocess the data and then fit the model.

rf_clf = RandomForestClassifier(
random_state=RANDOM_STATE,
n_jobs=-1 # Use all CPU cores for speed

gb_clf = GradientBoostingClassifier(
random_state=RANDOM_STATE

rf_pipeline = Pipeline(steps=|
(“preprocess’, preprocessor),
(*model*, rf_clf)

i)




image17.png
gb_pipeline = Pipeline(steps=[
(“preprocess’, preprocessor),
('model’, gb_clf)

i)

# -will be used -------------

# Hit is RPARAMdEtheER TUNING (RandomizedSearchCV)

- e

# do not want to use the default hyperparameters only, as they might be suboptimal.

# Instead, we define a seaform cross-validation

# - find a reasonably good set of parameters without taking too Llong.

#

# NOTE: reduce n_iter if the machine is slow, or increase if you want better tuning?.

# Hyperparameter distributions for Random Forest

rf_param_dist = {
‘model__n_estimators’: [100, 200, 300],
‘model__max_depth’: [None, 10, 20, 30],
‘model_min_samples_split': [2, 5, 10],
‘model_min_samples_leaf': [1, 2, 4],
‘model__max_features': ['sqrt’, "log2']

# Number of trees

# Depth of each tree

# Min samples to split an internal node

# Min samples at each Leaf node

# Number of features considered at each split
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# Hyperparameter distributions for Gradient Boosting
gb_param_dist = {

‘model__n_estimators': [100, 200], # Number of boosting stages

‘model__learning_rate': [0.01, 0.05, 0.1], # Shrinks contribution of each tree

‘model__max_depth': [3, 5], # Depth of individual regression estimators
‘model__subsample’: [0.6, 0.8, 1.0] # Fraction of samples used for fitting each base Learner

# Randomised search for RF

rf_search = RandomizedSearchCV(
estimator=rf_pipeline,
param_distributions=rf_param_dist,

n_iter=15, # Number of random combinations to try

scoring="f1_macro’, # Macro F1 because we care about all classeradient soosting equally
cv=3, # 3-fold cross-validation

verbose=1, # Print progress

n_jobs=-1, # Use all cores

random_state=RANDOM_STATE
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# Randomised search for GB

gb_search = RandomizedSearchCV(
estimator=gb_pipeline,
param_distributions=gb_param_dist,
n_iter=15,
scoring="f1_macro’,

cv=3,
verbose=1,
n_jobs=-1,

random_state=RANDOM_STATE
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# -
# TRAIN (TUNE) RANDOM FOREST

print("
print(" TUNING RANDOM FOREST
print("

start_time = time.perf_counter()
rf_search.fit(X_train, y_train)
rf_time = time.perf_counter() - start_time

print("\nBest RF hyperparameters found:™)
print(rf_search.best_params_)

print("Best RF cross-validated Fl-macro:", rf_search.best_score_)
print("RF training + tuning time: {:.2f} seconds”.format(rf_time))
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print(" TUNING GRADIENT BOOSTING ")
print("= =)

start_time = time.perf_counter()
gb_search.fit(X_train, y_train)
gb_time = time.perf counter() - start_time

print("\nBest GB hyperparameters found:™)

print(gb_search.best_params_)

print("BIf all goes well this will :s-validated Fl-macro:", gb_search.best_score_)
print("GB training + tuning time: {:.2f} seconds”.format(gb_time))
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- e

# I hope it:

# - Measure accuracy, precision, recall, F1

# - Inspect confusion matrices

# - Compare train vs test performance (overfitting / underfitting)
# - Compare training times (computational efficiency)

# Get the best estimators (pipelines) from the searches
best_rf = rf_search.best_estimator_
best_gb = gb_search.best_estimator_

# Predictions on TRAIN set
rf_train_pred = best_rf.predict(X_train)
gb_train_pred = best_gb.predict(X_train)

# Predictions on TEST set
rf_test_pred = best_rf.predict(X_test)
gb_test_pred = best_gb.predict(X_test)
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# Help to print metrics for a model
def print_model_performance(name, y_train, y_train_pred, y_test, y_test_pred):
print(f"\n= = {name} PERFORMANCE =
# Accuracy
train_acc = accuracy_score(y_train, y_train_pred)
test_acc = accuracy_score(y_test, y test pred)
print("Train accuracy:", train_acc)

print("Test accuracy:", test_acc)

# Full classification report on test set (precision, recall, F1 per class)
print("\nClassification report (Test):")
print(classification_report(y_test, y_test_pred))

# Return accuracy for potential further comparison
return train_acc, test_acc

rf_train_acc, rf_test_acc = print_model_performance(
"Random Forest",
y_train, rf_train_pred,
y_test, rf_test_pred
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gb_train_acc, gb_test_acc = print_model_performance(
"Gradient Boosting",
y_train, gb_train_pred,
y_test, gb_test_pred

# Confusion matrices show how often each true class is predicted
# as each other class. Very useful for diagnosis of which classes
# are being confused.

labels_sorted = sorted(y.unique()) # Sort class Llabels for consistent ordering

rf_cm
gb_cm

confusion_matrix(y_test, rf_test_pred, labels=labels_sorted)
confusion_matrix(y_test, gb_test_pred, labels=labels_sorted)
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confusion_matrix(y_test, rf_test_pred, labels=labels_sorted)
confusion_matrix(y_test, gb_test_pred, labels=labels_sorted)

rf_cm
gb_cm

def plot_confusion_matrix(cm, classes, title):
plt.figure(figsize=(10, 8))
sns.heatmap(cm, annot=False, fmt="d", cmap="Blues"”,

xticklabels=classes, yticklabels=classes)

plt.xlabel("Predicted label™)
plt.ylabel("True label™)
plt.title(title)
plt.tight_layout()
plt.show()
print(“"Random Forest: {:.2f} seconds"”.format(rf_time))
print("Gradient Boost: {:.2f} seconds"”.format(gb_time))

plot_confusion_matrix(rf_cm, labels_sorted, "Random Forest - Confusion Matrix (Test Set)™)
plot_confusion_matrix(gb_cm, labels_sorted, “"Gradient Boosting - Confusion Matrix (Test Set)™)
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# Fir‘st,| the fitted preprocessor and model from the pipeline.
rf_preprocessor = best_rf.named_steps['preprocess’]
rf_model = best_rf.named_steps[ 'model"’]

gb_preprocessor = best_gb.named_steps[ 'preprocess"’]
gb_model best_gb.named_steps[ 'model’]

# Obtain the feature names:

# - For the categorical part: use OneHotEncoder's get_feature_names_out
# - For the numeric part: it's just the original numeric column names
ohe = rf_preprocessor.named_transformers_[ "cat’']

ohe_feature_names = list(ohe.get_ feature_names_out(categorical_ cols))
all_feature_names = ohe_feature_names + numeric_cols

rf_importances = pd.DataFrame({

‘feature': all_feature_names,

‘importance’: rf_model.feature_importances_
}) .sort_values(by="importance’, ascending=False)
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gb_importances = pd.DataFrame({

‘feature': all_feature_names,

‘importance’: gb_model.feature_importances_
}) .sort_values(by="importance’, ascending=False)

print("\nTop 15 Random Forest features by importance:")
display(rf_importances.head(15))

# Plot top N most important features for RF
top_n = 15
plt.figure(figsize=(8, 6))
sns.barplot(data=rf_importances.head(top_n),
x="importance’, y='feature')
plt.title(f"Random Forest - Top {top_n} Feature Importances™)
plt.tight_layout()
plt.show()

print("\nTop 15 Gradient Boostinmportance:")
display(gb_importances.head(15))
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print("\nTop 15 Gradient Boostinmportance:")
display(gb_importances.head(15))

plt.figure(figsize=(8, 6))
sns.barplot(data=gb_importances.head(top_n),

x="importance’, y='feature')
plt.title(f"Gradient Boosting - Top {top_n} Feature Importances™)
plt.tight_layout()
plt.show()
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