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[bookmark: _Toc140934347]Abstract-
The aim of this project was to digitally transform and improve the new user account creation process within Carmarthenshire County Council. This was achieved through the improvement of the current workflows, existing procedures and the adoption of automation techniques and tools. The objectives were to analyse literature to ascertain the advantages and disadvantages of automation and digital transformation of manual repetitive tasks and processes. Remediate and reduce the current issues, limitations, manual processes, and workload for the responsible account administrator. Improve the overall speed and efficiency of request processing. Develop a process that is streamlined, efficient, automated, and integrated with present systems. Implement automation to applicable process elements. The research philosophy and methods were based upon a positivism approach through observation, experience and investigation of the issues and limitations. Using a mix of both qualitative and quantitative methods aided in conducting a thorough review of the current process and workflows over the longitudinal time horizon of a three-year period. Structured interviews, meetings and round table discussions were conducted with internal members of Carmarthenshire County Council, IT Department. Thus, allowing appropriate and consistently gathered data of current issues and limitations. The new user account creation process has been digitally transformed and improved upon using current tools and techniques. In summary, it is reasonable to state that the evidence and findings have shown that automation can digitally transform repetitive manual tasks and processes, though it is not without its own limitations. It is recommended that both the advantages and disadvantages are considered and outweighed, in line with the organisations scope and business requirements. 
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The author is an IT Technical Officer based in the Cybersecurity Team of the ICT Department within Carmarthenshire County Council (CCC). CCC is the county of Carmarthenshire’s local government authority. As an account administrator and within the remit of her role, she is solely responsible for the creation and processing of new user accounts for new members of staff. There are approximately 8,500 members of staff within CCC, of which 4,950 have user accounts to access IT resources and managed hardware. One thousand new users accounts were created in 2022.

As defined in the author’s industrial based research project [1], a user account within the organisation, grants and manages access to CCC resources. Access levels maintain security and ensure the correct permissions are assigned for each user, based on job role, responsibilities, department, and structure level. Access based user permissions grant or restrict permissions to organisation and digital role specific systems. Without an account, users would not be able to perform role-based tasks that require access to IT resources or external cloud-based systems or authenticate access to managed hardware, such as a laptop, tablet, or mobile phone. All CCC devices are provisioned, configured, and managed with the users CCC account. A user account provides access to the Microsoft 365 Office suite of applications [2], training, e-learning, systems, software, and applications without which, they cannot carry out the role for which they were employed. 

As stated in [1], CCC’s ‘Information Security Policy [3] defines and illustrates the access control requirements for all CCC resources. The intention of this security policy is to ensure the governance, compliance, and security of information assets within the organisation. They include the conditions and obligations for provision of access to the organisations network via validation and authentication of user identity via a CCC user account, and enforce least privilege access permissions, to electronic data. 

Azure Active Directory (AAD) [4], Azure Active Directory Identity and Access Management (AAD IAM) [5] and Active Directory Users and Computers (ADUC) [6], are used in the management of and adherence to, the access policies, security levels and user account privileges [1]. 
The new employee data used to create a new user account is sensitive, private, and confidential data, and therefore is processed in line with the General Data Protection Regulation (GDPR) [7] and the Data Protection Act 2018 (DPA)[8] [1]. Once an account is created by the account administrator, the Service Delivery Team (SD) obtain the data from the IT helpdesk system and provide the users credentials directly to the new employee only, following a secure method, in line with our IT Security policies and regulations. Upon initial login, conditional access policies ensure passwords are changed and adhere to the policy of a minimum of twelve characters, and Multifactor Authentication (MFA) enrolment is enforced. 
The current process requires significant improvement due to issues and limitations. The issues and limitations were previously assessed, critically analysed, and evaluated in detail, within the author’s research project [1], with the proposed recommendations for change submitted. The following provides a summary and background of the findings. 
The new user account creation task is a repetitive, high-volume task that has increased in demand significantly within the last 2 years, becoming more unmanageable with the loss of a staff member from the team. While the current new user account process does have some digital elements, a significant portion of the tasks are administered manually. Manual processing is time consuming, with the current process taking one officer 2-3 working days per week, leaving less time for provision of technical and cybersecurity projects, research, and other tasks required within the role [1]. 
New employee data is provided by departments manually, which can lead to errors such as incorrect or missing data [1]. A common occurrence is a missing user’s employee number. This is due to current onboarding delays within the Human Resources department (HR) and Payroll departments. The IT account administrator cannot create a new user account without a valid employee number, as this is used as evidence the user is an official CCC employee. 
Requests can be submitted late, usually upon the new employee’s start date, leading to delays with new user account provision, access, and permission issues, causing disruption and creating higher demand for the account administrator who processes these requests as urgent, regardless of current workload and deadlines [1]. All new user requests must be logged via the IT Helpdesk self-service portal ‘Alemba’ [9], whereupon the data within the request is manually transposed into the new user spreadsheet by the processor. A new user account cannot be created without approval from the requestor’s line manager, leading to reminder emails being sent by the account administrator and thus increasing the workload. 
The adoption of new technologies such as the implementation of Robotic Process Automation (RPA) is leading the change to the automation of repetitive, manual, high-volume tasks [10], to improve upon these issue and limitations. Industry 4.0, the fourth industrial revolution, or 4IR, is the digital innovation, transformation and interconnectivity of work and life tasks and processes, through automation [11]. Industry 4.0 is synonymous with automation and the use of computers, software, robots, programs, and automation tools; manually performed repetitive human tasks are replaced and accomplished via automated means [11]–[14]. The technological advancements and digital transformations currently being developed, drive more efficient automated processes, are the foundations of the fourth industrial revolution and have become embedded into our daily lives, in how we live and work. As defined by [15], Industry 4.0 technologies include Robotic Process Automation (RPA), blockchain, Internet of Things (IoT), Artificial Intelligence (AI), Machine Learning (ML), autonomous robots, and Cybersecurity. 
Therefore, the focus of this project is to implement automation to an extent, to some or all the manual processes conducted within the task, to achieve efficiencies and improve upon the current new user account creation process, within CCC. 








[bookmark: _Toc140934353]Project Aim and Objectives
[bookmark: _Toc140934354]Aim
The aim of this project is to digitally transform and improve the speed and efficiency of the new user account creation process within CCC. By adopting and implementing automation techniques and improving upon existing procedures and workflows, remediating, and reducing the issues and limitations of double handling of data, delays, human error, and manual processing requirements, the workload for those responsible for the account creation process, will be reduced. The overall speed and efficiency of request processing will be improved, to effectively onboard new user accounts onto the system for immediate use.
[bookmark: _Toc140934355]Objectives

Objective 1. Critically analyse literature to determine whether automation can digitally transform manual repetitive tasks and processes.

Objective 2. Design and develop a proof of concept that integrates with current systems to streamline and improve the current process. 

Objective 3. Review the current PowerShell [16][17] scripts to conclude whether they are appropriate for automation. 

Objective 4. Automate applicable current new user process elements, including the PowerShell [16] scripts.

Objective 5. Implement the new process to expedite new user account creation and achieve efficiencies. 
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[bookmark: _Toc140934357]Introduction
The primary aim for this literature review is to critically analyse literature to determine whether automation can digitally transform and improve manual repetitive tasks and processes. While the current new user account process does have some digital elements, many of the tasks are administered manually. Manual processing is time consuming and can lead to errors and incorrect data. The author’s intention is to analyse literature to review whether automating the tasks and processes required to create a new user account could have a positive effect on the process and therefore digitally transform the process, and thus remove the manual processing elements.
The third industrial revolution, also known as the digital revolution, brought about the transformation of analogue and mechanical technology to electronic, digital and information technologies, such as computers. This revolution expedited innovation, and the emergence of the fourth industrial revolution, or industry 4.0. As claimed by [11], [12], [18], the adoption of smart, robotic, and automation technologies through Artificial Intelligence (AI), Blockchain, Big Data, cybersecurity, cloud computing, the Internet of Things (IoT), cyber-physical systems and autonomous intelligent technologies, have empowered the revolution of industry, organisations, and enterprises. 
The review will be aimed at research and literature surrounding the fourth industrial revolution, digital transformation, and automation. This review aims to determine the main considerations of the effectiveness, cost, and security benefits of automation. A review of cost implications, security risks and the disagreeable effects of automation, will also be included to satisfy the secondary aim of determining the impacts of application.
[bookmark: _Toc140934358]Automation
The first industrial revolution began in the 1700’s and is one of the most momentous occasions in human history. Employees were not able to hasten their manual efforts to meet the increasing demand for products and so, innovators looked to create technologies to help. John Kay, one of the initial founders, invented the flying shuttle, which increased the speed and length at which cloth was weaved [19], thus transforming the weaving industry and manufacturing process. The second industrial revolution in 1870 brought enhancements in car manufacturing and production, with the invention of the moving assembly line, by Henry Ford [20]. The third industrial revolution, also known as the digital revolution, brought the transformation of analogue and mechanical technology to electronic, digital and information technologies [14] such as the mainframe computer, nuclear power, and the internet. This revolution expedited innovation, and the emergence of the fourth industrial revolution, or industry 4.0. 
The fourth industrial revolution has since brought us intelligent machines and robots, human-machine interaction, smart connected technologies, automation technologies, cyber-physical systems, and cloud computing [15].
Automation is defined by [21] as a broad spectrum of digital technologies that aim to lessen human intervention within processes. Through the implementation of automation, [22], [23] state that, manual repetitive tasks can be streamlined, resulting in a reduced workload for employees.
Automation is not limited to the fourth industrial revolution; it began within the manufacturing industry in the third industrial revolution. The requirement to meet demands and efficiency, expedite delivery and the supply chain, brought about the need to improve manual processes, and innovate technologies to meet these demands. 
The adoption of smart connected digital technologies and automation has led to the digital transformation of the way we live and work [24], [25]. The potential benefits as proposed by [26], [27] include increased efficiency, productivity, security, sustainability, cost, and time savings. 
Digital transformation as stated by [28] is the adoption and integration of new digital technologies within business processes to develop and enhance operational processes and service delivery. Carmarthenshire County Council have implemented a digital customer service system the ‘Hwb’[29] where service users are provided with an effective and efficient online digital, transactional and information services platform for the county, from paying for council tax to gym membership and library bookings, available 24 hours per day. 
Consider the use of a wearable IoT device, such as the smart watch. The technologies within this miniature yet intelligent computer, use sensors to monitor, measure and log steps, temperature, heart rate and location. In addition, some models can be configured for a wearer’s personal safety and health monitoring. Incident detection, safety, and tracking features enable connectivity between the wearer and their emergency contacts or the emergency services, sending an SOS message alert and their real-time location via Global Positioning System (GPS) [30]–[33], when activated. Health measurements and monitoring can provide healthcare services with a more holistic analysis of a patient’s day to day activities [34]. Therefore, these innovative technologies provide more than just a device to tell the time, being both beneficial and valuable by providing fitness and health related metrics, to not only the wearer, providing a digital transformation of health, exercise, and safety measures. 
The manufacturing sector has benefited even further with the emergence of Industry 4.0. with the introduction of robotic devices that automate or semi-automate production [35] and conduct repetitive and time-consuming manual jobs, at a lower cost to the company 24 hours a day [36]. It is shown by [37] that production, delivery, cost savings, and efficiencies have increased, whereas waste, and errors have reduced. However, it is not only the manufacturing industries that have benefitted from automation and robotics, the transportation, healthcare, security, agriculture, retail, utilities sectors, and enterprises have also adopted these technologies [35]. 
In the report of [38], during the Covid-19 pandemic, organisations were forced to implement a change to operations and remote working to enable operations and services to continue, by transitioning their operations, services, and products online, ensuring they were accessible through digital platforms. This required necessary changes to their business models to ensure scalability and incorporate automation [22]. As such there has been an increase in the implementation of automation in the form of robotic process automation (RPA) and AI, in enterprises and organisations in the U.K. As stated by, [39] 31% of companies globally, have fully automated at least one function and [22] claim that 66% of small business profess that automation has become an essential requirement for successful operation. The introduction of chatbots to answer customer and user queries and the automation of business processes and workflows to streamline manual processes has reduced operational time and increased efficiencies and accuracy [23]. In the opinion of [40], automation is not designed to replace human workers, but to provide more time to work on other more challenging tasks, by the removal of repetitive, manual time-consuming tasks.
It is noted by [41], that the constant repetition of manual everyday tasks and procedures can be tiresome and cause a form of complacency, which can cause errors, omissions, and delays. A person’s mindset can become confident due to the repetition of the task and ability to conduct the task endlessly or robotically. However, [41] declare that this can create a degree of complacency, if you conduct a task numerously, unknowingly on autopilot, then you build a confidence, but you also become narrow and limited in your view of the task and performance, therefore, a lack of productivity can appear. Add in constant demand, distractions, and deadlines and this is where the negatives occur. Errors and omissions can happen, tasks are not audited or reviewed regularly with the phrase, if it is not broken, do not fix it [42]. As stated by [43], approximately 70 percent of employees surveyed, state the biggest advantage of automation is the potential to reduce the time wasted on repetitive tasks. 
The vision to automate such tasks, cannot be taken lightly. Regular in-depth reviews and audits can help form improvements, changes, and a proof of concept, prior to implementation. As with CCC, there has been a vested interest in RPA recently across the organisations sectors. This has resulted in a new RPA project team within the IT department with funding allocated and software purchased, to move this project forward to address tasks that can be automated with RPA. 
Cybersecurity and IT Security are essential components within Industry 4.0. The technologies available with industry 4.0 can provide access to systems and devices, 24 hours a day, 7 days a week. With the arrival and increased use of smart, connected IoT digital technologies and the internet being one of the fundamental foundations of these technologies [12], the advent of cyberattacks, tools and technologies has also increased. Thus, the need to secure and protect data while mitigating attacks, unauthorised access, and misuse, via cybersecurity. Cybersecurity automation software that continuously detects, responds, and mitigates cybersecurity threats can enable cybersecurity specialists to focus on vulnerability scanning, management, and mitigation [44]. Therefore, in the opinion of [45] and [46] the implementation of robust next generation cloud-based firewalls and antivirus, which incorporate machine learning and AI to detect and respond to known and unknown attacks, can aid in the securing of these technologies. As declared by [47], the time-consuming securing, monitoring, and delivering of applications, can be replaced through development, security, and automation (DevSecOps). Which, as stated by [48] includes visibility, traceability, vulnerability management and security scanning. 
Blockchain, an Industry 4.0 technology, is a secure ledger of transactions or data that is decentralised [49]. Blockchains cryptography ensures the integrity of data, ensuring it cannot be edited, or lost. Blockchain technologies are being introduced into the finance and cybersecurity sectors. 
The author agrees that automation can deliver security benefits and has experienced first-hand, the adoption and implementation within her workplace. Microsoft Defender Antivirus [50], has been implemented and uses automated cloud protection, interconnected data and AI that is adaptive to use features, patterns, and machine learning models to protect against threats [50], [51]. This reduces the need to manually threat hunt and analysis of false positives. 
An example of automation benefits within CCC include the new Oleeo [52] cloud-based recruitment system. The application tracking software implements AI and automation and using workflows, streamlines the recruitment process [52], providing an efficient, simplified, and improved process. With the benefits of productivity and time savings, by providing more time for service managers to conduct other tasks and fulfil the service needs. 
The following diagram in (Figure 1), depicts the main advantages of automation, as stated above. 

[bookmark: _Hlk140686447]Figure 1 Automation Advantages. Source: Williams, E [53]

In contrast, the next section will discuss the cost implications, security risks and the disadvantages of automation, to satisfy the secondary aim of determining the impacts of application.
 To implement industry 4.0 technologies, enterprises and organisations require the correct infrastructure, skills, staff, investment, and experience. The complexities of adoption cannot be ignored, and the necessity for skilled staff, current staff upskilling or recruitment, which can be costly and time consuming. As stated by [54], organizations perceptions of the adoption of industry 4.0 technologies, may interfere in the approach and level of investment. 
Some consider this evolution worrisome, and society has a propensity to concern over the speed at which advancements are made [55]. From the report of [56], data analysis depicts that in England, approximately 1.5 million employees are at considerable risk of the automation of work tasks in the future. As maintained by [57], one of the five major concerns about AI integration, is the loss of employment, which could lead to an economical breakdown. As claimed by [54], low skill jobs could be replaced by robots, and employees will need to learn new skills and knowledge for the integration and operation. The rapid uptake of technologies can cause a concern for workers and a lack of communication and training within the workplace, could cause fear and anxiety [55] [54], resulting in the loss of highly retainable staff. The author believes there can also be mistrust and suspicion related to automation, which could be due to lack of training, doubt in the systems capabilities, or concerns with automation of processes that have not been adapted, and therefore cause additional work. The social impacts of this, could determine the acceptance of the technologies within the workplace. 
As stated previously, automation and industry 4.0 technologies can have significant cost benefits, however there can also be considerable costs to fully implement the hardware, software and skills required [54]. Replacing legacy hardware and software to enable integration of the technologies to the current technologies, can significantly increase the overall costs. 
Whilst there can be complacency issues and concerns with manual tasks and processes, these concerns can also be significant within automation. Once automation has been applied and is operational, [58] state that humans can form a complacency, reliance, and trust. Automated systems require an element of manual operation and control. Consider mapping software, which directs you to a specific location. Do you follow the directions blindly or do you consider the possibility of errors such as a sudden unexpected road closure and make your own decisions, together with the mapping software? Automation and human interaction, should be considered using a ‘Level of Automation’ (LOA) scale, as described by [59]. Such as level one: data and information and processing, level two: manipulation and interference of data, level 3: decision making, and level 4: actions based on the decisions made. It is specified by [59], that if there is a level of uncertainty within the reliability of automation, some forms of human interaction must be considered.
Dependency on technologies and inter-connected systems that receive and transfer significant amounts of data, is a risk. A device or system that is not secured effectively, is vulnerable to discovery, breach, and attack. Incorrect implementation of automation technologies and tentative requirements to adhere to frameworks and standards, can be detrimental [60]. In today’s world, it is maintained by [61], that an organisation cannot be fully secured due to the advancing rate of technologies that are not just available to legitimate users, but also to attackers. Cybersecurity can incur significant costs to implement, [62] state that ensuring the correct highly professional skilled cybersecurity employee’s, devices and technologies are in place, is a challenging task during the current time when cost savings are being implemented throughout the U.K. As reported by [63], organisations can fail to compete, and business taken elsewhere, thus having a financial implication [54]. From the reports of [44], [54], there is a current shortage of skilled cybersecurity workers to undertake these roles, and consideration of this must be taken.
The following diagram (Figure 2) depicts the main disadvantages of automation, as stated above. 

Figure 2 Automation Disadvantages. Source: Williams, E

[bookmark: _Toc140934359]Automation Technologies
Artificial Intelligence (AI), also known as machine learning (ML), natural language programming and neural network. As defined by [64], [65], AI are robots, machines and computers performing human processes via algorithms, with the capabilities to learn, adapt and process. An example would be automation of specific tasks via robotic process automation (RPA). Chatbots and mapping software are other examples of AI. 
Big data as defined by [66], is a collection of data with increased volume, variety, and velocity from a variety of sources that is much larger than is manageable by conventional methods. Processing, storage, security, and visualisation of the data has adapted to the increased scale with new, big data technologies and tools such as Apache Hadoop [67], a framework intended for use in production and research methods.
Blockchain as described by [68], as a decentralised, cryptographic solution for the secure exchange, transparency and sharing of information within a peer-to-peer network that is comparable to that of a ledger. It is used within cybersecurity, IoT, healthcare, banking, and financial organisations [49].
Cloud computing and cloud automation are IT services and resources available on demand, via cloud solutions and can be in the form of servers, systems, storage, software, networks, and applications via the internet. Cloud computing provides an online set of tools and resources that aid in the automation of tasks, and provision of systems and services, such as Software as a Service (SaaS). Adobe Creative Cloud [69] is an example of a cloud software solution that provides a subscription-based software service, and Amazon Web Services (AWS) [70] provides cloud-based data backup and restore solutions, SaaS, Infrastructure as a Services (IaaS) and platform as a service (PaaS) . The Microsoft 365 [2] suite of applications, is also an example of cloud computing technologies. 
The adoption of cyber-physical systems creates an integrated network of smart cyber systems working together with physical systems that can communicate, send, and receive data over the internet [71]. These IoT technologies have built in sensors that connect and transfer information. A smart watch and smart home heating you control from your mobile device, are examples of IoT technologies. As recently discussed with a member of the digital transformation team, Griffiths, Hefin [72], CCC are currently implementing ‘BrighterBins’ [73] IoT sensors, in collaboration with Thingitude [74] dashboards, to monitor the county’s waste bin status and collections.
Cybersecurity is an essential component of all automation technologies. With the arrival of smart, connected digital technologies and the internet being one of the fundamental foundations of these technologies, the advent of cyberattacks has increased. Thus, the need to secure, protect and mitigate attacks, unauthorised access, and misuse.
The below image (Figure 3) depicts some of the technologies as discussed above:
[image: A diagram of blue hexagons

Description automatically generated]
Figure 3 Automation Technologies. Source: Williams, E [53]

[bookmark: _Toc140934360]Automation Tools
 	With the recent funding and purchase of RPA software ‘SS&C Blue Prism’ [75], the RPA project team will be conducting the planning and automation of tasks and processes within CCC, which will include the new user process, in the future. For the purposes of this project, which commenced prior to the allocated funding and formation of the RPA team, it was determined in [1], that the purchase of automation software was not possible at that time and the option was to implement automation of the execution of the new user scripts, with Windows PowerShell [16], [76] and Windows Task Scheduler [77], which is currently in use. 
	Windows PowerShell (PS), invented by Jeffrey Snover [78] in 2003, is a scripting language, command shell and configuration management framework, designed to automate administrative tasks and operate across MacOS, Linux and Windows operating systems [76]. PS uses cmdlets as its command functions, such as the Get-command, which can obtain functions and scripts as well as list all the available installed commands. A cmdlet consists of both a verb and a noun paired together. The verb describes the action required and the noun identifies the property the cmdlet will perform the action upon [79]. PowerShell was chosen for this project, due to its current use within CCC and integration capabilities with Microsoft Exchange [80], Azure [81] and Active Directory [4], such as the capacity to automate the creation of new users within AD and mailboxes within Exchange Online. The current CCC PS scripts as created by [17] use the ‘New-ADUser’ command to create an AD user account within Active Directory and the ‘Enable-RemoteMailbox’ command to create a user mailbox within Exchange Online. 
Windows Task Scheduler (WTS)  [77], [82] is a pre-installed tool that enables the automated execution of tasks on a Windows server or computer. It is a feature that is designed to schedule and run tasks, commands and execute scripts automatically at specified times [83]. CCC TD team currently use WTS to provide outputs in the form of reports for ADUC auditing, such as the ‘Users with expiring accounts’ report. 
[bookmark: _Toc140934361]Conclusion
	In conclusion, it is clear based on the literature reviewed that automation can digitally transform an improve manual processes. There are numerous advantages and disadvantages to industry 4.0 technologies and automation, and these should be thoroughly analysed prior to any adoption. Considerations of costs, skills, experience, future investments, and current technologies should be taken to determine whether automation should or could be implemented. Adaptations to the current IT infrastructure and the implementation of cybersecurity are necessary. Thorough critical analysis of the current tasks and processes must be undertaken to ensure that the process is streamlined, fully fit for purpose and business need, prior to automation. 
In the opinion of [14], the evolution of technology has meant that our day to day lives have changed profoundly. While the author agrees with this statement, she believes that the sole reliance on technology can also have a negative effect. She has experienced examples of this in the workplace and personal life. Technology has become so integrated that it consumes our lives and we have forgotten how to live without technology. With the constant improvements and advancements in available technologies, there needs to be a balance within our digital and manual lives. Enterprise and organisational business continuity plans, need to consider the effect of a loss of the current technologies used on a day-to-day basis, through breach, attack or loss of power and remove of the assumption that they will always be available, including cloud-based technologies. It is imperative therefore, to always consider a complete loss of technologies and data, how to mitigate this and maintain a manual process as a backup, should the worse arise. 
As stated by [13], industry 4.0 is not about robots and machines taking over, it is about enabling machines and humans to work together to revolutionise and transform, for the benefits of efficiency and productivity. The author agrees with this and maintains that both automation and manual processes would be most advantageous when combined, to ensure a fully operational service. However, it is clear there are significant concerns for employees with regards to job losses, anxieties over the introduction of recent technologies, and learning to work with them. Automation technologies are not going away and will continue to develop and evolve. Organisations should develop a foundation and ethos that automation and human interaction can work together to improve services provided, in a beneficial way that suits all. 
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The author used the ‘Saunders Research Onion’ [84] technique to aid in the project and research methodology formulation. It uses visualisation to help formulate the steps required to form research methodologies.
The author based her philosophy upon a positivism approach [85] through observation and experience of the issues and limitations investigated, while administering the new user account creation process over a longitudinal time horizon of a three-year period. A mixed method of both qualitative and quantitative was used to gather appropriate and consistent data.
The research approach was based on both inductive and deductive reasoning [86] [87]. The author surmised that these approaches were the most suitable for the topic. Inductive based reasoning [86] was used to gather the observations and evidence of the issues and limitations to format the theory, can automation digitally transform and improve manual processes. The qualitative approach [88] was applied to reflectively analyse and understand the observed and experienced issues and limitations, during the time horizon the author has been performing the current process.
Group, one-to-one meetings, and round table discussions have been held with IT staff that previously administered the task and with senior management. The consensus and results from these interviews are that the process requires significant improvement and is no longer fit for purpose. The author concluded within the literature review, that a process must be critically and thoroughly analysed and improved upon prior to the implementation of automation. Automating a process that does not currently work correctly, will not improve the process. 
Quantitative research [89] was used in the form of an experimental research strategy within the workplace to gather and record the current process limitations and time scales, test the current and new processes, collect the data accurately, and comparatively measure and formulate the results and findings, to determine a conclusion as to whether the process will be expedited once automated. The deductive based reasoning [87] is grounded upon experimental testing of the theory.
The author followed a critical, analytical, and exploratory approach [90] to the gathered information and literature review. Both manual and automated processes will be measured by the outcomes of the creation of a new user account via the current and new methods, with the results and findings analysed and evaluated. The emphasis is to assess, prove or disprove the theory and provide a conclusion.
The author has acknowledged and referenced all staff members who have been communicated with and involved in this project, with verbal and written consent obtained to include the communications, outcomes, and information within this document. 
Due to the topic and subject for this project, there are no ethical considerations to be considered. However, dummy data is to be used for any practical testing, experiment, and implementation in line with the GDPR [7] and DPA [8].
[bookmark: _Toc140934363]Why does the New User Process require improvement and automating?
	As stated previously, prior to implementing automation, it is important to analyse the process critically and thoroughly and make any necessary improvements. The author has been conducting the new user process for the last 3 years. During this time, she has had the opportunity to examine and assess the current process and determined there were significant limitations and issues as stated in [1]. As written in the previous project and following recent meetings within the IT Department, the consensus is that the process requires significant improvement, as it is now unmanageable and time consuming, taking one account administrator 3 days a week to process all the new accounts. 
The following (Table 1) lists the issues and limitations as determined by the author and confirmed through research and assessment in [1].

	Issue
	Brief Description

	Issue 1
	The current method requires the data to be manually handled three times - By HR, the departmental representative, and Technical Delivery account administrator.

	Issue 2
	The IT Helpdesk digital new user request form is not fit for purpose.

	Issue 3
	Missing employee ID - IT account administrator requires evidence in the form of the employee number, to ensure that the user requested, is an official employee.

	Issue 4
	Incorrect or missing data – many of the requests are missing required data fields. This can include middle names, incorrect naming convention, service, division, print billing code and account type. This data must be retrieved manually from the line managers AD account and the requestor queried as to the account type, to ensure correct licence allocation, resulting in unnecessary delays and increased manual workload. 

	Issue 5
	Approval Process - significant delays with the approval process from either the line manager or the HOS, the account administrator often sends reminder emails.

	Issue 6
	Late new user account requests - The IT department have 3 days to process requests as part of the service level agreement (SLA). However, many requests are submitted on the start date of the new user.

	Issue 7
	The current process is time consuming – due to manual processing, double handling of data, increase in demand and time limits


[bookmark: _Toc140934290]Table 1 New User Process Issues and Limitations – Source: Williams, E  [1]

The following (Table 2) lists the author’s recommendations and proposals for change as submitted within [1].

	Recommendation
	Reasoning

	Separate the process from the IT Helpdesk System.
	Digital new user request form is not fit for purpose, limited configuration abilities. A new system would require administrative changes to implemented automation. Removes the need for double handling of data and manual requirements to retrieve the data. 

	Retrieve the data directly from the payroll system via an RRS exported data file, containing required new employee data.
	Data will be received once a new employee is onboarded. It will be timely, correct and include the employee ID. 
Removes the requirement for approval of the new user request. Onboarding and an employee number is sufficient as approval. 

	Amend the current PS scripts to accommodate imports of the new user data from the RRS file. 
	To negate the requirement to manually input the data to the new user spreadsheet. 

	Automate the running of the PS Scripts.
	The scripts to execute overnight automatically to create new user accounts. Removes the requirement to manually run the PS scripts for each new user. 


[bookmark: _Toc140934291]Table 2 Recommendations for change. Source: Williams, E [1]

Following the purchase and current implementation of a new cloud-based recruitment system ‘Oleeo’ [52], it has been determined that the new user data, will be obtained direct from the new system and not from the payroll system as specified above. 
	To avoid obtaining the new user account data from the helpdesk system, the author endeavoured to retrieve the data from the new recruitment system to ensure data to be processed is correct, complete, timely and not handled three times. This data would be received from the system, via a form delivered to a dedicated shared mailbox. This will ensure the account is created in a timely manner and avoid the requirement of manually accessing systems and copying and pasting the data into the new user spreadsheet. The data will be imported automatically from the form to the current new user spreadsheet where the PS scripts will be populated.
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[bookmark: _Toc140934365]Design

	To obtain quantitative data the author held meetings and discussions within the IT department. 
Meeting held on Friday 24th February 2023 line manager, Richard Williams Cybersecurity Manager [91] in attendance. The elements of the project, requirements and outcomes were discussed. Richard advised upon investigating the use of Microsoft Power Automate [92] and Task Scheduler [77] for the automated execution of the PS scripts. He also informed the author of a new RPA team which has been assembled and a new software ‘Blue Prism Cloud’ [75], purchased for the implementation of automation within CCC, which is a fully managed Cloud RPA platform. The RPA team are developing the project scope, prior to selection of areas to automate. The team is made up of members of the Digital Solutions Team and Andrew Evans, Senior Infrastructure Officer. Richard is meeting with the team for an update on current progress and inform them of the authors project requirements. 
Further feedback determined that the new user process will be an area that will be reviewed as part of the projects future scope. 
Richard also confirmed that dummy data should be used for this project due to data compliance and security of employee data in line with GDPR [7] and the DPA [8]. We would require a non-disclosure form to be completed by the university and our legal team and the time scale and scope of this would not be within the time limits of this project. The practical elements of the project, testing and proof of concept can be conducted using dummy data. 
As CCC cybersecurity manager, Richard was involved in the security elements of the new recruitment system. Richard advised upon corresponding with Linda J Thomas who is currently involved in the implementation of the new system and is employed within the resourcing team, to discuss the relevant elements to this project. 
Email correspondence between the author and Linda J Thomas, Resourcing Manager [93] between February and March 2023. The reviewed process and requirements were discussed. The author requested information from Linda as to the capabilities of the new system and she responded that this was a planned element of the new recruitment system following discussion with the IT lead project officer [94]. She confirmed they system will automatically populate the data fields required for a new user account, on a new form, of which the format has not yet been confirmed. She requested a list of the mandatory required fields. 
A list of the of the required fields can be seen below (Table 3). 
	Known Name

	Forename (s)

	Surname

	Employee Number

	Job Title

	Telephone Number

	Department

	Service

	Division

	Line Manager Name

	Konica Billing Code

	Location

	Town

	Type of Employee - CCC Staff, Agency, Student, NHS Staff, Partner, Delta Wellbeing

	Account Type - Full Account, Login Only (No Email), Email Access on Phone, Email Access on Tablet, RDS External Agency Access.


[bookmark: _Toc140934292]Table 3 Data required for new user account creation. Source: Williams, E.

The below (Figure 4) is a draft version of the proposed form, as provided by Linda J Thomas, Resourcing Manager [93].
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	Figure 4 Oleeo New User Request Form. Source: Thomas, Linda J  [93]
Figure 4 depicts the fields that will be auto populated by the ‘Oleeo’ [52] system, and the fields required to be populated by the new employee’s departmental representative. These include line manager, location, internal contact number and account type. 
The account type information is critical as it determines the Microsoft 365 licence [95] allocation for the user and is dependent on what CCC managed device they will be allocated. 
· Microsoft 365 E3 licence [96] for users of laptops, PC’s, and mobile devices
· Microsoft 365 F3 licence [97] for users of a mobile device only, predominantly allocated to frontline staff. 
The completed form will then be auto forwarded to a designated shared mailbox, accessible only by IT account administrators. The new system will “ping” an auto notification to the IT Helpdesk system, ‘Alemba’ [9] which will create a new user request within the system, to ensure the SD team have visibility and there is an audit trail. 
Only CCC staff with an employee number will be captured in these forms, all other staff accounts such as Agency, partners, systems, and support accounts will be looked at in future developments.
Meeting held on Friday 3rd March 2023 with Andrew Evans Senior Infrastructure Officer [17] in attendance. Andrew is the creator of new user spreadsheet and current PS scripts. We discussed the proposal, and he stated that it is viable but needs to be separate from live data and user accounts for visibility and error handling purposes. A new organisational unit (OU) within ADUC [6] will be required for the dummy users created for this project. He stated that the data from the new recruitment system form would need to be automatically transferred to the new user spreadsheet via PS and the scripts automated to execute, once populated, to remove the manual retrieval of data. 
	Meeting held on 31st March 2023 with Jamie H Davies, Digital Transformation Project Officer [94], Jon Roberts, Technical Delivery Manager [98] and Richard Williams, Cybersecurity Manager [91] in attendance. Jamie works within the IT Digital Transformation team and following the receipt of an expression of interest from the Recruitment team, is the designated IT lead officer and responsible for liaising with them with any queries or information requests to further support this project, as is process for cross-departmental projects within the IT Department. He is currently collaborating with the team on the implementation of the new recruitment system. We met and discussed the requirements for the new user process and the integration with the new system. 
As advised by Richard [91] Microsoft Power Automate was investigated as to its suitability for use in the automation of the new user process. As advised by [94], it is possible to configure the Power Automate app to retrieve the data from the IT Helpdesk system, with an integrated connector which extract the data for the new user accounts, however there are integration and incompatibility issues. This would require further consultancy and involvement with both ‘Alemba’ [9] and ‘Oleeo’[50], support which would incur additional costs and timeframes, which would fall out of the scope of this project [96]. There is also the added risk that power apps will change in the future and affect the process. 
It was discussed in the meeting the requirement to receive the new user data, prior to it reaching the IT Helpdesk system, to avoid double handling and manual input of the data to the new user spreadsheet and incurred delays with missing or incorrect data. It was confirmed, as stated by the author following her previous review, that receiving the data direct from the ‘Oleeo’ system would be the most appropriate method, to ensure the data received, is correct and timely. We discussed the auto-populated form, following the recent discussions with Linda J Thomas [93] and it was determined that while that method would be suitable for populating the IT Helpdesk request, it would not be received in a timely manner for the creation of the new user account. The next topic was regarding a suitable method of receiving this data for the account administrator to process. Richard [91] confirmed that unfortunately, it has been specified that the new recruitment system does not have integration with the current payroll system. Therefore, the data that has been processed by the recruitment system will be sent daily via ‘secure file transfer protocol’ (SFTP) to a designated server, from which the payroll system can access, to carry out the onboarding of new employees. It was suggested that an investigation as to whether the data on the SFTP server could also be accessed by the account administrator to use for the new user process, should be carried out. 
Richard [91] and Jamie [94] therefore had a meeting with ‘Oleeo’ [52] and the recruitment team, to discuss the data transfer from the system to the server and the viability for the account administrator to access this. It was agreed that the account administrator should receive notification of a new employee at the point of post acceptance and payroll employee number allocation via onboarding to the payroll system. It was determined that an email notification to the originally mentioned shared mailbox, would be the most achievable method. This will ensure the timely creation of the new user account and hardware allocation as opposed to accessing the data via the SFTP server. Further clarification explained that the data files would be sent to the SFTP server upon confirmation of the applicants start date and not upon the onboarding process, which would incur a slower notification route and would be missing the employee number and therefore create a further delay with the creation of the new user account. 
In June 2023, the author received notification that the ‘Oleeo’ [52] system go-live date has been postponed until September 2023. Due to the project deadline, the author could no longer look at this project from an inter-departmental perspective. This required immediate amendments to the project scope to endeavour to create a proof of concept and process that is now primarily focused on the elements of the new user creation that can be automated via scheduled PS scripts from the perspective of the account administrator and the outcomes of the project rather than the outputs. 
Any future work, outcomes and lessons learned can collated and used once the new system has been fully implemented and is available for use. 
Meeting held on 10th June 2023 with Matthew Jenkins, CCC Technical Delivery Manager [99] in attendance. Matthew [99] is new in post as Technical Delivery manager who wanted to discuss the work on the new user project to date. He agreed and accepted that separating the process from the IT Helpdesk system was a requirement, as he informed the author that the system will not be in use from 2024. This confirmed the author’s previous recommendations for this. He was also in agreement that the project scope should now focus on the elements within the author’s control that can be automated, using currently installed automation tools. 
He proposed to introduce a rota for the new user account process consisting of six members of staff from both the cybersecurity team and TD teams. He understood the current demand upon the author and intended this change to alleviate that, until the process was fully automated. He tasked the author with providing training to the other members and creating a user guide. 
The author stated that the current IT Helpdesk digital new user request form is not fit for purpose and that to streamline and improve the process, the form required updating, while it is still in use. She also requested the removal of the internal new user approval, which causes significant delays, and additional work in the form of chasing, and discussed the employee number being considered as a suitable approval method. He was willing to authorise these changes, as they had been discussed in a previous meeting with the senior management team. She would consult with the internal IT Helpdesk administrators to see if this were now possible, following the recent upgrade. The author felt that as this project is regarding the improvement of the new user task, that this also fell within the remit. 
[bookmark: _Toc140934366]What elements of the new user process can be automated?
As determined through the development aspects of this project, the elements of the new user process that can be automated, consist of retrieval of data from the recruitment system, once it is live and in use. This data will be automatically imported into a comma separated values (CSV) file. This data will be correct and received in a timely manner and remove the requirement for the departments to log a new user request and the account administrators to manually access the request for the data. 
Following the internal research and current outcomes and until the new system is in use, the author will create a file of dummy new employee data to be used for the purposes of this project and the proof of concept. This file will be imported into PowerShell. 
The author will endeavour to amendment the current PowerShell [76] scripts to prepare them for automation and execution via Task Scheduler [77] and import of the data file.
[bookmark: _Toc140934367]What would be the outcome of automating these elements?
	The outcome of automating these elements will endeavour to create a process that can be implemented to remove most of the manual requirements of the new user process. There will still be manual requirements in the form of updating the digital new user request on the IT Helpdesk system with the new user details and the delegation of permissions to resource mailboxes, MS365 [2] group memberships and distribution lists.
	The removal of the manual requirements is one of the main focuses of this project. That implementing automation to these elements will expedite and improve upon the new user process to ensure timely creation of new user accounts and provide the account administrators more time for provision of tasks and projects. 
	Meeting held with James Greenwell, Senior Technical Officer [100] in attendance, to discuss the automation of the current PS scripts and retrieval of dummy data from the import file .csv. The author proposed her recommendations for the amendments to the current script and automation via task scheduler. As a senior technical officer, with considerable experience in the use of Windows PowerShell, James agreed that the suggestions were valid and plausible. 
	The author met with Keith Elias [101], ICT Support Team Leader, and internal administrator of ‘Alemba’ to discuss and amend the current new user form. The author specified the changes required following her review and that the digital form needed to be separated into two forms. One for internal new users and one for external new users. For the purposes of this project, the following relates to the internal new user form only. Amendments were made to ensure the employee ID field was now mandatory and an informational banner included, to specify that no requests would be processed without a valid employee ID. New form fields have been added to include the service and division. A new drop-down ‘Account Type’ field and an additional information banner explaining the different account types and licences available. 

[bookmark: _Toc140934368]Implementation
The author’s practical tasks consist of creation of dummy data to use for testing, amendment of the PowerShell script and configuration of task scheduler.
Task 1:
A new OU was required within ADUC, to ensure the test accounts are separated from the live accounts. 
New OU created titled ‘POCUsers’ (Figure 5)
[image: ]
Figure 5  POC Users OU Image. Source: Williams, E CCC ADUC
Task 2:
A CSV document was created to hold dummy data for testing purposes. The file incorporates the required fields for a new user account and has been populated with dummy new employee data. The .csv file can be viewed (Appendix 1. New POC Users CSV example) 
Task 3:
The author has had experience in the manual execution of PS scripts within the new user process and to obtain user related reports and data from AAD and ADUC, however these scripts have already been created and are available for use by account administrators. She has not had the opportunity to conduct any amendments or creation of new scripts as part of her role. She used the following to aid in her training and self-study [16], [76], [79], [81], [102] and obtained clarification from [100] that she was following the correct path.
The author proceeded to amend the current PS script as originally created by [17] within the ‘Notepad’ application, to include the new OU as shown. Some data has been redacted for security purposes. 
1. Current PowerShell Script (Figure 6)
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Figure 6 Current PowerShell Script. Source: Evans, A [17]
2. Amended PowerShell Script (Figure 7)
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Figure 7 Amended PowerShell Script. Source: Williams, E

	Task 4: 
For this task, the author read [103] to gain knowledge of how to import the data from the .csv file into PS and followed the examples to create the script as shown.
1. Import CSV script:

$aduser=import-csv -path “dummypocusers.csv”

$aduser
$aduser[1] (appended for each row in .csv file)

Task 5: 
The import script was executed against the .csv file that contains the dummy data, which was also successful, and dummy new user data from the .csv file was included in a table, as below:
1. Successful output in table format:

Type of User			: POCUsers
Known Name 			: Archer
Forename			: Archer
Surname			: Williams
Pers. Initials			: AW
Job Title			: Test User
Telephone Number 		: 01234 56789
DDI(Pager)			: 6789
Department			: XXXXXXX
Service			: XXXXXXX
Division			: XXXXXXX
Manager Display Name	: XXXXXXX
Print Billing Code		: 12345678
Location			: Working from Home
Town				: Non-Specific

Task 6. 
A test execution of the amended script was conducted, to establish whether it would work operationally and navigate to the correct new POC Users OU. The test was successful with the result of a new account created within the correct OU in ADUC, and thus provided evidence that the amended script works. As can been seen in the below (Figure 8)
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Figure 8  Successful Account Creation Image. Source: Williams, E. CCC ADUC

Task 7: 
The final task was to configure task scheduler to automate the execution of the PS script following the guides on [82], [83] and as advised by [100]. The configuration steps can be viewed in (Appendix 2. Task Scheduler Configuration). The below (Figure 9) and (Figure 10) show the configured task scheduler:
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Figure 9 Task Scheduler Configuration. Source: Williams, E.
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Figure 10 Task Scheduler Action. Source: Williams, E.

Unfortunately, the script would not run via task scheduler. The author queried the error message and ascertained that this was due to execution policies within PS. As stated by [104] execution policies are in-built controls that ensure malicious or unsigned scripts are not executed. As confirmed by [100], these policies are set by CCC group policy for all local devices. The author recognised that the previous testing of the amended ‘Add new user’ script was run manually on the live server used for creation of new user accounts, whereas this testing was conducted on the author’s device. The author does not have permissions to run the amended scripts on her local device, as they are classed as unsigned. She is not currently able to conduct this testing on the live server as the task scheduler is in use for running of live permitted scripts. 















[bookmark: _Toc140934369]Evaluation and Results
	The results show that the time taken to process a request using the current methods has decreased, is more efficient and quicker, following the updated and amended new user form, and the requirement to search for missing data, pursue approvals and check account types, has been removed. With the correct data being provided in one place, the time taken to process new user requests has decreased to 1.5 days.
There has been an agreed amendment to the process, with the internal approval procedure removed. The provision of a valid employee number has been established as sufficient approval that the new user is a CCC member of staff. All requests awaiting an employee number are updated with a new status ‘awaiting employee number’ and are no longer pursued by the account administrators, with the responsibility reverted to the requesting department. 
The improved form has resulted in reducing the issues with missing data, such as the service and division, awaiting approval and missing employee ID. The ‘account type’ field has aided in the requestors understanding of which account to choose for the new user, thus reducing the need to query.
The below (Table 4) highlights the mitigations and remediations of the issues and limitations as stated previously. 
	Issue
	Resolved
	Mitigation/Remediation

	1
	No
	The current method requires the data to be manually handled three times – 
Unfortunately, this has not yet been remediated, but is in planning for future work. 

	2
	Yes
	The IT Helpdesk digital new user request form is not fit for purpose – 
The form has been updated to include all relevant data fields with a mandatory employee ID field. 

	3
	Yes
	Missing employee ID – A mandatory field and change of process has removed this issue. 
All new user forms must now be populated with a mandatory employee number. 

	4
	No
	Incorrect or missing data – the amended form now contains relevant data. 
The reliance on correct naming conventions still lies with the departmental representatives. 

	5
	Yes
	Approval Process – The approval process has been removed. 

	6
	No
	Late new user account requests – This issue cannot be resolved until the responsibility moves to the recruitment system. 

	7
	Yes
	The current process is time consuming – the new process is more efficient and takes less time. 


Table 4 Issues and Limitations Remediations and Mitigations Results. Source: Williams, E. 

Unfortunately, the issues with incorrect naming conventions, missing middle names and print billing code cannot be resolved until the data is able to be obtained from the new recruitment system. 
For the present time, the new user data will still need to be manually retrieved from the IT Helpdesk digital new user request form and the new .csv import file populated with the data manually. 
	The author has created a user guide and has provisioned training for the new account administrators who will be included in the new rota. This will provide a necessary explanation of the process and will enable others to undertake the task and reduce the overall workload. 
	Further testing of the scripts and task scheduler will need to be carried out on a virtual server to enable running of the scripts and amendment of the execution policy. 
The author has created a program map to visualise the steps the program needs to follow for the creation of a user account with a unique user account name (Appendix 3. Program Map).




[bookmark: _Toc140934370]Conclusion
In conclusion, it is reasonable to state that the outcomes of this project provide evidence that automation can be implemented to manual processes and tasks. They can be digitally transformed and improved upon with the use of tools and techniques that are presently in operation, thus eliminating the requirement of the purchase of automation software and additional costs. However, the correct skills, time and rigorous testing are required, to ensure automation satisfies the elaborate requirements of the task and workflow. 
It is evidenced in the literature review that automation can improve upon manual tasks and processes, but the advantages and disadvantages must be taken into consideration. The advantages can provide efficiencies, increased productivity and accuracy, security benefits, time, and financial savings. The disadvantages include additional costs to implement and support, changes to current infrastructure, lack of skills and experience, security implications and employee concern.
As stated, current workflows and processes require thorough review and improvement to eliminate any issues and limitations prior to automation and operational staff should be included in any reviews, as they have an advantageous understanding of the task. The author can fully understand the requirements and difficulties faced when the preference to implement automation to a current task, requires such specific reviews and amendments.
Unfortunately, for projects based within the workplace, timings can prohibit the implementation of planned developments. This developmental proposal was based upon the creation of a process that involved integration and incorporation with the new cloud-based recruitment system. Following the recent report that it has not yet been fully implemented, the situation required an amendment to the project, for the author to focus on what could be automated, to ensure results and findings could be obtained in line with the research methods and theory, that implementing automation can improve upon manual processes. 
She feels she has met objectives one to three, with the critical analysis of literature and conclusion that automation can digitally transform and improve upon repetitive tasks and processes. She has developed a process that has streamlined elements that integrate with current systems and improved the current new user process. This has been achieved with the implementation of a user guide, training, and amended IT Helpdesk digital new user request form. However, she does not feel that she has met objectives four or five as she was unable to implement integration with the recruitment system and was unable to fully implement the automation of the PS Scripts which require further testing on a virtual server.
Unfortunately, for the present process, the new user data will continue to be retrieved manually from the IT Helpdesk system, until such a time as it can be retrieved from the new recruitment system. 
With regards to the aim of the project, she feels she has met aspects of the aim to digital transform and improve upon the speed, and efficiency of the process. Evidence has shown through the improvement and amendment of existing workflows and procedures that the existing limitations have been reduced and many of the issues resolved. 
 The author trusts that the outcomes, research, and results from this project would provide an understanding of the requirements necessary in the implementation of automation, review and assessment of business processes, manual processes, and tasks within CCC, in the future. 












[bookmark: _Toc140934371]Recommendations
For the current new user process, the new user spreadsheet that is used at present will require replacing with the .csv import file. A virtual server, further amendments and testing are required of the PowerShell scripts, prior to automated execution via scheduled task. This is to ensure the correct licence, permissions, and a unique account name, are assigned and to allow for the running of the unsigned scripts. 
Once additional testing has been completed and the scripts run fully with no errors using test data,  they can be published to the new user server. Testing can then commence with the creation of user accounts using the .csv import file, PS scripts and task scheduler. When the new recruitment system is in place and ready for use, data can be retrieved from the form sent to the new shared mailbox, as originally planned, and the automation of the import of the new employee data .csv file and execution of the PS scripts via task scheduler, can then commence to fully automate the process. 
	However, as mentioned previously, the newly formed RPA team will commence on the new user process as part of the project scope and could utilise the new RPA software for this process.
	The author plans to continue in the use of PowerShell and will endeavour to gain further experience and practice, until she becomes more proficient and can employ the techniques learned within her current role and tasks. 








[bookmark: _Toc140934372]Reflection
With the increased workloads and demands upon the service and the author’s transition to the cybersecurity team, it was difficult to put aside time to carry out the recommendations for change to the new user process, as specified in [1]. Urgent work and other task deadlines were prioritised over this. 
As such, this project has enabled the author to prioritise the time to review, amend and improve the current process to the best of her abilities, and is satisfied with the outcomes so far. 
The author anticipated this project would have its challenges. Whilst it has been technically challenging, requiring the learning of and gaining experience in the use of Windows PowerShell and task scheduler, she did not fully anticipate the various challenges that could occur when working with such a complex workflow. She feels she still has techniques and experience to gain with regards to PS, its uses and capabilities. 
She is experienced to the challenges and difficulties other departments within CCC encounter and is fully understanding and aware of the remits and deadlines they adhere to, particularly when implementing a new system, which can differ from service to service.
She does not believe that she would have carried out such a critical and in-depth review of the process if she had not been tasked with it and experienced the issues and limitations for herself. However, she is aware that case studies, interviews and questionnaires could be used for those reviewing a process, to obtain the required information from the operators. 
She feels that the development of a process that did not require the integration with a third-party system could have enabled more time and focus on the tools and techniques that have been used. 
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1. New POC Users CSV example



2. Task Scheduler Configuration

I. Create a new system account in POCUsers OU: ‘ADNewUserImport.’ 
II. Assign delegate control permissions for the account to access the POCUsers OU. 
III. Grant system account login access to server: 
· Windows Administrator Tools
· Local Policies
· User Rights Assignment
· Log on as a service.
· Add system account.
IV. Save .ps1 file containing PS Scripts to C:\
V. Grant system account read & execute permissions to folder containing scripts.
VI. Open Task Scheduler
VII. Create new task.
VIII. Name new task – ‘AD New User Import Test’
IX. Change logon user to system account 
X. Change settings to ‘Run whether user is logged on or not.’
XI. Specify program as PowerShell.
XII. Specify Arguments as:
· -file "c:\scripts\PSScripts.ps1"
· Start-up location: C:\
XIII. Trigger to run once daily. 

3. Program Map

· Check to see if .csv file has been created.
· If not, exit program.
· Import OU CSV File
· Otherwise, import .csv file.
· For each row in .csv file: 
1. Create SAMAccount name from = First name initial, Second name initial, Surname.
2. Check if SAMAccount exists in organisational domain in AD.
3. Create new SAMAccount name from = First and second letter of first name, Second name initial, Surname.
4. Check if SAMAccount name exists again, in organisational domain in AD.
5. If SAMAccount name exists again, repeat process with next iteration (third letter of first name).
6. Repeat until unique SAMAccount name does not exist in organisational domain in AD, or all letters of first name used.
7. If all letters of first name used - error and exit program. 
· Check employee id does not exist in AD:
1. If employee id exists - error and exit program
· Check Manager ID exists:
1. If manager ID does not exist, error, and exit program.
· Generate random password - minimum twelve characters.
· Check type of user and assign to correct OU.
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Dear Colleague

The following applicant has been identified as the preferred candidate for a post with [Organisation]
and has completed the onboarding details, and they are currently progressing through the pre-
employment checks.

Could you please process their IT set up requirements as follows:

Known as: [Auto-populated from Application Form]

Forename [Auto-populated from Application Form]

Surname [Auto-populated from Application Form]

Type of Employee: [Drop down: CCC Staff; Schools; Delta Wellbeing]
Employee Number: [Auto-populated from All Checks Complete page]
Post Title: [Auto-populated from Create Vacancy Form]

Department: [Auto-populated from Create Vacancy Form]

Service: [Auto-populated from Create Vacancy Form]

Line Manager: [Free text box as this may not be the recruiting manager]

Account Type: [Drop down: Full Account; Login Only (no email); Email access on phone; Email
access on tablet]

Konica Billing Code: [Free text numerical only box]

Could you please inform the line manager when the IT has been set up and/or IT equipment is ready
for collection.

Kind regards

Recruitment Team
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New-ADUser -Name " " -sAMAccountName " " -DisplayName " " -Path "
OU=Staff DC-XXXXXXX DC-CORP DC-CARMARTHENSHIRE DC-GOV . DC=UK" City " " -
Office * * -employeelD " * -GivenName " " -Surname * " -Description " *-Server

“XXXXXXX carmarthenshire gov.uk" -OfficePhone " * -Department " * -company "Carmarthenshire
County Council” -OtherAttributes @ {'pager=""_ 'extensionA ttributeX'=" *; 'extensionAttributeX'=" "
extensionAttributeX'="Request/Call Number = extensionA tiributeX'=" *; extensiond tiributeX'="
'} -manager "CN=" “-UserPrincipalName * @carmarthenshire gov.uk" -Title * " -Type User -

A ccountpassword (ConvertTo-SecureString "AyveX:41008)" -A PlainText -force) -Enabled Strue -
ChangepasswordA tLogon Strue
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New-ADUser -Name " " -sAMAccountName " " -DisplayName " " -Path
"OU=P OCUsers,0U=Staff DC-XXXXXXX DC-CORPDC-CARMARTHENSHIRE DC-GOVD
~UK" City " " -Office " " employeeID * " -GivenName " * -Surname " * -Description " "-Server
“XXXXXXX carmarthenshire gov.uk' -OfficePhone * " -Department * " -company "POCUsers"
OtherA tiributes @ {'pager=""" 'extensionA tributeX'=" ' ‘extensionA ttributeX'=" "
xtensionAttributeX'~"Request/Call Number = 'extensionA ttributeX'=" " 'extensionA ttribute
'} -manager "CN= " “UserPrincipalName * @carmarthenshire govuk’ -Title " * -Type User
A ccountpassword (ConvertTo-SecureString "AyveX:41008)' -AsPlainText -force) -Enabled Strue
ChangepasswordA tL ogon Strue
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@ AD New User Import Test Properties (Local Computer)

General Triggers Actions Conditions = Settings History
Name: AD New User Import Test

Location: ~ \
Author:

Description:

Security options

When running the task, use the following user account:
\ADNewUserimport

O Run only when user is logged on

@ Run whether user is logged on or not

Change User or Group...

[ Do not store password. The task will only have access to local computer resources.

[ Run with highest privileges
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@ AD New User Import Test Properties (Local Computer)

General Triggers Actions  Conditions ~Settings History

When you create a task, you must specify the action that will occur when your task starts.

Action Details
Start a program powershell -File c\Scripts\ADNewUserScripts ps1

EE
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DummyPOCUsers.csv
DummyPOCUsers

		Type of User		Known Name		Forename		Surname		Pers.Initials		Job Title		Telephone Number		DDI(Pager)		Department		Service		Division		Manager Display Name		Konica Billing Code		Location		Town

		POCUsers_E3		Archer		Archer		Williams		AW		Test User		01234 56789		6789		Chief Executives		ICT & Corporate Policy		ICT Operational Delivery		Emma Williams		12345678		Working From Home		Ammanford

		POCUsers_E3		Theodore		Theodore		Williams		TW		Test User		01234 56789		6789		Chief Executives		ICT & Corporate Policy		ICT Operational Delivery		Emma Williams		12345678		Working From Home		Ammanford
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