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ABSTRACT
There will be two parts in this report. First part is to do research on literature review and the second part is to conduct an experiment. The purpose of this project is to build a secure home network. This is by learning previous studies to understand the methods that they used to secure home networks. The author aim is to, discovers security issues on network and apply solutions to protect network from vulnerabilities, threats and attacks. This report is going to provide various information on home network security in order to achieve aim and objectives. This is by doing literature review on books, journals, articles and any other useful sources. The literature review will help to understand the previous studies and apply those findings in order to achieve target. 
This project requires design and implementation to provide a secure network for home users. This means that, identify the weakness of physical and logical security to improve the issues. The physical security means that, who can access to the physical devices. The logical is that, what security mechanism implemented, such as protecting a user account, password. In this report, the author is going to use multi method of data collection to complete this project. This will includes hardware, software tools and techniques to help to meet the network needs. In term of hardware, a router, a computer, a laptop and a mobile phone are going to use to conduct this experiment. In term of software, author is going to use Kali Linux with its various tools and techniques to conduct experiment for Wi-Fi password attack and man in the middle attack (MITMA). In addition, to reduce a network risk, implement default policies and security software to protect online malicious such as viruses gaining access into the system through internet.  Also, educating internal user by providing policies/procedure to reduce the risk of the network. 
Keywords – Introduction, Aim, Objectives, Research review, research methodology, Design & Implementation, Test & Evaluation, Reflections, Conclusion, References and Bibliography.  
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Chapter 1 
1.1   Introduction
This report aims to provide a brief description of home network technologies and security issues within the home networks. The home network is residential Local Area Network LAN. This is a small geographic area. The author’s major project is to build a secure home network. Chosen this, because want to discover the security mechanisms used within the home network. This will help to understand the security level between home and businesses. This requires various methods to achieve the target. The focus of the author is to learn from previous and current home networks security issues to understand the weakness of it to improve or provide a recommendation to decrease the problems. Building a secure home network is to prevent and protect unauthorised access to the private and sensitive data on the network or a system when a user connects to the internet. This requires a combination of hardware and software to provide network design and implement to experiment to achieve targets. The requirement of hardware, a router, a computer or a laptop to connect to the internet.  In term of software, there is much various software can be used to secure data on networks.  The most important device on the home network is the router because it is the gateway and all traffic goes through it. All traffic in and out must be monitored with some types of software that which capable of maintaining it [1]. 
Nowadays, home users, use different methods to connect to the internet. This is either through wired or wireless. Most homes use wireless to connect to the internet. The author is going to focus research on past and current reports within the home networks to give an overview and a clear understanding of the security problems. The home network is a connection of two or more computers that connect each other to exchange and share resources. A home network is an integrated system connect with a range of techniques to run the communications through either wired or wireless. To connect a network, it requires components and media such as cables to establish communication between the different elements within the network [2]. The range of techniques enables the internal and external to keep in touch with internet-connection sharing devices [3].  
The major problem within the home network is security threats. Millions of users connect to the internet on a daily basis and thus need to take into consideration. Considering issues and recommend or provide policies/procedures to the user to be aware of it. This means that the home user needs to be educated to secure their computers. The discussion on this topic will be limited to peer-to-peer networking. The methods of building a secure home network are planning and researching previous studies to improve the weak areas with the knowledge that gained through literature review. Learning past and current vulnerabilities, attacks and threats on the home network will help to understand and preserve. 
To achieve the target of this project, is to cover aim, objectives, research review and experiment.  This is by planning to give clear direction and understanding of measure to process and “end with quality results” [4]. Having wide knowledge of a home network security issues through research review, it will help to ensure apply the best practice. A best practise which means, use of various tools to develop skills and apply those skills to provide success in securing or prevent a user data from an outsider. The main purpose of the home network is to ensure end-to-end communications delivered without interaction whether in physical or logical. The physical is data goes directly connected cables from one device to another. Logical is when the data goes through some types of medias such wireless/Wi-Fi. At the end of the project, the author hopes to build a secure home network that covers security vulnerabilities, threats, attacks to reduce risks and meet the user expectations [5]. 
1.2   Aim
This project is to conduct an experiment to address security vulnerabilities, threats and risks targeting a home network technology. 
1.3   Objectives
This section produces lists of objectives to ensure maximum security implemented. To learn and understand the security issues, features and apply those understanding into the network to minimize network risks.  
· Carry out a literature review of books, journals and articles that related to the project. 
· Identify vulnerabilities, attacks and threats on the home network.

· Do a critical review of previous studies to understand network security problems to provide solutions.

· Design and implement to provide simulation by using software tools and techniques to address network security issues. 

· Experiment with a combination of software and hardware equipment to test home network security.

· Produce simulations to allow for comparison against physical implementation to protect home user data.

· Test and evaluate findings to make recommendations for future improvements. 

1.4   Structure of the Project
This report is broken into two sections. The first section is a review of literature on building a secure home network from the previous studies. This outlines necessary information about a home network, how to build and secure a user data from vulnerabilities, threats, attacks and unauthorised access. The second section is to experiment with physical model and penetration testing to simulate to the research findings and evaluate results. Each section outlines the information that is going to carry out for this project to achieve targets.
Chapter 1 - Outline of the chapter is Introduction to building a secure home network, Aim, Objectives and Structure of the project to achieve the target.
Chapter 2 - In this chapter, the author will research books, journals, articles and any useful information. This focus will be on security issues on home access points (AP).
Chapter 3 - Outline of this chapter is to carry out research methodology to cover the process, philosophy and methodologies that are going to be used to achieve the target. 

Chapter 4 - The outline of this chapter is to provide network design and implementation with a combination of hardware and software to achieve targets. 
Chapter 5 - Outline of this chapter is to carry out testing and evaluate the outcome results to ensure meets the requirements. 
Chapter 6 – The outline of this chapter is to provide the overall outcome of this report. This will include the information for research review, methodology, design and implementation, testing and evaluate and conclude with other resources that used to achieve targets. 
Chapter 7 – This chapter will propose the reflections the author has come across during the process of developing this report. 

Chapter 8 – This chapter will be used to show evidence of credible sources used within the report.
 Chapter 2 - RESEARCH & REVIEW OF LITERATURE
1.5   Introduction
In this chapter, the author is going to research security issues within the home network technologies to understand the problems. Investigates previous and current reports to understand how to overcome with those issues. Understanding security mechanisms used on previous and current home network technologies to help to provide recommendations of such as what would have done to improve in the future. Wider use of Internet of Thing (IoT) let the author think twice in term of security mechanisms or platforms that could provide efficiencies and functional services. There are a significant number of security methods required for the current home network technologies. The focus of this research will be on books, articles and journals to achieve the target. Also, any other useful sources that could be used to give more extensive knowledge and reflects will be referenced. 
1.6   General Network Review  

It is important for any network to investigate previous ones to collect information and get the ideas to provide a recommendation or an improvement. Collecting information will help to make a plan first to cover all the requirements to meet the network needs. For example, size of the network, small, medium or large. Considering the size of the network will make it easy to build and implement to meet the user requirements. Also, many home users need to be educated to use the network correctly to reduce the risk. This means that, limitation of users either on the access point (AP) or wired network. 
Growing significant number of objects connected to the internet of thing IoT need to be addressed such as heating, air-conditioning to reduce the risk. The most common problem is the “security for communications on the IoT”. Identifying customer needs will help to create physical and logical network design. The author is going to use experimenting method to do the major project for securing the home network.

According to the report, Cisco virtual networking predicts that IP networking will increase from 16.3 billion in 2015 to 26.3 by 2020. This means that Machine-to-Machine connects also will increase from 4.9 billion to 12.2 by 2020 [6]. Home devices connect to the internet in two ways to run communications to send and receive data, either through wired or wireless. Wired is when they connect end devices through media, cables whereas, wireless devices connect through wireless such smart technologies. 
1.7   Requirement of Home Network 
Building a computer network requires a combination of hardware and software to connect with media cables to allows communication to run from one device to another. The author focuses on some essential components of the home network that are going use to complete this project. Each method has it is own features and functionality to use networks provide communication between a device on the network. 

1.7.1 Switches 
Nowadays, most homes do not use the switch as the router does the switch job, but the author added in this report because some homes are still using it. The responsibility of switch is to make sure the requested information from a specific host goes to a switch through the support of media cables. This is by allowing the data to deliver to the required destination, whether it is broadcast, multicast or unicast. 
In the back days’ home network uses the hub as a switch, but nowadays, there are no longer in use. “Hub is layer one device of Open System Interconnectivity OSI model and can be passive or active, whereas, the switch is layer two devices of OSI model” [7]. The reason for using a switch is that the switch is built with advanced feature and uses the physical device address. Whereas, the hub is not. 
1.7.2 Connectivity 
The connectivity is one of the most important aspects of the network. This does not mean connect between devices, the important is that how it connected to run the communication from one device to another.  Nowadays, most home networks connect smart devices through wirelessly. This because has the advantage of, does not require wires to connect through walls and it is easy to connect through wirelessly to transmit and receive data from one to another through some types of media signals. Home network uses Ethernet and category 5E, 6 and seven which has high-speed and can transmit 1Bbps or more. 

1.7.3 Home Network Gateways
Routers are used on local area network (LAN) to connect to the internet which is the gateways. The routers are responsible for routing in and out traffics to ensure all secure from infecting the network. This is by the support of some defences such as firewall and intrusion detection system. These mechanisms are all built in, and it requires to implementation to prevent authorisation gaining access into the system. Securing network gateway is the primary of network professionals. The gateway is the interface that links between internal and external which controls in and out traffics by monitoring through some security tools. This is important because it plays a key role on the network because all network attacks gain access through gateways. There must be some security mechanisms implemented to monitor and direct traffics to the required destinations.
Nowadays, wireless access point used on almost every network. The purpose is to allow smart devices to connect to the internet wirelessly to send and receive data. Advantages of using Access Point AP is, cost-effectiveness, the option of using Bring Your Own Device BYOD and no requirement of cables. Disadvantages are security issues. According to the report, “network security is growing concern for government, industry and campus networks” [8]. Hackers continuously test the limit on the security of end devices through developed tools to gain access to a computer or a system. In this report, the author is going build a home network by using mobile phone data. This because, the researcher does not have a broadband connection at home so that the mobile phone will act as an AP. This will save the money of paying monthly broadband which only pays monthly for a mobile phone contract. 
1.7.4 Software
To test environment of the network, it requires software to function with hardware to maintain the service of communications. Intelligence software that causes the component to interact each other to communicate effectively [9]. Todays, most popular software is TCP/IP protocol suite constructed in layers. It is in seven OSI layers which combine each other to function the network.
According to the previous studies, most researchers use Kali Linux operating system with its various tools and techniques to conduct experimentation to find issues on a network or perform attacks. There are many tools playing an important role in the network, such as anti-virus software and intrusion detection system because it provides an overview of security differences and ensures a home network secure from such as cyber-attacks. 
1.8  Home Network Security Issues
In this section, the author is going to focus on security issues and methods of securing those issues to address home network problems. The significant connection of devices to the network makes it more challenging to secure a network system. The attacks on networks happen on a daily basis in two ways, either internal or external attacks. The internal attack is the attack that comes from inside the network, whereas the external attack is an attack that comes from outside the network. After reviewing the current security issues within the home network. It is essential to make plans first to ensure all the issues take into considerations. Considering the type of software and hardware, it helps to create a better network in term of security. 
According to the report, common security issues in the network is a username and a password [10]. Hackers try multiple times to guess the username or password to access the network system without the knowledge of the user. Another security issues that, hackers use various tools to perform attacks on a network by applying some types of codes to decrypt all the codes to gain access. “It is crucial to understand the basic primary components of home systems” [11]. This will helps to determine the factors of responsibility to flows the home networks [11].
1.8.1 Recent Attacks 
The author discovered some types of cybersecurity attacks that recently happen on networks. In fact, most of them happen through the connection of the Internet of Things IoT.

Browser attacks – is attacks that try to access the machine through a web browser. The attacker breach site and infected with malware through vulnerable websites such as google chrome. The report said that “awareness of significant security risks in modern browser architecture, especially those security practices that are undermined when the full power memory disclosure attacks are realised” [12].
Brute force attacks – is an attack that forced the front door to gain access to the network instead of downloading malware. This attacker uses software to automate the task by attempting password numerous times.  
Denial-of-Service DDoS – attacker try to gain access to the resources through the website and DNS servers by flooding traffics. The purpose is to slow or crash the system to damage the data on the system. According to the report, “recent DDoS attack demonstrates the high vulnerability of the Internet of Things IoT devices and the lack of manufacturing consideration” [13].
Worm attacks – is attacked that require user interaction to start infecting the system. This by downloading malicious such as email attachment through infected websites. Worm attacks are self-propagating malware. 
Malware attacks – is malicious software that harm or spy to infect the system. Attackers trick the victims by false emails and malicious websites to gain information from the user. 
Web attacks – is attacks web applications or vulnerable websites by injecting malicious code to access to the user’s browser.
Scan attacks – is an attack that uses scanning tools to learn about the system, services and security. Scanning will help to collect the information such open ports to infect the system. 
Password attacks – is the attacks that, hackers use to crack a user password to gain access to a specific computer or a system to collect confidential information. Hacker uses a method that enables to access the data without authorisations. 
Other attacks – the attacks that happen through physical, insider and advanced persistent threats. The physical attack aim is to destroy the network architecture, inside attackers aim is to steal, and access or misuse of such customer data and advanced attack is performed by a group of hackers that target environment to steal information through an extended period [14]. 
Man-in-the-middle attack - is an attack that occurs between two users.  It controls the communications and modifies the original information crossing from one to another. This is by monitoring, capturing and editing communication and re-route a data exchange without the known of both users [15]. 

Sniffer attack - is a device or an application that capable of monitoring, capturing and reading packets on the network. This was when the packets sent not encrypted then the sniffer will view the data inside the packet. To prevent sniffer attacks, ensures encrypt all the data sent and received, scan network issues and use only trusted Wi-Fi. These methods help to protect the network from sniffer attacks [16].   

The Mirai botnet - is the most prominent net attack that happens in September 2016 and it shocks the world [17]. According to the report, “website of computer security consultant Brian Krebs was hit with 620 Gbps of traffic”. The purpose is to knock the most site offline. The aim of this attack “is to propagate the infection to the misconfigured devices and attack a target server. The infection enables to find out the person who controls the boat-master. The attack happens through the Internet of Things IoT. This attack also has compromised some home routers as well. Most common attacks happen through webcam or video recorder. Nowadays, many people use a webcam and video recorder to monitor their homes.
According to the report, “Security vulnerability combined with security threats to create a security risk” [14]. To remove the risk from the network, consider applying solutions for residential gateways.  Implements such as Virtual Private Network VPN, firewall, intrusion detection, content filtering and security management on residential gateways to eliminate the risks. This need to be applied to both wired/wireless network site. Also, consider applying confidentiality, user authentication, device authentication, authorisation, physical security and non-repudiation. Moreover, building architecture and implement those methods on the gateway to assist and discover the security threats and vulnerabilities. 
1.9  Home Broadband Router
In this part, the author going to learn home routers and types of security mechanism used within home routers to understand in term on connectivity and security. Understanding will help to provide such as recommendation and future improvement. Most of the home network connectivity which connects to the broadband through Ethernet cable, cat 5e, 6 and 7 or wireless to run the communications. According to the report, “router is the most critical part of a small office or home office network” [18]. Because it controls the traffics between the internet and internal network. “The interface of this router is web-based and configured by using a combination of JavaScript, PHP and Perl-CGI”. To prevent attacks on the router, change administrator setting, administrator privileges, passwords, use encryption method and close the network when it is not in use.  

According to the previous studies, to have secure communication between end to end device, need to use Virtual Private Network VPN. This method which not provided by service provider because it is expensive. The VPN is used to provide security when connecting to the internet which shut down any suspicious activities. This will give a direct connection between source and destination without an interception. However, VPN will cost implement because this does not come with broadband contracts, whereas, firewall and some default security mechanisms are implemented on a router. 
Home routers built-in security systems and some are with necessary security. This lets the home user data at risk which lead to loss or damage to confidential information by hackers. Entrance and exit of the network is the most critical point to ensure it is secure from unauthorised access. An example of security mechanism applied to watch the traffic in and out to prevent the hackers from accessing the system. According to the report, below figure is the design of home traffic capturing system that put in place to monitor in and out traffics on the network. This shows the following process to ensure each traffic captured before it continues to step next. This programmed on the router by using Net flow. Firstly, net flow export to traffic capture continues to behaviour profiling, traffic profiles on the database then behaviour dynamic event analysis then a summary of the traffic. This system is basically, program configured on the router analysis in and out all traffics to ensure free of malicious [10]
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Figure 1: Home Traffic Profiling System design [5]
1.10  Home Firewall
The home firewall used to control and monitor all the traffic coming in and out. “Some firewall security installed separately or integrated within another server”. The firewall is responsible for filtering unwanted packet from the network to ensure incoming packet matched. Several report papers said that it is important for any network to secure home gateway. Password and flooding attacks, both trying to gain access to the system without the authentication of a user. Hackers use a random username or password to guess. Whereas, flooding attack happen “by sending out continuously a lot of small network protocol packet such as TCP (SYN), ICAP or UDP to target network” [19]. Multiple packets slow down the traffic due to the target, and it crashes the server. The interface on the gateway must be secure from outsiders. 
The author does research on the firewall, wants to know whether home network use firewall separately or integrated within the router. For example, the below figure shows the interface that links between the attacker and target on the firewall must have a security mechanism configured to prevent the attacks that accessing into the computers. The below diagram is an example of firewall implemented to discover the attack coming in from attacking terminal.  In this scenario, the attacker is targeting sever through the firewall. Moreover, the firewall is responsible for detecting and preventing an attacker to gain access to the server [20]

ADDIN CSL_CITATION { "citationItems" : [ { "id" : "ITEM-1", "itemData" : { "author" : [ { "dropping-particle" : "", "family" : "Haase", "given" : "Janet", "non-dropping-particle" : "", "parse-names" : false, "suffix" : "" } ], "id" : "ITEM-1", "issued" : { "date-parts" : [ [ "2002" ] ] }, "title" : "InfoSec Reading Room Building a Secure Internet Data Center Network tu , A ho ll r igh", "type" : "article-journal" }, "uris" : [ "http://www.mendeley.com/documents/?uuid=053b0153-91fc-4b86-9a43-a604d21f0e9b" ] } ], "mendeley" : { "formattedCitation" : "[21]", "plainTextFormattedCitation" : "[21]", "previouslyFormattedCitation" : "[21]" }, "properties" : { "noteIndex" : 0 }, "schema" : "https://github.com/citation-style-language/schema/raw/master/csl-citation.json" }[21]. This refers to figure 2.
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Figure 2: Attacking Terminal [19]
1.11  Raspberry Pi
The below figure is an example of the firewall for the internet of things IoT that configured in the Local Area Network LAN Ethernet interface to monitor traffic. In this scenario, Wi-Fi interface used to allow the internet to go “through the Ethernet interface and to the LAN through its Wi-Fi interface”. The Raspberry Pi designed to help the network by detecting the activities on the network. According to the report, the aim of figure 3 is to design a cost-effective and open source system that sets up a firewall by using the Raspberry Pi to act as a gateway. This used to detect the traffic and activities on the network [22].
The purpose of this raspberry is to help and prevent malicious activities, gaining access to the computer systems. This method is to support profiling of traffic generated by the things connected to the home network. This identifies the behaviour of IoT devices such as smart cameras streams audios to the remote application. The author thought that this method could be used for the major project to help and identify the activities within the home network. This refers to figure 3.
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Figure 3: Raspberry Pi [22]
1.12  Password Attacks
The password attack is one of the methods that used by a hacker to gain access to a computer or network. This means that it vital to protect the network from being hacked through a password. The process of password attack, is hacker try guessing to discover the stored location from a data transmission system which is called password cracking. There are various techniques of password cracking such as brute force, dictionary, etc. “The brute force attack is an attack that tries several values for the given password” [23]. A dictionary attack is attacks that try all words exhaustive, complex, long, unique or alphanumeric passwords.  
According to the report, “passwords were stored in a file called as /etc/passwd is easily accessible to users and any user in the system can read sensitive data such as user passwords”. Whereas, the password stored as /etc/shadow file only accessible by the root user. The mechanisms used by windows to store password is Lan Manager and NT Lan Manager. In LM, the user password is “converted into all uppercase letters that have null characters which equal 1416-byte value that the completed of LM hash” [23]. This technique used backward compatibility when there is a newer version of windows. The LM uses MD4 to create NT hash which is difficult to crack it, as the MD4 hash stored in local security account manager database or active directory database. According to the report, “SAM file holds the username and password hashes for every account on the local machine or domain”[23]. This means that the password can found on hard drive folder.

Nowadays, email address used for almost every payment and resetting the password too many services. This also one of the methods that could be used to crack the password by the hackers [24]. Request forgot password feature to send a link that allows to reset it. According to the report, “99.88% of website surveyed use emails as password reset point” [24]. This is the problem that needs to be addressed as many companies send the password in plaintext or link for a user to click and reset password systematically. Once the hacker recovered the password, no server can detect any invalid user authentication [25]. The method of reducing the risk of password crack is that, use of mixed letters uppercase and lowercase, numbers and special characters to be strengthened.  
Hashing and slating algorithm used to provide better security in term of password attacks. This system is used to convert a user password binary string, padding bits binary string, flapping of the binary 1s & 0s in the string and perform XOR operation with salting in the string. It converts the binary string to hexadecimal string to make it harder to crack in. Also, websites most are capable of ensuring to prove the identity of the user as mentioned earlier, most password resetting done through email addresses. Resetting password through emails also provides weakness of allowing such as the man in the middle attack MITMA to inject and direct to a different destination to act as the main user. Also, many organisation implement policies to educate network to reduce the risk of network attacks from an insider. 

To summarise, in brute force attack.  Attacker inputs every combination of letter, numbers and specials characters to discover the correct password. Whereas, in a dictionary attack, the attacker uses the pre-compiled list of strings to crack the password. Password attack happens though the various method to crack any password to gain access to a system or an account [23],[24],[25]. 

1.13  Methods of Security Improvements
After learning various types of attacks and security problems on the network from previous studies. The outline of this section is to provide recommendations and future improvement for home networks. This would be addressed with a combination of physically and logically to protect a network from vulnerabilities, threats, attacks and unauthorised access. The aim is to protect confidential information on a system or computer. This can be provided by an understanding of physical and logical security on a network to secure sensitive information. The information that needs to be protected on a home network, which is, personal information, user account and passwords, credit card information and emails and any other personal details [26].   
1.13.1 Physical Security
The physical security is one of the important which allow protecting network hardware devices. This is by using different methods to keep it secure from unauthorised access. According to the report, “connecting embedded devices to a network allows efficient control and maintenance, but increases the risk for the security incidents” [27]. When it comes to physical security, there are three factors must be taken into an account which are locks, alarms and detectors [28]. Make sure the computing equipment is such hardware-based secured with the three factors at all time. Leaving network without those factors, just like leaving home without closing doors and windows. With smart home automation environment, it is crucial to control and monitor home appliances from vulnerabilities and unusual activities [29]. Also, ensure have a backup to a different place in case of disaster such fire. In addition, backup also one of the methods that would be used to protect the data from being a complete loss.
Locks – ensure secure way from, easy access to unauthorised people. More importantly, backup in multiple areas in case of disaster.  

Alarms – alarm must be set up surveillance to alert when there is a break in. Have a locked book for signing in and out and use authentication system to record identity.
Detectors – ensure protect the portables from someone plugging a device into such a router/switch. Protecting portables to prevent capture of data across the network from unauthorized access.  
1.13.2 Logical Security  
The logical security is the most challenging in the computer network. Technology is growing on a daily basis, let the developer impossible to keep up with it. Security attacks are classified into two categories. Passive attacks and active attacks. Passive attacks when the attacker intends to get system information without affecting the system. This is by the monitoring system, transmits messages to the server/client without modifying it. Whereas, the active attack has used the information gathered from passive attack and modify the information, affect system operations and adversary try to access into the system without authentication and collect data [29]. In addition, fewer people knowing security issues, even make it harder. Hackers try to find a way to get into a system or computer to get data. Whereas, the developer trying their best to prevent happening. Another method of reducing the risk, it is important to log off the computer when it is not in use. Moreover, leaving the computer connected to the internet could let the hackers to access into the system to steal confidential information. 
According to the study findings, some home threats are different to the threats to businesses. The home threats are even greater than the business threats when they connected to the internet. The previous study said that the “developer requires new tools to meet those threats”[30]. However, it suggests, it would be highly desirable to reuse common security tools instead of developing new ones because it is used for many years. Also, the firewall or authentication client in the residential gateway to monitor the traffic. Use of encryption methods, anti-virus software and other security software to reduce network risks.
The management plays a significant part in reducing the risk of information leakage on the network. According to the report, there are three critical factors in the management and security [31]. This will helps to provide availability, confidentiality and integrity. “Availability is used to define who can access the information in the network”. Confidentiality is in place to keep the secrecy of information and maintain the sensitive data from other accessing it. The integrity is to ensure the information is correct without any change. However, it is impossible to keep full availability and confidentiality at the same time. 
Studies say that many types of attacks happen on a daily basis and these fall into two parts. Internal and external attacks. Internal is the inside and external is an outside attack. Insider attack infects the network through such USB or any other device plugin to the network which contains malicious infections, and it spread it on the system or web-browser to damage data. The outsider is an example of a man-in-the-middle attack, an attack that used between the sender and receiver to modify the original data before the receiver received. This happens through the internet connection. No one is 100% secure as long connected to the internet. To protect and prevent unauthorised access to the system. Again, use intrusion detection system must be in place, use security mechanisms such as anti-virus software, implement policies, procedures and recommendations to reduce the issues. 
Kali Linux is one of the most advanced penetrations testing platform that used in the computer network to do vulnerability testing. This is free and open-source platform to protect the network through offensive security. This operating system could be used on computers, but many users are not familiar this system as it is more complicated than the windows and MACs. Other ways, there are various protection mechanisms used by Kahlil Linux to filter the threats on the system. For example, an SMTP server protection mechanism that used to protect the server from being vulnerable to spam and virus. 
The below figure shows, an overview of experimenting on Khali Linux between two clients. Experiments carried out that the client one spam filter enabled, and client two filter is disabled. The software and tools required to demonstrate the below figure to provide simulations which is Kali Linux operating system, VMware, Spam filtering, scan and anti-virus detector and log reporter [32].
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Figure 4: An Overview of Experiments Between 2 Clients [32]
The “cybersecurity technologies also put in place to protect and prevent the computers, networks, programs and data from attacks” [33]. However, all these issues will have built with cost. According to the computer security and computer forensic report, one thing that could help is that “protection of information and property from misuse by external people while making it possible to the intended users” [34]. The “Cybersecurity is an integral part of the computer network and involves protocols, technologies, tools and techniques to secure malicious attacks” [30]. The author is going to use anti-virus software, change administrator setting, administrator privileges, complex passwords, turn on the firewall and educate use not to break policies/procedures of the network.
Table 1: List of recommendations [35]
	Defences
	Descriptions

	Intrusion detection systems
	Security mechanisms that detect unauthorised access to the network system.

	Securing gateway 
	Use filtering and monitoring software to ensure all in and out traffics captured  

	Use of firewall 
	Turn firewall detection on to detect unmatched services

	Securing user account
	The user can access through verified account only

	Use antivirus 
	To protect live attackers from the web-browsers

	Securing file sharing 
	Making sure files shared to who

	Securing the files system
	Specifying such as who can read/write to reduce the risk of losing files

	Securing network access
	Create policies/procedures and educate the user not to break network rules  

	Disable unwanted services
	To reduce the vulnerabilities accessing from those services

	Educate user to secure computing
	Educate the user to switch off the computer when not in use

	Encryption beyond perimeter
	To prevent sensitive data on the network

	Use strong password
	To prevent easy guesses etc (@12AA#09vizA)

	Access points
	Configure the Wi-Fi access with (WPA2) and AES with a complex password for data confidentiality 


1.14 Related Work
1.14.1 Network Mapper (NMAP)  
The University of Arizona has chosen Nmap to perform port scanning through Tor instead of Zenmap and Masscan. Chosen Nmap, because of it is reliability and ability to perform TCP based scan instead of limited to UDP. This means that Nmap can scan both TCP and UDP. Whereas, Masscan and Zenmap cannot be used when leveraging the Tor network for anonymous scanning [36]. According to the report Nmap often, find more open ports than Masscan and Zenmap tools. 
Collecting data on Nmap, Amap and Ettercap tools. The steps used to build a signature database, either through IP addresses or hostnames. The figure – 6, shows the summary of the tool’s accuracy. There are four tools are used for this summary. Hierarchal aggregation/disaggregation (HAD) tool has been added to the figure 6 tools. The reason for comparing this is to find accuracy in detecting services/applications running on remote hosts on a LAN [37]. This method related to the project that the author is going to be conducted because protecting home user data on the network. The below figure shows the result of experimentation conducted by using four different tools. These tools implemented to detect the vulnerabilities, threats and attacks on the networks. According to the result. HAD has better accuracy than others. It is 94.06%, and Nmap is the closes one it is 90.1%. This refers to figure 5 [36].
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Figure 5: Results of an Experimentation [37]
1.14.2 Software-Defined Network
Software-defined network SDN used to defend against sophisticated intrusion in the home networks. In this scenario, the purpose of using SDN is to control the smart devices and other appliances on the network such as firewall and logger. Virtual Network Function VNF is in place to manage end devices to register their resources. Registering their resources means that, this could help to identify the threats that accessing into the network system. Figure 6, used SDN controller and VNF container tools to defend vulnerabilities accessing to the smart devices [38]. 
This method is related to the project that is going to be conducted because this software identifies and register every end device and their sources into the system before allowing to communicate to the network. The advantages of using SDN and VNF is that it monitors entire network including all network events. This refers to figure 6.
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Figure 6: SDN and NFV Tools Monitoring Smart Home Devices [38]
1.14.3 Network Model
The below figure shows a network model created with consist of appliances to maintain the service of the home user on a daily basis. The most critical resource in this architecture is a home gateway and this need to be secure from unauthorised accesses. The report said that the most authentication techniques in smart home users are one-time hash passwords. This achieved using smart cards with one-way hash functions. One-time password protects against eavesdroppers, replay attacks, stolen verifier attacks and man-in-the-middle attacks [39]. 
According to the report, “purpose of smart homes is to monitor appliances to prevent fire, flood, and undesirable levels of poisonous gases”. In addition, detecting of intruders, monitor household equipment to ensure all in good environment. This method was chosen in related work, because the author thought that it is essential to ensure any device within the home to keep secure to prevent vulnerabilities gaining access to the network when it connects to it. This refers to figure 7.
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Figure 7: A Smart Home Network Design [39]
2.9.4 Cyber-Physical System
In figure 9, cyber-physical system built to protect man-in-the-middle attacks. The “cyber-physical systems are integrations of the physical process with the network and computation”. According to the report, this method is used to monitor and control the physical process through networks to protect network attacks [39]. Another method of protecting (MIMA), “WPA2 encryption technique to prevent replay attacks”. Replay is used to replay counter known as a packet number in every frame [40]. The below architecture, simple object access protocol (SOAP) is a communication protocol that used by web services to run communication between two applications. According to the report, “since SOAP messages have the ability, to bypass firewalls”. They are able to request process by web servers directly to protect the messages on applications. 

In this scenario, web service registration and routing system (WSRRS) and inter web proxy service (IWPS) developed to protect denial of service (DOS) and man-in-the-middle attack (MITMA). The way the communication works is that, service requester and service provider. Client request for information and web server responses to the requests and ensure security message goes through the SOAP message communication [41]. The author chose this method in related work because it might help to reduce network vulnerabilities, threats and attacks. This refers to figure 8. 
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Figure 8: Proposed Model for Securing Networks [41]
1.14.4 Home Network Security Model  
In this section, home network security modelling power consumption experiment conducted to detect and prevent attacks on home net routers. According to the report, “first created ISP that capable of providing connectivity to home network devices via IPv4 and IPv6”. In this experiment, the experimenter uses four routers that positioned several meters apart from each other to perform as full mesh topology. “Each one has the capability of dual-band Wi-Fi on both 2.4GHz and 5Ghz radio interfaces” [9]. The blue arrows indicate the authentic babel traffic and red arrows depict forged traffic. 

The purpose of this experiment is to study the impact of enabling Babel message authentication on overall power consumption. Secondly, “is to establish a baseline measurement with which subsequent experiments and power consumption levels can be compared against”. In the experiments, several of measurements were taken to ensure the data correlation to provides the details of before and after the attacks. This refers to figure 9.
[image: image9.png]



Figure 9: Proposed Model for Securing SOAP Message Communication [9]
1.14.5 Security on Home Access Point
The security of home access point must be secure from unauthorised access. The growth of IEEE 802.11 wireless LAN (WLAN) requires attention to protect user data on the network. According to the report, “by the end of 2019 more than half of the worldwide IP traffic will be generated by WLAN devices” [42].  This means that there will be a significant security challenge to protect private networks. Not all ISPs are secure to protect home user data on the networks.
 According to the report, “different ISPs provides different levels of Wi-Fi security to their customers” [43]. Below figure shows the results analysis of wireless data on the following companies BT, 02”, Orange, other, PlusNet, Sky, TalkTalk and Virgin. According to the results, 02 has the lowest Wi-Fi security on AP. 

The fourth generation 4G-LTE advanced is one of the integrated architecture that merges mobile systems and local area network to protect a user data on the network.  According to the report, “IEEE 802.11, IEEE 802.16 to expand the coverage and access to its existing mobile network” [44]. This refers to figure 10. 

[image: image10.png]ORANGE OTHER FLUSNE!' TALKTALK VIRGIN





Figure 10: Results of Security Rating Scores by Different ISP [43]
1.14.6 Password Attacks
In this section, the author is going to provide related information about password attacks. The focus is on the method that used by hackers to discover a Wi-Fi password by using password cracking method. According to the report, there are two common attacks in password attacks. Dictionary and Brute force attacks [23]. The dictionary attack is an attack that is guessing the password by using the pre-compiled list of strings to crack the password. This will hash of entire password list and compared with hash values as all computer password list are stored in the same format. In this case, if the hash is same, then the user password obtained when common password such as “password” used. 
In the brute force attack, attacker use technique of inputting every possible combination of numbers, letters and special characters to guess until the correct password guessing. When it accepts the guesses, it will enable to gain access to a Wi-Fi or a computer. “Packet-based data analytics algorithms such as supervised and unsupervised learning algorithms have been investigated for intrusion detection system (IDS)” [45]. Algorithms are designed to evaluate and detect rate and false alarm either positive or negative rate. There are many mechanisms used by researchers to improve the detection of the false positive rate of detecting types of attack behaviours.  
To prevent SSH brute force attack, it requires predictive models that have the capability for detecting SSH. This includes the following the steps. “Collecting representative network traffics, analysing the collected data and using the domain knowledge to extract features and using machine learning algorithms to build the predictive models for the detection of attacks” [46]. Below figure shows cross-validation results that provided by using a model which consist of four classification algorithms of “5-nearest Neighbour (5-NN), two forms of C4.5 decision trees (C4.5D and C4.5N), and Naïve Bayes (NB)” [46]. This refers to figure 11.
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Figure 11: Results of Four Classification Algorithms [46]
1.14.7 Man-In-The-Middle-Attack MITMA
The man in the middle attack MITMA is one of the common attacks that happen in the network on a daily basis. This means that network professionals have to make sure in and out traffics monitored at all time. On this scenario, the MITMA try to access to victims information when the victim is trying to communicate with a mail server that with CAPTCHA and security question [47]. The challenge is between the attacker and mail server. Mail server tries to identify the user whereas, attacker try to act as the primary sender. 
According to the report, in figure 12 below a user try to download file and MITMA ask to insert email address, and when the user entered an email address, MITMA took over the line and said I forget my password to the mail server. As it shows in the screenshot, CAPTCHA challenge broken. This means that MITMA took over the communication between the victim and server. The MITMA normally eavesdrops on intercepts communication between two parties and transparently observe communication [48]. The methods that used to secure reset password according to the studies, set up security questions. If a website asks many questions that are directly related to the actions done on that site then, they cannot have forwarded to the user as its legitimate security questions for other websites.  This refers to figure 12.
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Figure 12: MITMA [47]    
1.15 Conclusion 
Overall, from the research findings. There are many methods of security mechanisms would have been used to protect a user data on a network. From the report’s findings, logical security is complicated to maintain and keep the network secure from vulnerabilities at all time. Significant growth of devices connects to the internet made it challenging for the engineers to cope with security.  The developer using their knowledge and techniques on a daily basis to protect the network from malicious, vulnerabilities, threats and attacks. Whereas, the hacker uses their power and techniques to hack any system to gain access to confidentially information on the computers. The primary purpose of this research is to understand how to protect home network devices through remote or wire. To protect any network requires knowledge of understanding and identifying vulnerabilities, threats and attacks. Then apply the knowledge gained from the research and try to stop or reduce those threats through various tools with its techniques. Hackers try to break into the computer system on a daily basis by using various tools. This will let the developer try to maintain the protection of user data on the system. The other method is that the physical security is to make sure the network components kept away from unauthorised accesses. The physical security would protect easier than logical because locking components away from non-public access area. 
In addition, locking doors/windows with secure keys and set up of a surveillance system to alert when someone is trying to break in. Recommendations of decreasing vulnerabilities and threats on the network logically. Use of intrusion detection methods such as a secure password, personal firewall, backup frequently and use encryption methods when it is necessary would help. Moreover, make sure know exactly what you are installing by utilising safe surfing and take special care of the sensitive data.
Chapter 3 - RESEARCH METHODOLOGY
1.16  Introduction
This chapter aims to research on the methodology to understand the methods that would use to achieve targets. This will outline research review, process, philosophy, methodologies, data collection, research design and methods of collecting data to meet requirements of building a secure home network. In this chapter, the author is going to focus on research methodologies to understand and apply those understanding/findings to build a home network with better security.  This is all about analysing literature review for each step to make sure issues discussed and implemented to meet the needs.  
1.17  Research Overview
Research review aims to review research findings and establish those findings to achieve the target. Method for using this research onion is to understand the practical progression to execute experiments through research methodology. From understanding, use of research process, research philosophy, methodologies and data collection methods to achieve experimentation. Figure 13, provides research onion and it shows different methods of processes would conduct this research onion. 
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Figure 13: Research onion [49]
1.18  Systematic Model Design
The purpose of the below design is to develop a systematic method which is taken from figure 13 details to conduct an experimentation process. A systematic process that would use to achieve targets for conducting experimentation for the major project. Each process explained in details to show why it is being used in this model. This refers to figure 14 below. 
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Figure 14: Systematic Process Design                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                        
1.18.1 Research Process
The author uses a research process to develop a systematic model to build a secure home network which refers to figure 14. A systematic method in place to help to understand the reliability and validity of the information research to overcome issues. The author uses an inductive process to allow formulation of a model. This method is necessary and makes it easy to verify the validity of information through a model. The author uses research process to ensure cover each step to achieve the target in the completion of the project. This research process, includes research philosophy, research approach, research strategies, time horizons and data collection. 
1.18.2 Research Philosophy
The research philosophy in the systematic model, which used to identify how the data gathered and analysed for this project. The philosophy is used to help the author to understand what’s believed to be unknown is true. This conducted through a process of transforming things that have been identified in the literature review. The positivism and realism used in research philosophy, to achieve targets. The positivism is the way of checking the validity of the information which based on scientific evidence. In this project, the researcher used to experiment to provide statistics to reveal the outcome. The positivism in place to consider the logic and differences on simulations to compare the output. 
The author uses realism because it helps to implement research findings and apply own ideas to provide an improvement in the completion of building a secure home network. This method also, used to analyse the findings of previous studies and compared between them and use own ideas to provide future improvement. Both positivism and realism used in research philosophy, to process of secure a home network. The positivism is in use by the author to consider the logic and differences on simulations to compare the output. The realism in research philosophy, to analysis the existing synthetic model through the concept of network motifs [50]. These methods also use to build a system of code to simulate the information on the system [51]. The author uses both methods to analyse the result of experimentation to achieve the target.
1.18.3 Research Approach 
The author uses a research approach through deductive method to complete the project which related to research philosophy. In the research approach, the deductive method used to examine upon previous study findings. This means that, formulation of hypotheses and the statistical testing of expected results to be accepted level of probability. The student is doing a literature review on the same field to understands the methods that used to experiment to meet the needs. The author used this method because wanted to find out the experimentation test results would have the same or not. This is by comparing previous study findings with conducted one to see the differences. This will help to address any concern such as security threats by using different approach [52].
1.18.4 Research Strategy
The author uses research strategy to completion this project which is to experiment. The complete this project it requires to carry out a literature review of books, journals and articles to understand and apply those findings to conduct experimentations to achieve the target. This strategy, the author designs a network model which consist of a mobile phone, a laptop, a desktop computer and a router to perform experimentation and examines against expected results. The data collection it refers to what methodological approach has been used to collect the data. The researcher uses use a mobile phone as an access point AP with a laptop, a desktop computer and a router to experiment. Installed Kali Linux on a desktop computer to perform attacks. The author uses research strategies to allow creating through multi-methods to experiment to achieve the target of completion of this project. 
1.18.5 Time Horizons
Time horizons are the time framework of the project to complete a predetermined time. The author uses cross-sectional on time horizon because it creates a gantt chart to ensure data collected at specific points. This method is in use to help when the investigation is a concern for specific time, such as keeping up the time. Creating a project plan to help to ensure complete the project on time to achieve the target. The plan specifies each task with plotted time to complete within the intended time. 
1.18.6 Data Collection
In this research methodology, the author uses multi-methods data collection in this research. This includes literature review, an experiment and documentation. To achieve the target, the author justifies all methods used and documented clearly in each chapter. A systematic model designed in this chapter is to collect information in multi-methods. The systematic model used in data collection because it provides an explicit instruction of the following information to understand what has completed and not. Literature review on books, journals, articles and any other useful sources conducted in chapter two. This helps to understand the problems than provide recommendations to improve. 
Table 2: Data collection methods
	Component 
	Research approach 

	Chapter 2

Literature review 
	Qualitative – Literature review, Auction Research, reflecting previous studies and establish findings to secure network


	Chapter 3

Methodology
	Qualitative – 
Action research - reflecting upon previous study findings



	Chapter 4

Design and implementation
	Qualitative – use own ideas to create a network design with the support of action research 
Action research - reflecting upon previous study findings



	Chapter 5

Test & Evaluate 
	Qualitative – Literature review and experiment 

Action research - establish the findings from previous studies
 

	Chapter 6

Conclusion and recommendations 
	Qualitative – reflecting on previous study findings

	Chapter 7

Reflections 
	Qualitative – reflecting up-on previous study findings


1.19 Research Design

The purpose of research design is to bring ideas together to provide a systematic process to achieve the target. This design provided by using multi-methods to allows to investigate and analyze the result findings to produce successful development. This design includes design principles that created by using literature review on home network security to experiment. 
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Figure 15: Research Design
1.19.1 Research Deliverables 
The research deliverables in this research design, because it produces outcome results for experimentation. This design build with suport of literature review findings and experiment to complete this project. The results of experimenting with the man in the middle attack MITMA, Wi-Fi password attack and port scanning will be provided in chapter five with screenshots which related to the aim and objectives. 
1.20 Triangulation 
The author uses triangulation data collection to ensure multi-methods of use that combine each other to check the validity of information. This involves different types of samples and methods of data collection to complete the project. The author uses triangulation to show the chapter five results findings which cover the aim and objectives. The result also, compared each other to produce simulations. Triangulation scenario used in research methodology to compare the validity of the information results found in chapter five against to identify the potential weakness.  
The data collected through a literature review on books, journals, articles and any other relevant sources. After collecting information from the research and use a combination of hardware and software tools with multi-methods techniques to apply those findings to achieve the target.

1.21  Conclusion 
In conclusion, author’s analysis of critical review and research methodologies to establish the methods to ensure the success of the project. This is by collecting information from previous studies to compare the different outcomes to make sure the task is delivered in time. This is by choosing the methods that would be best or suited to this particular experiment to compare outcome. The study shows that there are many ways would use to reduce network simulations according to the chapter two findings. Overall, to achieve the target of completing this project, chapter five is one of the important ones which provides the overall outcomes.
Chapter 4 - DESIGN & IMPLEMENTATION
4.1 Introduction
This chapter falls into two parts. Part one is designing a home network and part two is the implementation of the network. Designing a network requires some components, software tools and techniques to create a design that meets the requirements. Gathering all the information that needed to enable to achieve the target of a home network design and implementations. The author focuses on how to combine hardware and software to produce a design and implementation. The design is going to have the following components. Which is a computer, a laptop and an access point. In term of software, there will be various software tools that used to allows experimenting by discovering vulnerabilities, attacks and threats of a network and protect those issues.  Nowadays, every network requires a model design that clearly lay out. The purpose of this design is to make it clear to the home user, such what things they must be aware of in term of vulnerabilities and unauthorised access to the computers. Identifying the threats will help to reduce the risk of the network being hacked. Hacker always tries to get valuable information from a system through the connection of the internet without the knowledge of a user. 
The aim of the author is to design a good network model that has the capability of preventing information leakage and kept secure from hackers. Gateway is the one of the critical aspects that must be protected to prevent data leakage on a computer or network. Use some techniques to provide a better implementation to secure a user or network from unauthorised accesses. In any network, there is always something to improve in term of security. Users increasingly, concern about their information being used by someone else. This makes it hard to network administrator to keep confidential information secure from unauthorised accesses. 
4.2  Physical Design
The below network design which requires some components to create an environmental home network to conduct experiments to cover security issues on home networks.  The resources required to design a network, which is a Desktop PC, a laptop, a mobile phone and a router. In this scenario, Access Point AP used as the mobile phone which provides the internet connection to the desktop PC, Laptop and router. The desktop PC installed with Kali Linux software with its tools to experiment. This also has external wireless interface adapter plugged in to allows to connect to the internet to the AP to perform password cracking and man in the middle attack MITMA.
The laptop is used in this design to connect the router to set up a simple and complex password. This is by connecting through a cable to access to the internet when there is no wireless connection. The connection line between laptop and the router is only when the router cannot be able to connect through wireless to the AP then the wired link will allow to set up a password for the router.
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Figure 16: Design of a Home network
4.3  Implementation
In this section, the author focuses on implementing a home network that meets the needs. The implementation provides through multi-methods that used to achieve targets. This implementation is going to be conducted with a combination of hardware and software tools with use of its techniques to discover network vulnerabilities and threats. In this experiment, the author uses Kali Linux with various tools to allow discover such open ports by performing some types of experimenting. Hackers try to find an open port on a network and try exploiting vulnerabilities to gain access. Whereas, security expertise trying to close such as an open port on the networks to reduce the risk of gaining access to a computer or a system. 
 4.3.1  Requirement of Hardware Components
The hardware devices that are going to use to conduct an experiment which is a mobile phone, a router, a Desktop PC, a laptop and a router. The purpose of a mobile phone is to provide connection to the internet which is an access Point AP according to the screenshot. See figure 17 below. 
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Figure 17: Access Point
The Desktop PC is used in this scenario to install Kali Linux operating system to allow perform attacks for password cracking. Figure 18 screenshot shows the link between desktop and Access Point AP through wirelessly because the desktop has wireless interface adapter to allows connection through wirelessly.
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Figure 18: Connection Between Desktop & AP
The laptop in this design is to allows connection to the router to set up a password to perform password cracking. The reason for using the laptop is because it has a windowed operating system, it is easy to connect to it instead of setting the password up on the mobile phone. This also allows connecting through a wire or wirelessly as shown in the screenshot. See figure 19 below.  
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Figure 19: Router to Laptop Connection
In this scenario is, the router is switched on with the power to allow a link to the laptop to set up Wi-Fi password. To set up a simple and complex password to perform password cracking, type gateway address of the router on a web browser to configure all the required fields to set up a password. See figure 20 below.  
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Figure 20: Router to Laptop Connection
The below screenshot is an implementation of man in the middle attack MITMA. In this scenario, while the victim is trying to communicate with the access point, hacker injected vulnerability in the middle and took over the communication between them. The victim sends a request which is green line and attacker change direction which start red line and allows to go through it. In this case, both victim and AP think that they are communicating each other, but not. Communication goes through the hacker which monitoring and listening all the data goes through this line. See figure 21 below.
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Figure 21: MITMA design
4.3.1 Requirement of Software and Tools
To achieve the target for this project, it requires kali Linux operating system with it is tools and techniques to experiment. The author downloaded 2016 Kali Linux on the computer through a DVD - R drive as it is shown in the below screenshot. The installation did not require activation key and installed without any problem. See figure 22 below.
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Figure 22: Kali Linux DVD
The below screenshot is evidence of Kali Linux installation has completed and ready to be used. This will allow conducting experiments for Wi-Fi password cracking and man in the middle attack MITMA. This system has various tools that enable the user to do many different types of experimentation to identify vulnerabilities on a computer or a system. See figure 23 below.
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Figure 23: Installed Kali Linux
The author uses highlighted method to enable to perform Wi-Fi password attack to discover any Wi-Fi password on the networks. See figure 24 below.
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Figure 24: Wireless Attack
The below screenshot method is used to perform password cracking to identify any Wi-Fi password on any network through various commands and techniques to achieve the target. See figure 25 below.
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Figure 25: Cracking
The Kali Linux has various tools to allow monitoring traffics and identify network vulnerabilities, threats and attacks to reduce the risk of a network. Below screenshot shows, many different tools and each one has its responsibility such as port scanning etc. See figure 26 below.
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Figure 26: Various Attacking Tools on Kali
4.4  Conclusion
In conclusion, in this chapter author has provided a network design and implementation of it to achieve the target. This has challenged the author to design a home network that clearly lay out. This has given more knowledge to make it easy for the author to design better in the future. In term of implementation, the author used different security mechanisms to allows securing the home user data on the network when connecting to the internet. In this implementation, the author uses a mobile phone as an access point to allow connecting to the internet as the student did not have a broadband line in the household. Overall, design and implementation went well, and there were no issues at all. The only issue that faced to the author is, learn how to use Kali Linux operating system with it is tools.
Chapter 5 – Testing and Evaluation  
1.22  Introduction 
In this chapter, the author is going to provide information on testing and evaluation for password attacks and man in the middle attack (MITMA). To crack Wi-Fi password attacks and perform MITMA on a network, it requires some methods to enable to identify it. In this scenario, the author aims to conduct Wi-Fi password cracking on WPA/WPA2 and MITMA to achieve the target. 
1.23  Wi-Fi Password Cracking, MITMA & Port Scanning
The bellow screenshots provided with a brief description of how to crack Wi-Fi password MITMA and perform port scanning. Firstly, the author set up a simple password on a Wi-Fi and use commands and techniques to find Wi-Fi password. The second method is that author set up a complex password on Wi-Fi to use the same method as the first one to discover the password. Thirdly, all those methods used Kali Linux with various commands and techniques to discover passwords. Finally, there are many different tools on this software to conduct different experimentations. 
1.23.1 Simple Password Setup on the Router
This screenshot is showing the password that set up on the router to try to crack it by using different techniques. The set-up password it showed “test1234” in the pre-shared key column. The purpose is to use Kali Linux with its tools and techniques to crack this password. This refers to figure 27.
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Figure 27: Pre-Shared Key Setup
Step 1 – Wireless Interface name
In this step, the author uses the airmon-ng command to enable monitor mode on wireless interfaces. This used to capture any traffics that going through this network. This might also use to exchange between monitor mode and managed mode. Figure 28, shows wlan0mon is the interface for this particular computer.
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Figure 28: Interface Name
Step 2 – Available Networks
This step is showing many different Wi-Fi’ names after running airodump-ng wlan0mon. The aim of running this command is to find a specific network to perform password cracking. In this scenario, the author chooses Adam’s network as it shows bssid on the below screenshot after –bssid. This refers to figure 29.
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Figure 29: Showing Various Networks 
Step 3 - Choosing Network
This step is showing that Adam’s network is ready to attack, to discover it is password. It sent a request and waiting for the replay to perform a handshake. This show zero data, and as soon as replay comes, it will start handshaking. This step is showing network name which chosen to be attacked. This also shows BSSID, no data, channel 11, WPA2, authentication as PSK and ESSID and Adam’s network. This refers to figure 30.
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Figure 30: Adam’s Network Chosen to Perform Attack
Step 4 - Replay
This step is showing aireplay-ng command used to send replay to the request in order perform handshake. In fact, the figure shows that the data is sending a request to channel 11, which is the request, comes from. It is sending a broadcast to find the device and response to it. This refers to figure 31.
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Figure 31: Replaying to the Request to Channel 11
Step 5 – Handshake
The below screenshot is showing the verification of handshake that has been verified to start Wi-Fi password cracking. This figure showing the handshake on Adam’s network done and now is ready to process to the next step, which is cracking the Wi-Fi password. This refers to figure 32.
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Figure 32: Verification of Handshake
Step 6 – Cracking Process
The figure 33, is showing the process time left and at what passphrase is. In fact, time left is 3 minutes and 14 seconds and 2.63% done. In addition, it shows keys tested and yet to be a test and current passphrase. This tells the author exactly what passphrase completed and not completed to make it easy when it requires running again by looking at the passphrase stopped.  
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Figure 33: Process of Time Left
Step 7 – Key Found
This step is showing that the password has been cracking it. The author set up a simple password on the router earlier as “test1234”. For verification, in this screenshot, key found is “test1234, and it is correct password. Please see figure 17 to confirm that it is the password set up on the router, which is in the pre-shared key. This refers to figure 34.
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Figure 34: Found of Correct Password
5.2.2 Complex Password Setup on the Router
The figure 35, is showing evidence of complex password set up on the router. The complex password set up as “acknowledgements”. This will be cracked by using same steps as simple password one. The final screenshot will provide the fact of verification of finding the correct password, which set in this screenshot.  This is by using cracking tools and techniques to achieve this target. 
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Figure 35: Setup of the Pre-Shared key on the Router
Step 1 - Wireless Interface Name
This process of figure 36 provided by using airmon-ng start wlan0mon command to identify the wireless interface to perform attacks. The purpose is to, enable monitor mode to monitor all traffic on this interface to experiment with password attacks on this particular interface. 
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Figure 36: Wireless Interface Card
Step 2 – Available Networks
Figure 37 is showing the different type of Wi-Fi networks that available after running airmon-ng wlan0mon command. The purpose of this screenshot is to find the network that required performing attacks on it. In this scenario, the author chooses Adam’s network. In fact, Adam’s network chosen which showing the network bssid to run airodump-ng command. This command will allow displaying only Adam’s network on the next screenshot as it is the primary target.  
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Figure 37: Verification of Available Wi-Fi Networks
Step 3 – Choosing Network
The below figure 38 is showing that the request has been sent and waiting for a response to perform a handshake. When the replay comes, it will show handshake on the top right corner after date and time column.  In addition, it shows the specific network that is going to perform attacks.
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Figure 38: Request for Process
Step 4 – Replay 
Figure 39 shows sending broadcast replay to the request that has received from the network address of 88:dc:96:03:e4:20 which is on channel 10. The purpose of this is to perform a handshake, to process password attacks.
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Figure 39: Replaying to Channel 10
Step 5 – Prove of Handshake 
This screenshot is showing the handshake has been verified and ready to perform attacks. This also showing that, this particular network has chosen to process attack to find it is Wi-Fi password by using tools and techniques. This refers to figure 40.
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Figure 40: Handshake Verified
Step 6 – Cracking Process
The author shows this screenshot, because aircrack command is going to use to perform password cracking.   Figure shows that, 10 million combos used by author to crack the Wi-Fi password. When runs this command it will start cracking password. This is by using combination of wordlist with ad1-01.cap file in order to identify password of particular Wi-Fi, which in this scenario is Adam’s network.
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Figure 41: Sending Replay to the Request
Step 7 – key Found
Figure 42 shows the result of key found. This means that the correct password has cracked successfully. The correct password, which set up as “acknowledgements” on figure 25 and this screenshot shows the same result in figure 25. 
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Figure 42: Result of Key Found
Over all, the Wi-Fi password attacking is easy, but if the attacker knows the correct tools, commands and techniques to perform attacking through different methods. Other ways, it is difficult to crack it.  In this experiment, the author got much knowledge of how to crack Wi-Fi password on any network as long as the use of correct commands. According to the password cracking results, between 7 to 10 commands are used in this experiment to crack Wi-Fi WPA/WPA2. 
1.23.2 Man in the middle attack (MITMA)
In this section, the author is going to experiment with a man in the middle attack MITMA. The screenshots will be used as evidence of conducting MITMA, which is sniffing and capturing images. Each screenshot is provided with a brief description of what it does. The methods used to represent these is driftnet tool which some commands on Kali Linux operating system to enable to perform this process.
Step 1 – Ettercap Screen
The below Ettercap –G command is used to provide pop up screen of Ettercap to perform MITMA. This refers to figure 43. 
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Figure 43: Ettercap Screen to Start Sniffing
Step 2 – Interface Name
In this step refers to figure 44, the author uses wlan0 as a network interface that is going to perform the attack. The way of setting up is, by clicking on sniff, scan host list then choose interface then click ok to continue to next figure, which is step 3.
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Figure 44: Network Interface
Step 3 – Host Lists Found
This screenshot is showing the hosts that added to the host list. As a result, there are two hosts found. The steps used to find these hosts is that first by clicking on the host, scan for hosts and then click on host list see IP and MAC addresses of the hosts. This refers to figure 45.
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Figure 45: Host Added to Host List
Step 4 – Target 1 & 2
Figure 46 is showing that the author is choosing target one and two. In this scenario, target one is a laptop, and target two is the access point according to this figure. This screen shows target one address end with five and targets two address end with one. This means that access point address is the end with one. 

[image: image46.png]ettercap 0.8.2 o0
Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List x

Delete Host I Add to Target 1 I Add to Target 2

1 hosts added to the hosts list... B
Randomizing 15 hosts for scanning...
Scanning the whole netmask for 15 hosts...
2 hosts added to the hosts list...

Host 172.20.10.5 added to TARGETL

Host 172.20.10.1 added to TARGET2





Figure 46: Specifying Target 1 & 2
Step 5 – Sniffing Remote Connections
This screenshot is showing that the author chooses to sniff remote connection, which is two yaws instead of one way. This is by ticking sniff button and then click ok. After clicking ok, it is ready to process attacks. This refers to figure 47.
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Figure 47: Sniffing Remote Connections
Step 6 – Starting Driftnet Command
In this step, the author uses driftnet command to start sniffing and capturing images on an insecure website. This will enable to shows images on target one device when the user access to a website without such as HTTP/https, which is not secure. This refers to figure 48.
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Figure 48: Start of Driftnetting
Step 7 – Results of Sniffing & Capturing Images
The below screenshot is showing the result of sniffing and capturing images while the victim is browsing websites. The purpose is to gather information by intercept all relevant messages between the two victims.  The figure shows clear images which means if the victim enters their details it will be sniffed and captured to get personal information.  This refers to figure 49.   
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Figure 49: Results of Sniffing and Capturing Image
5.2.4 Port Scanning
In this section, the author performs port scanning to discover vulnerabilities to provides solutions to address the problems. Port scanning carried out by using ZenMAP through Network Mapper NMAP. The steps are taken to perform a port scan as follows. This is by using Kali Linux operating system. Firstly, after login to kali click on the application, information gathering then click on zenmap to take to next screen as the figure 51 shows.    
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Figure 50: Port Scan
Kali Linux Operating system

The figure 51 below shows enabling the author to enter target IP address to scan this particular device. In this scenario, author scans the desktop, which installed with Kali Linux and there is not open port according to the results findings. One 1000 ports which completed the scan within a minute as it shows on the figures below.   
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Figure 51: Kali Linux System
Apple Operating System
The figure 52 below shows the outcome of port scanning on an Apple mobile phone. This device used as a gateway, which allows the desktop to connect to gain access to the internet. 
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Figure 52: Apple Operating System
Windows Operating System
The below figure 53 shows the port scanning results for windows. This is by using zenmap to provide network vulnerabilities.  
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Figure 53: Windows Operating System
Windows Operating System
The figure 54 below belongs to the figure 53. 
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Figure 54: Operating System
· Comparison between three outcome results
Overall, after performing a port scan on three different operating systems, but the outcome is different. The best one is Apple operating system, which has only two open ports. The two ports are showing open because of another mobile phone and the laptop connected to the same access point AP. The most open ports are on windows operating system, which has multiple ports, opens according to the result findings. Most vulnerabilities access to a network through open ports to spreads malware, exploiting unsafe configurations and causing downtime of line by injecting such as denial of service attacks.  
· Solutions 

The solutions of securing open ports on a network. It is by access to firewall system to close all ports that not in use. Use a good firewall to filter the ports to ensure every port on the network is secure from vulnerabilities. The filtering method will help to reduce the risk that gaining access to a network system through an open port.
1.24  Solutions 
1.24.1 Wi-Fi Password Attack and Man In The Middle attack MITMA
The protection of Wi-Fi attacks can prevent by using of the methods. Also, the man in the middle attack MITMA can be prevented through intrusion detection system IDS. The use of VPN services to provide extra protection, which provide security to end to end connectivity without intercepts when the user connects to the internet.  The following methods would help to reduce the risk of Wi-Fi being hacked. 
· Change of admin password

This will give extra protection from anyone trying to mess up with your routers settings. This is the recommendation that the author will give to the user as changing password which makes it harder to hack it. The hacker is always trying to find the one that easy to hack instead of spending more time.
· Turn on WPA2 Encryption on Wireless router

The WPA2 is the current standard and more hacker-resistant method which built with firmware to support for WPA2. 

· Create a long and complex password 
Use of complex password which makes it difficult to hack. The password should have included with numbers, letters and special characters to be strong and with exceeded length. In addition, change the password to every few weeks.
· Enable router’s Firewall

Nowadays, most routers built-in with a firewall to help to keep the hacker outside the network. Enabling firewall will provide extra protection to your network visibility.  

· The switch of the admin via a wireless feature on the Wi-Fi router
Turning off will provide extra help to prevent hackers taking control of the administrative features of the wireless router. Disabling will ensure only the person who connected to the router via Ethernet cable can gain access to the administrative functions on the wireless router.
· Set up an intrusion detection system
The IDS is used to monitor the network, and when someone tries to hijack traffic flow, it provides immediate alerts. Only the problem with IDS is that it might raise false attack alerts. This may lead the user to disable IDS.  
· Avoid using public Hotspots

The public hotspots are hack-prone and avoid using it will keep securing from MITMA. If there is no choice, ensure you are using private network or secure shell layer SSL to safeguard your data privacy. 
· Upgrade system and server configurations
Upgrading system and server configuration will provide extra security to protect MITMA. The newer systems built with proper authentications to secure from MITM attack such as using IPsec policies on terminal services. Also, secure tunnelling would be used to prevent an attack which is Virtual Private Network VPN.

To sum up the above bullet points, in this experimentation the author did not have Virtual Private Network VPN to connect and test this experimentation to provide results. As the VPN it will cost money to implement as well as there is no much time left to provide information through experiments. This lets the author to present a brief explanation of it, how MITM attack could be prevented. 

1.25  Conclusion 
Overall, this chapter is providing the information for testing and evaluation of the experimentation results findings. This includes an understanding of Wi-Fi password attack and man in the middle attack and various attacking tools and techniques, which let the author provide better Wi-Fi and MITMA experimentation in the future. Processing was easy after finishing the research review, but the more challenging was set up correctly. Other than that, it was ok to do an attack on conduct MITMA. There are many software and tools to process, however, the way of understanding the steps of the process is the problems. In the future author would use many different methods more vulnerabilities on the home network. The most risk of being hacked through both Wi-Fi and MITMA, avoid connecting to public Wi-Fi. 
Chapter 6 - CONCLUSIONS AND RECOMMENDATIONS 
6.1  Conclusion
Overall, this project falls into two parts. Part one is doing research on home network security and the part two is to conduct experimentation. This project aims to build a secure home network, and the objectives are to secure user data on the network. To achieve aim and objectives in the completion of this project, it requires literature review on previous studies to understand components, software, tools, techniques and methods used to achieve targets. The author does a various literature review on books, journals, articles and any other useful sources to help to complete this project. This project has given the author much knowledge of conducting experimentation from the gathered information. The research focused on IEEE papers, which is the method that required produce this project. The author produced a network design and implementation to complete. The purpose is to identify security problems and apply those findings to protect confidential information from hackers while protecting internal user too.
In part two, the author experimented with using Kali Linux with its tools and techniques to run testing and evaluate the result of findings. To protect a network, it requires an understanding of a system in term of physical and logical. This has had enables the author to provide improvement and future recommendations to reduce network threats, vulnerabilities and attacks. Various software tools would help to conduct experimentation in many different ways. Many tools are already on Kali Linux to enables the student to perform experimentations. In addition, implementing default policies, user policies/procedures and educating the users to eliminate the risk that gaining access to a network or a computer. 
6.2  Recommendations For Future Research
During this project, the author gained wide knowledge of home network security. This gives the opportunity to conduct better experimentations in the future. If the author has the opportunity conduct again, will produce more efficiency which has the better knowledge using Kali Linux operating system, tools and techniques. The final thing is that, provide research review with clearly structured in research chapter to cover all the point in depth with more clear detailed information in completion of the project.
Chapter 7 – Reflections 
1.26  Introduction 
This chapter is reflecting information that used to achieve the target for this project. To achieve the target, it requires meeting aim, objectives. This has achieved by conducting research review on previous studies in the same field. This project aims to build a secure home network. This is basically, securing home user data from an outsider or unauthorised access to a system or a computer. There is a list of objectives for this project. These have covered by conducting experiments through a combination of hardware and software to allow the author to meet those needs.   
1.27   Lesson Learnt 
The lesson that learned by the author is.

· Backup to multiple devices
· Keeping up to date by using gantt chart
· Linking information to the aim and objectives

1.28   Things That Could be Done Differently 
Learn how to use Kali Linux operating system. As this is the first time to use and experimented with this project. Another thing that, start literature review straight away to finish early and avoid panicking to the deadline. In addition, start experimenting the security issues through different software tools to find the best method to provide better security for the network to secure confidential data. 
1.29   Barriers Experienced 
Finding reliable sources, looking at many different things to find the right papers to conduct experimentation to meet the requirement of the project to achieve targets. There are so many sources that used by previous studies to conduct experiments in this field. The previous study reports conducted experimentation through various methods and each method used differently, but most of the results were similar. Each one justifies their report, which is why used that particular method. The biggest problem, it was using Kali Linux operating system, as the author has not used this system before which is different to the Windows and MACs operating systems.  
1.30   Positives 
The positive thing is that the author is learned many network security mechanisms. This helped the author to understand how easy it is to find Wi-Fi password and conduct MITMA. During this experimentation, the author has gained much knowledge. This includes some tools and techniques within the Kali Linux software to conduct an experiment of man in the middle attack and Wi-Fi password attack. Use of driftnet method on Kali Linux to perform MITMA and password attacking method to experiment to crack Wi-Fi password. 

1.31   Guidance To The Future Students 
The guidance that the author will recommend to the future students is that, make sure start the project earlier as soon as decided what to do. Starting early will help to complete the project without pressure. Also, do not leave it to the deadline, as the author found it more challenging during this project.  This because the author left the experimentation last. This is the mistake that the author would not do it again if doing another project in the future. 
· Start the research review straight away 
· Ensure all components and software tools are placed as soon as decided what to do

· Start experimenting various tools testing to discover the best ones

· Do not leave it for last minute
1.32   Summary 

Overall, this project went well because the author covered all aim and objectives. This project aims to build a secure home network. To secure home network, it requires an understanding of previous and current network security mechanisms to protect a network. In this report, the author did research review on home network field and conducted experimentation of Wi-Fi password attack and man in the middle attack MITMA. The aim achieved by providing a home network design which consists of a mobile phone which acts as an access point AP, a laptop and a desktop computer. The phone used as AP, because the author does not have internet line in the home. Nowadays, most homes use wireless to connect to the internet. This also has the advantage of reducing cables and allows the smart device to connect it wirelessly. The objectives achieved by conducting experimentation of Wi-Fi password crack and MITMA. 
In addition, the most challenging things during this project are finding correct information, and validity of sources found in previous studies on literature review chapter. This has taken much time to verify some of the information found. The let the author complete the project close to the deadline day. In the future, the author would use different techniques to complete the project earlier. 
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chapter 9 – BIBLIOGRAPHY
1.33   Project Management
In this section, the author uses Gantt chart to manage this project to complete it in time to meet the requirements. The figure 55 below shows that date and days that would take to complete each section. This includes chapter one introduction, aim, objectives and structures to move to the next chapter. The below figures are the original gantt chart that which used to complete this report.
9.1.1 Original gantt chart
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Figure 55: Chapter 1 gantt chart
Chapter two 

The figure 56 below shows the information which collected through literature review and how long it has taken to complete this chapter to move to the next chapter which is chapter two. 
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Figure 56: Chapter 2 gantt chart
Chapter three 
The figure 57 below shows research methodology sections which used to help to verify validity of the information found in a literature review to create a systematic model to process to complete this project report. 
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Figure 57: Chapter 3 gantt chart
Chapter four and five
The figure 58 below shows information for chapter four, which is design and implementation and continued with chapter five, which test and evaluate the overall outcomes. This has achieved within the time and date on this gantt chart details.
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Figure 58: Chapter 4 & 5 gantt chart
Chapter six to nine
In this section, the figure 59 below provides information on a conclusion and recommendations chapters. This figure also concludes reflections, which is chapter seven. In addition, chapter eight, which is references, and chapter nine, which is a bibliography. Finally, the author also has 12-day spare in case if there is something went wrong then, use spare days to use an alternative method to complete the report. 
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Figure 59: Chapter 6 to 9 gantt chart
9.1.2 Actual gantt chart

The figure 60 below, is the actual gantt chart created at the beginning of this project to complete the report on time. 
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Figure 60: Actual gantt chart
Comparison of gantt charts

In comparison to original and actual gantt charts. Both are similar, but the information is different. Looking at the details on the above figures, which shows different dates and how long it took to finish on each chapter. The original one provides the exact information on report chapters while the actual one is providing information that the author expect to finish on those dates and times which is during the start of the major project report.  
1.34   Logbook 
In this section, the author uses the logbook to documents every meeting with project supervisor to keep up to date. The meeting took place on every Monday from 14:30 to 15:00, which is the length of 30 minutes. Each meeting, the author has to fill up form, which is a requirement of the project so that the supervisor can give to the university. 
This screenshot is as an evidence of logbook which the author used to complete major project. As it shows that, the author has read some books to get information to start writing reports on literature review chapter. 
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Figure 61: Start of the project
Below screenshot shows that the author has done some research on books and journal papers related to home network security.  The screenshots are not clear, as the author phone camera was not right to produce clear screenshots. 
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Figure 62: Research Part
Next screenshot is part of this and continued to next page.
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Figure 63: Continued Research Part
There is some information of meeting project supervisor to get advice on the project progress to enables to meet the requirements in the completion of the project. There are some screenshots provided by author below. This screenshot is as evidence of meeting the supervisor on 26.10.2017.
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Figure 64: October Meeting
The screenshot is the evidence of meeting the supervisor on 30.10.2017.
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Figure 65: October Meeting
The screenshot is the evidence of meeting the supervisor on 06.11.2017.
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Figure 66: November Meeting
The screenshot is the evidence of meeting the supervisor on 13.11.2017.
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Figure 67: November Meeting
The screenshot is the evidence of meeting the supervisor on 27.11.2017.
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Figure 68: November Meeting
The screenshot is the evidence of meeting the supervisor on 04.12.2017.
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Figure 69: December Meeting
The screenshot is the evidence of meeting the supervisor on 29.01.2018.
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Figure 70: January Meeting
The screenshot is the evidence of meeting the supervisor on 12.02.2018.
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Figure 71: February Meeting
The screenshot is the evidence of meeting the supervisor on 19.02.2018
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Figure 72: February Meeting
1.35  Other Material 

The below screenshot is the Eugenius 11N wireless router that used by the author to experiment with Wi-Fi password attacks.
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Figure 73: Router Name
This screenshot shows the interfaces on the router which consists of, Dc in, four Local Area network LAN connections and a Wide Area Network WAN. Also is shows reset button, antenna and other, other details of the router.
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Figure 74: Router Specifications

