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1. Introduction

This is a report to find the uses of scripting on windows and Linux while also covering the basic features such as file system operations, memory consumption, and process management. I will also look at each system's command-line tools and user interfaces. To show how PowerShell and Bash allow automation, system configuration, and performance monitoring while showing real-world examples on how the commands are actually used.







2. Key Functions of General Operating Systems

Process Management
One of an operating system's main tasks is process management, and it is in control of starting, planning, and stopping operations. Its primary goal is to guarantee effective multitasking and equal CPU time distribution among all active activities. As a result, the system can handle many tasks at once without experiencing resource famine or conflict such as Linux users frequently utilise command-line tools like top or htop to observe and control process activity in real time, but Windows users can use the Task Manager to monitor and manage running processes.
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Memory Management

Memory management assigns memory to processes and handles virtual memory. Process memory allocation and virtual memory management are handled by memory management. It uses paging on Windows and keeps virtual memory in a file called pagefile.sys. With Task Manager, you can monitor memory usage. On Linux, it also makes use of swap space to handle virtual memory and paging. Memory is tracked with tools like htop, vmstat, and free.
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File System Management
Organising and managing data on storage devices is the focus of file system management. NTFS is the default file system in Windows, and users use File Explorer, the integrated graphical user interface, to handle files. Also, Windows provides command-line tools such as dir, copy, and move with PowerShell or the Command Prompt. Common file systems in Linux are Btrfs, XFS, and ext4. Terminal commands like ls, cp, mv, and rm can be used to manage files, as can graphical applications like Nautilus. Depending on their needs, Linux users can choose to work with a graphical user interface (GUI) or the terminal.
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Device Management
Linux and Windows manage device and driver management in different ways. In addition to supporting Plug and Play, which recognises and configures devices automatically when they are attached, Windows uses Device Manager to manage hardware. Linux uses the /dev/ directory to represent devices as files, such as /dev/sda for a storage disc. It makes use of technologies like kernel modules to load the required drivers, udev to handle device events, and lsblk to list devices.
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User Interface
Operating systems allow users to use a text-based command line or a GUI to control and manage their computers. With features like the Start Menu, Taskbar, and Control Panel, Windows uses mainly a graphical user interface. Command-line utilities like PowerShell and Command Prompt are also included. Linux can use graphical user interfaces like GNOME, KDE, or Xfce, depending on the distribution. Additionally, it is often used with command-line tools, often with shells like Bash or Zsh.

Security and Access Control
With limiting who has access to what, security and access control help protecting data and system resources. Features like User Account Control (UAC), which requests permission before allowing changes that call for administrator rights, are how Windows handles this. BitLocker encrypts discs to secure data, while Windows Defender offers integrated protection against malware. NTFS rights, which can be configured for both individuals and groups, are used to manage file and folder access. File permissions are controlled on Linux using programs like chmod and chown. In addition to mechanisms like SELinux or AppArmor that limit what applications can do, users can use sudo to carry out administrative responsibilities.

[image: A screenshot of a computer program

AI-generated content may be incorrect.]
Networking
The Network and Sharing Centre on Windows is where you can set up network settings. Ping is a common tool for testing connections, ipconfig is used to examine IP configurations, and PowerShell methods like Get-NetAdapter provide full details. Network configuration and monitoring are done on Linux using utilities like ip, ping, ifconfig, and netstat. For remote access, SSH is frequently utilised. Using the Network Manager graphical interface, the nmcli command-line tool, or modifying files in /etc/network/, network settings can be modified.
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3. Use of Windows OS CLI Commands

[footnoteRef:1] [1:  [1] SS64, "Command line reference," SS64.com. [Online]. Available: https://ss64.com. [Accessed: May 1, 2025].
] 


ipconfig
To see a system's IP configuration, run the ipconfig command in Command Prompt. The /all switch displays comprehensive data, including MAC addresses, DNS configurations, and DHCP status. This is crucial for identifying networking problems or confirming network setups.
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ping
The ping command checks that a host, like a webpage, is reachable. Instead of sending the standard four echo request packets, the -n 4 switch sends four. By checking if a target can be reached, it helps in troubleshooting problems with the internet or local network.
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Dir
Files and folders are listed using this command. While /s searches recursively across subdirectories, the /b (bare format) command removes unnecessary information like file sizes. It's useful for creating basic file lists for audits or scripting.
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Tasklist
All currently running tasks are displayed in the tasklist. You can adjust the output by filtering it for only running tasks using the /fi (filter) . Administrators and power users who need to keep an eye on system activities or manage resources could find this useful.
[image: ]
Shutdown
This command schedules a system shutdown in 60 seconds. The /s flag initiates shutdown, while /t sets the timer. It's useful for automating restarts after updates or scripting shutdowns in managed environments.
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Get-Process
This PowerShell command shows every running process and arranges them in descending order of CPU consumption. It is useful for performance monitoring since it lets users quickly find out what programs are using the most resources.
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Get-Service
This command uses PowerShell's object-oriented features to filter running Windows services. It's helpful for controlling background services and resolving problems caused by service outages.
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Set-ExecutionPolicy
This sets PowerShell's script execution policy to allow locally-created scripts and signed remote scripts to run. It creates a balance between security and versatility especially when using with custom automation scripts.
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Get-EventLog
This gets the five most recent entries from the System event log and is useful for checking errors, warnings, or system activity relevant to troubleshooting.
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Get-Help
Get-Help in PowerShell offers details on cmdlets. Using -Full shows all available documentation including syntax, examples, and parameter details and can be used for learning and reference.
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4. Use of Linux OS CLI Commands
[footnoteRef:2] [2:  [1] SS64, "Command line reference," SS64.com. [Online]. Available: https://ss64.com. [Accessed: May 1, 2025].
] 

Ls

The ls command lists directory contents by using -l it gives a long listing format with permissions, ownership, and size, while -a includes hidden. This command is needed for navigating and understanding file structures.
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Cd
cd changes the current directory it directs the user to the configuration files located in the /etc directory.
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Pwd
pwd (print working directory) shows the absolute path of the current location in the file system. When working in scripts to check the working directory or in deeply nested folders, this can be very useful.
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Cp
cp copies files or directories. By making sure the command operates repeatedly, the -r makes it possible to copy entire directories. Backups and folder structure duplication could benefit from this.
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Mv
mv moves or renames files it  will move file1.txt into the folder/ directory
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Rm
Rm removes directories or files.  with the -r makes it recursive, allowing the removal of a directory and all of its contents. It's a strong, possibly dangerous command that should be used carefully.
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Mkdir
New directories are created with mkdir. If there are no parent directories, the -p option makes sure that they are created. When building nested structures all at once, this command can be useful.
[image: A close-up of a computer code

AI-generated content may be incorrect.]
Grep
grep searches for patterns in files. The -i flag makes the search case-insensitive. It is good for looking at  log files for keywords like "error" regardless of capitalization.
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Chmod
chmod changes file permissions 755 gives the owner full rights and read/execute to others and is good at controlling access to executable files, such as scripts.
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Top
top displays real-time information on system processes. It is used to track system performance and identify tasks that require a lot of resources.
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5. Use of Windows OS Scripts
SystemInfo.bat [image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
This Batch script shows basic system details like the operating system version, available memory, and processor information. It gets system data using the systeminfo command, then filters it to display just the most important data.


Check Disk Space
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The second script uses the wmic command to find the amount of free disc space the device. This helps in storage monitoring and makes sure there is enough space for future tasks.


Creating a Folder
This script checks if a folder exists in a given location, and if not, it creates it using the mkdir command. The folder created here will be used by the next script to store or organize files.
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Move Files
This script moves .txt files from the C:\Temp directory to the folder created earlier
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Rename Files
This script renames a file from example.txt to newfile.txt. It helps keep file names consistent and organized
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Monitor File Changes
This PowerShell script watches a specific folder for any changes to .txt files. To find out when files are created, removed, or altered, it makes use of FileSystemWatcher.
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Backup Files
This script copies important .txt files to a backup folder. Regular backups make sure files can be recovered if something goes wrong and work with the cleanup script to avoid losing important data.
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Delete Old Files
This PowerShell script deletes files older than 30 days. It helps keep the system clean by removing old files that take up space. It works with the backup script to make sure only files that have already been backed up are deleted.
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Log File Activity
This script records file activity—like creation and deletion—in a specific folder. It keeps a log of changes. It works with the other scripts by tracking when files are moved, renamed, or deleted, giving a full view of file management. This is important for watching critical folders and making sure no unwanted changes happen.
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Clean Up Backup Directory
This script deletes backup files that are older than 7 days. It helps manage backup storage by keeping only recent copies and removing older ones that are no longer needed. This keeps the backup folder organized and prevents it from using too much space.
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6. Use of Linux OS Scripts
Demonstration of Bash scripts, code, logic explanation, and screenshots.
init_setup.sh
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This script prepares the environment for the monitoring toolkit. The required directories are created at ~/monitoring/logs, and three log files—users.log, disk.log, and cpu.log—are set up.

log_users.sh
used to Log all currently logged-in users.
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This script records the users currently logged into the system and adds them to a log file along with the current date and time. It uses the who command so only unique names are stored that is saved in a file called users.log. This can help track login activity, spot peak usage periods, or notice any unusual access. It shows how it can be used for system monitoring.










log_disk.sh
Disc statistics are shown in a readable way by the log_disk.sh script, which uses the df -h tool to record the system's disc space utilisation. Each run logs the date and detailed output to disk.log, helping users track storage changes over time.
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log_cpu.sh
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This script records the 15 processes using the most CPU by running the top command in batch mode. It helps track high CPU usage and shows which processes are causing it. The results are saved in the file called cpu.log and can be used to check system performance or find any problems.


summary.sh
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The summary.sh script collects and shows the most recent entries from three main log files. It gives a brief view of user activity, disk usage, and CPU load . This helps system administrators check the system's status quickly without opening each log file separately.

check_users.sh 
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AI-generated content may be incorrect.] This script checks how many users are currently logged in. If there are more than three, it adds a warning to users.log. This helps monitor unusual user activity.

disk_alert.sh 
This script checks the disk usage percentage of the root partition. If it goes over 80%, it writes a warning to a log. This helps administrators take action before the disk fills up.
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cpu_alert.sh 
his script checks the 1-minute load average using the uptime command. If the load is higher than 2 it logs a warning to cpu.log.
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monitor_all.sh 
The monitor_all.sh script runs all the logging and alert scripts in order. This makes it easier to manage monitoring tasks with one command. 
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setup_cron.sh 
This script adds a new entry to the crontab to run monitor_all.sh every five minutes. It keeps existing cron jobs and adds the new one without deleting anything. This sets up automatic monitoring without needing manual checks.
[image: A screen shot of a computer

AI-generated content may be incorrect.] 
[image: A screen shot of a computer

AI-generated content may be incorrect.] 



This is an alert-enabled system monitoring toolkit using Bash. 

7. Conclusion
After looking at scripting on both Windows and Linux, it’s clear that each system has its own strengths. Bash is mostly used for Linux scripting, which is simple and effective. It can do a wide range of operations by combining basic commands. Windows makes use of PowerShell and batch programming. Specifically in business environments, PowerShell's object-based output and more recent design might simplify complicated processes.
Linux scripts are generally shorter and easier to share across systems, which is useful in server environments. PowerShell scripts provide you more control over Windows features like file systems, services, and user accounts, but they are more detailed. Windows employs objects to better handle structured data, while Linux focusses on basic text processing.
Comparing command-line interfaces (CLI) and graphical user interfaces (GUI), the CLI is better for automation and speed. For users who need to work fast or across several systems, it offers greater flexibility. For actions that require visual feedback or are performed infrequently, the GUI is more user-friendly and suitable for beginners.
depending on the circumstance, scripting both Linux and Windows has its own advantages. While the GUI is still helpful for everyday tasks, the CLI is more capable for more experienced users. Users gain greater control over various situations and more alternatives when they learn both systems.
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PS C:\Users\RHYSL> Get-Service | Where-Object {$_.Status -eq "Running"}

Status  Name DisplayName
Running AMD Crash Defen... AMD Crash Defender Service
Running AMD External Ev... AMD External Events Utility

Running AmdPpkgSve AMD Provisioning Packages Service
Running Appinfo Application Information

Running AppXSvc AppX Deployment Service (AppXSVC)
Running AudioEndpointBu... Windows Audio Endpoint Builder
Running Audiosrv Windows Audio

Running BFE Base Filtering Engine

Running BITS Background Intelligent Transfer Ser
Running BrokerInfrastru... Background Tasks Infrastructure Ser

Dt me  hthearm Aliiabrnth Ciimmnard Coryd me
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Windows PowerShell
Copyright (C) Microsoft Corporation. AlL rights reserved.

‘Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\windows\system32> Set-ExecutionPolicy RemoteSigned

Execution Policy Change
The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might exp
ou to the security risks described in the about Execution_Policies help topic at

ihttps :/go.microsoft .com/fwlink/2LinkID=135176. Do you want to change the execution policy?

[¥] Yes [A] Yes to All [N] Ho [L] No to All [S] Suspend [?] Help (default is "
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PS C:\Users\RHYSL> Get-EventLog -LogName System -Newest 5

Index Time

21871 May 03 17:U46
21870 May 03 17:36
21869 May 03 17:33
21868 May 03 17:24
21867 May 03 17:24

EntryType

Warning
Warning

Information
Information
Information

Source

Microsoft-Windows. . .

DCOM

Microsoft-Windows.
Microsoft-Windows.
Microsoft-Windows.

InstanceID

1014
10016
566
19
u3

Message

Name resolution for the name t-ring—fdv2.msedge. ..
The description for Event ID '18016' in Source ...
The description for Event ID '566' in Source 'M...

Installation Successful: Windows successfully i...
Installation Started: Windows has started insta...
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PS C:\Users\RHYSL> Get-Help Get-Process —Full

NAME
Get-Process

SYNTAX
Get-Process [[-Name] <string[]>] [-ComputerName <string[1>] [-Module] [-FileVersionInfo] [<CommonParameters>]

Get-Process [[-Name] <string[]>] -IncludeUserName [<CommonParameters>]

Get-Process -Id <int[]> -IncludeUserName [<CommonParameters>]

Get-Process -Id <int[]> [-ComputerName <string[]>] [-Module] [-FileVersionInfo] [<CommonParameters>]
Get-Process -InputObject <Process[]> -IncludeUserName [<CommonParameters>]

Get-Process -InputObject <Process[]> [-ComputerName <string[]>] [-Module] [-FileVersionInfo] [<CommonParameters>]
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drwxT-XI-x 2 Thys Thys 4096 Feb 5 11:51 Videos
rhysedebian:~$ 1s -la

total 88
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rhysedebian:~$ cd setc
xhysedebian: retcs ||
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rhysedebian:
/home/Thys
rhysedebian:~$ [|

s pud
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Desktop Documents Downloads Music Pictures Public Templates
rhysedebian:~$ cp -r Music/ backupdir/

rhysedebian:~$ cp -r Music/ backupdir/

rhysedebian:~$ cp -r Downloads/ backupdir/

rhysedebian:~$ cp -r mydir/ backupdir/

cp: cannot stat 'mydir/': No such file or directory
rhysedebian:~$ pud

/home/hys

rhysedebian:~$ 1s

backupdir Documents Music Public videos
Desktop  Downloads Pictures Templates

rhysedebian:~$ [|

Videos
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i cannot stat 'filel.txt': No such file or directory
rhys@debian:~$ touch filel.txt

rhys@debian:~$ mkdir -p folder

rhys@debian:~$ my filel.txt folder/

rhys@debian:~$ 1s -1 folder/filel.txt

1 rhys rhys @ May 3 18:35 folder/filel.txt
rhys@debian: ~$

TW-I--T
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xm: cannot remove 'temp/': No such file or directory
rhysedebian:~$ mkdir temp

rhysedebian:~$ echo "test file" > temp/test.txt
rhysedebian:~$ 1m -r temp/

rhysedebian:~$ [|
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rhysedebian:~$ mkdir
rhysedebian:~$ 1s
backupdir Documents
Desktop Downloads
rhysedebian:~$ pwd

-p newdir/subdir

folder
Music

nano.4861.save
newdir

Pictures
Public

Templates
Videos
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rhysedebian:~$ grep -i "error” logfile.txt
Error: failed to start

error: disk full

rhysedebian:~$
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SoEEEEe
chysedebian
hysedebian:
tello, world!

chysedebian: ~$

$ chmod 755 script.sh
$ ./script.sh
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118 Swap 975.0 total, 975.0 free, 0.0 used.  6140.6 avail Mem

TIME+

]
1586 hys 20 0 3945712 403928 134924 S 0.3 5.1  1:55.97 gnome-s+
1805 Thys 20 © 142116 41024 31136 S ©.3 0.5 1:45.22 vmtoolsd
4869 Toot 20 o 0 0 @1 ©.3 0.0 0:00.58 kworker+
4946 ToOt 20 o 0 0 @1 ©.3 0.0 0:00.02 kworker+
1 root 20 © 168132 12572 9188 S 0.0 0.2 0:01.39 systemd
2 Toot 20 o 0 0 0S5 0.0 0.0 0:00.03 kthreadd
3 Toot 0 -20 0 0 ©I 0.0 0.0 0:00.00 Icu_gp
4 Toot 0 -20 0 0 @1 ©.0 0.0 0:00.00 rcu_par+
5 Toot 0 -20 0 0 21 ©.0 0.0 0:00.00 slub_fl+
6 Toot 0 -20 0 0 @I 0.0 0.0 0:00.00 netns
8 Toot 0 -20 0 0 @1 ©.0 0.0 0:00.00 kworker+
10 root 0 -20 0 0 @1 ©.0 0.0 0:00.00 mm_perct
11 root 20 o 0 0 @1 ©.0 0.0 0:00.00 rcu_tas+
12 root 20 o 0 0 @1 ©.0 0.0 0:00.00 rcu_tas+
13 root 20 o 0 0 @1 ©.0 0.0 0:00.00 rcu_tas+
14 Toot 20 o ) ) @S 0.0 0.0 0:01.13 ksoftir+
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Awindows\system32\emdes X+ v

Operating System Info

Caption Version

Microsoft Windows 11 Home 10.0.26100

Memory Info
' TotalVisibleMemorySize FreePhysicalMemory

| 32625500 13320888

Processor Info

Press any key to continue . . . |
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Fle  Edit  View

@echo of f
echo == Operating System Info
povershell -Command "Get-CimInstance -ClassName Win32_OperatingSystem | Select-Object Caption, Version™

echo.
echo

Memory Info
povershell -Command "Get-CimInstance -ClassName Win32_OperatingSystem | Select-Object TotalVisibleMemorySize, FreePhysicalMemory”

echo.
echo

Processor Info
powershell -Command “Get-CimInstance -ClassName Win32_Processor | Select-Object Name”

pause
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@echo of f
echo == Disk Space Info

povershell -Command "Get-PSDrive -PSProvider 'FileSystem’ | Select-Object Name, @{Name-'FreeSpace(GB)';Expression={[math]: :round($_.Free/1GB,2)}}

@{Name="TotalSize(GB) " ;Expression={[math]: :round($_.Used/1GB + $_.Free/1GB,2)}} | Format-Table -AutoSize”
pause
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o A

Disk Space Info

Name FreeSpace(GB) TotalSize(GB)

759.79 1906.86

bress any key to continue . . . |
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c J > ThisPC > Windows(C) > Temp > Search Temp.
N Sort v View v B
Name Date modified Type Sae

8 NewFolder 04/05/2025 13:30 File folder
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kle  Eait  View

@echo of f
set folderpath=C:\Temp\NewFolder
if not exist %folderpath% mkdir %folderpath%

echo Folder created: %folderpath
pause
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C:\Temp\New Text Document.txt
1 file(s) moved.

Files moved successfully.

Press any key to continue . . .
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Name B Date modified Type Size

[T —— 041052005 1332 Tt Document @
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Name Date modified Type Sae

W camplent oa/07205 1332 ot Document I
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@echo of f

ren C:\Temp\NewFolder\example.txt newfile.txt
echo File renamed.
pause
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File renamed.
ress any key to continue .
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Name Date modified Type Saze

(oo S Tetbwamen I
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PS C:\windows\system32> & "C:\Scripts\HonitorChanges.ps1”

d  Name PSJobTypeliame ~ State HasMoreData Location

1 45360b77-1b3... NotStarted  False
File Changed: C:\Temp\NewFolder\newfile.txt at 05/64/2025 13:49:12
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[folder = "C:\Temp\NewFolder™

$filter = "*.txt”

$fsu = New-Object 10.FileSystembiatcher $folder, $Filter

$fsw.EnableRaisingEvents = $true

$Fsw. IncludeSubdirectories = $true

$fsu | Register-ObjectEvent -EventName Changed -Action {
Wirite Host "File Changed: $($eventArgs.FullPath)”

¥

while ($true) { Start-Sleep -Seconds 1 }
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Files backed up successfully.

PS C:\Scripts> & "C:\Scripts\BackupFiles.ps1"
Files backed up successfully.

PS C:\Scripts>

|
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L
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B neviient

This PC

>

Windows (C) > Backup

N Sort v View v
Date modified

0470572025 13:49

Type

Text Document

KB

Search Backu
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$source \Temp\NewFolder™

$destination = "C:\Backup”

Copy-Ttem "$source\*.txt" -Destination $destination
Wirite-Host “Files backed up successfully.”
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PS C:\Users\RHYSL> & "C:\Scripts\DeleteOldFiles.ps1l"
PS C:\Users\RHYSL> cd "C:\Scripts"
PS C:\Scripts> .\DeleteOldFiles.psl
PS C:\Scripts> .\DeleteOldFiles.psl
PS C:\Scripts> .\DeleteOldFiles.psl
PS C:\Scripts> .\DeleteOldFiles.psl
Deleted: using System; .txt
S C:\Scripts>
/7 C:\Temp\New Text Doci

ER € e S
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$folder = "C:\Temp\NewFolder™

$files - Get-ChildItem $folder | Where-Object { $_.lastWriteTime -1t (Get-Date).AddDays(-30) }

foreach ($file in $files) {
Remove-Ttem $file.FullNam
Write-Host "Deleted: $fil





image50.png
PS C:\windows\system32> cd "C:\Scripts”
PS C:\Scripts> .\MonitorChanges.ps1

1d  Name PSJobTypeliame ~ State HasMoreData Location

2 Job2 BackgroundJob  Running True localhost
File Changed: C:\Temp\NewFolder\newfile.txt at 5/64/2025 14:13:06
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# Define the folder to monitor
$folder = "C:\Temp\NewFolder”
$filter = "*.txt” # You can specify any file type you want to monitor

# Create a FileSystenilatcher object to monitor the folder
$sw = New-Object 10.FileSystembiatcher $folder, $Filter
$Fsw. IncludeSubdirectories = $true
$fsw.EnableRaisingEvents = $true

# Register the event to listen for changes in the files
$job - Register-ObjectEvent $fsw Changed -Action {

Write-Host "File Changed: $($eventArgs.FullPath) at $(Get-Date)”
¥

# Start the job

Start-Job -ScriptBlock {
$job

¥

# Keep the script alive to keep listening for events
while ($true) {

Start-Sleep -Seconds 1
i
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Users\RHYSL> cd \Scripts"
Scripts> .\CleanBackup.psl

PS C:\Scripts> .\CleanBackup.psl
Backup file deleted: using System;.txt
PS C:\Scripts>
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Flle  kdit - View

$backupFolder \Backup™

$files - Get-ChildTtem $backupFolder | Where-Object { $_.lasthiriteTime -1t (Get-Date).AddDays(-7) }
foreach ($file in $files) {

Remove-Ttem $file.FullName
Write-Host "Backup file deleted: $file”
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~/monitoring$ ./init_setup.sh
Initial setup complete
~/monitoring$
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#1/bin/bash
ki -p ~/monitoring/logs

“ouch ~/monitoring/logs/{users.log,disk.log, cpu.log}
o 700 ~/monitoring/logs

echo "Initial setup complete.”
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rhysedebian: $ cat ~/monitoring/logs/users.log
Sat 3 May 23:02:13 BST 2025: rhys

Sat 3 May 23:03:41 BST 2025: rhys

Sat 3 May 23:03:48 BST 2025: rhys
rhysedebian: -$
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rhysedebian
rhysedebian
rhysedebian

cd ~/monitoring

wonitoringg mkdir -p ~/monitoring
wonitoringg nano log_disk.sh

rhysédebian: /nonitorino$ chmod +x log_disk.sh
rhysedebian: - /monitoring$ ./log_disk.sh

rhysédebian: /nonitorino$ cat ~/monitoring/logs/disk.log
Sat 3 May 23:09:@9 BST 2025

Filesystem size Used Avail Use% Mounted on
udev 3.86 © 3.86 0% /dev

tmpfs 772M 1.4M 771M 1% /1un

/dev/sdal 196 5.86 126 33% /

tmpfs 3.86 © 3.86 0% /dev/shm

tmpfs 5.eM 8.0K 5.eM 1% /run/lock
tmpfs 772M 104K 772M 1% /Iun/user/1000

sat 3 May 23:31:24 BST 2025

Filesystem size Used Avail Use% Mounted on
udev 3.86 © 3.86 0% /dev

tmpfs 772M 1.4M 771M 1% /1un
/dev/sdal 196 5.86 126 33% /

tmpfs 3.86 © 3.86 0% /dev/shm
tmpfs 5.eM 8.0K 5.eM 1% /run/lock

tmpfs 772M 104K 772M 1% /Iun/user/1000
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GNU 1
£1/bin/bash

"$(date)"

. >> ~/monitoring/logs/disk.log
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rhysedebian
rhysedebian
rhysedebian
rhysedebian

/log_cpu.sh

5at 3 May 23:11:36 BST 2025
top - 23:11:36 up 1 day,
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o U s wN e
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0.0 us
7716.6 total,
975.0 total,

“/wonitoring$ nano log_cpu.sh
“/wonitorings chmod +x log_cpu.sh
~/monitoring$
“/monitorings cat ~/monitoring/logs/cpu.log

load average
@ stopped,

4:26, 1 user,
1 Tunning, 266 sleeping,

0.0 sy, ©.0ni
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#1/bin/bash

{
echo "$(date)”
top -b -nl | head -20
echo

} > ~/monitoring/logs/cpu.log
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rhysedebian: /wonitoring$ nano summary.sh
rhysedebian: /wonitoring$ chmod +x summary.sh
rhysedebian: - /monitoring$ ./summary.sh

Latest Users
Sat 3 May 23:32:17 BST 2025: rhys
Disk Usage

Sat 3 May 23:34:56 BST 2025

Filesystem size Used Avail Use% Mounted on
udev 3.86 © 3.86 0% /dev

tmpfs 772M 1.4M 771M 1% /1un

/dev/sdal 196 5.86 126 33% /

tmpfs 3.86 © 3.86 0% /dev/shm

tmpfs 5.eM 8.0K 5.eM 1% /run/lock
tmpfs 772M 104K 772M 1% /Iun/user/1000

CPU Top Processes

4 Toot 0 -20 ) ) @I 0.0 0.0 0:00.00 rcu_par
5 Toot 0 -20 ) ) @I 0.0 0.0 0:00.00 slub_fl
6 Toot 0 -20 ) ) @I 0.0 0.0 0:00.00 netns

8 Toot 0 -20 ) ) @I 0.0 0.0 0:00.00 kworker
10 root 0 -20 ) ) @I 0.0 0.0 0:00.00 mm_perc
11 root 20 o ) ) @I 0.0 0.0 0:00.00 rcu_tas
12 root 20 o 0 [ @I ©.0 0.0 0:00.00 rcu_tas
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#1/bin/bash
echo Latest Users
511 -n 1 ~/monitoring/logs/users.log

echo

Disk Usage
511 -n 1@ ~/monitoring/logs/disk.log

echo

CPU Top Processes
511 -n 1@ ~/monitoring/logs/cpu.log

I where Is
N replace

Bl Execute
Justify

8 Help Write out
Read File

Paste
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#1/bin/bash

user_count=5$(who | cut -d * * ~f1 | <ort | uniq | we -1
if [ "Suser_count” -gt 3 ]; then

echo "$(date): Warning - High user count: $user_count” >> ~/monitoring/logs/uf]
fi

Location
Go To Line

Execute
Justify

wWrite out @I Where Is Cut
Read File [§) Replace @l Paste
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rhysédebian: /nonitorino$ nano check_users.sh
rhysedebian: - /nonitoring$ chmod +x check_users.sh
rhysedebian: - /monitoring$ ./check_users.sh

rhysédebian: /nonitoring$ cat ~/monitoring/logs/users.log
Sat 3 May 23:02:13 BST 2025: rhys

Sat 3 May 23:03:41 BST 2025: Thys
Sat 3 May 23:03:48 BST 2025: Thys
Sat 3 May 23:26:50 BST 2025: Thys
Sat 3 May 23:29:54 BST 2025: Thys

Sat 3 May 23:32:17 BST 2025: rhys
rhysedebian: - /moni toring$
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rhysedebian: - /noni toring$ nano disk_alert.sh
rhysédebian: /nonitorino$ chmod +x disk_alert.sh
rhysedebian: - /monitoring$ ./disk_alert.sh

rhysédebian: /nonitorino$ cat ~/monitoring/logs/disk.log
Sat 3 May 23:09:@9 BST 2025

Filesystem size Used Avail Use% Mounted on
udev 3.86 © 3.86 0% /dev

tmpfs 772M 1.4M 771M 1% /1un

/dev/sdal 196 5.86 126 33% /

tmpfs 3.86 © 3.86 0% /dev/shm

tmpfs 5.eM 8.0K 5.eM 1% /run/lock
tmpfs 772M 104K 772M 1% /Iun/user/1000

sat 3 May 23:31:24 BST 2025

Filesystem size Used Avail Use% Mounted on
udev 3.86 © 3.86 0% /dev

tmpfs 772M 1.4M 771M 1% /1un

/dev/sdal 196 5.86 126 33% /

tmpfs 3.86 © 3.86 0% /dev/shm

tmpfs 5.eM 8.0K 5.eM 1% /run/lock
tmpfs 772M 104K 772M 1% /Iun/user/1000

Sat 3 May 23:34:56 BST 2025
Filesystem size Used Avail Use% Mounted on





image66.png
1 /bin/bash

daf /| -1 “{print $5}" | "SI%11
f [ "Susage” -gt 8@ ]; then
"$(date): Disk usage critical: $usage%” >> ~/monitoring/logs/disk.log
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*

/bin/bas|
loa ptine |

-F 'load average:'
"$load > 2.0" | bc -1

"$(date): High CPU load: $load"

'{ print $2 }' | -dr

. -1
then

» ~/monitoring/logs/cpu.log




image68.png
hysedebian
hysedebian
hysedebian
hysedebian

~/wenitoring$ nano cpu_alert.sh
“wenitorings chmod +x cpu_alert.sh

~/monitoring$
“/wonitoring$ cat ~/monitoring/logs/cpu.log

/cpu_alert.sh

at 3 May 23:11:36 BST 2025

load average
@ stopped,

op - 23:11:36 up 1 day, 4:26, 1 user,
asks: 267 total, 1 running, 266 sleeping
Cpu(s): .0 us, ©.0 sy, 0.0 ni,
118 Mem 7716.6 total, 5272.7 free,
118 Swap 975.0 total,  975.0 free,
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GNU_n:
#1/bin/bash
~/monitoring/log_users.sh
~/monitoring/log_disk.sh
~/monitoring/log_cpu.sh
~/monitoring/check_users.sh
~/monitoring/disk_alert.sh
~/monitoring/cpu_alert.sh
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hysedebian: /ol toring$ nano monitor_all.sh
hysedebian: /nonitoringg chmod +x monitor_all.sh
/monitor_all.sh

/summary. sh

chysedebian: - /moni toring$
chysedebian: - /moni toring$
Latest Users

at 3 May 23:46:15 BST 2025: Thys

Disk Usage

at 3 May 23:46:15 BST 2025

ilesystem size Used Avail Use% Mounted on
idev 3.86 © 3.86 0% /dev
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£1/bin/bash
(crontab -1 2>/dev/null "*/5 * * * * bash ~/monitoring/monitor_all.sh"
"Cron job set.”
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rhysedebia
rhysedebian:
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1.2.3 Windows File Systems

Click each heading to learn more about Windows file systems.

« This is a simple file system supported by many different operating systems.

« FAT has limitations to the number of partitions, partition sizes, and file sizes that it can address, so it is not usually used for
hard drives (HDs) or solid-state drives (SSDs) anymore.

« Both FAT16 and FAT32 are available to use, with FAT32 being the most common because it has many fewer restrictions

than FAT16.
Hierarchical File System Plus (HFS+) v
Extended File System (EXT) v
New Technology File System (NTFS) v

NTFS is the most widely used file system for Windows for many reasons. NTFS supports very large files and partitions and it is very
compatible with other operating systems. NTFS is also very reliable and supports recovery features. Most importantly, it supports many
security features. Data access control is achieved through security descriptors. These security descriptors contain file ownership and
permissions all the way down to the file level. NTFS also tracks many time stamps to track file activity. Sometimes referred to as MACE,
the timestamps Modify, Access, Create, and Entry Modified are often used in forensic investigations to determine the history of a file or
folder. NTFS also supports file system encryption to secure the entire storage media.
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becomes the root of the newly mounted filesystem, bash: ./log_users.sh: Permission denied

itis also known as mounting point. $ chmod +x log_users.sh
$ ./log_users.sh
a. Use the Isblk command to display all block $ bash log_users.sh
devices: $ 1s ~/monitoring/logs
cpu.log disk.log users.log
anal $ cat ~/monitoring/logs/users.log

Sat 3 May 23:02:13 BST 2025: rhys
Sat 3 May 23:03:41 BST 2025: rhys
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$ 1sblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS
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sI0 11:0 1 1024M @ rom
$
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+ Libak
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wa s b
The output above shows that the CyberOps [;::; oroe
Workstation VM has three block devices s a5 0 s
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Step 3: Manually mounting and
unmounting filesystems

The mount command can also be used to mount
and unmount filesystems. As seen in Step 1, the
CyberOps Workstation VM has two hard drives
installed. The first one was recognized by the kernel
as /dev/sda while the second was recognized as
/dev/sdb. Before a block device can be mounted, it
must have a mounting point.

a. Use thels -1 command to verify that the
directory second_drive is in the analyst's
home directory.
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