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[bookmark: _Toc223176895]Hypervisor 
Hypervisors are commonly classified into Type 1 and Type 2 architectures, each offering different advantages depending on its intended use. Type 1 run directly on physical hardware without relying on a host operating system, which reduces overhead and enhances security by minimising the attack surface [1]. They are widely used in enterprise and data centre environments where scalability and resilience are critical [2]. These benefits come at a cost of increased hardware requirements, dedicated infrastructure and higher setup complexity, which can be disproportionate for small or constrained deployments [3]. 
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Figure 1 – Type-1 vs Type-2 architecture [4]
Type 2 Hypervisors operate on top of an existing host operating system and abstract hardware resources through an additional software layer. This introduces performance overhead compared to the Type 1 solutions; however, it offers significantly greater flexibility and lower cost [3]. The virtualised environment runs on limited hardware and must support multiple operating systems, including Windows Server and Debian, while remaining usable for other tasks. This is enabled by allowing virtual machines to remain logically isolated from the host system while sharing resources dynamically based on demand [2] [5].
Type 1 is architecturally stronger for isolation and performance-based purposes however in constrained environments where a single workstation must simultaneously support development, testing and administrative tasks, Type 2 hypervisors provide flexibility through snapshotting a dynamic resource allocation without requiring dedicated infrastructure. It supports rapid deployment, simplified management and sufficient isolation for hosting directory services, routing and Linex-based services within the defined topology [5]. A Type 1 hypervisor would be preferable in a production enterprise environment, but the additional hardware and administrative overhead are not justified here [1] [2]. 
[bookmark: _Toc223176896]IP Addressing
Data transmission across the Internet relies on packet-switched communication, where information is segmented into packets and forwarded independently between networks using the Internet Protocol (IP). Each packet contains source and destination IP addresses, enabling routers to determine origin and final delivery point. Within the OSI model, IP operates at Layer 3 (Network Layer), providing logical addressing independent of physical hardware. While Layer 2 MAC addresses change at each hop, the source and destination IP addresses remain consistent end-to-end, allowing scalable inter-network communication [6]. 
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Figure 2 - Packet transmission across routed networks [7]
When a host determines that a destination lies outside its local network, it forwards the packet to its configured default gateway, which then completes a routing table lookup to identify the appropriate next hop. Routers therefore enable communication between networks, whereas switches operate at Layer 2, forwarding frames locally using MAC address tables [8]. 
IP addressing contributes to network effectiveness through structured allocation. IPv4 uses a 32-bit dotted-decimal format, limiting available addresses, whereas IPv6 uses a 128-bit hexadecimal structure, expanding global capacity and supporting hierarchical aggregation [9]. 
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Figure 3 -IPv4 Address Structure [10]
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Figure 4 - IPv6 Address Structure [11]
Subnetting improves efficiency by dividing networks into smaller broadcast domains, reducing unnecessary traffic. Classless Inter-Domain Routing (CIDR) and Variable Length Subnet Masking (VLSM) further enhance utilisation by enabling flexible prefix allocation and route summarisation, reducing routing table complexity [12]. In multi-site environments such as the Swansea and London topology, structured addressing is essential to support segmentation, scalability and future expansion. 
[bookmark: _Toc223176897]Routing
Routing operates at the third Layer (Network) of the Open System Interoperability Model (OSI), allowing communication between distinct IP Networks. When a router receives a packet, it takes the destination IP Address and performs a longest prefix match against entries in its routing table to determine the appropriate outgoing interface. This decision process ensures that traffic is forwarded efficiently across connected networks [13].
 Static routing requires manually configured routes within the routing table. It provides a predictable path selection with minimal control-plane overhead and reduced resource consumption, as no routing protocol exchanges occur. This makes static routing suitable for small or stable topologies. However, it requires administrative intervention when network changes occur, increasing management effort as the number of routers grows [14] . 
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Figure 5 - Comparison of Static and Dynamic Routing [15]

Dynamic routing protocols such as OSPF and RIP allow routers to automatically exchange network information and update their routing tables in response to topology changes. This enables automatic convergence following link failure and improves scalability in expanding environments. Dynamic routing introduces control-plane traffic, CPU and memory usage and potential security considerations if routing updates are not authenticated or filtered appropriately [16] . 
For the two-site topology between Swansea and London, static routing is sufficient and operationally efficient. The stable network design and limited number of routers reduce the need for automatic convergence mechanisms. While dynamic routing could become advantageous as the business expands, static routing provides a secure, predictable solution for the current infrastructure. 

[bookmark: _Toc223176898]Network Services
Virtual Private Networks (VNPs) provide secure transmission of data and IP information between networks. VPNs rely on cryptographic protocols such as IPsec to encapsulate traffic securely between sites or remote users. VPN enhance data protection and enable secure inter-site connections. Their effectiveness, however, is contingent upon robust cryptographic configuration, secure key exchange mechanisms and strong identity validation. Weak authentication policies, poorly managed certificates or outdated encryption suites can transform VPN gateways into high-value attack vectors, particularly in site-to-site enterprise deployment [17]. 
Dynamic Host Configuration Protocol (DHCP) centralises IP Allocation, reducing configuration error and admin overhead. Empirical analysis in large-scale wireless environments demonstrates that DHCP performance degrades under high client churn, where retransmission behaviour and lease allocation latency significantly affect client connectivity [18]. This suggests DHCP design must consider lease duration, scope sizing and relay placement particularly in multi-site topologies such as Swansea-London. 
Active Directory Domain Services (AD DS) provides a hierarchical structure of domains, trees and forests to manage users and resources centrally. As networks scale, logical grouping and delegated access across control become essential to manage complexity effectively. AD also centralises authority within the domain controller, but with incorrect configuration or weak credential governance there is a possibility of systemic risk. Backup, restore capabilities and structured role assignment are therefore not optional enhancements but operational necessities in enterprise deployment. Certificate Authorities underpin this ecosystem by issuing digital signed identifies, forming the trust foundation for VPNs and internal services [19]. 
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[bookmark: _Toc223176900]2.1 – Hypervisor
A type 2 hypervisor, specifically Oracle VirtualBox was selected for the implementation of the network topology. While Type 1 hypervisors provide direct hardware-level virtualisation with improved isolation and performance, their deployment is typically aligned with enterprise production environments requiring dedicated infrastructure. In contrast the coursework environment operates within a laboratory setting using shared host machines, making a hosted hypervisor a proportionate and operationally efficient choice. 
Oracle VirtualBox enables multiple virtual machines to run concurrently on a single physical system while maintaining logical isolation between services. The hardware provision supports the allocation of dedicated memory and storage resources without performance degradation. Ensuring that network services can be deployed and tested reliably. 
Although Type 1 Hypervisors offer superior scalability and performance in enterprise contexts the selected hosted hypervisor sufficiently satisfied the requirements of this coursework implementation. 
[bookmark: _Toc223176901]2.2 – Download and Setup
Oracle VirtualBox was pre-installed within the lab environment. Official installation media was downloaded from the below repositories. Staggered timestamps demonstrate phased implementation across multiple sessions.
	Software
	Link

	Windows Server 2022 – ISO 
	https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2022

	Windows 11 Enterprise ISO
	https://www.microsoft.com/en-us/evalcenter/evaluate-windows-11-enterprise

	Debian 
	https://www.debian.org/releases/trixie/installmanual
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Figure 6 - Download evidence of ISOs
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Figure 7 - Installation of Windows Systems using Oracle Virtual Box
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Figure 8 - Windows Client Virtual Box General information RE installation
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Figure 9 - Debian Installation Process
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Figure 10 - Windows Server Virtual Box General information RE installation
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Figure 11 - Debian Client Virtual Box General information RE installation
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Figure 12 - Debian Server Virtual Box General Information RE Installation

[bookmark: _Toc223176902]2.3 – IP addressing 
The initial IP addressing configuration was implemented in accordance with the provided topology diagram, utilising two private Class C ranges (192.168.1.0/24 and 192.168.2.0/24) to represent Swansea and London Respectively. This ensured clear logical separation between sites while maintain compatibility with the provided topology. 
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Figure 13 - Initial Configuration of Windows IP
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Figure 14 - Initial Configuration of Debian IP
While functionally correct, allocating full /24 networks for a small lab environment resulted in significant address underutilisation. Given the limited number of hosts per site, using VLSM principles could be used as set out below to optimise address efficiency. 


	Location
	Device
	IP Address
	Subnet Mask
	Default Gateway

	Swansea
	S-DC
	10.10.0.2
	255.255.255.192
	10.10.0.1

	Swansea
	ClientS1
	10.10.0.10
	255.255.255.192
	10.10.0.1

	London
	L-CD
	10.10.0.66
	255.255.255.192
	10.10.0.65

	London 
	ClientL1
	10.10.0.70
	255.255.255.192
	10.10.0.65



A private address block within the 10.0.0.0/8 range was selected rather than using the previous implemented 192.168.x.x addressing. This space provides greater flexibility for hierarchical subnetting and future expansion, while reducing the likelihood of address collision with commonly deployed residential or lab networks. While modern routing operates under CIDR rather than classful constraints, selecting from this range enables scalable summarisation and structured segmentation across potential additional sites beyond Swansea and London. 
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Figure 15 - ipconfig /all and successful ping- Windows Server to Client
[image: ] 
Figure 16 - ipconfig /all and successful Ping from Windows Client to Server
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Figure 17 - IP addr and Successful Ping - Debian Server to Client
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Figure 18 - IP Addr and Successful Ping - Debian Client to Server.
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Figure 19 - Unsuccessful Ping Between Debian Server and Windows
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Figure 20 - Unsuccessful Ping - Windows to Debian
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Figure 21 - Successful Ping between Debian Server and External Network
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Figure 22 - Successful Ping between Windows Server and External Network

[bookmark: _Toc223176904]Task 3 – Reflection
During implementation, technical challenges emerged that required troubleshooting and reinforced practical understanding of the virtualised network environment. 
Between the 17th and 24th of February, the Debian server required reinstallation. No detailed investigation was undertaken; however, the most likely cause was improper shutdown or state handling of the virtual machine within the hypervisor environment. This highlighted the importance of controlled power-off procedures and understanding virtual machine state management. While the reinstallation did not require configuration redesign, repeating the process improved familiarity with Debian installation steps, network configuration and repository verification. 
A second issue emerged during package management, where required Trixie repositories were not fully populated within /etc/apt/sources.list. 
[image: ]
Figure 23 - Trixie repository packages once restored
As a result, update and security packages were initially unavailable. Manual input of the correct repository entries restored functionality, reinforcing the importance of validating repository sources during installation.  
[image: ]Additionally, the Windows client failed to boot due to a virtual disk reference error (VERR_PATH_NOT_FOUND).  The issue was resolved by reattaching the correct VDI file within VirtualBox storage settings. This demonstrated practical troubleshooting skills related to hypervisor disk mapping and virtual media management. Figure 24 - Error provided when booting Windows Client

Collectively these incidents strengthened procedural discipline, troubleshooting confidence and awareness of structured configuration practices. 
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