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1. Introduction
With the rapid development of the Internet, people can store, access and transmit Internet information, including text, image, sound, video and so on, more conveniently. At the same time, various security problems are also emerging in an endless stream. For example, in order to make a profit, individuals or enterprises will use any means to invade the privacy of others and steal the confidential information of competitors. Therefore, the security of information has become the focus of attention. Since most of the information in the network is presented in the form of images, this paper mainly studies digital images.


2. Background to the Proposed Research
Encryption technology is the mainstream way to ensure the security of multimedia information. The user sets the key as the original letter to encrypt the information, converts the plaintext information into the chaotic and noisy secret information, so that no information can be seen by the naked eye, thus ensuring the information security. When the attacker obtains the encrypted image, the attacker cannot crack the image information without the encryption key. Only the image owner can decrypt the original image using the correct key. However, image encryption also has security concerns. Because the ciphertext image is a messy image that looks like noise, it is easy to attract the attacker's attention. When an attacker obtains an encrypted image, it can be destroyed in some way, even if it cannot be cracked. Therefore, under this background, another information security technology, namely information hiding technology, is proposed. Information hiding technology is a technology to hide secret information in the carrier image by slightly changing the pixel value of the carrier image [4]. The changed image is very similar to the original image, and the human eye cannot see the changes to ensure information security. Reversible information hiding technology refers to the secret information hidden in the carrier, so that the receiver can accurately extract the secret information technology. Encryption technology and information hiding technology can protect the security of multimedia information from different angles. Both can be used in combination to protect the content of multimedia information and the content of multimedia information.
The image owner encrypts the original image according to the encryption key to obtain an encrypted image with similar noise. After obtaining the ciphertext image, the information concealer will embed the relevant information into the image according to the hidden key and obtain the encrypted ciphertext image. At the receiving end, if the recipient has an encryption key, the image is decrypted directly to obtain a decrypted image similar to the original image. If there is a hidden key, the relevant information can be extracted. The key can extract the relevant information and restore the original image.
Although reversible encryption image information hiding has many advantages, but there are also the following problems: most of the existing algorithms use commonly used encryption and scrambling encryption, both of them have security risks, security is not high; The encrypted image is chaotic, with lost pixel correlation and limited information that can be embedded. Some algorithms rely on the pixel correlation between the extracted information and the recovered image, which makes it impossible for the extracted secret information to be error-free and the recovered original image to be loss-free. The future development direction is to design more secure encryption algorithm, improve the hiding ability, improve the quality of decryption and recovery of images.



3. Aims & Objectives
The following two objectives are expected to achieve: 
1. Design a encryption algorithm. In this paper, xor encryption and scrambling encryption algorithms are compared and analyzed. 
2. An improved image encryption algorithm is designed. The original image is converted into an image similar to the text image, which is used as an encrypted image to achieve the purpose of image camouflage. It solves the problem that the ciphertext image obtained by the common encryption algorithm is a chaotic noise image which is easy to attract the attacker's attention. An improved algorithm is proposed to solve the problem that the similarity between the converted image and the target image is not high.


4. Research Methods

4.1 Philosophy
 In my project, I will adopt the method of literature analysis and empirical research. Because the current knowledge of encrypted images requires a lot of reading literature to learn more. At the same time to understand the knowledge sent out, through the simulation system design and implementation to get the final results and functions.
4.2 Strategy
 My research strategy is mainly the following. Firstly, after understanding the relevant knowledge of encrypted images, the security of the existing encryption algorithm is analyzed. Then, an improved image encryption algorithm is proposed.
4.3  Risks & Limitations
Because the content of encrypted image is very wide, we need to find the commonly used algorithm of encrypted image quickly. At the same time, we need to have more preparation for the improvement of algorithm and the final simulation. Once the effect of the experiment is not ideal, we need to contact our tutor, under the guidance of the tutor, we need to conduct more experiments and attempts.
4.4 Data Evaluation
In order to evaluate my results, I should discuss with my tutor first, what will be the final results? Once the results of the simulation system reach the expected results, I should summarize them immediately.


5. Resources & Planning
At present, the main resources needed are related papers, and the research on encryption algorithm is not careful enough. I need to read related papers about a month, and then the improvement of algorithm should take about two months.
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