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Abstract
The IoT (internet of things) is going to transform the way the world works, here we discuss what the IoT is, emerging trends, and security issues on common current home technology. Secondly we build a simulation of a smart home on Cisco Packet Tracer 7.2 with pointers in increasing the systems security. 
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This report is concerned with the IoT (internet of things)it’s beginnings to where it may take us in the future. The second part covers a smart home model built in the Cisco software, Packet Tracer version 7.2.
[bookmark: _MV3TD_PT8H00M00S_11][bookmark: _MV3TD_PT8H00M00S_17][bookmark: _MV3TD_PT8H00M00S_20][bookmark: _MV3TD_PT8H00M00S_23][bookmark: _MV3TD_PT8H00M00S_26][bookmark: BRANCH_8][bookmark: _Toc46914366][bookmark: _MV3BS_8][bookmark: _Toc47628329]What is the Iot?
The IoT(internet of things) quite literally means things or objects usually embedded with sensors or software that are connected to the internet and/or each other. This can be from a smartphone, to a door lock, to a farm(including cows with RFID collars) to a jet engine. The term internet of things was  initially coined by  Kevin Ashton in 1999, but as early as 1997 he pondered the using RFID to help manage the supply chain at consumer products firm P&G [1]. The technologies that have made IoT possible include affordable and reliable low cost sensors, network protocols making it easier to connect sensors to the cloud and other ‘things’, the cloud computing platform, machine Learning and, conversational AI (artificial intelligence) such as Siri or Alexa[2]. In medical areas, manufacturing and agriculture the IoT is going to change the way things are done. It gathers information, processes it and presents it back to users in a way we can understand. The IoT is in its beginning stages yet already is picking up trends and predicting failures in industry before a human worker would and pushing productivity levels to previously unheard of levels, this does mean that through automation a lot of manual labour jobs will be lost, however more specialised software and engineering jobs will be created. 
Below are listed some of the emerging trends of IoT.
1. IoT Security. Security technologies will be required to protect IoT devices and platforms from both information attacks and physical tampering, to encrypt their communications, and to address new challenges such as impersonating "things" or denial-of-sleep attacks that drain batteries. IoT security will be complicated by the fact that many "things" use simple processors and operating systems that may not support sophisticated security approaches.
2. IoT Analytics. IoT business models will exploit the information collected by "things" in many ways, which will demand new analytic tools and algorithms. As data volumes increase over the next five years, the needs of the IoT may diverge further from traditional analytics.
3. IoT Device (Thing) Management. Long-lived nontrivial "things" will require management and monitoring, including device monitoring, firmware and software updates, diagnostics, crash analysis and reporting, physical management, and security management. Tools must be capable of managing and monitoring thousands and perhaps even millions of devices.
4. Low-Power, Short-Range IoT Networks. Low-power, short-range networks will dominate wireless IoT connectivity through 2025, far outnumbering connections using wide-area IoT networks. However, commercial and technical trade-offs mean that many solutions will coexist, with no single dominant winner.
5. Low-Power, Wide-Area Networks. Traditional cellular networks don't deliver a good combination of technical features and operational cost for those IoT applications that need wide-area coverage combined with relatively low bandwidth, good battery life, low hardware and operating cost, and high connection density. Emerging standards such as narrowband IoT will likely dominate this space.
6. IoT Processors. The processors and architectures used by IoT devices define many of their capabilities, such as whether they are capable of strong security and encryption, power consumption, whether they are sophisticated enough to support an operating system, updatable firmware, and embedded device management agents. Understanding the implications of processor choices will demand deep technical skills.
7. IoT Operating Systems. Traditional operating systems such as Windows and iOS were not designed for IoT applications. They consume too much power, need fast processors, and in some cases, lack features such as guaranteed real-time response. They also have too large a memory footprint for small devices and may not support the chips that IoT developers use. Consequently, a wide range of IoT-specific operating systems has been developed to suit many different hardware footprints and feature needs.
8. Event Stream Processing. Some IoT applications will generate extremely high data rates that must be analyzed in real time. Systems creating tens of thousands of events per second are common, and millions of events per second can occur in some situations. To address such requirements, distributed stream computing platforms have emerged that can process very high-rate data streams and perform tasks such as real-time analytics and pattern identification.
9. IoT Platforms. IoT platforms bundle many of the infrastructure components of an IoT system into a single product. The services provided by such platforms fall into three main categories:
· Low-level device control and operations such as communications, device monitoring and management, security, and firmware updates;
· IoT data acquisition, transformation and management;
· IoT application development, including event-driven logic, application programming, visualization, analytics and adapters to connect to enterprise systems.
10. IoT Standards and Ecosystems. Standards and their associated application programming interfaces (APIs) will be essential because IoT devices will need to interoperate and communicate, and many IoT business models will rely on sharing data between multiple devices and organizations. Many IoT ecosystems will emerge, and organizations creating products may have to develop variants to support multiple standards or ecosystems and be prepared to update products during their life span as the standards evolve and new standards and APIs emerge.[3]
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The amount of IoT technology available for the individual has  
List of products
Split into categories – eg security, entertainment, home appliances
Security issues: hacking, privacy, cost, damage, malfuction

[bookmark: _Toc47628331]Smart Home concepts
Smart homes, also known as automated or intelligent buildings are a recent design development. Smart homes incorporate common devices that control features of the home. Originally smart home technology was used to control environmental systems on the home such as lighting and heating , but has since developed to include anything  from security systems to refrigerators, in fact almost any electrical piece in the house can now be included into a smart home system. Smart home technology doesn’t simply turn devices on and off, but can monitor the environment and activities within the house, sending the details of this monitoring to the user anywhere in the world. Smart home technology uses many of the same devices that are used in assistive technologies, helping to build an environment where many features of the home are automated and devices can communicate with each other.[4]
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As can be seen in the following screenshot, the home has been broken down into its individual rooms, with each item used to show the smart home connected wirelessly to the home gateway, which itself is connected to a cable modem and the cloud. This allows for the user to control the smart home from their smartphone anywhere in the world.
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To allow the various pieces withing the smart home to communicate wirelessly to the home gateway, a wireless adaptor had to be installed, this was done in packet tracer by going into the advanced tab, then I/O config, then selecting in network adaptor the option of PT-IOT-NM-1W which            iis the wireless option. [image: ]  

The next step for each piece in the smart home was to connect to the home gateway, an option once again in the advanced tab, under the config header, then in the IoT server clicking the box marked home gateway.
The next step was setting up a WPA2-PSK pass phrase to tighten security in the system. This was for ease set to 12345678, this had to be set on all items in the wireless network. 
[image: ]



As can been seen in this screenshot from the IoT monitor on the smart phone all the connected devices are listed.
[image: ]

From the following screenshot, it can be seen how the user can control the various items in their smart home from the smart phone.
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Due to the addressing system it is possible to add over 300 devices on some commercial home gateway products allowing an upscaling of many multiples to the system.[5]
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There were a few basic steps taken to protect the IoT home network. Firstly, introducing a firewall between the cable modem and the home gateway. The firewall monitors incoming and outgoing network traffic and decides what to leave through[6]. Secondly through setting up the WPA2-PSK (Wi-fi Protected Access 2) which uses a virtually indecipherable encryption system. It uses a passphrase to authenticate and generate initial data encryption keys.[7] 
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