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Introduction

The following Security policy will be used to develop and implement a robust and business critical security and disaster recovery plan these policies will be implemented using a comprehensive range of industry standards from specifications such as ISO 27001 ISO 27031 and GDPR.
These standards will be applied to a range of standard operating procedures, internal training programs and disaster recovery schema.

The modern security landscape has a myriad of security threats such as ransomware social engineering and prompt injection. As the modern security landscape has so many threats it is vital that businesses prepare for the any and all circumstances that may befall their I.T real estate.
Half of businesses (50%) and around a third of charities (32%) report having experienced some form of cyber security breach or attack in the last 12 months. This is much higher for medium businesses (70%), large businesses (74%) and high-income charities with £500,000 or more in annual income (66%) [1].
The SOP’s training procedures and redundancy plans within this plan will be focused on the following topics due to the prevalence of each of the following risks.

[bookmark: _Hlk529311408]Prompt injection Prompt injection is the process of injecting and appending malicious prompts to LLM’s which can lead to corporate and consumer data being leaked. 
Social engineering social engineering is the use of manipulation and other tactics to gain unauthorised access to data or internal systems Training significantly reduces the impact of social engineering by making employees more aware of phishing and other manipulation techniques, leading to a decrease in successful attacks. A well-designed training program can lead to a 50% or greater reduction in successful social engineering incidents year-over-year [2] 
Ransomware. Ransomware is the use of cryptographic encryption to lock data and then demand a ransom for the return of said data in 2024, the cost of ransomware attacks reached new highs, with an average ransom demand of $2.73 million. While fewer organizations paid ransoms in 2024, the median payment increased to $1.5 million. This surge in ransom payments was primarily due to ransomware gangs targeting larger organizations and critical infrastructure providers [3]
SQL injection SQL injection is the use of SQL keywords within requests to database to elevate the users access and gain increased access to resources and restricted data.

ISO 27001 Internal policies and procedures 
Iso 27001 is a internationally recognised standard for information security systems used to provide structured frameworks to support businesses with managing and maintaining security for sensitive information and systems as a financial service provider Fin secure is privy to incredibly sensitive customer information such as banking details and company revenue due to this Finsecure is mandated by the FCA(Financial conduct authority) to maintain secure systems which are inline with GDPR and ISO 27001.   
[4][image: ISO 27001: Companies can't Without It in 2023 | TEJ Dictionary]








Core components of ISO 27001

· Risk assessment and treatment
It is important to assess and identify all possible risks to ensure they can be effectively monitored and mitigated to do this fin secure will need to identify each risk they face they will then need to determine the chance of the risk occurring and then estimate the potential damage if the business is impacted by each risk and if needed implement any necessary remedial measures.
· ISMS policy
an isms policy is used to outline and highlight an organisations intention of protecting the information of its clients and customers by developing a framework for managing security risks to ensure compliance with relevant standards such as ISO 27001 and gdpr for fin secure to develop an isms policy/procedure they will need to implement various controls and principles alongside internal auditors to ensure the above policies and procedures are being followed/adhered to
· Documentation
To ensure auditability it is vital that all of the above procedures and standards are well documented. Having strong documentation of internal policies and procedures also makes a business significantly less reliant on internal staffing to ensure adherence to policies allowing for staff to come and go and not cause cascading policy failure.
ISO 27001 Annex A
annex A is a critical component of iso 27001 contains 93 security controls needed to conform to iso 27001 these controls span 4 separate key business segments
· Organizational Controls
organizational controls are needed to ensure security across the business from a top-down process and policy driven approach
· People Controls
Hr and people-based controls are used to ensure social engineering and other person-based attacks can be carried out this is done by performing through training and adequate employee screening during onboarding.
· Physical controls
physical controls are required to prevent manual breaches such as breaking and entry some example policies for this can be things like clear desk policy mandatory use of ID badges and use of physical barriers to entry like locks on restricted areas such as server rooms
· Technological Controls
technological controls are required to ensure digital security on all devices within a business IT real estate for example endpoint protections such as anti virus software and digital encryption on any sensitive data



Employee training program
Why The need for Employee training Employees are the first line of defence within every modern businesses security planning nearly 60% of breaches involve a human element, whether through error, manipulation, or malicious misuse [5] internal training and continuous personal development aids in promoting a security conscious workforce while simultaneously developing your employees skills	
Key objectives of developing an internal training program. It is vital that employees are trained on all of the internal policies and procedures as if they are not aware of them, they cannot follow them. The training program will also be used to reduce the risk of negligent behaviour such as poor password security and improper storage of sensitive consumer data.
Key components of training modules Some example digital learning modules could focus on the basics of cyber security , the risks of phishing and social engineering, and the importance of password hygiene and sanitization 
Quantifying the effectiveness of training programs  Employee testing following each training regime will be required to ensure quality and effectiveness of the programs the test will also enable employee feedback allowing employees to assist with tailoring the training regimes to be as effective as possible.
[image: 99+ Thousand Training Session Royalty-Free Images, Stock Photos & Pictures  | Shutterstock]Examples of the effectiveness of training programs A fast-growing tech company struggled with customer concerns over data security. Despite using encryption and firewalls, the company had no formal information security management system in place. They turned to ISO 27001 for a solution.After implementing ISO 27001, the company saw significant improvements. They developed an incident management process, conducted regular risk assessments, and trained staff on information security best practices. This structured approach reduced security incidents by 35%. More importantly, their ISO 27001 certification reassured clients that their data was safe. As a result, customer retention increased by 20%.This case shows how ISO 27001 strengthens not just security but also customer relationships, enhancing trust and reputation. [6]


Digital security analysis digital security is a vital aspect of overall business continuity it is vital to outline and highlight each business-critical element and ways of ensuring further redundancy.
	Data
Redundancy
Encryption
Access control
MFA
Off-site backup
On site backup
	Dean

	Application
Logging
Application testing
Encryption
Authentication
Realtime Threat Monitoring

	Endpoint
Zero trust Policy
Automated updates
Anti-virus
Behavioural analytics
MFA
Browser isolation
Endpoint firewall
	
	Network
Firewalls
VPN access
NAC network access control 
Network segmentation
Automated ai defence



Data As data is one of a business’s greatest assets in the modern world it is vital for both business continuity and customer trust that all data is secured at a high level using a variety of security methods such as redundancy encryption and multi factor authentication for accessing data. as data loss is as big of a concern as exposure of private data it is vital that all data has multiple onsite and off-site secure backups all of which must be encrypted using modern and up to date encryption standards such as the encryption algorithm known as Rijndael or AES 256. 
Endpoint.  Endpoint security is the security of the devices used by internal employees on a daily basis such as tablets and desktop computers as a myriad of private data can be stored on these pcs it is important for them to be secure. The best way to sure endpoint security and enforce updates and patches is using an endpoint control program such as Citrix or Microsoft Intune. Alongside these programs an anti-virus is required however as a antivirus cannot cover every vector of attack it is more effective to close every angle of attack and only open them as needed this is when a zero-trust anti-virus such as threat locker comes into play.
Application.  Application security testing needs to be carried out on every program used within a business this can be done with the above-mentioned endpoint control software as programs can be enabled and tuned on a case-by-case basis following internal security testing by adequately qualified and trained IT staff.
Network Network Not having a secure network is like leaving your front door unlocked it is vital to have a strong firewall allowing for detailed control of each and every network ingress.


Conclusion 
In conclusion it is vital that an iso 27001 internal isms is implemented alongside a in depth and through employee training program as there is a proven track record of both of these actions considerably improving information and data security. Alongside the other security recommendations within this report the use of these systems policies and procedures will strongly increase the overall security of the business ensuring continuity for the business while also ensuring security for customer data.it is vital that finsecure follow out all the recommendations within this report as besides the obvious issues caused by a security breach it can cause substantial financial damage.
Under the GDPR, fines for non-compliance are determined by the severity of the violation and can be substantial. The maximum fine is either €20 million or 4% of the organization's global annual turnover, whichever is higher. There are two tiers of fines: less severe violations can result in fines up to €10 million or 2% of global turnover, while more serious violations can result in fines up to €20 million or 4%. 
Elaboration:
Tier 1 (Less Severe Violations):
These violations may result in fines of up to €10 million, or 2% of the company's global annual turnover, whichever is greater. 
Tier 2 (More Severe Violations):
More serious breaches can lead to fines of up to €20 million, or 4% of the global annual turnover, whichever is higher. 
Factors Determining the Fine:
The severity of the infringement is a key factor in determining the fine amount, as is the organization's size and global turnover [7]
As such a large figure can destroy a company it is vital that finsecure follow the recommendations within this report.
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