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Nmap Full Scan (.nmap)

# Nmap 7.95 scan initiated Sun Nov 9 13:25:31 2025 as: /usr/lib/nmap/ nmap -sS -sV -0 -0A
nmap_ful | _scan_192.168. 1.0 192. 168. 1. 0/ 24

Nmap scan report for 192.168.1.1

Host is up (0.0017s | atency).

Not shown: 978 closed tcp ports (reset)

PORT STATE SERVI CE VERSI ON

7/tcp open echo

9/tcp open discard?

13/tcp open daytime Mcrosoft Wndows USA daytine

17/tcp open qotd Wndows qotd (English)

19/tcp open chargen

21/tcp open ftp Mcrosoft ftpd

53/tcp open domain Sinple DNS Pl us

80/tcp open http Mcrosoft IS httpd 10.0

88/ tcp open kerberos-sec M crosoft Wndows Kerberos (server tine: 2025-11-09 21:25:392)
135/tcp open nsrpc Mcrosoft Wndows RPC

139/tcp open net bi os-ssn M crosoft W ndows net bi os-ssn

389/tcp open I dap Mcrosoft Wndows Active Directory LDAP (Donmin: swansea.acca0., Site:
Defaul t - First-Site-Nane)

443/ tcp open ssl/http Mcrosoft IS httpd 10.0

445/ tcp open mcrosoft-ds Mcrosoft Wndows Server 2008 R2 - 2012 microsoft-ds (workgroup:
SWANSEA)

464/ tcp open kpasswd5?

515/tcp open printer

593/tcp open ncacn_http M crosoft Wndows RPC over HTTP 1.0

636/tcp open tcpw apped

3268/ tcp open |l dap Mcrosoft Wndows Active Directory LDAP (Donmai n: swansea.acca0l., Site:
Defaul t - First-Site-Nane)

3269/tcp open tcpw apped

5357/tcp open http Mcrosoft HTTPAPI httpd 2.0 (SSDP/ UPnP)

5985/tcp open http Mcrosoft HTTPAPI httpd 2.0 (SSDP/ UPnP)

MAC Address: 08:00:27:10:8C: B0 (PCS Systentechni k/Oacle Virtual Box virtual N C)
Devi ce type: general purpose

Runni ng: M crosoft W ndows 2022

OS CPE: cpe:/o:mcrosoft:w ndows_server_2022

CS details: Mcrosoft Wndows Server 2022

Net wor k Di stance: 1 hop

Service Info: Host: S-DC, OS: Wndows; CPE: cpe:/o:mcrosoft:w ndows

Nmap scan report for 192.168.1.10

Host is up (0.0013s | atency).

Not shown: 997 closed tcp ports (reset)

PORT STATE SERVI CE VERSI ON

135/tcp open nsrpc Mcrosoft Wndows RPC

139/tcp open net bi os-ssn M crosoft W ndows net bi os-ssn

445/t cp open mcrosoft-ds?

MAC Address: 08:00:27:1D: 20: 66 (PCS Systentechni k/ Oracle Virtual Box virtual N C)
Devi ce type: general purpose

Runni ng: M crosoft W ndows 10

OS CPE: cpe:/o:mcrosoft:w ndows_10

CS details: Mcrosoft Wndows 10 1709 - 21H2

Net wor k Di stance: 1 hop

Service Info: OS: Wndows; CPE: cpe:/o:mcrosoft:w ndows

Nmap scan report for 192.168.1.2

Host is up (0.000027s | atency).

Al'l 1000 scanned ports on 192.168.1.2 are in ignored states.

Not shown: 1000 closed tcp ports (reset)

Too many fingerprints match this host to give specific OS details

Net wor k Di stance: O hops

CS and Service detection performed. Please report any incorrect results at
https://nmap. org/ subm t/ .

# Nmap done at Sun Nov 9 13:28:14 2025 -- 256 | P addresses (3 hosts up) scanned in 163. 30
seconds



Nmap Full Scan (.gnmap)

# Nmap 7.95 scan initiated Sun Nov 9 13:25:31 2025 as: /usr/lib/nmap/ nmap -sS -sV -0 -0A
nmap_ful | _scan_192.168. 1.0 192. 168. 1. 0/ 24

Host: 192.168.1.1 () Status: Up

Host: 192.168.1.1 () Ports: 7/open/tcp//echo///, 9/ open/tcp//discard?///,

13/ open/tcp//daytine// M crosoft Wndows USA daytine/, 17/open/tcp//qotd/ /W ndows qotd
(English)/, 19/open/tcp//chargen///, 21/ open/tcp//ftp//Mcrosoft ftpd/,

53/ open/tcp//domain// Sinpl e DNS Plus/, 80/open/tcp//http//Mcrosoft I1S httpd 10. 0/,

88/ open/tcp// ker beros-sec// M crosoft Wndows Kerberos (server tinme: 2025-11-09
21:25:392)/, 135/ open/tcp//msrpc// M crosoft Wndows RPC,

139/ open/ t cp/ / net bi os-ssn// M crosoft W ndows netbi os-ssn/, 389/ open/tcp//|dap//M crosoft
W ndows Active Directory LDAP (Dommin: swansea.acca0O., Site: Default-First-Site-Nanme)/,
443/ open/tcp//ssl|http//Mcrosoft 11S httpd 10.0/, 445/ open/tcp// mcrosoft-ds// M crosoft
W ndows Server 2008 R2 - 2012 microsoft-ds (workgroup: SWANSEA)/,

464/ open/ tcp/ / kpasswd5?///, 515/ open/tcp//printer///, 593/ open/tcp//ncacn_http//M crosoft
W ndows RPC over HTTP 1.0/, 636/open/tcp//tcpw apped///, 3268/ open/tcp//|dap//M crosoft

W ndows Active Directory LDAP (Donmin: swansea.acca0O., Site: Default-First-Site-Nanme)/,
3269/ open/tcp//tcpw apped///, 5357/ open/tcp//http//Mcrosoft HITPAPI httpd 2.0

(SSDP| UPnP)/, 5985/open/tcp//http//Mcrosoft HTTPAPI httpd 2.0 (SSDP| UPnP)/ Ignored State:
closed (978) OS: Mcrosoft Wndows Server 2022 Seq Index: 264 IP ID Seq: I|ncrenental

Host: 192.168.1.10 () Status: Up

Host: 192.168.1.10 () Ports: 135/ open/tcp//msrpc//Mcrosoft Wndows RPC,

139/ open/ t cp/ / net bi os-ssn// M crosoft W ndows netbi os-ssn/, 445/ open/tcp// m crosoft-ds?///
Ignored State: closed (997) OS: Mcrosoft Wndows 10 1709 - 21H2 Seq Index: 260 |IP ID Seq:
I ncrenent al

Host: 192.168.1.2 () Status: Up

Host: 192.168.1.2 () Ports: Ignored State: closed (1000)

# Nmap done at Sun Nov 9 13:28:14 2025 -- 256 | P addresses (3 hosts up) scanned in 163. 30
seconds



Nmap Full Scan (.xml)

<?xm version="1.0" encodi ng="UTF- 8" ?>

<! DOCTYPE nmaprun>

<?xm -styl esheet href="file:///usr/share/ nmap/ nmap. xsl" type="text/xsl"?>

<l-- Nmap 7.95 scan initiated Sun Nov 9 13:25:31 2025 as: /usr/lib/nmap/nmap -sS -sV -0 -0A
nmap_ful | _scan_192.168.1.0 192.168.1.0/24 -->

<nmaprun scanner="nmap" args="/usr/li b/ nmap/ nmap -sS -sV -0 -oA nmap_full _scan_192. 168.1.0
192.168. 1.0/ 24" start="1762694731" startstr="Sun Nov 9 13:25:31 2025" version="7.95"

xm out put ver si on="1. 05" >

<scani nfo type="syn" protocol ="tcp" nunservi ces="1000" services="1,3-4,6-7,9, 13,17, 19-26, 3
0, 32-33, 37, 42- 43, 49, 53, 70, 79- 85, 88- 90, 99- 100, 106, 109- 111, 113, 119, 125, 135, 139, 143- 144, 146, 1
61, 163, 179, 199, 211- 212, 222, 254- 256, 259, 264, 280, 301, 306, 311, 340, 366, 389, 406- 407, 416- 417, 425
, 427, 443- 445, 458, 464- 465, 481, 497, 500, 512- 515, 524, 541, 543- 545, 548, 554- 555, 563, 587, 593, 616- 6
17, 625, 631, 636, 646, 648, 666- 668, 683, 687, 691, 700, 705, 711, 714, 720, 722, 726, 749, 765, 777, 783, 787
, 800- 801, 808, 843, 873, 880, 888, 898, 900- 903, 911- 912, 981, 987, 990, 992- 993, 995, 999- 1002, 1007, 100
9-1011, 1021- 1100, 1102, 1104- 1108, 1110- 1114, 1117, 1119, 1121- 1124, 1126, 1130- 1132, 1137- 1138, 114
1, 1145, 1147- 1149, 1151- 1152, 1154, 1163- 1166, 1169, 1174- 1175, 1183, 1185- 1187, 1192, 1198- 1199, 120
1,1213,1216- 1218, 1233- 1234, 1236, 1244, 1247- 1248, 1259, 1271- 1272, 1277, 1287, 1296, 1300- 1301, 130
9-1311, 1322, 1328, 1334, 1352, 1417, 1433- 1434, 1443, 1455, 1461, 1494, 1500- 1501, 1503, 1521, 1524, 153
3, 1556, 1580, 1583, 1594, 1600, 1641, 1658, 1666, 1687- 1688, 1700, 1717- 1721, 1723, 1755, 1761, 1782-178
3, 1801, 1805, 1812, 1839- 1840, 1862- 1864, 1875, 1900, 1914, 1935, 1947, 1971- 1972, 1974, 1984, 1998- 201
0, 2013, 2020- 2022, 2030, 2033- 2035, 2038, 2040- 2043, 2045- 2049, 2065, 2068, 2099- 2100, 2103, 2105- 210
7,2111, 2119, 2121, 2126, 2135, 2144, 2160- 2161, 2170, 2179, 2190- 2191, 2196, 2200, 2222, 2251, 2260, 228
8, 2301, 2323, 2366, 2381- 2383, 2393- 2394, 2399, 2401, 2492, 2500, 2522, 2525, 2557, 2601- 2602, 2604- 260
5, 2607- 2608, 2638, 2701- 2702, 2710, 2717- 2718, 2725, 2800, 2809, 2811, 2869, 2875, 2909- 2910, 2920, 296
7- 2968, 2998, 3000- 3001, 3003, 3005- 3006, 3011, 3017, 3030- 3031, 3052, 3071, 3077, 3128, 3168, 3211, 322
1, 3260- 3261, 3268- 3269, 3283, 3300- 3301, 3306, 3322- 3325, 3333, 3351, 3367, 3369- 3372, 3389- 3390, 340
4, 3476, 3493, 3517, 3527, 3546, 3551, 3580, 3659, 3689- 3690, 3703, 3737, 3766, 3784, 3800- 3801, 3809, 381
4, 3826- 3828, 3851, 3869, 3871, 3878, 3880, 3889, 3905, 3914, 3918, 3920, 3945, 3971, 3986, 3995, 3998, 400
0- 4006, 4045, 4111, 4125- 4126, 4129, 4224, 4242, 4279, 4321, 4343, 4443- 4446, 4449, 4550, 4567, 4662, 484
8, 4899- 4900, 4998, 5000- 5004, 5009, 5030, 5033, 5050- 5051, 5054, 5060- 5061, 5080, 5087, 5100- 5102, 512
0, 5190, 5200, 5214, 5221- 5222, 5225- 5226, 5269, 5280, 5298, 5357, 5405, 5414, 5431- 5432, 5440, 5500, 551
0, 5544, 5550, 5555, 5560, 5566, 5631, 5633, 5666, 5678- 5679, 5718, 5730, 5800- 5802, 5810- 5811, 5815, 582
2, 5825, 5850, 5859, 5862, 5877, 5900- 5904, 5906- 5907, 5910- 5911, 5915, 5922, 5925, 5950, 5952, 5959- 596
3, 5985- 5989, 5998- 6007, 6009, 6025, 6059, 6100- 6101, 6106, 6112, 6123, 6129, 6156, 6346, 6389, 6502, 651
0, 6543, 6547, 6565- 6567, 6580, 6646, 6666- 6669, 6689, 6692, 6699, 6779, 6788- 6789, 6792, 6839, 6881, 690
1, 6969, 7000- 7002, 7004, 7007, 7019, 7025, 7070, 7100, 7103, 7106, 7200- 7201, 7402, 7435, 7443, 7496, 751
2,7625, 7627, 7676, 7741, 7777- 7778, 7800, 7911, 7920- 7921, 7937- 7938, 7999- 8002, 8007- 8011, 8021- 802
2, 8031, 8042, 8045, 8080- 8090, 8093, 8099- 8100, 8180- 8181, 8192- 8194, 8200, 8222, 8254, 8290- 8292, 830
0, 8333, 8383, 8400, 8402, 8443, 8500, 8600, 8649, 8651- 8652, 8654, 8701, 8800, 8873, 8888, 8899, 8994, 900
0- 9003, 9009- 9011, 9040, 9050, 9071, 9080- 9081, 9090- 9091, 9099- 9103, 9110- 9111, 9200, 9207, 9220, 929
0, 9415, 9418, 9485, 9500, 9502- 9503, 9535, 9575, 9593- 9595, 9618, 9666, 9876- 9878, 9898, 9900, 9917, 992
9, 9943- 9944, 9968, 9998- 10004, 10009- 10010, 10012, 10024- 10025, 10082, 10180, 10215, 10243, 10566, 10
616- 10617, 10621, 10626, 10628- 10629, 10778, 11110- 11111, 11967, 12000, 12174, 12265, 12345, 13456, 13
722,13782- 13783, 14000, 14238, 14441- 14442, 15000, 15002- 15004, 15660, 15742, 16000- 16001, 16012, 16
016, 16018, 16080, 16113, 16992- 16993, 17877, 17988, 18040, 18101, 18988, 19101, 19283, 19315, 19350, 19
780, 19801, 19842, 20000, 20005, 20031, 20221- 20222, 20828, 21571, 22939, 23502, 24444, 24800, 25734- 25
735, 26214, 27000, 27352- 27353, 27355- 27356, 27715, 28201, 30000, 30718, 30951, 31038, 31337, 32768- 32
785, 33354, 33899, 34571- 34573, 35500, 38292, 40193, 40911, 41511, 42510, 44176, 44442- 44443, 44501, 45
100, 48080, 49152- 49161, 49163, 49165, 49167, 49175- 49176, 49400, 49999- 50003, 50006, 50300, 50389, 50
500, 50636, 50800, 51103, 51493, 52673, 52822, 52848, 52869, 54045, 54328, 55055- 55056, 55555, 55600, 56
737-56738, 57294, 57797, 58080, 60020, 60443, 61532, 61900, 62078, 63331, 64623, 64680, 65000, 65129, 65
389"/ >

<ver bose | evel ="0"/>

<debuggi ng | evel =" 0"/ >

<host hi nt ><status state="up" reason="arp-response" reason_ttl="0"/>

<addr ess addr="192.168. 1. 10" addrtype="ipv4"/>

<address addr="08:00: 27: 1D: 20: 66" addrtype="nmac" vendor="PCS Systent echni k/ Oracl e
Virtual Box virtual NC'/>

<host nanes>

</ host nanmes>

</ host hi nt >

<host hi nt ><status state="up" reason="arp-response" reason_ttl="0"/>

<address addr="192.168.1.1" addrtype="ipv4"/>

<address addr="08:00: 27: 10: 8C: B0" addrtype="mac" vendor="PCS Systent echni k/ Oracl e
Virtual Box virtual NIC'/>

<host nanmes>

</ host names>

</ host hi nt >

<t askprogress task="Service scan" tine="1762694828" percent="96.00" remai ni ng="4"
etc="1762694832"/ >

<host startti me="1762694733" endti me="1762694893" ><status state="up" reason="ar p-response"
reason_ttl="0"/>

<address addr="192.168.1.1" addrtype="ipv4"/>



<address addr="08:00: 27: 10: 8C: B0" addrtype="nmac" vendor="PCS Systent echni k/ Oracl e
Virtual Box virtual NC'/>

<host nanes>

</ host nanes>

<ports><extraports state="cl osed" count="978">

<extrareasons reason="reset" count="978" proto="tcp" ports="1, 3-4,6, 20, 22- 26, 30, 32-33, 37,4
2-43, 49, 70, 79, 81- 85, 89- 90, 99- 100, 106, 109- 111, 113, 119, 125, 143- 144, 146, 161, 163, 179, 199, 211- 2
12, 222, 254- 256, 259, 264, 280, 301, 306, 311, 340, 366, 406- 407, 416- 417, 425, 427, 444, 458, 465, 481, 497
, 500, 512- 514, 524, 541, 543- 545, 548, 554- 555, 563, 587, 616- 617, 625, 631, 646, 648, 666- 668, 683, 687, 6
91, 700, 705, 711, 714, 720, 722, 726, 749, 765, 777, 783, 787, 800- 801, 808, 843, 873, 880, 888, 898, 900- 903
,911-912, 981, 987, 990, 992- 993, 995, 999- 1002, 1007, 1009- 1011, 1021- 1100, 1102, 1104- 1108, 1110- 111
4,1117,1119, 1121- 1124, 1126, 1130- 1132, 1137- 1138, 1141, 1145, 1147- 1149, 1151- 1152, 1154, 1163- 116
6,1169, 1174-1175, 1183, 1185-1187, 1192, 1198- 1199, 1201, 1213, 1216- 1218, 1233- 1234, 1236, 1244, 124
7-1248, 1259, 1271-1272, 1277, 1287, 1296, 1300- 1301, 1309- 1311, 1322, 1328, 1334, 1352, 1417, 1433- 143
4, 1443, 1455, 1461, 1494, 1500- 1501, 1503, 1521, 1524, 1533, 1556, 1580, 1583, 1594, 1600, 1641, 1658, 166
6, 1687- 1688, 1700, 1717- 1721, 1723, 1755, 1761, 1782- 1783, 1801, 1805, 1812, 1839- 1840, 1862- 1864, 187
5, 1900, 1914, 1935, 1947, 1971- 1972, 1974, 1984, 1998- 2010, 2013, 2020- 2022, 2030, 2033- 2035, 2038, 204
0- 2043, 2045- 2049, 2065, 2068, 2099- 2100, 2103, 2105- 2107, 2111, 2119, 2121, 2126, 2135, 2144, 2160- 216
1, 2170, 2179, 2190- 2191, 2196, 2200, 2222, 2251, 2260, 2288, 2301, 2323, 2366, 2381- 2383, 2393- 2394, 239
9, 2401, 2492, 2500, 2522, 2525, 2557, 2601- 2602, 2604- 2605, 2607- 2608, 2638, 2701- 2702, 2710, 2717- 271
8, 2725, 2800, 2809, 2811, 2869, 2875, 2909- 2910, 2920, 2967- 2968, 2998, 3000- 3001, 3003, 3005- 3006, 301
1, 3017, 3030- 3031, 3052, 3071, 3077, 3128, 3168, 3211, 3221, 3260- 3261, 3283, 3300- 3301, 3306, 3322- 332
5, 3333, 3351, 3367, 3369- 3372, 3389- 3390, 3404, 3476, 3493, 3517, 3527, 3546, 3551, 3580, 3659, 3689- 369
0, 3703, 3737, 3766, 3784, 3800- 3801, 3809, 3814, 3826- 3828, 3851, 3869, 3871, 3878, 3880, 3889, 3905, 391
4, 3918, 3920, 3945, 3971, 3986, 3995, 3998, 4000- 4006, 4045, 4111, 4125- 4126, 4129, 4224, 4242, 4279, 432
1, 4343, 4443- 4446, 4449, 4550, 4567, 4662, 4848, 4899- 4900, 4998, 5000- 5004, 5009, 5030, 5033, 5050- 505
1, 5054, 5060- 5061, 5080, 5087, 5100- 5102, 5120, 5190, 5200, 5214, 5221- 5222, 5225- 5226, 5269, 5280, 529
8, 5405, 5414, 5431- 5432, 5440, 5500, 5510, 5544, 5550, 5555, 5560, 5566, 5631, 5633, 5666, 5678- 5679, 571
8, 5730, 5800- 5802, 5810- 5811, 5815, 5822, 5825, 5850, 5859, 5862, 5877, 5900- 5904, 5906- 5907, 5910- 591
1, 5915, 5922, 5925, 5950, 5952, 5959- 5963, 5986- 5989, 5998- 6007, 6009, 6025, 6059, 6100- 6101, 6106, 611
2,6123, 6129, 6156, 6346, 6389, 6502, 6510, 6543, 6547, 6565- 6567, 6580, 6646, 6666- 6669, 6689, 6692, 669
9, 6779, 6788- 6789, 6792, 6839, 6881, 6901, 6969, 7000- 7002, 7004, 7007, 7019, 7025, 7070, 7100, 7103, 710
6, 7200- 7201, 7402, 7435, 7443, 7496, 7512, 7625, 7627, 7676, 7741, 7777- 7778, 7800, 7911, 7920- 7921, 793
7-7938, 7999- 8002, 8007- 8011, 8021- 8022, 8031, 8042, 8045, 8080- 8090, 8093, 8099- 8100, 8180- 8181, 819
2- 8194, 8200, 8222, 8254, 8290- 8292, 8300, 8333, 8383, 8400, 8402, 8443, 8500, 8600, 8649, 8651- 8652, 865
4, 8701, 8800, 8873, 8888, 8899, 8994, 9000- 9003, 9009- 9011, 9040, 9050, 9071, 9080- 9081, 9090- 9091, 909
9-9103, 9110-9111, 9200, 9207, 9220, 9290, 9415, 9418, 9485, 9500, 9502- 9503, 9535, 9575, 9593- 9595, 961
8, 9666, 9876- 9878, 9898, 9900, 9917, 9929, 9943- 9944, 9968, 9998- 10004, 10009- 10010, 10012, 10024- 100
25,10082, 10180, 10215, 10243, 10566, 10616- 10617, 10621, 10626, 10628- 10629, 10778, 11110- 11111, 119
67, 12000, 12174, 12265, 12345, 13456, 13722, 13782- 13783, 14000, 14238, 14441- 14442, 15000, 15002- 150
04, 15660, 15742, 16000- 16001, 16012, 16016, 16018, 16080, 16113, 16992- 16993, 17877, 17988, 18040, 181
01, 18988, 19101, 19283, 19315, 19350, 19780, 19801, 19842, 20000, 20005, 20031, 20221- 20222, 20828, 215
71, 22939, 23502, 24444, 24800, 25734- 25735, 26214, 27000, 27352- 27353, 27355- 27356, 27715, 28201, 300
00, 30718, 30951, 31038, 31337, 32768- 32785, 33354, 33899, 34571- 34573, 35500, 38292, 40193, 40911, 415
11, 42510, 44176, 44442- 44443, 44501, 45100, 48080, 49152- 49161, 49163, 49165, 49167, 49175- 49176, 494
00, 49999- 50003, 50006, 50300, 50389, 50500, 50636, 50800, 51103, 51493, 52673, 52822, 52848, 52869, 540
45, 54328, 55055- 55056, 55555, 55600, 56737- 56738, 57294, 57797, 58080, 60020, 60443, 61532, 61900, 620
78, 63331, 64623, 64680, 65000, 65129, 65389"/ >

</ extraports>

<port protocol ="tcp" portid="7"><state state="open" reason="syn-ack"
reason_ttl="128"/><servi ce nane="echo" nethod="probed" conf="10"/></port>

<port protocol ="tcp" portid="9"><state state="open" reason="syn-ack"
reason_ttl="128"/><servi ce nane="di scard" nethod="tabl e" conf="3"/></port>

<port protocol ="tcp" portid="13"><state state="open" reason="syn-ack"
reason_ttl="128"/><service nane="dayti me" product="M crosoft Wndows USA dayti ne"

ost ype="W ndows" net hod="probed"

conf ="10" ><cpe>cpe: / o: m crosof t: wi ndows</ cpe></ servi ce></port >

<port protocol ="tcp" portid="17"><state state="open" reason="syn-ack"
reason_ttl="128"/><servi ce nane="qotd" product="W ndows qotd" extrainfo="English"
ostype="W ndows" net hod="probed" conf="10"><cpe>cpe:/a: mcrosoft:gotd::::en</cpe><cpe>cpe
/ o: m crosoft:w ndows</ cpe></service></port>

<port protocol ="tcp" portid="19"><state state="open" reason="syn-ack"

reason_ttl ="128"/><servi ce nanme="chargen" nethod="probed" conf="10"/></port>

<port protocol ="tcp" portid="21"><state state="open" reason="syn-ack"
reason_ttl="128"/><service nane="ftp" product="Mcrosoft ftpd" ostype="W ndows"

met hod="pr obed" conf="10"><cpe>cpe:/a: mcrosoft:ftp_servi ce</cpe><cpe>cpe:/o:mcrosoft:w n
dows</ cpe></servi ce></port>

<port protocol ="tcp" portid="53"><state state="open" reason="syn-ack"

reason_ttl ="128"/><servi ce name="domai n" product="Si npl e DNS Pl us" ostype="W ndows"

met hod="pr obed" conf="10"><cpe>cpe:/a:jh_software: sinple_dns_pl us</ cpe><cpe>cpe:/0: m croso
ft:w ndows</ cpe></service></port>

<port protocol ="tcp" portid="80"><state state="open" reason="syn-ack"
reason_ttl="128"/><service nane="http" product="Mcrosoft |IIS httpd" version="10.0"

ost ype="W ndows" net hod="probed" conf="10"><cpe>cpe:/a: m crosoft:internet_information_serv
i ces: 10. 0</ cpe><cpe>cpe:/ o: m crosof t: wi ndows</ cpe></servi ce></port>

<port protocol ="tcp" portid="88"><state state="open" reason="syn-ack"
reason_ttl="128"/><servi ce nane="kerberos-sec" product="M crosoft Wndows Kerberos"



extrainfo="server tinme: 2025-11-09 21:25:39Z" ostype="W ndows" nethod="probed" conf="10"><
cpe>cpe:/a: m crosoft: kerberos</cpe><cpe>cpe:/o: m crosoft:w ndows</ cpe></servi ce></port>
<port protocol ="tcp" portid="135"><state state="open" reason="syn-ack"
reason_ttl="128"/><service nane="nsrpc" product="M crosoft Wndows RPC' ostype="W ndows"
met hod="pr obed" conf="10"><cpe>cpe:/o0: m crosoft:w ndows</cpe></service></port>

<port protocol ="tcp" portid="139"><state state="open" reason="syn-ack"
reason_ttl="128"/><servi ce nane="net bi os-ssn" product="M crosoft W ndows netbi os-ssn"

ost ype="W ndows" net hod="probed"

conf ="10" ><cpe>cpe: / 0: m crosof t: wi ndows</ cpe></ servi ce></port >

<port protocol ="tcp" portid="389"><state state="open" reason="syn-ack"
reason_ttl="128"/><servi ce nane="|dap" product="M crosoft Wndows Active Directory LDAP"
extrai nfo="Domai n: swansea.acca0l., Site: Default-First-Site-Nane" hostname="S-DC'

ost ype="W ndows" net hod="probed"

conf ="10"><cpe>cpe:/ 0: m crosoft: wi ndows</ cpe></ servi ce></ port >

<port protocol ="tcp" portid="443"><state state="open" reason="syn-ack"
reason_ttl="128"/><service nane="http" product="Mcrosoft |IIS httpd" version="10.0"
ostype="W ndows" tunnel ="ssl" nethod="probed" conf="10"><cpe>cpe:/a: mcrosoft:internet_inf
ormati on_servi ces: 10. 0</ cpe><cpe>cpe: / o: m crosof t : wi ndows</ cpe></ servi ce></ port >

<port protocol ="tcp" portid="445"><state state="open" reason="syn-ack"
reason_ttl="128"/><servi ce nane="m crosoft-ds" product="M crosoft Wndows Server 2008 R2 -
2012 microsoft-ds" extrainfo="workgroup: SWANSEA' hostnane="S-DC' ostype="W ndows"

met hod="probed" conf="10"><cpe>cpe:/o0: m crosoft:w ndows</cpe></service></port>

<port protocol ="tcp" portid="464"><state state="open" reason="syn-ack"

reason_ttl ="128"/><servi ce nanme="kpasswd5" nethod="tabl e" conf="3"/></port>

<port protocol ="tcp" portid="515"><state state="open" reason="syn-ack"
reason_ttl="128"/><service nane="printer" nethod="probed" conf="10"/></port>

<port protocol ="tcp" portid="593"><state state="open" reason="syn-ack"
reason_ttl="128"/><service nane="ncacn_http" product="M crosoft Wndows RPC over HTTP"
versi on="1.0" ostype="W ndows" nethod="probed"

conf ="10" ><cpe>cpe: / 0: m crosof t: wi ndows</ cpe></ servi ce></ port >

<port protocol ="tcp" portid="636"><state state="open" reason="syn-ack"
reason_ttl="128"/><servi ce nane="t cpw apped" met hod="probed" conf="8"/></port>

<port protocol ="tcp" portid="3268"><state state="open" reason="syn-ack"
reason_ttl="128"/><service nane="|dap" product="Mcrosoft Wndows Active Directory LDAP"
extrai nfo="Domai n: swansea. acca0., Site: Default-First-Site-Name" hostname="S-DC'

ost ype="W ndows" net hod="probed"

conf ="10"><cpe>cpe:/o0: m crosoft: w ndows</ cpe></servi ce></port>

<port protocol ="tcp" portid="3269"><state state="open" reason="syn-ack"
reason_ttl="128"/><servi ce nane="t cpw apped" nethod="probed" conf="8"/></port>

<port protocol ="tcp" portid="5357"><state state="open" reason="syn-ack"
reason_ttl="128"/><service nane="http" product="M crosoft HTTPAPI httpd" version="2.0"

ext rai nf o="SSDP/ UPnP" ostype="W ndows" net hod="probed"

conf ="10"><cpe>cpe:/0: m crosoft: w ndows</ cpe></servi ce></port>

<port protocol ="tcp" portid="5985"><state state="open" reason="syn-ack"

reason_ttl ="128"/><servi ce name="http" product="M crosoft HTTPAPI httpd" version="2.0"
extrai nf o="SSDP/ UPnP" ostype="W ndows" mnet hod="probed"

conf ="10"><cpe>cpe:/ 0o: m crosoft: wi ndows</ cpe></ servi ce></ port >

</ ports>

<os><portused state="open" proto="tcp" portid="7"/>

<portused state="cl osed" proto="tcp" portid="1"/>

<portused state="cl osed" proto="udp" portid="41270"/>

<osmat ch name="M crosoft W ndows Server 2022" accuracy="100" |ine="82111">

<oscl ass type="general purpose" vendor="M crosoft" osfanily="Wndows" osgen="2022"

accur acy="100"><cpe>cpe:/o: m crosoft:w ndows_server_2022</ cpe></ oscl ass>

</ osmat ch>

</ 0s>

<upti me seconds="2634" |astboot="Sun Nov 9 12:44:19 2025"/>

<di st ance val ue="1"/>

<t cpsequence i ndex="264" difficulty="Good |uck!"

val ues="BF08D3CA, C5578312, 50A650E7, 1D3F776B, 1AF99364, 76 CCAE43" / >

<i pi dsequence class="Increnental " val ues="C48B, C48C, C48D, C48E, C48F, C490"/ >

<t cpt ssequence cl ass="1000HZ" val ues="2829EF, 282A53, 282ABA, 282B1E, 282B84, 282BE7" / >

<times srtt="1655" rttvar="1604" to="100000"/>

</ host >

<host starttinme="1762694733" endti me="1762694892" ><st atus state="up" reason="arp-response"
reason_ttl="0"/>

<address addr="192.168. 1. 10" addrtype="ipv4"/>

<address addr="08: 00: 27: 1D: 20: 66" addrtype="mac" vendor="PCS Systent echni k/ Oracl e

Virtual Box virtual NIC'/>

<host nanes>

</ host names>

<ports><extraports state="cl osed" count="997">

<extrareasons reason="reset" count="997" proto="tcp" ports="1, 3-4,6-7,9, 13,17, 19- 26, 30, 32-
33, 37, 42- 43, 49, 53, 70, 79- 85, 88- 90, 99- 100, 106, 109- 111, 113, 119, 125, 143- 144, 146, 161, 163, 179, 19
9, 211- 212, 222, 254- 256, 259, 264, 280, 301, 306, 311, 340, 366, 389, 406- 407, 416- 417, 425, 427, 443- 444,
458, 464- 465, 481, 497, 500, 512- 515, 524, 541, 543- 545, 548, 554- 555, 563, 587, 593, 616- 617, 625, 631, 63
6, 646, 648, 666- 668, 683, 687, 691, 700, 705, 711, 714, 720, 722, 726, 749, 765, 777, 783, 787, 800- 801, 808,



843, 873, 880, 888, 898, 900- 903, 911- 912, 981, 987, 990, 992- 993, 995, 999- 1002, 1007, 1009- 1011, 1021-1
100, 1102, 1104- 1108, 1110-1114, 1117, 1119, 1121- 1124, 1126, 1130- 1132, 1137- 1138, 1141, 1145, 1147-1
149, 1151- 1152, 1154, 1163- 1166, 1169, 1174- 1175, 1183, 1185- 1187, 1192, 1198- 1199, 1201, 1213, 1216-1
218, 1233- 1234, 1236, 1244, 1247- 1248, 1259, 1271- 1272, 1277, 1287, 1296, 1300- 1301, 1309- 1311, 1322, 1
328, 1334, 1352, 1417, 1433- 1434, 1443, 1455, 1461, 1494, 1500- 1501, 1503, 1521, 1524, 1533, 1556, 1580, 1
583, 1594, 1600, 1641, 1658, 1666, 1687- 1688, 1700, 1717- 1721, 1723, 1755, 1761, 1782- 1783, 1801, 1805, 1
812, 1839- 1840, 1862- 1864, 1875, 1900, 1914, 1935, 1947, 1971- 1972, 1974, 1984, 1998- 2010, 2013, 2020- 2
022, 2030, 2033- 2035, 2038, 2040- 2043, 2045- 2049, 2065, 2068, 2099- 2100, 2103, 2105- 2107, 2111, 2119, 2
121, 2126, 2135, 2144, 2160- 2161, 2170, 2179, 2190- 2191, 2196, 2200, 2222, 2251, 2260, 2288, 2301, 2323, 2
366, 2381- 2383, 2393- 2394, 2399, 2401, 2492, 2500, 2522, 2525, 2557, 2601- 2602, 2604- 2605, 2607- 2608, 2
638, 2701- 2702, 2710, 2717- 2718, 2725, 2800, 2809, 2811, 2869, 2875, 2909- 2910, 2920, 2967- 2968, 2998, 3
000- 3001, 3003, 3005- 3006, 3011, 3017, 3030- 3031, 3052, 3071, 3077, 3128, 3168, 3211, 3221, 3260- 3261, 3
268- 3269, 3283, 3300- 3301, 3306, 3322- 3325, 3333, 3351, 3367, 3369- 3372, 3389- 3390, 3404, 3476, 3493, 3
517, 3527, 3546, 3551, 3580, 3659, 3689- 3690, 3703, 3737, 3766, 3784, 3800- 3801, 3809, 3814, 3826- 3828, 3
851, 3869, 3871, 3878, 3880, 3889, 3905, 3914, 3918, 3920, 3945, 3971, 3986, 3995, 3998, 4000- 4006, 4045, 4
111, 4125- 4126, 4129, 4224, 4242, 4279, 4321, 4343, 4443- 4446, 4449, 4550, 4567, 4662, 4848, 4899- 4900, 4
998, 5000- 5004, 5009, 5030, 5033, 5050- 5051, 5054, 5060- 5061, 5080, 5087, 5100- 5102, 5120, 5190, 5200, 5
214,5221-5222, 5225- 5226, 5269, 5280, 5298, 5357, 5405, 5414, 5431- 5432, 5440, 5500, 5510, 5544, 5550, 5
555, 5560, 5566, 5631, 5633, 5666, 5678- 5679, 5718, 5730, 5800- 5802, 5810- 5811, 5815, 5822, 5825, 5850, 5
859, 5862, 5877, 5900- 5904, 5906- 5907, 5910- 5911, 5915, 5922, 5925, 5950, 5952, 5959- 5963, 5985- 5989, 5
998- 6007, 6009, 6025, 6059, 6100- 6101, 6106, 6112, 6123, 6129, 6156, 6346, 6389, 6502, 6510, 6543, 6547, 6
565- 6567, 6580, 6646, 6666- 6669, 6689, 6692, 6699, 6779, 6788- 6789, 6792, 6839, 6881, 6901, 6969, 7000- 7
002, 7004, 7007, 7019, 7025, 7070, 7100, 7103, 7106, 7200- 7201, 7402, 7435, 7443, 7496, 7512, 7625, 7627, 7
676, 7741, 7777- 7778, 7800, 7911, 7920- 7921, 7937- 7938, 7999- 8002, 8007- 8011, 8021- 8022, 8031, 8042, 8
045, 8080- 8090, 8093, 8099- 8100, 8180- 8181, 8192- 8194, 8200, 8222, 8254, 8290- 8292, 8300, 8333, 8383, 8
400, 8402, 8443, 8500, 8600, 8649, 8651- 8652, 8654, 8701, 8800, 8873, 8888, 8899, 8994, 9000- 9003, 9009- 9
011, 9040, 9050, 9071, 9080- 9081, 9090- 9091, 9099- 9103, 9110- 9111, 9200, 9207, 9220, 9290, 9415, 9418, 9
485, 9500, 9502- 9503, 9535, 9575, 9593- 9595, 9618, 9666, 9876- 9878, 9898, 9900, 9917, 9929, 9943- 9944, 9
968, 9998- 10004, 10009- 10010, 10012, 10024- 10025, 10082, 10180, 10215, 10243, 10566, 10616- 10617, 106
21, 10626, 10628- 10629, 10778, 11110- 11111, 11967, 12000, 12174, 12265, 12345, 13456, 13722, 13782- 137
83, 14000, 14238, 14441- 14442, 15000, 15002- 15004, 15660, 15742, 16000- 16001, 16012, 16016, 16018, 160
80, 16113, 16992- 16993, 17877, 17988, 18040, 18101, 18988, 19101, 19283, 19315, 19350, 19780, 19801, 198
42, 20000, 20005, 20031, 20221- 20222, 20828, 21571, 22939, 23502, 24444, 24800, 25734- 25735, 26214, 270
00, 27352- 27353, 27355- 27356, 27715, 28201, 30000, 30718, 30951, 31038, 31337, 32768- 32785, 33354, 338
99, 34571- 34573, 35500, 38292, 40193, 40911, 41511, 42510, 44176, 44442- 44443, 44501, 45100, 48080, 491
52-49161, 49163, 49165, 49167, 49175- 49176, 49400, 49999- 50003, 50006, 50300, 50389, 50500, 50636, 508
00, 51103, 51493, 52673, 52822, 52848, 52869, 54045, 54328, 55055- 55056, 55555, 55600, 56737- 56738, 572
94, 57797, 58080, 60020, 60443, 61532, 61900, 62078, 63331, 64623, 64680, 65000, 65129, 65389"/ >

</ extraports>

<port protocol ="tcp" portid="135"><state state="open" reason="syn-ack"
reason_ttl="128"/><servi ce nane="nsrpc" product="M crosoft Wndows RPC' ostype="W ndows"
met hod="pr obed" conf="10"><cpe>cpe:/o0: m crosoft:w ndows</cpe></servi ce></port>

<port protocol ="tcp" portid="139"><state state="open" reason="syn-ack"

reason_ttl ="128"/><servi ce nane="net bi os-ssn" product="M crosoft W ndows netbi os-ssn"

ost ype="W ndows" net hod="probed"

conf ="10"><cpe>cpe:/0: m crosoft: w ndows</ cpe></servi ce></port>

<port protocol ="tcp" portid="445"><state state="open" reason="syn-ack"
reason_ttl="128"/><servi ce name="m crosoft-ds" nethod="tabl e" conf="3"/></port>

</ ports>

<os><portused state="open" proto="tcp" portid="135"/>

<portused state="cl osed" proto="tcp" portid="1"/>

<portused state="cl osed" proto="udp" portid="40826"/>

<osmat ch nanme="M crosoft Wndows 10 1709 - 21H2" accuracy="100" |ine="74990">

<oscl ass type="general purpose" vendor="M crosoft" osfam |y="Wndows" osgen="10"
accuracy="100"><cpe>cpe:/0: m crosoft:w ndows_10</cpe></oscl ass>

</ osmat ch>

</ os>

<di st ance val ue="1"/>

<t cpsequence i ndex="260" difficulty="Good |uck!"

val ues="32E86ADE, 13FE95D8, AFO9C3E7, 9835A9AD, FB3236A5, CD3B5CF2" / >

<i pi dsequence cl ass="Increnental " val ues="1062, 1C63, 1C64, 1C65, 1C66, 1C67"/ >

<t cpt ssequence cl ass="none returned (unsupported)"/>

<times srtt="1264" rttvar="813" to="100000"/>

</ host >

<host starttinme="1762694893" endti me="1762694894" ><st atus st at e="up"
reason="1| ocal host -response" reason_ttl="0"/>

<address addr="192.168. 1. 2" addrtype="ipv4"/>

<host names>

</ host nanes>

<ports><extraports state="cl osed" count="1000">

<extrareasons reason="reset" count="1000" proto="tcp" ports="1,3-4,6-7,9, 13,17, 19-26, 30, 32
- 33,37, 42-43, 49, 53, 70, 79- 85, 88-90, 99- 100, 106, 109- 111, 113, 119, 125, 135, 139, 143- 144, 146, 161, 1
63, 179, 199, 211- 212, 222, 254- 256, 259, 264, 280, 301, 306, 311, 340, 366, 389, 406- 407, 416- 417, 425, 427
, 443- 445, 458, 464- 465, 481, 497, 500, 512- 515, 524, 541, 543- 545, 548, 554- 555, 563, 587, 593, 616- 617, 6
25, 631, 636, 646, 648, 666- 668, 683, 687, 691, 700, 705, 711, 714, 720, 722, 726, 749, 765, 777, 783, 787, 800
- 801, 808, 843, 873, 880, 888, 898, 900- 903, 911- 912, 981, 987, 990, 992- 993, 995, 999- 1002, 1007, 1009- 10
11, 1021-1100, 1102, 1104- 1108, 1110- 1114, 1117, 1119, 1121- 1124, 1126, 1130- 1132, 1137- 1138, 1141, 11



45,1147-1149, 1151- 1152, 1154, 1163- 1166, 1169, 1174- 1175, 1183, 1185- 1187, 1192, 1198- 1199, 1201, 12
13,1216-1218, 1233- 1234, 1236, 1244, 1247- 1248, 1259, 1271- 1272, 1277, 1287, 1296, 1300- 1301, 1309- 13
11,1322, 1328, 1334, 1352, 1417, 1433- 1434, 1443, 1455, 1461, 1494, 1500- 1501, 1503, 1521, 1524, 1533, 15
56, 1580, 1583, 1594, 1600, 1641, 1658, 1666, 1687- 1688, 1700, 1717- 1721, 1723, 1755, 1761, 1782- 1783, 18
01, 1805, 1812, 1839- 1840, 1862- 1864, 1875, 1900, 1914, 1935, 1947, 1971- 1972, 1974, 1984, 1998- 2010, 20
13, 2020- 2022, 2030, 2033- 2035, 2038, 2040- 2043, 2045- 2049, 2065, 2068, 2099- 2100, 2103, 2105- 2107, 21
11, 2119, 2121, 2126, 2135, 2144, 2160- 2161, 2170, 2179, 2190- 2191, 2196, 2200, 2222, 2251, 2260, 2288, 23
01, 2323, 2366, 2381- 2383, 2393- 2394, 2399, 2401, 2492, 2500, 2522, 2525, 2557, 2601- 2602, 2604- 2605, 26
07- 2608, 2638, 2701- 2702, 2710, 2717- 2718, 2725, 2800, 2809, 2811, 2869, 2875, 2909- 2910, 2920, 2967- 29
68, 2998, 3000- 3001, 3003, 3005- 3006, 3011, 3017, 3030- 3031, 3052, 3071, 3077, 3128, 3168, 3211, 3221, 32
60- 3261, 3268- 3269, 3283, 3300- 3301, 3306, 3322- 3325, 3333, 3351, 3367, 3369- 3372, 3389- 3390, 3404, 34
76, 3493, 3517, 3527, 3546, 3551, 3580, 3659, 3689- 3690, 3703, 3737, 3766, 3784, 3800- 3801, 3809, 3814, 38
26- 3828, 3851, 3869, 3871, 3878, 3880, 3889, 3905, 3914, 3918, 3920, 3945, 3971, 3986, 3995, 3998, 4000- 40
06, 4045, 4111, 4125- 4126, 4129, 4224, 4242, 4279, 4321, 4343, 4443- 4446, 4449, 4550, 4567, 4662, 4848, 48
99- 4900, 4998, 5000- 5004, 5009, 5030, 5033, 5050- 5051, 5054, 5060- 5061, 5080, 5087, 5100- 5102, 5120, 51
90, 5200, 5214, 5221- 5222, 5225- 5226, 5269, 5280, 5298, 5357, 5405, 5414, 5431- 5432, 5440, 5500, 5510, 55
44, 5550, 5555, 5560, 5566, 5631, 5633, 5666, 5678- 5679, 5718, 5730, 5800- 5802, 5810- 5811, 5815, 5822, 58
25, 5850, 5859, 5862, 5877, 5900- 5904, 5906- 5907, 5910- 5911, 5915, 5922, 5925, 5950, 5952, 5959- 5963, 59
85- 5989, 5998- 6007, 6009, 6025, 6059, 6100- 6101, 6106, 6112, 6123, 6129, 6156, 6346, 6389, 6502, 6510, 65
43, 6547, 6565- 6567, 6580, 6646, 6666- 6669, 6689, 6692, 6699, 6779, 6788- 6789, 6792, 6839, 6881, 6901, 69
69, 7000- 7002, 7004, 7007, 7019, 7025, 7070, 7100, 7103, 7106, 7200- 7201, 7402, 7435, 7443, 7496, 7512, 76
25,7627, 7676, 7741, 7777- 7778, 7800, 7911, 7920- 7921, 7937- 7938, 7999- 8002, 8007- 8011, 8021- 8022, 80
31, 8042, 8045, 8080- 8090, 8093, 8099- 8100, 8180- 8181, 8192- 8194, 8200, 8222, 8254, 8290- 8292, 8300, 83
33, 8383, 8400, 8402, 8443, 8500, 8600, 8649, 8651- 8652, 8654, 8701, 8800, 8873, 8888, 8899, 8994, 9000- 90
03, 9009- 9011, 9040, 9050, 9071, 9080- 9081, 9090- 9091, 9099- 9103, 9110- 9111, 9200, 9207, 9220, 9290, 94
15, 9418, 9485, 9500, 9502- 9503, 9535, 9575, 9593- 9595, 9618, 9666, 9876- 9878, 9898, 9900, 9917, 9929, 99
43-9944, 9968, 9998- 10004, 10009- 10010, 10012, 10024- 10025, 10082, 10180, 10215, 10243, 10566, 10616-
10617, 10621, 10626, 10628- 10629, 10778, 11110- 11111, 11967, 12000, 12174, 12265, 12345, 13456, 13722
13782- 13783, 14000, 14238, 14441- 14442, 15000, 15002- 15004, 15660, 15742, 16000- 16001, 16012, 16016
16018, 16080, 16113, 16992- 16993, 17877, 17988, 18040, 18101, 18988, 19101, 19283, 19315, 19350, 19780,
19801, 19842, 20000, 20005, 20031, 20221- 20222, 20828, 21571, 22939, 23502, 24444, 24800, 25734- 25735
26214, 27000, 27352- 27353, 27355- 27356, 27715, 28201, 30000, 30718, 30951, 31038, 31337, 32768- 32785
33354, 33899, 34571- 34573, 35500, 38292, 40193, 40911, 41511, 42510, 44176, 44442- 44443, 44501, 45100,
48080, 49152- 49161, 49163, 49165, 49167, 49175- 49176, 49400, 49999- 50003, 50006, 50300, 50389, 50500,
50636, 50800, 51103, 51493, 52673, 52822, 52848, 52869, 54045, 54328, 55055- 55056, 55555, 55600, 56737-
56738, 57294, 57797, 58080, 60020, 60443, 61532, 61900, 62078, 63331, 64623, 64680, 65000, 65129, 65389"
/>

</ extraports>

</ ports>

<os><portused state="closed" proto="tcp" portid="1"/>

<portused state="cl osed" proto="udp" portid="36185"/>

</ os>

<di st ance val ue="0"/>

<tinmes srtt="27" rttvar="11" to="100000"/>

</ host >

<runstats><finished tine="1762694894" tinmestr="Sun Nov 9 13:28:14 2025" sumary="Nmap done
at Sun Nov 9 13:28:14 2025; 256 | P addresses (3 hosts up) scanned in 163. 30 seconds"

el apsed="163. 30" exit="success"/><hosts up="3" down="253" total ="256"/>

</runst at s>

</ nmapr un>



Ping Discovery

# Nmap 7.95 scan initiated Sun Nov 9 13:24:27 2025 as: /usr/lib/nmap/ nmap -sn -oN
di scovery_nmap_pi ng_192. 168. 1. 0. t xt 192.168. 1. 0/ 24

Nmap scan report for 192.168.1.1

Host is up (0.0035s | atency)

MAC Address: 08:00:27:10:8C: B0 (PCS Systentechni k/Oracle Virtual Box virtual N C)
Nmap scan report for 192.168.1.10

Host is up (0.00070s | atency)

MAC Address: 08:00:27:1D: 20: 66 (PCS Systentechni k/Oracle Virtual Box virtual N C)
Nmap scan report for 192.168.1.2

Host is up

# Nmap done at Sun Nov 9 13:24:29 2025 -- 256 | P addresses (3 hosts up) scanned in 2.05
seconds



Enum4Linux

Starting enumdlinux v0.9.1 ( http://labs.portcullis.co.uk/application/enumdlinux/ ) on Sun
Nov 9 13:29:53 2025
u[ 34m ( wm[Omm[32nirarget |nformati onm[Onm[ 34m

)

m[OnTarget ........... 192.168.1. 10

RID Range ........ 500- 550, 1000- 1050

Username ......... v

Password .........

Known Usernanes .. administrator, guest, krbtgt, donmamin admns, root, bin, none
u[34m ( m[Omm[ 32nEnuner ati ng Wor kgr oup/ Donai n on
192.168.1. 10m[ Onm[ 34m )
u[Onm[ 33m

[+] =m[Onmm[32nGot domai n/ wor kgr oup nane: SWANSEA

u[Om

u[ 34m ( w[Omm[32m\btstat |nformation for
192.168. 1. 10m[ Onm[ 34m )
m[ OnLooki ng up status of 192.168.1.10

CLI ENTS1 <00> - B <ACTI VE> Wrkstation Service

SWANSEA <00> - <GROUP> B <ACTI VE> Donai n/ Wr kgr oup Nane
CLI ENTS1 <20> - B <ACTIVE> File Server Service

MAC Address = 08-00-27-1D- 20- 66

u[34m ( m[Omm[ 32nBessi on Check on

192.168. 1. 10m[ Omm[ 34m )

u[Onm[33m

[E] m[Onm[31lnServer doesn't allow session using username '', password ''. Aborting

remai nder of tests.
u[0m
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